
Journal of 

Actuator Networks
Sensor and

Article

A Comprehensive Study of Security and Privacy
Guidelines, Threats, and Countermeasures:
An IoT Perspective

Hezam Akram Abdul-Ghani * and Dimitri Konstantas

Geneva School of Economics and Management, Geneva University, 1211 Geneva, Switzerland;
Dimitri.Konstantas@unige.ch
* Correspondence: mohammed.akram@unige.ch

Received: 14 February 2019; Accepted: 9 April 2019; Published: 22 April 2019
����������
�������

Abstract: As Internet of Things (IoT) involvement increases in our daily lives, several security and
privacy concerns like linkability, unauthorized conversations, and side-channel attacks are raised.
If they are left untouched, such issues may threaten the existence of IoT. They derive from two main
reasons. One is that IoT objects are equipped with limited capabilities in terms of computation
power, memory, and bandwidth which hamper the direct implementation of traditional Internet
security techniques. The other reason is the absence of widely-accepted IoT security and privacy
guidelines and their appropriate implementation techniques. Such guidelines and techniques would
greatly assist IoT stakeholders like developers and manufacturers, paving the road for building secure
IoT systems from the start and, thus, reinforcing IoT security and privacy by design. In order to
contribute to such objective, we first briefly discuss the primary IoT security goals and recognize
IoT stakeholders. Second, we propose a comprehensive list of IoT security and privacy guidelines
for the edge nodes and communication levels of IoT reference architecture. Furthermore, we point
out the IoT stakeholders such as customers and manufacturers who will benefit most from these
guidelines. Moreover, we identify a set of implementation techniques by which such guidelines can
be accomplished, and possible attacks against previously-mentioned levels can be alleviated. Third,
we discuss the challenges of IoT security and privacy guidelines, and we briefly discuss digital rights
management in IoT. Finally, through this survey, we suggest several open issues that require further
investigation in the future. To the best of the authors’ knowledge, this work is the first survey that
covers the above-mentioned objectives.

Keywords: Internet of Things; security guidelines; privacy guidelines; countermeasures; security
goals; attacks

1. Introduction

Despite being widely-used, the term Internet of Things is still fuzzy, since it is composed of so
many technologies like Wireless Sensor Networks (WSN), Radio-Frequency Identification (RFID),
and Machine-to-Machine communications (M2M). IoT involvement in our daily lives is witnessing
drastic growth and development which can be noticed in IoT applications such as smart cities, smart
cars, smart buildings, and home automation. It is because of this innovation named IoT that infinite
services and solutions are getting bigger and bigger. However, providing such solutions in a reliable
and secure way is not straightforward, as IoT systems inherit most of the problems of the current
Internet and, most probably, intensify them due to direct association with physical objects [1].

Being tightly integrated with human beings and their environments, IoT can be misused and
a single weakness may result in harmful impacts such as physical damage, financial losses, privacy
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infringement, and organized crime. If left unchecked, these effects may hinder IoT in reaching its full
potential and growth. Most security threats and widespread privacy issues derive from two main
reasons. One is that IoT objects are equipped with limited resources in terms of energy consumption,
memory capacity and computational power [2]. Such limited capabilities may impede the direct
implantation of conventional Internet techniques like the Advanced Encryption Standard (AES) into
the IoT [3,4]. End-to-end secure communications in rich-resource objects such as laptops, tablets and
phones, for instance, can be accomplished by either transport layer through Transport layer security
(TLS) or network layer through Internet Protocol Security (IPsec). Nevertheless, these techniques
cannot directly be implemented in limited-resource objects, and their absence may lead to various
security and privacy attacks like eavesdropping, network side-channel attacks, and tracking. Hence,
the adaptation of previously-mentioned techniques (TLS and IPsec) into IoT paradigm is paramount
so as to cope with those attacks and, at the same time, meet IoT requirements. Regarding this point,
several research proposals, discussed in Section 4, have been introduced in relation to this topic [5–9].

The other reason, which is the most important one, is the inadequacy of well-investigated security
and privacy guidelines and their proper implementation techniques. Such guidelines and techniques
would greatly help IoT stakeholders (e.g., developers and manufacturers ), paving the road for building
secure IoT systems from the start and, thus, enhancing IoT security and privacy by design [10].
Overlooking these guidelines and their proper countermeasures in IoT system development life cycle
(SDLC) may result in several attacks and threats. For example, one guideline may suggest using
a permanent hardware secure boot process in order to prevent an IoT system from running a malicious
code. However, if ignored by manufacturers, an adversary could easily compromise their objects
by replacing the existing executable files with malicious ones [11]. In spite of the importance of IoT
security and privacy guidelines and their implementation techniques in protecting IoT systems, a few
research efforts, most of them white papers, have been conducted in the state-of-the-art, described
as follows:

In [12], the Broadband Internet Technical Advisory Group (BITAG) proposes a high-level set of
IoT security and privacy guidelines for communication, data, service, and object. However, BITAG
does not provide a comprehensive list of guidelines, nor does it describe the required countermeasures
to implement its guidelines. Furthermore, attacks and threats against IoT remain untouched.

In [13], the authors propose a set of privacy guidelines for IoT applications and middle-ware
platforms used to evaluate two open IoT middle-ware platforms: OpenIoT and Eclipse SmartHome.
Nevertheless, they uncover appropriate countermeasures to apply their guidelines and feasible attacks
against IoT. The United States Department of Homeland Security (USDHS) in [14] suggests a set of
security best practices as well as a list of principles to raise awareness among IoT stakeholders to
improve IoT security. Such practices and principles are not comprehensive. However, USDHS does
not investigate attacks and threats against IoT, nor does it identify suitable security solutions to execute
its best practices. The IoT Security Foundation (IoTSF) in [15] has proposed a comprehensive list of
security and privacy guidelines for IoT applications, operating systems, object hardware, wireless and
wired interfaces, cloud, networks, and mobile applications. Moreover, the IoTFS has stated those who
may benefit most of its guidelines. However, IoTSF does not distinguish proper countermeasures to
achieve its guidelines, or discuss potential attacks and threats against IoT. The Open Web Application
Security Project (OWASP) in [16] has suggested a set of IoT security guidance for different IoT aspects
including, but not limited to, network services, authentication/authorization, cloud interface, physical
object. Furthermore, the OWASP has identified those IoT stakeholders like manufactures, customers,
and developers who may use its guidance to enhance IoT security. The OWASP, however, uncovers
both countermeasures, and attacks and threats against IoT. The European Union Agency for Network
and Information Security (ENISA) in [17] has distinguished a list of baseline guidelines used to alleviate
threats and possible attacks against IoT. The main purpose of its work is to offer a clear understanding
of IoT security requirements and identify in an abstract level some of IoT attacks and threats against
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its proposed IoT asset taxonomy. Th ENISA, however, does not state those who may benefit from its
guidelines, or recognize appropriate techniques to carry out them.

By observing Table 1 that summarizes the above-mentioned research proposals conducted in this
area, it is not hard to see the many shortcomings while going through them. Thus, our research is
conducted and designed to overcome those limitations that can be classified as follows: (i) The lack
of a thorough list of security and privacy guidelines for IoT ecosystem, followed by to whom these
guidelines are intended for. (ii) The absence of suitable countermeasures to carry out such guidelines.
(iii) The need for IoT attack investigations.

Table 1. Comparison of research efforts presented in the literature.

Addressed Features
State-of-the Art Work

[13] [12] [16] [17] [14] [15] This Work

IoT Asset Guidelines
Computing nodes
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Table 1. Comparison of research efforts presented in the literature.

Addressed Features State-of-the Art Work

[13] [12] [16] [17] [14] [15] This Work

IoT Asset Guidelines

Computing nodes 7 X X X X X X
RFID tags 7 7 7 7 7 X X
Protocols X X 7 X 7 X X

Types of Guidelines
Privacy X X X X 7 X X
Security 7 X X X X X X

Guidelines Intended for

Manufacturer 7 7 X 7 X 7 X
Developer X X X X X X X
Customer 7 7 X 7 7 7 X
Provider 7 7 7 7 X 7 X

Threats Mitigated by Guidelines 7 7 7 7 7 7 X
Technique to implement Guid 7 7 7 7 7 7 X

To this point, the first step towards addressing such limitations is to identify precisely IoT asset
which is too complex due to its combination of a large number of technologies. Nevertheless, several
IoT reference models (RM) such as a three-level model [18], a five-level model [19], a four-level
model [20], and a seven-level model [21] have been proposed in the state-of-the art.

In order to propose a thorough set of security and privacy guidelines along with their
implementation techniques and also identify all possible attacks against edge nodes and
communication levels, we use CISCO’s RM proposed in 2014 as a thorough extension of the five-level
and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
the complexity of IoT ecosystem by breaking it down into different levels, clarifies IoT by providing
additional information to recognize each level, organizes IoT by making it real and approachable,
and standardizes IoT by offering a first step in allowing different manufacturers to develop IoT products
which can communicate with each other [21]. Next, we briefly discuss each level of this model.

• Level 1-Edge nodes: This level is composed of computing nodes such as sensors, micro-controllers,
RFID readers, and several types of RFID tags. Several security goals like integrity, confidentiality,
and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
to define the amount of data processing at this level.
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To this point, the first step towards addressing such limitations is to identify precisely IoT asset
which is too complex due to its combination of a large number of technologies. Nevertheless, several
IoT reference models (RM) such as a three-level model [18], a five-level model [19], a four-level
model [20], and a seven-level model [21] have been proposed in the state-of-the art.

In order to propose a thorough set of security and privacy guidelines along with their
implementation techniques and also identify all possible attacks against edge nodes and
communication levels, we use CISCO’s RM proposed in 2014 as a thorough extension of the five-level
and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
the complexity of IoT ecosystem by breaking it down into different levels, clarifies IoT by providing
additional information to recognize each level, organizes IoT by making it real and approachable,
and standardizes IoT by offering a first step in allowing different manufacturers to develop IoT products
which can communicate with each other [21]. Next, we briefly discuss each level of this model.

• Level 1-Edge nodes: This level is composed of computing nodes such as sensors, micro-controllers,
RFID readers, and several types of RFID tags. Several security goals like integrity, confidentiality,
and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
to define the amount of data processing at this level.

J. Sens. Actuator Netw. 2019, 8, 22 3 of 38

its proposed IoT asset taxonomy. Th ENISA, however, does not state those who may benefit from its
guidelines, or recognize appropriate techniques to carry out them.

By observing Table 1 that summarizes the above-mentioned research proposals conducted in this
area, it is not hard to see the many shortcomings while going through them. Thus, our research is
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and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
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• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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of a thorough list of security and privacy guidelines for IoT ecosystem, followed by to whom these
guidelines are intended for. (ii) The absence of suitable countermeasures to carry out such guidelines.
(iii) The need for IoT attack investigations.

Table 1. Comparison of research efforts presented in the literature.

Addressed Features State-of-the Art Work

[13] [12] [16] [17] [14] [15] This Work

IoT Asset Guidelines

Computing nodes 7 X X X X X X
RFID tags 7 7 7 7 7 X X
Protocols X X 7 X 7 X X

Types of Guidelines
Privacy X X X X 7 X X
Security 7 X X X X X X

Guidelines Intended for

Manufacturer 7 7 X 7 X 7 X
Developer X X X X X X X
Customer 7 7 X 7 7 7 X
Provider 7 7 7 7 X 7 X

Threats Mitigated by Guidelines 7 7 7 7 7 7 X
Technique to implement Guid 7 7 7 7 7 7 X

To this point, the first step towards addressing such limitations is to identify precisely IoT asset
which is too complex due to its combination of a large number of technologies. Nevertheless, several
IoT reference models (RM) such as a three-level model [18], a five-level model [19], a four-level
model [20], and a seven-level model [21] have been proposed in the state-of-the art.

In order to propose a thorough set of security and privacy guidelines along with their
implementation techniques and also identify all possible attacks against edge nodes and
communication levels, we use CISCO’s RM proposed in 2014 as a thorough extension of the five-level
and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
the complexity of IoT ecosystem by breaking it down into different levels, clarifies IoT by providing
additional information to recognize each level, organizes IoT by making it real and approachable,
and standardizes IoT by offering a first step in allowing different manufacturers to develop IoT products
which can communicate with each other [21]. Next, we briefly discuss each level of this model.

• Level 1-Edge nodes: This level is composed of computing nodes such as sensors, micro-controllers,
RFID readers, and several types of RFID tags. Several security goals like integrity, confidentiality,
and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
to define the amount of data processing at this level.
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and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
the complexity of IoT ecosystem by breaking it down into different levels, clarifies IoT by providing
additional information to recognize each level, organizes IoT by making it real and approachable,
and standardizes IoT by offering a first step in allowing different manufacturers to develop IoT products
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model [20], and a seven-level model [21] have been proposed in the state-of-the art.
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and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
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RFID readers, and several types of RFID tags. Several security goals like integrity, confidentiality,
and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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model [20], and a seven-level model [21] have been proposed in the state-of-the art.

In order to propose a thorough set of security and privacy guidelines along with their
implementation techniques and also identify all possible attacks against edge nodes and
communication levels, we use CISCO’s RM proposed in 2014 as a thorough extension of the five-level
and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
the complexity of IoT ecosystem by breaking it down into different levels, clarifies IoT by providing
additional information to recognize each level, organizes IoT by making it real and approachable,
and standardizes IoT by offering a first step in allowing different manufacturers to develop IoT products
which can communicate with each other [21]. Next, we briefly discuss each level of this model.

• Level 1-Edge nodes: This level is composed of computing nodes such as sensors, micro-controllers,
RFID readers, and several types of RFID tags. Several security goals like integrity, confidentiality,
and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
to define the amount of data processing at this level.
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communication levels, we use CISCO’s RM proposed in 2014 as a thorough extension of the five-level
and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
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and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
the complexity of IoT ecosystem by breaking it down into different levels, clarifies IoT by providing
additional information to recognize each level, organizes IoT by making it real and approachable,
and standardizes IoT by offering a first step in allowing different manufacturers to develop IoT products
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• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
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• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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In order to propose a thorough set of security and privacy guidelines along with their
implementation techniques and also identify all possible attacks against edge nodes and
communication levels, we use CISCO’s RM proposed in 2014 as a thorough extension of the five-level
and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
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process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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model [20], and a seven-level model [21] have been proposed in the state-of-the art.
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the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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IoT reference models (RM) such as a three-level model [18], a five-level model [19], a four-level
model [20], and a seven-level model [21] have been proposed in the state-of-the art.

In order to propose a thorough set of security and privacy guidelines along with their
implementation techniques and also identify all possible attacks against edge nodes and
communication levels, we use CISCO’s RM proposed in 2014 as a thorough extension of the five-level
and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
the complexity of IoT ecosystem by breaking it down into different levels, clarifies IoT by providing
additional information to recognize each level, organizes IoT by making it real and approachable,
and standardizes IoT by offering a first step in allowing different manufacturers to develop IoT products
which can communicate with each other [21]. Next, we briefly discuss each level of this model.

• Level 1-Edge nodes: This level is composed of computing nodes such as sensors, micro-controllers,
RFID readers, and several types of RFID tags. Several security goals like integrity, confidentiality,
and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
to define the amount of data processing at this level.
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guidelines, or recognize appropriate techniques to carry out them.

By observing Table 1 that summarizes the above-mentioned research proposals conducted in this
area, it is not hard to see the many shortcomings while going through them. Thus, our research is
conducted and designed to overcome those limitations that can be classified as follows: (i) The lack
of a thorough list of security and privacy guidelines for IoT ecosystem, followed by to whom these
guidelines are intended for. (ii) The absence of suitable countermeasures to carry out such guidelines.
(iii) The need for IoT attack investigations.
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which is too complex due to its combination of a large number of technologies. Nevertheless, several
IoT reference models (RM) such as a three-level model [18], a five-level model [19], a four-level
model [20], and a seven-level model [21] have been proposed in the state-of-the art.

In order to propose a thorough set of security and privacy guidelines along with their
implementation techniques and also identify all possible attacks against edge nodes and
communication levels, we use CISCO’s RM proposed in 2014 as a thorough extension of the five-level
and the three-layer models in this work, depicted in Figure 1. This is because such RM simplifies
the complexity of IoT ecosystem by breaking it down into different levels, clarifies IoT by providing
additional information to recognize each level, organizes IoT by making it real and approachable,
and standardizes IoT by offering a first step in allowing different manufacturers to develop IoT products
which can communicate with each other [21]. Next, we briefly discuss each level of this model.

• Level 1-Edge nodes: This level is composed of computing nodes such as sensors, micro-controllers,
RFID readers, and several types of RFID tags. Several security goals like integrity, confidentiality,
and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
to define the amount of data processing at this level.
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[13] [12] [16] [17] [14] [15] This Work
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Computing nodes 7 X X X X X X
RFID tags 7 7 7 7 7 X X
Protocols X X 7 X 7 X X

Types of Guidelines
Privacy X X X X 7 X X
Security 7 X X X X X X

Guidelines Intended for

Manufacturer 7 7 X 7 X 7 X
Developer X X X X X X X
Customer 7 7 X 7 7 7 X
Provider 7 7 7 7 X 7 X

Threats Mitigated by Guidelines 7 7 7 7 7 7 X
Technique to implement Guid 7 7 7 7 7 7 X
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• Level 1-Edge nodes: This level is composed of computing nodes such as sensors, micro-controllers,
RFID readers, and several types of RFID tags. Several security goals like integrity, confidentiality,
and privacy should be taken into consideration from this level upwards.

• Level 2-Communication: This level consists of all enabler technologies (e.g., connectivity and
communication protocols ) which allow transportation of commands and data between objects in
the first level and objects located at the third level.

• Level 3-Edge computing: The main objective of this level is to perform simple data processing
which in turn decreases the computation load in the higher level and offers a quick response. It is
wise for real-time applications to process data closer to the edge of the network, rather than to
process data in the cloud. Many factors (e.g., service providers and computing nodes) can be used
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• Level 4-Data accumulation: As most of IoT applications may not require immediate data processing,
this level converts data in motion to data at rest. It provides several functions, the most popular of
which are changing packets to database tables, deciding if data is of importance to higher levels,
and minimizing data via filtering process.

• Level 5- Data abstraction: This level is used to store data for further processing. In general, this
level provides several functions such as normalization/denormalization, indexing, and access
control to different data centers.

• Level 6-Applications: The list of IoT applications operated at this level is almost endless in
both sectors ( industries and markets). Information interpretation can be provided as a result of
cooperation between different applications, which in turn depends on data either at rest or in
motion at this level.

• Level 7- Data centers (DC) and Users: In this level, only authorized users should be allowed to
communicate with IoT applications to make use of their data. Such data may be stored remotely
in DCs for further processing.
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This survey analyzes in depth the first two levels of CISCO’S RM (edge nodes and communication)
to provide a big picture of the current state of the art on IoT attacks, guidelines, and countermeasures.
More specifically, it:

• introduces a comprehensive list of security and privacy guidelines for edge nodes and
communication which can be used to enhance IoT security and privacy by design;

• reviews a set of countermeasures in which such guidelines can be implemented and also states
those IoT stakeholders who will benefit from these guidelines;

• investigates in depth possible attacks and threats against edge nodes and communication;
• suggests some recommendations and open challenges for future work with the aim of directing

researchers to areas that require further investigation.

As a summary, the major contribution we intend to produce lies in reinforcing IoT security
and privacy by design by given IoT stakeholders and researchers an opportunity to integrate such
guidelines along with their proper implementation techniques from the early stages of their systems.
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The rest of the work is organized as follows. In Section 2, we discuss IoT security goals and identify
IoT stakeholders. In Section 3, we introduce a complete set of security and privacy guidelines for edge
nodes and describe possible attacks at this level. Moreover, we recognize proper countermeasures
to apply the suggested guidelines at this level. In Section 4, we provide a full set of security and
privacy guidelines for communication and also describe possible attacks at this level. Furthermore,
we identify proper countermeasures to implement the suggested guidelines at this level. Digital
rights managements in IoT and challenges of IoT security guidelines are discussed in Sections 5 and 6,
respectively. Finally, we also suggest some open issues that need to be addressed in In Section 7.

2. IoT Security Goals and Stakeholders

In this section, we first discuss IoT security goals and, then, identify IoT stakeholders.
A. IoT security goals: In the literature, traditional security goals are divided into three major

groups: (i) confidentiality, (ii) integrity, and (iii) availability, known as a CIA-triad. Confidentiality
ensures that sensitive information can only be accessed by authorized objects or users. With the
advent of IoT, it is essential to guarantee the confidentiality of IoT objects, as they may deal with
sensitive information like credit cards and medical records. For example, the authors in [22] illustrate
the impacts of an authorized access to medical objects which may expose personal information or
result in life-threatening cases. In an IoT context, integrity is also essential for providing reliable
solutions in which only valid commands and data are received. Integrity compromise can result in
harmful consequences. For instance, the authors in [23] describe successful attacks against an Insulin
Pump which can reveal patients’ privacy. IoT availability is crucial to assure that IoT services are
available and cannot be interrupted. Despite the popularity of the CIA-triad, the authors in [24] prove
its insufficiency of addressing novel threats, emerging in a collaborative environment. To cope with
this issue, they offer a thorough set of security goals called information, assurance, and security (IAS)
octave, referred to as the IAS-octave, by examining a huge number of information in literature in
terms of security. Table 2 highlights the security goals suggested by the IAS-octave, along with their
definitions and abbreviations.

Table 2. Internet of Things (IoT) Security goals [20].

Security Requirements Definition Abbreviations

Confidentiality The process in which only authorized objects or users can get
access to the data C

Integrity The process in which data completeness, and accuracy
is preserved I

Non-repudiation The process in which an IoT system can validate the incident
or non-incident of an event NR

Availability An ability of an IoT system to make sure its services are
accessible, when demanded by authorized objects or users A

Privacy The process in which an IoT system follows privacy rules or
policies and allowing users to control their sensitive data P

Audibility Ensuring the ability of an IoT system to perform firm
monitoring on its actions AU

Accountability The process in which an IoT system holds users taking charge
of their actions AC

Trustworthiness Ensuring the ability of an IoT system to prove identity and
confirm trust in third party TW

B. IoT stakeholders: We classify IoT stakeholders into four categories based on their roles in this
complex ecosystem, varying from objects located in the physical world and their data in the cloud.
Table 3 outlines IoT stakeholders and gives their roles and abbreviations.
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Table 3. IoT stakeholders.

IoT Stakeholders Roles Abbreviations

Manufacturer Building IoT products, and IoT hardware M

Developer Developing IoT solutions either from scratch or from open-source
components D

Consumer Using IoT objects in different aspects of their daily lives C

Provider Providing IoT services to customers P

3. Level 1: Edge Nodes

In this section, we first introduce a comprehensive IoT security and privacy guidelines for the first
level of CISCO’s RM (edge nodes) composed of computing nodes (RFID readers and sensor nodes) and
RFID tags. Then, we investigate potential attacks and threats against this level. Finally, we distinguish
proper countermeasures found in literature to implement our proposed guidelines and also address
attacks at this level.

3.1. Security and Privacy Guidelines for Computing Nodes

Figure 2 summarizes the relationship between proposed guidelines for computing nodes, their
suitable countermeasures, and their possible attacks. Next, we briefly discuss required security and
privacy guidelines suggested for computing nodes.

• Prevent node replication: In [25], the authors have stated that node replication attack can be
launched by replicating object’s identification number in any IoT networks leading to a huge drop
in the network performance. Therefore, this guideline suggests that each IoT object should have
right means to protect its identification number.

• Secure boot process: This guideline suggests that each IoT object should be equipped with a fixed
hardware secure boot process designed to prevent an IoT system from running a malicious code.
Before an IoT object starting, a malicious code could be loaded and executed in the boot process,
leading to install a “bootkit” used to maintain the malicious code and also control the object
to mask its existence [15]. For example, in the absence of the immutable hardware secure boot
an attacker could compromise an IoT object if he could find a method to replace its firmware with
malicious one.

• Secure debug ports such as JTAG: Test Access Port and Boundary-Scan Architecture ( JTAG port),
which is an IEEE standard, has been developed as a useful interface for embedded systems to
achieve many purposes like test, debug and development [26]. This guideline suggests preventing
a simple access to IoT objects from external world and also monitor their scan chains using a secure
JTAG. The JTAG port, however, can be easily compromised by attackers [27].

For interested readers, the recent survey published in this regard can be found in [28].

• Create unique security parameters: This guideline suggests that security parameters like private
cryptographic keys, and passwords for each IoT object should be unique. The key benefit from
this guideline stems from disclosure of security parameters on one IoT object cannot be used to
compromise other objects [29].

• Change default password: A default password can be considered one of the simplest security
methods and, at the same time, can be a source of major security issues (e.g., botnet attacks) [30].
Thus, this guideline suggests that each IoT object must be equipped with a technique with which
its default password must be changed on first use [10].
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• Use hardware identifier and authentication: This guideline suggests that each IoT object should
be integrated with a unique unforgettable identity not separable from its hardware [10]. An IoT
object can store its ID in the form of credential developed during manufacturing inside its a secure
element [31]. This ID uniquely identifies the object as well as its proof of origin [32].

• Reduce interference: This guideline suggests minimizing the interference between IoT objects
(computing nodes and RFID tags) and ensure reliable performance, as most IoT objects are armed
with wireless technologies which may cause a node jamming [33]. For instance, an attacker could
carry an object which actively propagates radio signals in order to block or interrupt the functions
of any neighboring objects [34].

• Prevent unwanted IC modifications: This guideline suggests that each IoT object should be able
to detect any malicious modifications on its integrated circuit (IC), preventing an attacker from
exploiting its functionality to gain access to its data. If implemented, such a guideline would
prevent hardware Trojan attacks [35].

• Prevent revealing critical information: This guideline suggests that each IoT object should be
shielded with specific techniques such as a side-channel analysis to prevent unauthorized attempts
to reveal its critical information. Different patterns like power analysis can be used by an attacker
to expose sensitive information of an object, even when its messages are encrypted [36].
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• Use hardware identifier and authentication: This guideline suggests that each IoT object should
be integrated with a unique unforgettable identity not separable from its hardware [10]. An IoT
object can store its ID in the form of credential developed during manufacturing inside its a secure
element [31]. This ID uniquely identifies the object as well as its proof of origin [32].

• Reduce interference: This guideline suggests minimizing the interference between IoT objects
(computing nodes and RFID tags) and ensure reliable performance, as most IoT objects are armed
with wireless technologies which may cause a node jamming [33]. For instance, an attacker could
carry an object which actively propagates radio signals in order to block or interrupt the functions
of any neighboring objects [34].

• Prevent unwanted IC modifications: This guideline suggests that each IoT object should be able
to detect any malicious modifications on its integrated circuit (IC), preventing an attacker from
exploiting its functionality to gain access to its data. If implemented, such a guideline would
prevent hardware Trojan attacks [35].

• Prevent revealing critical information: This guideline suggests that each IoT object should be
shielded with specific techniques such as a side-channel analysis to prevent unauthorized attempts
to reveal its critical information. Different patterns like power analysis can be used by an attacker
to expose sensitive information of an object, even when its messages are encrypted [36].



J. Sens. Actuator Netw. 2019, 8, 22 8 of 38

• Minimize hardware components: To minimize IoT attack surface and avoid unwanted threats,
IoT objects should be functioning on the principle of least privilege [37]. Therefore, not only
unused ports (e.g., USB ports), but also unnecessary hardware components must be closed for
each IoT object [15].

• Create an object-individual password: This guideline suggests that each IoT object should have
a unique password, and it must not be re-settable to any global factory default value. If it is sold
with the default password and user-name (e.g., admin) and if these are not changed by customers,
an IoT object will face many security and privacy issues [38]. For instance, allowing customers to
access IoT objects, manufacturers integrate their objects with a telnet and web interface enabled
by default user-names and passwords. Unfortunately, such objects with default credentials are
vulnerable to several IoT malwares (e.g., Carna, LightAidra/Aidra) [30].

• Remove test points: After manufacturing an IoT object, its test points must be secured so that
they cannot be used by any attacker to compromise its confidentiality and integrity [15].

• Update firmware securely: In the context of IoT, a firmware update takes place either remotely or
directly. A remote firmware update depends heavily on a base station with which a new version of
firmware is broadcasted to all nodes willing to update their firmware. In this case, this guideline
suggests that a new firmware image should be encrypted, and its integrity should be checked.
On the other hand, a direct firmware update (e.g., using a USB cable) depends on an end user.
In this case, this guideline suggests that the end user must be authenticated [35].

• Prevent reverse engineering: As most IoT objects may be placed in unattended environments,
such objects are susceptible to physical attacks (e.g., a reverse engineering). An attacker, for
instance, could get access to an object and, then, he/she could take it apart to discover its main
components and security parameters. This guideline, therefore, suggests that each IoT object
should be armed with a tamper-proofing technique to resist reverse engineering attacks [15].

• Safe disposal: IoT objects, through their life cycles, may be deployed in different environments to
perform specific tasks. They also may change their environments several times, reaching a point in
which such objects should be disposed or removed from services without revealing their sensitive
information [39]. If not destroyed properly, objects sensitive data along with security parameters
could be reversed back by an attacker [40]. This guideline, therefore, suggests that manufacturers
should provide a clear end-of-life strategy along with a formal plan in which obsolete objects can
be disposed by customers without revealing their sensitive data [14].

• Disable remote administrator capabilities: Many IoT objects should have remote administrative
capabilities due to the nature of IoT technology in which objects may be placed in remote
environments. Despite the benefit of using remote administrative capabilities to monitor
and control IoT objects, they could open a door to many attacks (e.g, Man in middle attack).
This guideline, therefore, suggests that remote administrative capabilities should not be enabled
by default for all IoT objects.

• Report failures to a centralized entity: To build global efforts towards mitigating IoT threats and
reaching the full potential of IoT, each IoT object should be equipped with an error reporting
technique to report each failure of objects to a manufacture or a centralized entity [41].

• Avoid untrusted manufactures: The increasing demand of IoT solutions has led to the existance
of so many manufactures, among which are untrusted ones. This guideline, thus, suggests that
IoT customers and developers should avoid buying IoT components or products from untrusted
manufacturers [15].

• Implement hardware trust: Trust data in IoT systems is an indispensable requirement, since
IoT systems are designed to interact with each other to achieve certain tasks. If data of a single
sensor has been maliciously modified, the whole IoT system may be considered insecure [31].
For instance, a humidity sensor may be modified to always send a specific value irrespective of
the actual one. This guideline, therefore, suggests the use of a hardware trust in each object like
a Physically Unclonable Function (PUF).
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• Prevent physical tampering: In some cases, IoT objects may be deployed and operated in either
remote or hostile environments in which a direct access to such objects may be possible, making
them susceptible to hardware/firmware attacks. This guideline, therefore, suggests that each IoT
object should be equipped with a suitable tamper resistant measure [42].

• Safe resell: There are some situations in which IoT objects may be resold to other customers. In this
context, such objects must not reveal the sensitive data of the previous customers. This guideline
suggests that each IoT object should be armed with a suitable wiping-out mechanism [12].

• Detect the abnormal nodes and sensors: The IoT ecosystem is identified as a network of networks.
Some of these networks may be deployed in unattached environments, making them an easy
target for some attackers by modifying the existing nodes to behave maliciously. It is, therefore,
essential that each IoT network has capabilities to detect abnormal nodes or sensors which may
cause harmful consequences to the whole network [43].

• Firmware update not modify user preferences: As new security measures have been introduced
in IoT, hackers will find some vulnerabilities to breach such security solutions. Therefore, objects’
firmware need to be updated continuously without modifying users’ preferences [43]. For instance,
if a use enables a secure JTAG, any firmware updates which may be accomplished automatically
by an object cannot disable the secure JTAG.

3.2. Security and Privacy Guidelines for RFID Tags

Figure 3 summarizes the relationship between proposed guidelines for RFID tags, their suitable
countermeasures, and their possible attacks. Next, we briefly describe required security and privacy
guidelines suggested for RFID tags, some of which (common ones) have been already discussed
in Section 3.1.

• Provide distance-based information: This guideline suggests that each RFID tag should provide
its information to a reader if and only if it lies within its predefined distance. For instance, if a tag
is scanned at 10 m, the tag may publish only public information, but if the tag is scanned with 1 m
distance, it provides its unique identifier.

• Secure kill command for tags: Being designed with a kill command, a unique PIN (e.g., a 23-bit
password), during manufacturing process, RFID tags can be killed by their reader if they received
the correct PINs. This guideline suggests that the kill command in each RFID tag should be
secured and cannot be killed by unauthorized readers [44]. For example, the isolation of tags as
well as blocking can be considered as a direct way to protect a secure kill command, as attackers
cannot reach such tags.

• Secure a manufacture and a product code on EPG tag: There are some kinds of tags which
may have on-board sensitive or valuable information about objects and humans attached to.
These types of tags are called Electronic Product Code (EPC) tags, consisting of two components:
a manufacturer code and a product code. As a consequence, people having EPC tags are susceptible
to inventorying attacks [45]. It is, thus, essential to secure such types of tags.

• Check All readers’ request to tags: The authors in [46], have stressed the importance of examining
or checking all readers’ request to RFID tags to prevent unwanted scanning.

• Change an anonymous ID frequently Even though the authors in [47] propose a noval approach
based on a look-up table to prevent attackers from discovering real IDs tags after converting them
to anonymous ones, attackers can still track RFID systems as long as anonymous IDs are not
changed over time.

• Prevent tag counterfeiting: According to [48], the only one condition in which an attacker could
counterfeit a tag in a RFID system is to modify the tag’s identity by methods of tag manipulation.
So, this guideline suggests that each RFID tag should be armed with a lightweight anti-counterfeit
technique to protect its identity.
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Figure 3. An overview of guidelines, stakeholders, attacks and countermeasures for Radio-Frequency
Identification (RFID) tags.

• Separate personal information from tag identifier: In [49], the authors stated that threats and
attacks against RFID systems could be grown exponentially if they combined tags’ identifiers
with personal information. This guideline, therefore, suggests that personal information
(e.g., credit card and personal profile) should be separated from tags identifiers.

• Prevent tracking: As most RFID tags have unique identifiers attached to physical objects or
individuals, an attacker could track their information. This guideline, thus, suggests that tags’
identifiers should not be read by unauthorized readers [49].

3.3. Possible Attacks and Threats against Edge Node Level

In what follows, we discuss several attacks against computing nodes and RFID tags.

• Hardware Trojan: One of the major security issues for ICs is hardware Trojans. They maliciously
modify ICs to allow attackers to exploit their functionalities and gain access to software operating
on them [50]. To insert a Trojan into an IC, an attacker modifies maliciously the IC during its
design and defines a trigger technique to initiate malicious functions of the Trojan. Trojans based
on their activation methods can be classified into two categories: (i) an internally-triggered Trojan
activated after a certain event is met [51] and (ii) an externally-triggered Trojan activated by
a sensor or an antenna.

• Node replication: The main goal of such an attack is to add maliciously an object by duplicating
one object’s identification number to a current set of objects. A remarkable drop in network
performance can happen as a consequence of this attack. Furthermore, upon arrival of packets at
a replica, it may not only corrupt the packets, but also misdirect them, causing serious damage to
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• Separate personal information from tag identifier: In [49], the authors stated that threats and
attacks against RFID systems could be grown exponentially if they combined tags’ identifiers with
personal information. This guideline, therefore, suggests that personal information (e.g., credit
card and personal profile) should be separated from tags identifiers.

• Prevent tracking: As most RFID tags have unique identifiers attached to physical objects or
individuals, an attacker could track their information. This guideline, thus, suggests that tags’
identifiers should not be read by unauthorized readers [49].

3.3. Possible Attacks and Threats against Edge Node Level

In what follows, we discuss several attacks against computing nodes and RFID tags.

• Hardware Trojan: One of the major security issues for ICs is hardware Trojans. They maliciously
modify ICs to allow attackers to exploit their functionalities and gain access to software operating
on them [50]. To insert a Trojan into an IC, an attacker modifies maliciously the IC during its
design and defines a trigger technique to initiate malicious functions of the Trojan. Trojans based
on their activation methods can be classified into two categories: (i) an internally-triggered Trojan
activated after a certain event is met [51] and (ii) an externally-triggered Trojan activated by
a sensor or an antenna.

• Node replication: The main goal of such an attack is to add maliciously an object by duplicating
one object’s identification number to a current set of objects. A remarkable drop in network
performance can happen as a consequence of this attack. Furthermore, upon arrival of packets at
a replica, it may not only corrupt the packets, but also misdirect them, causing serious damage to
IoT systems by allowing an attacker to gain access to security parameters (e.g., shared keys). It is
also capable of revoking authorized nodes, since it can carry out an object-revocation protocol [25].
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• Denial of Service (DoS) attacks: DoS attacks in computing nodes can be classified into three
categories: sleep deprivation, outage, and battery draining attacks. In what follows, we briefly
describe each one.

1. Sleep deprivation: It is a specific kind of Dos attack in which a battery-operated node
may receive a huge number of requests, which look like legitimate ones, sent by an attacker.
The detection of such attack, therefore, is extremely hard. In [52], Stajano coined the term “sleep
deprivation”. The consequences of sleep deprivation attacks on resource-constrained objects can
be found in [53].

2. Battery draining: IoT objects are equipped with small batteries because of size limitations.
This is why battery-draining attacks are extremely powerful, leading to harmful impacts, such as
a power outage. For instance, having drained a battery of a smoke detector by any techniques
(e.g., sending tons of requests), an attacker would be able to deactivate a fire detection system [54].

3. Outage attacks: This type of attacks takes place when an IoT object stops carrying out its
essential functions. This might have happened due to undesired error in the manufacturing phase,
sleep deprivation, and code injection. A common example of an outage attack is what happened
to Iran’s nuclear control system, when it is injected by Stuxnet [55]. This malicious worm modifies
nuclear control system in such a way that it cannot detect unusual behavior, preventing it from
shutting down even in case of danger.

• Physical attack: As the nature of IoT may require the deployment of some objects in hostile
environments, such objects are vulnerable to physical access which may lead to hardware/firmware
attacks. With physical access to an object, an attacker can derive precious cryptographic
information, alter operating system, and vandalize circuit, all of which may result in long-term
destruction. A recent example of such attack takes place in a Nest thermostat, when its firmware
was replaced with a malicious one enabling the attacker to dominate the thermostat [56].

It is worth noting that physical attacks could also have happened on RFID tags if an attacker has
physical access to them. In this case, the attacker could take such tags to his/her laboratory to
alter and manipulate them. Many attacks against RFID tags have been identified in the literature.
The most popular of them are circuit modification, clock glitching, and material removal [48].

• Malicious node: Obtaining unauthorized access to an IoT network and other objects, an attacker
can inject a malicious object, resulting in controlling the network by the attacker. It is also
possible that the attacker can inject false data into the network which may impede the delivery of
valid messages.

• Side channel attack: While IoT objects perform their normal operations, there is a possibility
that such objects might disclose critical information. This takes place even when they are not
using wireless protocols to transfer data. For instance, an electromagnetic (EM) wave released by
an object can provide precious information about the state of the object. This concept is called
a non-network side-channel attack started to develop by TEMPEST documents [57] in 2007 as
well as a set of current publications [58,59]. For instance in [59], the authors illustrate how EM
emitted from a medical object can release valuable information about not only the object but also
the patient.

In RFID technology, a side-channel attack also takes place even when messages are encrypted.
In this case, an attacker can use a ready-developed tool to intercept communication between tags
and a reader to elicit information from different patterns. For example, having read the tags at the
entrance of a home, an attacker can estimate the number of people in the home [59].
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• Eavesdropping: Even though an eavesdropping attack is commonly associated with
communication protocols, it is possible to take place at this level, specifically for RFID tags.
The main objective of such attack is to intercept, read, and modify messages for further
investigation. The threats posed by eavesdropping in RFID tags have been investigated in
many recent reports including, but not limited to, USDHS [14], the Federal Trade Commission [60],
and the Cloud Security Alliance [10]. Besides these reports, several surveys published can be
found in [44,48]. In [61], the authors have discussed some practical attack cases along with their
experimental settings.

• Tag Counterfeiting: In this type of attacks, an attacker could modify the identity of an object
using techniques of tag manipulation. Unlike a cloning attack, which needs more information to
lunch it, counterfeiting attack requires less information to initiate. In such attack, a tag is partially
modified [20].

• Tag cloning: This type of attacks could be extremely valuable to hackers and, at the same time,
could be too dangerous for company’s reputation. By cloning tags, an attacker can gain access to
sensitive data and closed areas [62].

• Tag Tracking: Tracking tags is one of the most common threats against RFID tags. This is because
all tags have unique identifiers. A malicious reader can simply read a tag attached to an individual
or an object, leading to strong tacking information [63]. Using a large number of readers by
an attacker to read fixed tags’ identifiers is the easiest form of such attack. Combining tag identifier
with personal information will amplify the threats of this attack.

• Tag Inventorying: Different types of tags containing sensitive data may attach to many objects.
To this point, an EPC is composed of two fields: a product code and a manufacturer code.
As a consequence, people having EPC tags are vulnerable to inventorying [48]. For instance, by
knowing what type of a medical object is attached to a patient (e.g., a insulin pump), an attacker
can identify his/her sickness.

3.4. Implementation Techniques Suitable for Edge Nodes

Next, we describe countermeasures for implementing our proposed security and privacy guidelines
and mitigating possible attacks against the edge nodes and RFID tags.

• Side channel analysis: It offers a powerful method to detect not only hardware Trojans but also
malicious frimware on IoT objects.

1. Hardware Trojan Detection: To detect hardware Trojan, several side-channel signals, such as
power [64,65], timing [66,67], and spatial temperature [68], have been suggested. The existence
of a Trojan in an IoT object or a circuit has some impacts on its components, the most common
of which are on power and gates. Moreover, it could even modify heat distribution on the IC.
By comparing physical features as well as heat distribution map for a suspicious IC to a Trojan-free
IC, hardware Trojan can be detected. The detection of Trojans in Timing-based method depends
heavily on checking the IC using delay tests, while the detection of Trojans in power-based method
depends entirely on continuous monitoring of the IC. Spatial temperature-based uses infrared
imaging methods to detect the Trojans by providing thermal maps of the IC.

In addition to above-mentioned methods, Jaya et al. [36] propose a lightweight dynamic
permutation technique to protect integrated circuits from both Trojan and side-channel attacks by
dynamically changing the real order of data coming from sensors.

For interested readers, the recent surveys of hardware Trojan taxonomy and detection can be
found in [69,70].

2. Malicious Firmware Detection: The feasibility of side-channel analysis in detecting malicious
firmware has been illustrated by many previous research works [71–73]. Like hardware Trojan
detection, malware detection techniques can analyze side-channel signals to discover abnormal
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behaviors of IoT objects. For instance, such techniques can detect a malicious installation of
firmware on an object if there is a dramatic increase on its power consumption.

• Cryptographic schemes: Three different types of cryptographic techniques, namely encryption,
hash-based functions, and lightweight protocols, are widely used in the literature to implement
some of our proposed security and privacy guidelines and mitigate possible threats at this layer.
It is worth mentioning that in this section, we describe only cryptographic techniques suitable for
computing nodes and RFID (others will be discussed at communication level)

1. Encryption: Both symmetric and asymmetric encryption can be used to achieve several security
and privacy guidelines suggested in this paper. Many solutions for securing an object’s boot-loader
based on symmetric-key techniques have been proposed in the literature [11]. On the other hand,
a few solutions for securing an object’s boot-loader based on asymmetric-key techniques have
been proposed [27]. Several solutions for securing an object’s JTAG based on symmetric-key
techniques have been proposed in the literature [74–76]. A recently published survey in this
regard can be found in [28].

In RFID tags, a direct implementation of full encryption techniques is not feasible because of
the necessity for tags to be low-cost (e.g., 10 cents), which limits their computational power
and memory. It is worth noting that a standard implementation of AES requires 20-30k gates,
while RFID tags can support 5-10k gates [77]. However, Jung et al.in [78] have proposed a new
implementation of AES which needs only 3595 gates. Recently-proposed technique for RFID
encryption can be found in [79]. That said, there is a lack of a fully-designed version of AES in
RFID tagsT.

2. Hash-based techniques: Being widely used for investigating security issues of RFID systems,
several solutions have been proposed in literature [80–82]. In [49], the authors have suggested
several security techniques for RFID, one of which is based on hash function. Such a technique
introduces two states of each tag: (i) locked state through which a tag answers all queries with its
hashed value and (ii) unlocked state through which the tag performs its usual operation.

3. Lightweight protocols: Developing RFID tags at low cost is an indispensable requirement
in RFID technology, which hinders the implementation of traditional cryptograpic techniques.
However, many lightweight cryptographic protocols have been proposed [83,84]. For instance,
the authors in [83] suggest a lightweight mutual authentication protocol for RFID tags,
the implementation of which requires only 300 gates. More importantly, the authors claim
that this protocol offers an accepted security level for particular applications.

For interested readers, the resent survey of cryptography algorithms for IoT objects can be found
in [85].

• Hardware-based solutions: One of the most effective countermeasures against Trojans, physical,
and side-channel attacks is changing the circuit [35]. In what follows, we briefly illustrate how
certain circuit modifications and changes may mitigate these attacks.

1. Minimizing information leakage: To address side-channel attacks, several techniques have
been proposed, the most popular of which are shielding [59], adding randomized delay [86],
deliberately-generated noise [87], and enhancing the cache architecture [88].

2. Tamper proofing and self-destruction: To enhance protection against physical attacks, IoT
objects may be equipped with hardware-based solutions. For instance, many tamper-proofing
techniques attached to physical packages of IoT objects have been proposed to prevent tampering
against sensors. Furthermore, self-destruction methods can be used as an alternative technique to
alleviate physical attacks [89].
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3. Integrating Physically Unclonable Function (PUF) into the circuit: The process in which
a noisy function is added to an integrated circuit is known as a PUF. Having queried with
a challenge z, a PUF creates a reply y that relies on both z and a unique built-in feature of the
object [90]. PUFs are supposed to be physically unclonable, and tamper-proof [91]. Moreover,
PUFs provide unique object identification and authentication as well as Trojan detection methods
by detecting unintended changes in the circuit [51].

It is worth noting that the previously-mentioned PUF techniques are designed for nodes, whereas
RFID tags have their own techniques to prevent both counterfeiting and cloning attacks by
integrating PUFs into RFID tags [92,93].

4. Run-time attestation: Another effective countermeasure used to mitigate physical and
side-channel attacks is known as a run-time attestation in which an object can generate a proof
about its firmware attested by a remote entity [94]. To this point, several approaches have been
proposed in the state-of-the, such as TMP [95] and TrustZone [96].

• Securing firmware update: There are two methods in which update firmware can be provided:
(i) a remote update and (ii) a direct update. In the situation of a remote firmware update, a command
to advertise the availability of a new version of firmware is broadcast by a base node(server).
Then, a node with a new updated version propagates an announcement to contiguous nodes.
Upon receiving such update, the nodes willing to update their firmware will compare their
existing firmware with new one and send requests if they require an update. Finally, the advertiser
begins transmitting data to the requesters. To provide a secure approach for nodes updating their
firmware remotely, all the requests, responses, and data packets should be authenticated and
encrypted. Furthermore, during each step of this complex process, threats posed by Dos attack
should be addressed with caution [97]. In the case of a direct firmware update (e.g., using USB),
an end user attempting to install firmware should be authenticated.

• Intrusion Detection system: IDSs will be discussed later on when we investigate proper security
measures for IoT communication. However, in this section, we focus only on policy-based IDSs
for addressing security and privacy guidelines suggested at this layer. IDSs ensure that general
policies are not violated by a continuous-monitoring process. More importantly, they provide
a reliable method to mitigate both battery-draining and sleep deprivation attacks by observing
abnormal requests to objects. Many up-to-date and ongoing research works have been proposed
to monitor edge nodes and mitigate possible attacks at this level [98,99]. For interested readers,
recent surveys published in this topic can be found in [100–103].

• Decommissioning: As all good things must come to an end, IoT objects will reach a point in
which they must be de-provisioned; these objects need to be removed and cannot be returned
back to the network [104]. In spite of the importance of decommission for solving some security
and privacy issues (e.g., personal data breaches), there is a lack of research efforts conducted in
literature in this regard, let alone its implementation. However, Smart Card Alliance in [39] has
suggested two choices for decommissioning. Firstly, the objects can be reset to factory default
mode. In this option, all data in such objects will be deleted except the basic security parameters.
These objects can come back to life later. Secondly, a blacklist technique implemented on a server
will be used to prevent blocked objects to re-join an network unless their statuses on the server
have been changed.

• Isolation: One of the most effective techniques to protect privacy of RFID tags is to isolate them
from EM waves. One approach is to construct and use separation rooms. This solution, however,
is very expensive [44]. An alternative solution is proposed in which an isolation container made
of metal is used to hinder EM waves. Such container is known as a Faraday cage [105]. Another
technique is proposed to impede specific radio channel using an active radio frequency jammer.

• Blocking: In [63], the authors have proposed an effective approach, called blocking, for protecting
privacy of RFID tags. In such a technique, a modifiable bit known as a privacy bit is attached to
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each tag. Setting a privacy bit to ‘0’ refers that public scanning of tag is possible, while setting
a privacy bit to ‘1’ indicates that tag is private. This approach needs a certain kind of tags known
as a blocker tag. Another approach known as a soft blocking proposes in [106]. It depends heavily
on a reader’s configuration to compel a set of policies that is realized in a system. This set of
policies ensures that readers read only public tags. Violating tag policies by a reader can be
detected using a monitoring device.

• Anonymous tag: In [107], the authors propose a new approach based on look-up table mapping
for protecting privacy of RFID tags. The main contribution of this work is to store a mapping
between an anonymous ID and a genuine ID to prevent an attacker to discover the mapping
schema to identify genuine ID from the anonymous one. In spite of emitting an anonymous ID by
tag, an attacker can still track RFID if its ID is not changed over time. Therefore, the anonymous
ID should be changed continuously to tackle the tacking issue [48].

• Distance estimation: Identifying the distance between a tag and a reader based on signal-to
noise ratio is suggested in [45]. The authors claim that it is potential to deduce a metric in which
the distance of a reader trying to read a tag data is estimated. This allows the tag to only offer
distance-based information. For instance, scanned at 10 m, the tag may publish public information
but provides its unique identifier with 1 m distance.

• Trojan activation methods: The main purpose of a Trojan activation method is to partially/fully
enable the Trojan circuity in which hardware Trojan is detected. Many Trojan activation techniques
have been suggested [50,108]. The common objective of such techniques is to detect the differences
between a Trojan-free circuit and a Trojan-inserted circuit. For instance, the authors in [109],
have proposed a new Trojan activation method known as MERO. Its main function is to extract
a compressed set of test patterns, and at the same time it provides a full coverage of Trojan detection.

• Customer responsibilities: In spite of the importance of the above-mentioned countermeasures
to alleviate IoT attacks and threats, the customer has an indispensable role for preventing some
IoT attacks. For instance, changing default passwords for IoT objects lies on customer’s shoulders
to prevent Dos attacks. In [30], the authors describe some IoT malwares like Mirai, Carna,
and BASHLITE which cause DDos attacks in IoT by exploiting default credentials, since most of
IoT objects come with default passwords that are not changed by customers.

An overview of countermeasures proposed for edge node level can be found in Table 4.

Table 4. A summary of some implementation techniques proposed for edge nodes level.

Implementation Techniques Research Proposal Year Mechanism Used

Hardware Trojan Detection

[64] 2015 Compares the Power consumption of a Trojan-free IC with a Trojan-inserted IC
[66] 2014 Uses Test-vector selection approach and path-delay structure
[67] 2014 Uses symmetry breaking in path delays
[65] 2018 Uses off-the shelf techniques like power analysis report, thremal measures and

side-channel analysis
[36] 2016 Uses dynamic permutation

Malicious Firmware Detection

[71] 2014 Utilizes instruction-level power consumption templates to elicit data about finished
instructions by the processor

[73] 2016 Proposes a low-cost approach to identify malicious alterations in the firmware of
objects by calculating hardware events happen during the operation of firmware

[72] 2013 Verifies program’s behaviour using the object’s side-channel leakage

Encryption

[75] 2010 Proposes an anti-tamper JTAG used a true number generator and SHA256 secure hash
to generate a challenge/response for IC test

[76] 2017 Suggests a secure trace-based debugging schema
[79] 2018 Proposes symmetric encryption technique for RFID applications based on dynamic

generation of key
[27] 2013 Proposes a secure JTAG interface based on public-key cryptography (ECC) which

provides mutual authentication between the object and the server

Hash-based technique

[110] 2011 Proposes a Multi-level secure JTAG technique based the Access Monitor and Security
Authentication Module

[80] 2005 Proposes an authentication protocol (OHLCAP) for RFID which needs only one
one-way hash function

[80] 2005 Proposes an authentication protocol (LCAP) for RFID which needs only two one-way
hash function

[49] 2004 Introduces three different security approaches (Hash-based access control, randomized
access, and backward channel key negotiation) for RFID
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Table 4. Cont.

Implementation Techniques Research Proposal Year Mechanism Used

Lightweight protocols
[83] 2006 Suggests a lightweight mutual authentication protocol (300 gates) for RFID tags
[84] 2004 Suggests a tree-based scheme in which private authentication between tags and its

reader is accomplished

Minimizing information leakage
[59] 2016 Proposes a new type of information security attacks that discloses privacy by taking

advantage of information leakage like physiological
[87] 2011 Introduces a novel mechanism to prevent differential power analysis on smart cards

and ICs by generating a high level of noise

Integrating PUF into the circuit
[90] 2010 Proposes a new class of sensor (node) which enlarges the functionality of PUFs to offer

verification, unclonability, and authentication
[111] 2013 Proposes an PUF-based authentication protocol to prevent cloning attacks
[93] 2014 Proposes an PUF-based authentication protocol to prevent memory leakage

Run-time attestation

[94] 2018 Introduces a technique based on device identifier composition engine to securely
create attestation indication at runtime utilizing CPU characteristics (e.g., Memory
Protection Unit)

[96] 2005 Proposes a TrustZone hardware technique that offers a security framework allowing
an object to mitigate several threats (e.g., unauthorized access to JTAG)

[95] 2011 Proposes a hardware-based technique that integrates the Trusted Platform Module
(TPM) into a processor.

Intrusion Detection system
[99] 2012 Proposes an efficient algorithm based on Markov model for sensor nodes to detect

abnormal activities (e.g., Dos attacks)
[98] 2012 Proposes an efficient algorithm based on Markov model for sensor nodes to detect

abnormal activities (e.g., Dos attacks)

Decommissioning [39] 2016 Suggests two ways in which objects can be decommissioned (blacklist and reset to
factory default mode)

isolation
[44] 2008 Suggests an isolated container made of a metal mesh to protect privacy of tags

[105] 2002 Suggests jamming all neighboring radio channels by an active RF jammer that
frequently hinders particular RF channels

Blocking
[63] 2003 Suggests the use of blocker tags as a technique for preserving users’ privacy as result

of integrating RFID tags into their products
[106] 2004 Proposes a new version of blocker concept called a soft blocking that provides flexible

privacy policies

Anonymous tag
[107] 2009 Suggests a look up mapping mechanism for achieving the goal of location privacy by

converting genuine ID of RFID into anonymous one.
[48] 2006 Proposes a noval technique to change an anonymous ID frequently to prevent some

privacy issues (e.g., tracking attack)

Trojan activation methods

[108] 2015 Proposes hardware Trojan detection that uses a comprehensive testing of k-bit
sub-spaces of signals

[50] 2015 Proposes a Trojan detection technique based on probability obfuscation scan chain
[109] 2009 Proving to be very efficient in discovering the existence of Trojan in an IC

4. Level 2: Communication

In this section, we first introduce a comprehensive IoT security and privacy guidelines for IoT
communication. Then, we investigate potential attacks and threats at this level. Finally, we recognize
proper countermeasures found in literature to implement our proposed guidelines and mitigate
possible attacks at this level. Figure 4 summarizes the relationship between proposed guidelines, their
suitable countermeasures, and attacks at this level.

4.1. Security and Privacy Guidelines for Communication Level

Next, we describe required security and privacy guidelines suggested for IoT communication.

• Avoid proprietary protocols: In [112], the authors state that several IoT protocols have been
developed for securing IoT communication, but they are not standardized, since they are designed
for specific applications. Such protocols may hinder interoperability and introduce new security
threats, as their security mechanisms have not been tested in a large scale.

• Reduce Interference: Most IoT objects are equipped with connectivity technologies, among which
wireless protocols are the most common ones. These protocols are susceptible to interference.
For instance, an attacker can easily send signals in which communication link (e.g., wireless link)
can be interfered, preventing the delivery of packets or messages [113].

• Enable security mode: This guideline suggests that an IoT protocol, if it has different security
modes, operated at any layer of IoT stack, should always enable its security mode by default [32].
There are many IoT protocols which have different security modes such as RPL, CoAP, 6lowpan,
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and Bluetooth Low Energy. For instance, CoAP has been designed with four security modes,
namely Nosec, PreSharedKey (PSK), RawPublicKey (RPK), and certificate.

For interested readers, the most recent surveys published in this regard (IoT security protocols)
can be found in [112,114,115].
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a lightweight protocol used to secure video streaming. Such protocol achieves several security
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• Prevent packet modification: In remote health monitoring systems, modifying packets or inserting
invalid ones may cause harmful consequences (e.g., loss of human lives). To prevent a message
modification by an attacker, this guideline suggests that IoT protocols should be equipped with
message integrity techniques [112]. The authors in [116], for example, propose a lightweight
protocol used to secure video streaming. Such protocol achieves several security goals, among
which is data integrity.

• Ensure anonymity: Another key privacy requirement of IoT communication is anonymity in
which personally identifiable information should be removed from packets [117]. For instance,
the authors in [118] propose an effective approach in which anonymity of IoT communications
is accomplished.
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• Ensure packet origin authentication: In [119], the authors have stated that packets origin
authentication can be used to prevent the injection of malicious packets by an attacker to an IoT
system. Therefore, this guideline suggests that data origin authentication must be integrated into
IoT protocols. Examples of integrating packet or data origin authentication into IoT protocols can
be found in [116,120].

• Network Segmentation: It is an effective technique used to prevent the propagation of IoT attacks
by dividing an IoT network into several segments based on different policies (e.g., protocols).
In this case, if one object is compromised, other objects will not get hacked, since they are located
in different segments [121]. For example, a wireless network used Service Set Identifiers (SSID)
can be divided into multiple SSIDs, instead of one [112].

• Minimize number of protocols for each layer: As mentioned above, minimizing hardware
components will reduce the IoT attack surface. Similarly, minimize number of IoT protocols at
each layer will not only reduce the attack surface, but also minimize the used resources [2].

• Implement hop-to-hop security: It means that each object can decrypt and encrypt the messages
to the next hop using shared keys. Hence, the content of each message is known by each hop.
Despite disclosure of the content of messages, there are some situations in which IoT objects
should only implement hop-to-hop security. One situation is when IoT objects have very limited
resources, preventing them from implementing end-to-end security. In this case, such objects can
use secure link-layer protocols (e.g., IEEE 802.15.4) to implement hop-to-hop security [117].

• Handle a huge number of requests: In [122], authors have shown that some IoT objects may
encounter similar impacts as Dos attacks from a huge amount of valid requests coming from
different objects, making IoT services inaccessible. So, this guideline suggests that IoT protocols,
particularly application layer protocols, should have capabilities to handle effectively a large
number of requests.

• Secure Bootstrapping: In IoT, a bootstrap is a procedure via which an IoT object is connected
either to another IoT object or to a network. The importance of equipping an IoT object with
a secure bootstrapping schema stems from exchanging a number of settings securely between IoT
objects, such as link-layer encryption keys, network names, and wireless channels [123]. Bootstrap
is also used to authenticate a new identity, authorize access to IoT network, and register a joining
object. Its implementation depends heavily upon the architecture (centralized or distributed) [124].
In general if such guideline implemented, it will prevent eavesdropping, and unauthorized
access attacks.

• Prevent linkability: In [125], the authors propose a new privacy requirement for IoT
communication known as unlinkability. In such requirement linking data or events to a specific
person is not allowed. For instance, the authors in [126] have shown that a retailer company in the
U.S. known as Target once got complaints from a client who was really upset and disappointed,
since such company gave coupons for infant clothes to his youth daughter. That said, it is worth
noting that Target deliberately sent such coupons to the daughter because she was pregnant at
that period. This kind of inference may take place as a result of storing data with its personally
identifiable information or performing data mining on its clients’ data.

• Ensure Pseudonym: In [125], the authors also propose another privacy requirement for IoT
communication known as Pseudonym in which data is linked to actions, instead of a person.

• Prevent packets duplication: Providing packets or messages freshness is an indispensable security
requirement for IoT protocols. This guideline, therefore, suggests that each IoT protocol should
have a mechanism in which duplicate packets are discarded or prevented [1].

• Protect active/sleep duty cycle: Being equipped with tiny batteries, IoT objects should have duty
cycle mechanisms to reduce battery consumption by switching the radio off as much as possible.
Therefore, several types of duty cycle protocols have been proposed (e.g., IEEE 802.15.4) [127].
Security goals of an object could be compromised if an attacker find a way to drain its battery.
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For example, an attacker could deactivate a fire detection system by sending tons of requests to
deplete its battery by keeping its radio active for a long time [54].

Recently, the authors in [128] investigated the cost of IoT security on duty cycle protocols.

• Hidden data routing: Upon its arrival at cloud servers, IoT data is expected to move between
several objects. Due to this movement, an attacker could reveal customer’s location using traffic
analysis techniques. To mitigate such a threat, this guideline suggests that IoT protocols should be
equipped with anonymous routing techniques, for instance Tor [129].

• Provide a strong Key management: To realize full potential of IoT, its security and privacy issues
need to be addressed, the most important of which is a key management. Its importance stems
from its involvement roughly in all IoT security mechanisms [130].

• Enforce security directly at application level: Despite the benefits of an end-to-end security to
transfer packets securely, its implementation is really hard when a communication link depends
on many intermediate objects working at proxies. This guideline, therefore, suggests providing
security at application layer [2].

• Encrypt data communication: To prevent unauthorized access to critical information
(e.g., passwords, object identifier, and object configuration ) during conversation between
IoT objects, this guideline suggests that a communication link should be encrypted. It is
worth mentioning that IoT paradigm has four communication patterns: (1) object-to-object,
(2) object-to-gateway, (3) object-to-cloud, and (4) gateway-to-cloud.

• Encrypted data processing: Although encryption can be used to prevent unauthorized objects to
read packets, objects that process data can read it. To prevent them from doing so, this guideline
suggests that data processing should be carried out while data is encrypted [13].

• Use DTLS with CoAP and SMQTT: CoAp stands for Constrained Application Protocol developed
by an IETF working group known as RESTful Environments [131]. It is a lightweight application
protocol used to exchange messages between IoT objects or between an object and a resource-rich
object. As CoAp itself does not offer any security mechanisms for data protection, nor does it
provide authentication, this guideline suggests that DTLS at transport layer should be integrated
with CoAP to secure its packets [132].

MQTT stands for Message Queue Telemetry Transport developed in 1999 and standardized in
2013. It is a lightweight application protocol used to exchange messages in many IoT domains
(e.g., energy, health, and etc.). It consists of publisher, subscriber, and broker. From a security
perspective, each MQTT message has a changeable header (longer than 2 bytes) containing
a password and a user-name for authentication purpose in which a broker can deny unauthorized
connections. That said, such connections to broker are insecure, since passwords and usernames
are unencrypted. This guideline, therefore, suggests that a secure version of MQTT which equips
security mechanisms (e.g., proposed in [133]) should always be used.

It is worth noting that MQTT has an extension known as a SMQTT to solve security issues, but it
is not complete [133]. More information about MQTT as well as CoAP can be found in [112].

• Provide DTLS-based Multicast Security: Several research proposals have integrated CoAP with
DTLS so that an end-to-end secure communication will be provided [7,8]. However, DTLS lacks
group key management which hinders implementation of multicast communication in CoAP [134].
Therefore, the authors in [135] propose a new schema in which mutlicast group communication
for CoAP objects is enabled by DTLS record protocol.

• Support end-to-end security: Although hop-to-hop security transfers securely packet to its
destination using different hops, each participating hop is able to read the content of the
packet. Therefore, this guideline suggests that end-to-end security should be implemented in IoT
protocols [136].
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• Support interoperability: Another key concern regarding IoT security protocols is
an interoperability, allowing negotiation of security parameters to be utilized during operations.
These negotiations may be associated with digital signature and cryptographic techniques.
To assure a full interoperability among IoT objects, defining a set of compulsory choices that
should implement in all IoT objects, is required to provide minimal support [2].

• Use of compressed protocols: A protocol compression is one of the main security issues regrading
IoT protocols, as it plays a vital role in reducing the necessity for message fragmentation techniques
which delay transmission.

• Avoid useless repetition of security features: This guideline suggests preventing pointless
duplication of security parameters at each layer of the IoT stack. Such repetition may lead to
severe influences on computation performance as well as transmission, for instance, using both
IPSec and TLS/DTLS to achieve end-to-end security [2].

• Prevent unauthorized requests: This guideline suggests that each IoT object should be shielded
with authorization techniques (e.g., a role-based technique proposed in [137]) via which all
unauthorized requests can be blocked or ignored.

4.2. Attacks and Threats against Communication Level

Next, we describe attacks and threats against IoT communication:

• Side channel attacks: Despite the difficulty to implement such attack at this layer, it is a strong
attack against encryption techniques which may affect their security and reliability. Unlike
side-channel attacks, launched at edge node level, side-channel attacks at this level are not
invasive, since they only elicit intentionally-leaked information. This type of attacks at this level
are undetectable, and thus they are very hard to defend them. However, adding noise and
minimizing leakage can be used to lessen them.

• Collision attacks: This type of attacks can be launched on the link layer. One scenario is that
intentionally-generated noise against communication links (e.g., an IEEE 802.15.4) can be used
by an adversary to create a collision [114]. This collision needs re-transfer of packets affected by
the collision. Using such method an attacker can easily drain object’s battery by creating many
collisions, resulting in too many re-transmissions [138].

• Fragmentation attacks: Although 6LoWPAN lacks any security mechanisms, its security is offered
by underlying layers (e.g., an IEEE 802.15.4). The IEEE 802.15.4 has Maximum Transmission Unit
(MTU) of 127 bytes, whereas IPv6 has a minimum MTU of 1280 bytes. Being developed with
fragmentation technique, 6loWPAN provides the transfer of IPv6 packets over IEEE 802.15.4.
In this case, an attacker can insert a malicious packet among other fragments, as 6loWPAN has
designed without authentication techniques [117].

• Routing attacks: Attacks targeting how packets are directed are known as routing attacks.
The main impacts of such attacks at this level can include, but not limited to, misrouting, spoofing,
and dropping packets. Modifying the routing information, so called modifying attack, is the
easiest form of routing attacks. Besides these attacks, many attacks have been found in literature,
the most common of which are Sybil [139], Gray Hole [140], Wormhole, Hello flood, and Selective
forwarding. Next, We briefly illustrate them.

1. Hello Flood: Having used a malicious object with great transmission power, an attacker
can propagated “HELLO PACKETS” to announce maliciously his/her existence to the whole
network [117].

2. Gray Hole: It is a special kind of Black Hole attacks. In such attack, IoT objects may discard
some packets. For interested readers, the recent survey published in relation to this topic can be
found in [140].
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3. Sybil attack: In this type of attacks, an attacker can claim different identities to out-vote
honest nodes.

4. Worm Hole: In worm hole attacks, an attacker could establish a tunnel between two malicious
objects to transfer packets to the wrong destination.

5. Selective forwarding: In this attack, an attacker can either refuse to forward packets or transfer
only specific packets to disturb routing paths. It is worth noting that in [117], the authors present
many other severe attacks, which are not presented above.

• Eavesdropping: Deliberately listening to private messages or packets over communication channel
is known as an eavesdropping. It is an effective attack against communication links If messages
are not encrypted during a conversation. In this case, an attacker can extract valuable information
(e.g., usernames and passwords). Threats posed by eavesdropping may significantly increase
when packets convey access control information (e.g., object identifier, object configuration,
and shared key).

• Inject malicious packets: There are three ways in which an attacker may insert malicious packets
into communication channels, namely insertion, replication, and alteration [138]. In insertion
attacks, an attacker can generate malicious packets, which seem legitimate, and insert them
into a communication link. Alteration attacks depend heavily on capturing, modifying the
packet (e.g., checksum and data), and then sending the modified packet. In alteration attacks,
previously-exchanged packets will be captured and sent again to the network.

• Unauthorized conversation: To share and access data, each IoT object requires to communicate
with other objects. That said, each object must only interact with a set of objects which need its
data. This kind of restricted interactions will prevent unauthorized access to IoT objects which is
a fundamental security requirement of IoT. For instance, a thermostat, in a smart home, depends
heavily on a smoke detector’s data to turn a heating system off in case of danger. Nevertheless,
insecurely sharing data with other objects by the smoke detector may put the entire smart home
at risk [35].

• Dos attacks: Jamming attacks at communication level which prevent transmission of packets are
the most common types of Dos attacks. Two kinds of such attacks have been identified in the
existing state-of-the-art, namely constant jamming and Sporadic jamming. A constant jamming
causes a complete interference of the entire network, preventing objects from sending/receiving
packets. In contrast, a sporadic jamming causes a partial interference of the network, allowing
objects to send or receive packets intermittently [117]. For instance, an attacker can prevent a fire
detection system to notify a fire department in case of an emergency by jamming its communication
channel [35].

For interested readers, the recent survey published in relation to this topic can be found in [141].

• Desynchronized attack: In this type of attacks, an adversary can impede an active connection
between two objects by sending forged packets with a fake sequence number, resulting in
desynchronization between two objects. Such desynchronization will require endpoints to
retransmit already sent packets [138].

4.3. Implementation Techniques Suitable Communication Level

Next, we describe countermeasures for implementing our proposed security and privacy guidelines
and mitigating possible attacks against communication level.

• Secure Bootstrapping Techniques According to [124], the implementation of secure bootstrapping
techniques depends heavily on their architectures either distributed or centralized. In a distributed
architecture, two IoT objects can reach an agreement on a common secret using a Diffie-Hellman
algorithm. In general, performing a key exchange and setup of security parameters without
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a trusted party can be achieved using several protocols, such as TLS, DTLS [142], Host Identity
Protocol (HIP) [143], and IKEv2 [144]. That said, it is really difficult to implement such protocols
on very constrained objects. To overcome this issue, various research efforts have been proposed
such as Diet HIP [145] and human memorable password in which trust links between IoT objects
and gateway are established [146].

In a centralized architecture, the distribution process of operational keys in any security
domain depends entirely on a single object that can hold either certificates or predefined keys.
The implementation of such architectures in IoT have been investigated by many researchers.
For instance, the authors in [123] suggest the use of the Protocol for Carrying Authentication for
Network Access (PANA), for conveying of the Extensible Authentication Protocol (EAP) messages
between a PANA agent and a PANA client.

For interested readers, the latest survey published in this topic can be found in [147].

• Adding security at link layer: The IP-based communication in IoT objects depends heavily on
6loWPAN [148], which in turn depends on the IEEE 802.15.4 link layer. It achieves different security
goals like confidentiality, and integrity [134]. The IEEE 802.15.4 link-layer offers hop-to-hop
security where each object in the communication link should be trusted without any authentication,
key management, time-synchronized communications, and reply protection. To cope with the lack
of reply protection as well as time-synchronized communication, a new extension (modification)
of the IEEE 802.15.4 was introduced in 2012 by IETF called IEEE 802.15.4e [149].

It is essential to know that link layer security cannot protect packets once they have left its network.
To tackle this issue, many security solutions have been proposed. In [150], the authors propose
a key management system for wireless sensor networks. Such system adds security at link layer.
In [151], ArchRock PhyNET uses IPsec in a tunnel model to secure a link between a border router
and nodes. In [152], the authors propose a new keying mechanism used directly on a media
access control.

• Adding security at the transport layer: Both TLS and SSL can offer end-to-end security [153].
Both techniques have been used widely to secure communications in the traditional internet, since
they provide authentication, key exchange mechanisms, confidentiality, and integrity. That said,
TLS and SSL cannot be used directly for IoT due to two reasons. First, TLS uses over TCP which
is not the suitable approach for IoT objects because of their limited resources. Second, TLS/SSL
session setup and keys exchange need a set of packets exchanges.

However, SSL and TLS have been proposed as security solutions for IoT. In [5], the authors have
proposed a security mechanism for smart objects based on SSL. According to their evaluation,
a full SSL handshake as well as packets exchanges needs 2 seconds to finish.

In [6], the authors propose a lightweight TLS protocol in which a secure communication between
smart nodes and a remote terminal are achieved. As this solution depends heavily on the border
router to minimize computational efforts on tiny nodes, it cannot achieve a full end-to-end
security solution.

Datagram Transport Layer Security (DTLS) introduces to offer security goals similar to TLS,
but it builds over UDP. To this end, several solutions have been proposed in the literature that
provide end-to-end security. In [7], the authors introduce a new architecture for integrated sensing
applications. Such architecture provides an end-to-end transport layer security and a mutual
authentication using Elliptic-curve cryptography (ECC). In [8], authors propose two approaches
(HTTP/TLS and CoAP/DTLS) to provide end-to-end security between two objects situated in
homogeneous networks by translating between DTLS and TLS. In [9], the authors propose
a fully-implemented two-way authentication approach for IoT objects. This approach depends
heavily on current Internet standard, notably DTLS protocol. The exchange of x.509 certificates
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that contain RSA keys and authenticated DTLS handshake has been utilized to implement
this technique.

Several other research proposals have been introduced in this regard [136,154].

• Adding security at network layer: Next, we discuss the research proposals which provide
solutions to protect network layer communications using 6LoWPAN and RPL.

1. Adding security to 6LoWPAN: 6LoWPAN stands for IPv6 over Low power Wireless
Personal Area Networks [148]. 6LoWPAN is a network layer protocol standardized by IETF.
Having equipped with a header compression mechanism, it provides internet connectivity on
resource-constrained objects.

As 6LoWPAN does not provide security techniques, nor does it offer key management, several
research efforts discussed below have been proposed in this regard.

In [155], authors introduce novel compressed security headers suitable for 6LoWPAN to provide
end-to-end network layer security. Such security headers simplify the integration of 6LoWPAN
with IP Security architecture.

In [156], the authors propose an IPsec extension which is suitable for 6LoWPAN to offer security
for IoT objects based on IPsec technique. Unlike link layer security, 6LoWPAN/IPsec is a candidate
solution for securing IoT objects in terms of energy consumption, processing time, and packet size.
It also performs better than link layer security, when data size and the number of objects increase.

In [157], the authors have proposed a lightweight IKE protocol suitable for resource-constrained
objects by compressing IKE headers at 6loWPAN layer.

Several other research proposals have been introduced to this end [158–161] .

2. Adding security to RPL: RPL stands for IPv6 Routing Protocol for Low-Power and Lossy
Networks. RPL is a network layer protocol which standardizes by IETF [162]. Such protocol
identifies the method in which routing is carried out inside Low-power and Lossy Networks(LLNs).
It also describes the RPL packets transmitted between LLN objects over ICMPv6. These packets
form routing table inside the LLN. The RPL specification defines three security techniques:
unsecured, authenticated, and preinstalled. However, other security mechanisms (e.g., protection
against internal attacks) are required to support its operation [163].

Next, we discuss recent research efforts addressing security for RPL.

Although RPL specification provides security mechanism against external attack, it does not
offer security solution against internal attacks [162]. To cope with this issue, the authors in [164]
investigate several types of internal attacks on RPL targeting particularly RPL rank which provides
several benefits, such as route optimization, management of protocol overhead, and prevention
of the loop. The authors also analyze the consequences of these attacks on the performance
of the network. Such attacks stem from RPL vulnerability, which is its inability to validate
services offered by the parent. In [165], the authors also address internal attacks against RPL.
More particularly, they focus on compromising an object to imitate the Destination Oriented
Directed Acyclic Graph (DODAG) root (gateway) by an internal adversary. To mitigate such
attacks (e.g., a malicious increase of rank value), the authors introduce a new security technique
know as a Version number and Rank Authentication security (VeRA). Such technique combines
version numbers with Message Authentication Code (MAC) and signatures. In [166], the authors
investigated the consequences of a sinkhole attack. Moreover, the authors assessed two defense
mechanisms ,namely a parent fail-over and a rank authentication, via which sinkhole attacks can
be mitigated.
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The interested readers can have a look at the latest surveys published in this topic [121,167].

• Adding security at application layer: Next, we discuss research proposals focusing on integrating
DTLS with CoAP.

Despite the benefit of using DTLS to provide end-to-end IoT security, it has some drawbacks which
need to be investigated to ease its integration with CoAP. One important limitation is that the DTLS
lucks key managemt mechnaisms, prventing multicast group communications in CoAP [134].
To this end, the authors in [135] adapt DTLS record protocol in such a way that multicast group
communications in CoAP objects are carried out and protected. Another limitation is that DTLS
handshake can have a direct impact on resource-constrained objects. Therefore, the author in [168]
investigates several issues that may hinder the implementation of DTLS in resource-constrained
objects, for instance, the stateless compression of DTLS headers to minimize the overhead of
handshake and record protocols. Many other research proposals have attempted to simplify the
intgration of DTLS with CoAP to suport constrained objects [132,169,170].

Besides previously-discussed issues related to enhance security at the application layer using
CoAP, there are some popular problems addressed by several research works inducing, the lack of
mapping techniques between TLS and DTLS investigated in [9], the absence of digital Certificate
and Public-Keys investigated in [154], and most importantly the enforcement of object security
with CoAP addressed in [171,172].

• Intrusion detection systems (IDS): In spite of adding security mechanisms at each layer of IoT
stack, IDS is fundamentally required as a second line of protection in which communication links as
well as network operations are monitored. Moreover, it can detect abnormal activities. For instance,
IDS can detect any violation of pre-defined rules. As several conventional IDS proposals have been
adapted for WSNs [173,174], a few modern IDS approaches have been investigated IoT security
and privacy issues directly. To this end, the authors in [175] propose a novel IDS for IoT objects
called SVELTE, which is the first IDS developed to match the requirements of IPv6-enabled objects.
Such IDS is capable of detecting several routing attacks like Black Hole, selective-forwarding,
and sinkhole. In [176], the authors propose another IDS based on artificial immune technique
composed of a set of detectors (e.g., memory, mature, and immature) and the attack information
library, both of which can be used to detect abnormal activity in IoT environment.

For interested readers, the latest survey published in this topic can be found in [100].

• Blockchain-based solutions: Blockchain is an emerging technology that has shaped the universe
of cryptocurrency (e.g., bitcoin), aiming to construct transactions or communications between
objects in a distributed architecture without the need for centralized trust entities. Furthermore,
a trust model between objects is not required. In such technology, once the transaction is
validated, it is impossible to deny it. In addition to its use in cryptocurrency, several researchers
have begun to shed the light on such technology to address different IoT security and privacy
issues. One important issue that has been investigated in literature is secure IoT transactions.
Several proposals have been conducted to tackle this an issue. Some examples of them are
HTTPS protocol for IoT objects [177], a multi-layer security architecture for smart cities [178],
a decentralized key management for IoT objects [179], a platform for industrial Internet of
Things [180], and trsutchain-based transactions [181]. Data sharing is another key issue that has
been investigated by different proposals, example of which are a decentralized approach for
sharing data in IoT [182] and a healthcare data sharing [183].

In spite of the blockchain’s benefits mentioned-above, its adaptation into IoT faces different
challenges required to be solved including powerful computational capabilities investigated
in [184], bandwidth consumption, not full anonymity, and more importantly time latency (e.g., 10
min per transaction) [185].
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For interested readers, a recent survey about the integration of blockchain into IoT along with
challenges and opportunities can be found in [186].

• SDN-based solutions: SDN is a new emerging technology revolutionized the universe of networks.
The separation between network control plan and data plan is the main objective behind such
technology, initiated in 2011. This kind of separation would allow a dynamic management of
network, a centralized configuration, and control of the network [187]. In SDN paradigm, objects
(e.g., routers, gateways, and switches) cannot perform control decisions (e.g., forwarding tables),
but they can learn such decisions from a centralized entity known as a SDN controller [188].
Due to a centralized architecture, SDN is an effective technique to address some IoT security
challenges. Several SDN-based proposals that investigate security concerns (e.g., management of
security policies, identifying abonrmal activities in the network, and prevention of Dos attacks) in
IoT can be found in [189–191].

Although SDN technology can be used to address some IoT security issues mentioned above, it
has some drawbacks including, but not limited to, operating in centralized architectures, lack of
scalability, and most importantly not suitable for dynamic environments [187].

• Authorization solutions: In order to restrict system access to authorized requests, authorization
mechanisms must be taken into account when developing IoT systems [2]. Authorization
techniques must verify if two objects participated in communication have been validated. The most
common authentication techniques are a role-based access control (RBAC) and an attribute-based
access control (ABAC). ABAC converts privileges to a set of attributes assigned to an object,
whereas RBAC converts privileges to a set of roles assigned to an object. Another technique which
can be used to ensure authorization for IoT objects is known as Authentication and Authorization
for Constrained Environments (ACE) [192]. Several research proposals related to ACE can be
found in [192–195].

• Customer responsibility: Despite the previously-mentioned security mechanisms, there is
always space for IoT customers to improve IoT security and reduce attacks and threats in IoT
communication. For instance, it is a customer’s responsibility to ensure that their objects are
updated from time to time.

5. Digital Rights Management in IoT

In general, the need for digital rights management (DRM) for connected objects stems from legal
access to their digital contents. This is because copyright holders want to fight piracy via the use of
DRM systems developed to be gradually more difficult to breach. This kind of protections, however,
would bring increased limitations that could restrict the ability of customers to buy content in methods
allowed under fair use. For instance, the authors in [196] stated that code-based limitations applied
in DRM techniques give copyright holders the capability to restrict the fair use rights further than
permitted under copyright legislation. Apart from the limitations in fair use rights, customers are
also subjected to lose their privacy because of DRM techniques which can be used to gather, share,
and store customers data. Such data includes, but not limited to, personal data (e.g., contact lists),
system configurations, and location data. Furthermore, some companies, for analyzing purpose, may
also collect other information like customers IDs, gender, and IP addresses [196,197].

DRM systems depend heavily on access control technologies utilized to limit the use, distribution,
and alteration of secured digital right contents. Different access control techniques like user
authentication and user identity verification play a key role in determining the success of a DRM
system [198]. To this point, several research proposals have conducted to provide secure DRMs for
connected objects like mobile objects [198–201] and IoT objects [202]. For instance, the authors in [202]
propose a set of requirements which can be used to enable automatic rights management service on IoT.
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6. The Challenges of IoT Security Guidelines

In this section, we identify the following obstacles to defining, implementing and analyzing
security and privacy guidelines for IoT.

6.1. Limited Device Resources

Implementing traditional security and privacy guidelines in IoT may necessitate a considerable
re-engineering. This is because the majority of IoT objects have limited capabilities (e.g., memory,
processing, and power). Therefore, there is a need for security and privacy guidelines proposed
specifically for IoT system. That said, a careful implementation of such guidelines is of paramount
importance to avoid useless duplication of security features which may degrade system performance [2].
For example, one guideline may suggest to use end-to-end secure communication. In IoT stack,
composed of five layers (e.g., transport, network, and application layers), this guideline can be
accomplished in three layers: (i) network layer by adapting IPsec, (ii) transport layer using TLS/DTLS,
and (iii) application layer using object security. Combining these three security mechanisms causes
severe impacts on computation performance as well as packets transmissions, since encryption and
decryption process should be carried out in each layer.

6.2. Complex Ecosystem

As the IoT paradigm is enabled by several technologies (e.g., wireless protocols, RFID, sensors,
and communication protocols), a set of security and privacy guidelines is needed to prevent them
from being hacked. Nevertheless, security and privacy guidelines of IoT neither can be absolute
nor guaranteed for two main reasons. First, weaknesses are frequently being exposed. In this case,
there is an urgent need to observe, review and maintain security and privacy guidelines and security
best practices designed for specific use cases and environments on regular basis. Second, as new
technologies come in, new security and privacy guidelines are required, and unfortunately attackers
will advance both their hacking tools and their level of knowledge to break them.

6.3. Privacy’s Contextuality

Defining a set of privacy guidelines for IoT objects is a challenge, as privacy is a subjective term,
and reaching an obvious and universal definition is extremely hard [203]. This is because it is hard to
decide what data must be preserved (e.g., what may be important to a person may not be important to
another person), when to preserve it, and to whom it must be available.

6.4. Never-Ending Process

IoT Security as well as privacy is a never-ending process and requires the involvement of
all IoT stakeholders. An IoT system must remain secure during its life cycle. To cope with this
issue, a continuous process to address its weaknesses is required by all stockholders, starting from
manufacturers ending with customers. Manufacturers, for example, should equip their IoT products
with updated mechanisms in which recently discovered vulnerabilities will be addressed. Moreover,
manufactures should provide a clear end-of-life strategy for each product so that it can be destroyed
without revealing its sensitive data. Such a strategy would contain valuable information including, but
not limited to, how long will the update mechanisms be available, what is the default age of the product,
when the product should be destroyed, and what is the required process for transferring the ownership
of the product securely. On the other hand, several responsibilities for securing IoT objects lie on the
shoulders of IoT customers like changing default passwords, setting a complicated unique password
for each object, enabling security features (e.g., secure JTAG and TLS) if provided, and disabling remote
administrative capabilities if not used. Besides the responsibilities of manufacturers and customers
of securing IoT object, governments should also play a key role in facilitating better security and
privacy by elucidating how current data protection, privacy, and customer protection laws will be
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integrated with IoT. Furthermore, governments should force companies to apply such laws and prevent
misleading representations of objects’ security by companies.

7. Concluding Remarks

7.1. Recommendations for Future Work

In spite of considerable research efforts devoted to the IoT security domain, we can still suggest
many issues that require to be addressed.

7.1.1. Lack of Awareness among IoT Stakeholders

The Lack of awareness regarding the benefits of security in IoT objects is common among all IoT
stakeholders. Even worse, they lack the required knowledge in relation to attacks and the threats
they may face in the future. For instance, the majority of IoT customers do not have a fundamental
understanding of their IoT objects and the consequence on their environments. As a result, many IoT
objects may not be updated and, thus, may be exposed to several attacks [14]. Manufacturers also
should train and encourage their employees to follow security best practices [17]. Therefore, there is
a need to increase the awareness among a new generation of IoT stakeholders (e.g., manufacturers
and developers) about the impacts of the existing IoT attacks, the benefits of integrating security and
privacy guidelines from the early stages of IoT development, and the use of proper countermeasures.

7.1.2. Lack of De/Commissioning Method

It is inevitable that each IoT object will reach its end-of-life stage and, thus, must be removed or
disposed securely [104]. Despite the benefits of decommission for solving some security and privacy
issues (e.g., personal data breaches), a few research efforts have been conducted in literature in this
regard, let alone its implementation. The Smart Card Alliance in [39], however, suggested two choices
for decommissioning: (i) a blacklist and (ii) a reset to factory default mode. In [185], the authors stated
that block-chain technology can be used to solve both decommissioning/commissioning issues in IoT.
A lot of efforts are needed to redesign such technology to be energy-efficient and lightweight in spite of
requiring powerful computation.

7.1.3. Complement Cryptographic Algorithms With Context-Aware Approaches

Unlike other techniques, context-aware solutions are less developed in the existing literature in
the context of IoT [187]. They could be used for complementing cryptographic techniques in order to
operate efficiently. For example, if an object with limited resources is operating in a safe environment,
it is not wise to equip such an object with heavy crptogtaphic techniques to perform an authentication
process for other objects functioning in the same area. To this end, a lot of work is required to bridge
the gab and improve the current IoT approaches by taking in account the environment in which objects
are involved.

7.1.4. Firmware over The Air Need to Be Adopted for IoT

Although Firmware over The Air(FoTA) is used to update different rich-resource objects (e.g.,tablets
,phones, and etc.), it is not feasible for IoT objects, since these objects are resource constrained. However,
Krishna et al. propose a lightweight FoTA process in which IoT objects can update their firmware
securely using encryption and an object-signing certificate [204]. Further investigation is needed due
to the lack of standardized approaches in the current state of the art.

7.1.5. Lightweight Cryptographic Protocols for Tiny Embedded Networks

The development of efficient cryptographic techniques with limited resources consumption like
processing, energy and memory stems from the rapid increase in numbers of tiny embedded networks.
With the advent of IoT, the scalability issue is increased due to such limited resources. The current
cryptographic systems require energy, processing, and memory capabilities. Such capabilities may not
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be available in embedded objects [3]. To cope with such issues, there is a need to develop a strong and
efficient cryptography equipped with up-to-date energy producing mechanisms. To this end, several
research proposals have demonstrated that elliptic curve cryptography can be used as a storng security
technique because of limited resource consumption [205]. While other research proposals have shown
that energy which might be produced from environmental situations of connected objects such as
movement and vibration could be another solution to address limited resource consumption [206].

7.1.6. The Urgent Need of Standardized Security and Privacy Guidelines for IoT

As industries, IoT stakeholders, and technologists have distinguished the advantage of IoT in
their daily lives like industrial revolution and automate processes within homes and companies,
the adaptation of IoT has been raised many times compared to the last few years [207]. Nevertheless,
the vast growth of IoT is associated with many security and privacy issues (e.g., linkability and tracking).
This is because IoT lacks standardized security and privacy guidelines with which such concerns can
be addressed. To contribute to such objective, a few research efforts have been conducted. In [15],
IoTSF has proposed an IoT framework which provides IoT manufacturers with a comprehensive set of
security guidelines as a check-list to simplify the compliance with its framework. In [207], the authors
have proposed an IoT security framework known as IoTSFW to ease the process of integrating security
guidelines into IoT industry. More importantly, their security framework will also help companies
to accomplish scalability, sustainability, and privacy in their IoT networks. On a government level,
UK Government’s Department of Digital, Culture, Media and Sport (DCMS), in incorporation with
the National Cyber Security Centre (NCSC), in [208] has proposed a set of guidelines. The main goal
of such guidelines is to be used by IoT stakeholders to ensure that IoT products are developed with
security in mind. DCMS, however, does not provide a comprehensive list of guidelines, nor does it
provide compulsory regulation for IoT. Another example is the General Data Protection Regulation
(GDPR), which considers the world’s powerful data protection rules composed of 99 thorough articles
under 11 chapters, and it covers the whole of Europe. That said, GDPR was developed to protect only
the personal data of individuals and came into force on 25 May 2018 [208].

7.2. Conclusions

IoT objects are tightly coupled with human beings, since they are involved in too many systems
around us such as cars, homes, and hospitals to provide infinite services and solutions. Nevertheless,
all those services may encounter enormous risks of security concerns and privacy losses. Therefore, in
this survey we perform an in-depth analysis on the first two levels of CISCO’S reference model, namely
edge nodes and communication, to mitigate risks associated with these levels. To this end, we first
identify IoT security requirements as well as IoT stakeholders. Then, we suggest a comprehensive list of
security and privacy guidelines for each previously-mentioned level. We also state those stakeholders
who will benefit most from these guidelines to develop secure IoT objects from the start. Furthermore,
we recognize a set of proper countermeasures at each level which can be used to implement its
proposed guidelines. In this regard, we also illustrate the use of two new emerging technologies called
blockchain and SDN to address some IoT security and privacy issues, and we express their limitations
in the context of IoT. Moreover, we investigate all possible attacks and threats at each level and state
their violated security goals like confidentiality, integrity, and privacy. Furthermore, we briefly discuss
the challenges of IoT security and privacy guidelines as well as digital rights management in IoT.
Finally, we suggest some open challenges that need further investigation.
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