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Abstract: Along with internet growth, security issues come into existence. Efficient tools to control
access and to filter undesirable web content are needed all the time. In this paper, a control access
method for web security based on age estimation is proposed, where the correlation between human
age and auditory perception is taken into account. In particular, access is denied if a person’s age is
not appropriate for the given web content. Unlike existing web access filters, our biometric approach
offers greater security and protection to individual privacy. From a technical point of view, the
machine-learning regression model is used to estimate the person’s age. The primary contributions of
this paper include an age estimation module based on human auditory perception and provision of
an open-source web filter to prevent adults from accessing children web applications. The proposed
system can also be used to limit the access of children to a webpage specially designed for adults.
Our system is evaluated with a dataset collected from 201 persons with different ages from 06 to 60
years old, where it considered 109 male and 82 female volunteers. Results indicate that our system
can estimate the age of a person with an accuracy of 97.04% and a root mean square error (RMSE) of
4.2 years. It presents significant performances in the verification scenario with an Equal Error Rate
(EER) of 1.4%.

Keywords: auditory perception; biometrics; computer vision; web control access; web security;
human-computer interaction; machine learning.

1. Introduction

Access control is the basic element of security systems answerable to assess if a user can be
allowed to operate in a specific way on a certain application. It can guarantee more privacy and
confidentiality. According to Brandeis and Warren'’s study [1], privacy can be defined as “the right
to be left alone”. The stipulation of security can necessitate the security of sensitive data, services,
or tools by assuring that only authorised people have access to it. Biometric systems provide numerous
solutions in the field of security.

The word biometrics is derived from a combination of Greek words: “bio means life” and
“metrics means to measure”. The aim of biometric systems is to identify, verify, or authenticate a
person’s identity based on behavioral or physical characteristics. The possible application based on
biometric modalities is access control, criminal recognition or verification, airport boarding, log-in
for mobile or computers, digital multimedia rights, authentication, and voice mail security. Several
biometric modalities have been investigated in the last decade such as iris, face, fingerprint, palm-print,
gait, and auditory perception responses.

Within the previous few years, biometric applications for web security and web control access
have been developed based on the physical and behavioral features of humans. What lies ahead is a
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huge task of protection of sensitive and confidential information in this digitised era. Access to one’s
account information on the internet is traditionally secured by the help of usernames and passwords
or pins [2].

These methods cannot be trusted in the sense that they are unable to detect an intruder who has
acquired the requested information for verification [3]. The password-based access system can easily
be spoofed. Spoofing is the phenomenon by which namely persons who pretend to be others gain
illegal access to preserved data, services, or facilities. Biometric approaches, such as anti-intrusion
and anti-spoofing are being used for securing the confidential data related to an individual or to an
organization that is vulnerable to spoofing attacks.

2. Related Work

2.1. Non-Biometric Approaches for Web Access Control

Among web access approaches, usernames and passwords are mostly used to limit/grant access
to the contents of a website [4]. Most of the organizations have restricted webpages. Those who want
access first need a centralised and authentic login allocated by the administration.

In a web-based application, controlling access is the basic element of the design. Systems assign
certificates such as kerberos ticket [5] or an X.509 certificate [6] which are issued to a user for verification
to authorise him/her access to a specific webpage. Kerberos is a computer network authentication
protocol that operates based on tickets to acknowledge nodes interacting across nonsecure channels
to confirm their identity of an individual in a protected fashion, while the X.509 certificate system is
used for many internet browsers to secure the protocol of the webpage and it contains a self-identity
or signed trusted certificate for security. These kinds of systems have not yet achieved a wide range of
appreciation, and it fails to provide compatibility between administrative domains.

Several approaches have been proposed for web control access and intrusion detection [7,8].
An existing approach is used to detect intrusion attacks in the apache web server; it is a strong and
responsive intrusion detection system, which is known as Generic Authorization and Access-control
Application Program interface (GAA-API). APl s a collection of functions and modes, allowing the
production of applications that enter the characteristics or data of an application, operating system,
application, or related services. GAA-API is a form of simple API for intrusion detection: it generates
a HyperText Transfer Protocol (HTTP) request right after it checks whether the request represents a
threat, and then it will be permit access. GAA-API has the ability to respond quickly in real time for a
suspected intrusion attack [7].

For the online intrusion detection system, Adaboost is used in the first approach with decision
stumps (a decision stump is a decision tree with a root node and two leaf nodes, and it is built for each
feature component of the network connection data), and online Gaussian mixture models (GMMs) are
the second approach as weak classifier. Adaboost is a famous machine-learning algorithm, and it can
be used in combination with other machine-learning algorithms to enhance performance. It corrects
the mistakes made by weak classifiers and overcomes the problem of over-fitting. The combination is
built by using an algorithm based on particle swarm optimization (PSO) and support vector machines
(SVMs). A distribution intrusion detection framework is proposed as a local parameterised detection
model wherein each node of the online Adaboost algorithm performs separately [8].

Indeed, many intrusion blocker softwares are available in order to crack the existing control access
systems. Each intrusion scheme is designed for a specific control access system, and they lack the
capability to adjust to new ones. However, as there are often new intrusion schemes, we cannot rely
completely on the existing control access designs.
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2.2. Biometric Approaches for Web Control Access

Biometrics has been proposed as one of the solutions to solve intrusion problems. The field
of biometrics has become a user-friendly technology as it also provides an alternative approach for
personal verification. Biometric technologies such as fingerprints, facial recognition, and retinal scans
produce accurate and unique identifiers. The identification using such modalities are reliable [9-11].

Physical Biometrics for web control access: fingerprint and face verification became very
popular by replacing pins and passwords. Thus, it provides a secure verification for critical websites
such as e-banking and official email. A database is created containing the usernames and fingerprint
impressions. A user inputs their username and the fingerprint impression. If there is a match, the user
is granted access to the webpage; otherwise, the access is denied [12]. There is always a problem that
exists when having a minor cut on the finger, which may affect the results [13].

Other biometric approaches for web control access are designed using facial features. The face
recognition system is based on the ability of the technique used to match patterns to identify faces.
A real-world application has also been proposed by Facebook. A dataset of nearly 60,000 face images
was used for evaluation using face recognition algorithms. For instance, it has been reported that some
algorithms using Support Vector Machines (S§VMs) provides the highest accuracy of 65% and is said to
be more efficient [14]. Using characteristics of the whole face for automatic identification is a difficult
task because of the variances caused by different facial expressions such as hairstyle, camera angles,
head position, lightning conditions, etc. Other limitations can be caused by the wide range of camera
scales and the lighting environments.

Iris recognition can also be used to access web control. It has a highly detailed and unique pattern
that remains constant for decades. Another property of the iris that it cannot be damaged or modified
unless a forger creates an artificial eye of the same structure. Weak infrared /visible light is sent through
the pupil of the eye in order to scan the structure of the iris. This technique is accurate and effective
but also very invasive and uncomfortable [15]. An advantage of this approach is that it can capture the
pattern of the iris even if the user is several feet away.

Behaviorial biometrics for web control access: In human behavioral features, voice can be
used for identification. Several web-based access control systems have been designed for automatic
identification of a person through voice. Voice traits can allow identification of gender, age, and
language without providing any previous information to the system [16]. It can also be used for
unwanted or irrelevant telephone call filtering and detection of answering machines. Voice biometric
technology is mostly used by call center companies for fraud and theft detection [17]. In another
technique, the user has to speak a set of sentences to the speaker, which are then used as identity
markers along with a smartcard. The user inserts his/her smartcard into the slot and then speaks to
the PC through a microphone. The speech pattern is compared with the stored data in the system
through the smartcard, and then access is granted if they match [18].

Similar to a hand-written signature, keystrokes dynamics has some neurophysical impression
which can be utilised to identify an individual. The time-lapse between keystrokes normally shows
a unique timing pattern, which can be used as a feature to identify an individual. For identification
and verification, an individual has to generate a reference profile through their keyboard. Then, a test
person can take a test and compare their profile with the existing one. If the difference is large between
the two profiles, the access to the system is denied [13].

3. Motivations

The information rendering from the environment through different senses is known as perception.
Human receives and perceives sounds through the auditory system. Thus, auditory perception is
the ability of the auditory system to receive and render sound waves of different audible frequencies
transmitted through the air or any other source of the sound. The auditory perception response varies
with age, such as, when age increases, the highest audible range of frequency decreases, which leads
to hearing loss. Hearing loss occurs due to the damage of hair cells inside our auditory system [19-22].
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There is a correlation between auditory perception and age [23-26]. It is stated in the literature that
humans have the tolerance for hearing a sound of 12 Hz under supportive conditions [22] and that
from 20 Hz to 20,000 Hz is a commonly declared range of human hearing [23-25]. The highest audible
frequency is 17,000 Hz at the age of 18 years, while at the age of 30 years, it decreases to 15,000 Hz.

Research in the field of age estimation through auditory perception responses has been introduced
for the first time in 2017 [27]. In this paper, we present a more accurate and advanced study about the
correlation between age and auditory perception. We also propose a web control access filter called
BiometricAccessFilter. BiometricAccessFilter has the ability to limit the access of adults to the virtual
world of kids and which can help to prevent child sexual abuse in an ever-evolving online sphere.
Thus, we are focusing on two objectives in this work:

e  Human age estimation using auditory perception: different regression models are built to find the
best one with the highest accuracy for age verification based on the auditory perception.

o Web access filter application: ~we proposed an application of age estimation using auditory
perception. It controls the access of the user according to its estimated age. This proposed
web filter can prevent adults from accessing children web applications.

The rest of the paper is organized as follows: In Section 4, we proposed auditory perception-based
methods for studying the correlation between age and auditory perception. Based on this study,
we developed a specific web application to prevent adults from accessing children’s contents and
their web environment. In Section 5, the results and the evaluations of the proposed approaches are
discussed. In the Section 6, we propose the integration of the proposed method in a web application.
Finally, in the last Section 7, we conclude this work and propose a set of perspectives of this work.

4. Materials and Methods

The diagram of bilateral acoustical stimulation is shown in Figure 1. First, the auditory system is
stimulated using a dynamic frequency sound (characterized by a constant change) and a test person
has to interact with the system through their keyboard when a sound is heard. The corresponding
frequencies of the user feedbacks are saved (Section 4.1). Using the result of the tests, the regression
model should verify the age of the volunteer. Access is accepted by the web application if the volunteer
is below or equal to 18 years old; else, access is denied (Section 4.2).

Stimulation signal

D) WYY X(t)

Figure 1. Protocol of bilateral acoustical stimulation.

User

4.1. Protocol of Stimulation

The human auditory system is stimulated by generating dynamic sound waves, according to the
following model:

{s(t) = Apsin(27.9(t)), @

wheredp(t) = a.t + ¢p,

where A stands for sound amplitude, ¢ stands for time, ¢y is the initialization frequency, and « stands
for the increasing/decreasing frequency speed [9].
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In this experiment, the stimulation duration of f is set to 20 s. The system demands a real-time
interaction, as shown in Figure 2. A dynamic frequency sound is generated. Each volunteer should
react to the system while he/she stops hearing the sound or starts hearing the sound. Basically,
there are two tests conducted for the stimulation:

o first test of stimulation: the sound is generated in an increasing manner from lower frequency
(20 Hz) to higher frequency (20,000 Hz). The volunteer ends the first test (e.g., keyboard action)
once no sound is perceived,

e second test of stimulation: a second stimulation is triggered automatically once the volunteer
completes the first mode action. In this case, the sound is generated by decreasing the frequency
from the higher frequency (20,000 Hz) to the lower frequency (20 Hz). The volunteer ends the
second test once the sound is perceived.

The average of the two test frequencies has been calculated. A feature vector bringing together
the frequency of the first test, the frequency of the second test, and the average of two frequencies
is created.

IW\’\MW}\M U M — l M%rzi)'gm? estiArLZfiZendsi,Efem 8 = {Age}

Acoustical
stimulation signal User

Figure 2. Flow diagram of our proposed approach.
4.2. Age Estimation Based on the Auditory Perception

The second part of this work concerns the age estimation of the two auditory perceived responses.

For that, a regression model has been presented in order to estimate the age of a volunteer.
Several regression methods are examined to determine that the valid approach is chosen for age
estimation through the auditory system responses. They are the Regression Forest (RF) [28], the
Support Vector Regression (SVR) [29,30], Artificial Neural Networks (ANNSs) regression [31], and
Adaboost. For all the stated regression models, 10-fold cross-validation technique has been used.

Support Vector Machine (SVM) was originally proposed by Boser, Guyon, and Vapnik in
1992 [29,30]. SVMs construct a set of hyperplanes that maximize the separation, or margin,
between samples of the different classes. The sets to discriminate could not be linearly separable in
their original space. Thus, it was proposed that the original finite-dimensional space be mapped
into a much higher-dimensional space, presumably making the separation easier in that space.
Several transformations or kernel functions are evaluated. Multiple values for gamma and cost
has been tested (gammsea = 0.5,0.8,1,2 and cost = 1071, 101). The best results were achieved with
radial kernel, gamma = 2, and cost = 10.

Random Forest (RF) was proposed by Leo Breiman in 2001 [28]. RF is a set of larger decision
trees that are created on a bootstrap sample of the training data by using a random selection of variable
subsets. Every tree of the forest then votes to determine the sample’s class, and a majority vote makes
the final decision. The RF classifier is built with recommended values by Breiman for the number of
decision trees, which is equal to 500 and the number of features used to split the node in the decision
tree growing process denoted by Mtry. It is fixed to 0.10, which is quite close also to the recommended
value by Breiman (Mtry = ,/p, where p is the feature vector size; p in our experiment is 3).

Artificial Neural Networks (ANNs) illustrate the initial neural network model using the
least-squares method to calculate the weights that are then used for calculating the activation function.
The proposed approach is that the transformed samples have a common structure of sparsity in
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each class, unlike other methods. The least-square regression model imposes an interclass sparsity
restriction that significantly reduces the sample margins of the same class, whereas samples from
different classes will show an increase. Such variables support the way regression is transformed more
compactly and discriminated, thus producing better results than others [31].

Stratified k-fold cross-validation is performed using Support Vector Regression (SVR) and
Regression Forest (RF) models with k = 10. Cross-validation is a technique to evaluate predictive
models by partitioning the original sample into a training set to train the model and a test set to
evaluate it [32-34]. To optimize the parameters of the algorithms, loops of cross-validation are used by
further splitting each of the ten original training datasets into smaller training datasets and validation
datasets. For every combination of the parameters of the classifiers, cross-validation performance is
computed and then the best performing parameters inside the loop are chosen. Then, regression with
the best parameters is applied to the original testing dataset. The SVR model is tuned with specific
parameters such as the radial kernel, gamma with the best value of 2, and cost value of 10.

5. Experiments and Results

In this section, the required conditions are explained; then, the process of dataset collection and
analysis discrimination of the two age groups is briefly explained. Finally, the results of age estimation
are provided.

5.1. Condition of the Experiment

To asses our system, Dell precision COREi7 M4700 is used. The calculated distance for a volunteer
from a computer to take the test in order to access the system is 12 inches. The generated sound has an
intensity of 95 db, and the duration is equal to 20 s.

5.2. Dataset Collection

In this experiment, 201 volunteers from different ages and genders participated to create the
dataset. To complete one test, a volunteer needs around 2 min. The number of volunteers for two age
groups are quite balanced, as shown in Table 1.

The collected datasets is then subdivided into two age groups. As shown in Table 1, a volunteer
belongs to the following groups:

e  Child: if the volunteer conducting the experiment is less than or equal to 18 years old,
e  Adult: if the volunteer conducting the experiment is more than 18 years old.

Both groups are almost balanced: For the child groups from 6 years to 18 years, 41 male and 59
female volunteers participated. In total, we have 100 samples for the child group. In the adult group
from 19 years to 65 years, 68 males and 23 females were sampled. In total, 101 samples were obtained
for the adult group.

Table 1. Number of volunteers in each group based on gender.

Age Groups Below 18 Years  Above 18 Years

Gender Male Female Male Female
No. 41 59 68 23
Total 100 101

5.3. Dimentionality Reduction of the Auditory Perception Responses

A technique of dimentionality reduction is used to explore auditory perception in a linear
discriminant space. Linear Discriminant Analysis (LDA) is used [35]. The ratio of within-class variance
to the between-class variance is maximized with the objective of reducing the variation of the data in
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the same class and of increasing the separation between classes. Therefore, among the classes, solid
boundaries are built to make it a linear classifier. It is performed on subsets of conditions using three
features that correspond to three frequencies (the registered frequency from the first test, the registered
frequency from the second test, and the average of the two frequencies). The samples are projected
on the two first linear discriminant axes (LD1 and LD2). The projected data are presented in Figure 3.
In fact, there is a few points overlapping between the two classes, but in general, the dataset is pretty
separable. This good separation shows that the auditory perception responses is highly correlated to
the age, and the age group of person can be identified from its auditory perception responses.

Figure 3. Linear Discriminant Analysis (LDA) applied to the dataset divided into two age groups.

5.4. Quantification of the Separability Between the Two Age Groups

After the statistical analysis, univariate analysis is applied into the dataset divided into two age
groups. By using univariate ¢-tests, the samples of the two age groups show variability by considering
average frequencies. In order to testify the statistical significance of the evidence, a t-test is proposed
based on the null hypothesis. Likewise, it calculates the differences among the variables in a dataset.
A detailed interpretation to discriminate the two age groups is presented using boxplot as shown
in Figure 4. The boxplots display variation in samples of the age groups and point out the intra- and
interclass variability or correlation.

ChildEsd  Adult =12

= 2.2e-18

200001

15000 BN

10000 1

Average Frequency

5000

0 Wilcoxon, p = 2.2e-16

1 2
Actual. Age

Figure 4. Boxplot of the two age groups.
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The p-value between the two age groups are inferior to 1071%. Consequently, the two age
groups are very different and discriminate according to the audible frequencies of the volunteers.
The distribution of the adult age group is a little spread out; it means there is big variability inside this
group. Some samples can be misclassified despite the outliers samples; the p-value is a matter of fact
indicating that there is a big discrimination and separation between the adult and child age groups.
Thus, auditory perception maybe used for age estimation of a person.

5.5. Classification of Adult and Child Age Groups

In this section, the classification of the auditory perception into two groups is performed using
Support Vector Machine (SVM), Random Forest (RF), Adaboost, Linear discriminant Analysis (LDA),
and Neural Network (ANNSs) classifiers. Tenfold cross-validation technique is used for all the
classification approaches. The final calculated classification rate is shown in Table 2. To conclude,
there is an obvious separability between the two age groups. Comparing the classification accuracy
of the different classifiers, RF shows the best accuracy of 95% for two age groups. The confusion
matrix using the RF classifier into two age groups is shown in Table 3. The most misclassified samples
come from the child group, and it means that it is easier to recognize an adult than a child. Thus,
the web filter proposed in this paper could easily recognize an adult and could prevent access to
children’s applications.

Table 2. Classification of the two age groups.

Model Accuracy
Random Forest 95%
Support Vector Machine 89%
Adaboost 87%
Linear Discriminant Analysis  85%
Neural Network 79%

Table 3. Confusion matrix of the classification using Regression Forest (RF) classifier.

RF Child Group Adult Group Omission Commission
Child group 90 10 1.09% 10%
Adult group 1 100 9.09% 0.99%

Classification of Six Age Groups

To test the performance of our proposed system, six age groups are chosen that have nearly
similar auditory perception responses. The classification performances for the age range of 16-21
years are shown in Figure 5. For this experiment, 17 subjects conducted the test with 10 repetitions.
The classification rate for all subjects (16, 17, and 19-21) using random forest classifier shows acceptable
results as compared to the subjects of 18 years old. The performance of the system for the subjects of
age 18 years is nearly 65%.
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Figure 5. Classification performance of people of 16-21 years of age.

5.6. Age Estimation Based on the Auditory Perception

The performances of the regression analysis for age estimation using Regression Forest (RF),
Support Vector Regression (SVR), Adaboost, and Artificial Neural Network (ANNSs) is summarized in
Table 4. RF regression using 10-fold cross-validation shows the best rate of efficiency of 97% and the
smallest root mean square of error (RMSE) of 2.6 years. The resultant model is stable, the spread out
of the estimated ages from their average value is small, and it is represented using the variance that
corresponds to 8.71 years and the standard deviation of 2.95 years. All the other regression models
show lower accuracy as compared to RF for our proposed dataset, such as SVM shows an RMSE value
of 7.25 years, Adaboost shows 9.31 and ANNs shows 11.17 years. Therefore, the proposed regression
model using RF in 10-fold cross-validation is the most accurate approach for age estimation using
auditory perception.

Table 4. Performances of age estimation.

Model Accuracy RMSE Mean Error Variance Standard Deviation
Support Vector Machine 95% 7.25 4.72 30.49 5.52
Regression Forest 97% 4.17 2.95 8.71 2.95
Adaboost 92% 9.31 6.12 24.23 9.91
Artificial Neural Networks 83% 11.17 7.51 33.12 12.16

The age of the child group is estimated more accurately than the adult group, as shown in Figure 6.
The difference between actual age of a volunteer and the estimated age the for child group is much
less compared to the adult group, while the mean error value for age estimation is 2.95 years.
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Figure 6. Actual and predicted age for the best-fitting model.

The scatter plot of the known actual verses predicted age and overlay of line y = x are shown
in Figure 6. If the model predicts the age perfectly, then all the data points would lie on this line.
There are only a few outliers that do not fit well on the line, with a few years of difference. It can be
seen that, below 20 years, the data points lie perfectly on the line. Therefore, our approach is able to
predict the age of a child with high accuracy.

5.7. Objective Performance Evaluation

The objective evaluation shows how much the results and the references are determined as the
same person by using auditory perception. To evaluate the performance of the system, volunteers of
different ages and genders have tested our designed system. For real-time evaluation, the regression
model trains the model with the reference database and tests the model with a volunteer’s data
that does not exist in the database of the system. This evaluation checks the likelihood that the
volunteer belongs to the same age class, and then, the similarity is evaluated based on the accuracy
and the thresholds. While handling a biometric system, objective evaluation techniques are based on
two factors: the FAR (False Acceptance Rate), which is calculated as a fragment of impostor scores
overshooting the threshold, and the FRR (False Rejection Rate), which is calculated as a fragment of
genuine scores falling below the threshold. There is no admissible way to determine if a system with a
lower FAR and a higher FRR value performs better than a system with a higher FAR and a lower FRR.
Therefore, the equal error rate (EER) of a system can be used. The more minor the value of EER, the
better the performance of the system. The ROC (Receiver Operating Characteristic) curve is created in
order to choose the prime threshold; we obtain 113 genuine scores and three impostor scores through
some volunteers of different ages and genders. By considering the definition of FAR and FRR, the
value of EER can easily be calculated. The ROC curve for our proposed model after testing is shown
in Figure 7. It is concluded that the system’s performance is quite satisfying; hence, the EER is 1.4%.
However, it is obvious that the performance can be affected by changing the standardized parameters
(distance from the computer, using headphones or speaker, and sound intensity), and hearing loss is
also a factor that can affect the results.
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Figure 7. Equal error rate (EER) of the proposed model on Receiver Operating Characteristic (ROC)
curve.

6. BiometricAccessFilter-Based Web Application

The auditory perception responses encode biometric information about the age of a person and
considering these encoded information; a robust regression model is designed which is able to estimate
the forensic age according. Many applications have been developed on the proposed approach of
human age estimation based on auditory perception responses such as detection of hearing loss [36] and
a web access filtering system called BiometricAccessFilter. A web application which uses Algorithm 1,
for web access control is available (http:/ /iilyas.com/).

Algorithm 1: Biometric control access filter.

Result: Access Verification
Access=false;

login = Enter_ login()

Age < Enter_age()

while Access == false & age <— < 18 do
Sound < acoustical_stimulation(20, 20000);

F1 < User_feedback(Soundl);

Sound <« acoustical_stimulation (20000, 20)

F2 < User_feedback(Sound?2);

Fa=F1+F2/2

Feature_vector = [F1,F2,Fa];

Estimated_age = Age_Estimation(Feature_Vector,regression_model);

if (Estimated_age < 18) then
| Access = True;

else
| Access = False;

end

end
return < login();

In Figure 8, it is explained how a user can create an account on our online web interface. It requires
some data to be inserted manually such as email address, name, and password. After successful
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creation of an account, on the login page, an age verification step is presented to give access rights
to users less than 18 years old. The subject takes the test by listening to the sound and by pressing
the “enter key” when they stop hearing the sound, while for the second test, the subject should press
the “enter key” when the start hearing the sound. The corresponding frequency is registered in the
databases. The regression model is used to predict and estimate the age of the subject. If the estimated
age of the subject is higher than 18 years, then the access will be denied, and if his/her age is lower or
equal to 18 years, the account will be created for further use.

Login

Feature vector

Password protocol

[:] Frequency test

s

User Web account sign in

Access denied

Age

—>| Regression model o
verification

Estimated
age

<18

(((

Database
Access

granted

Figure 8. BiometricAccessFilter-based web application.

BiometricAccessFilter can limit the access of adults to the virtual world of kids and can prevent
child abuse or harassment. With this web application, we hope to change the practise and to
introduce new ways of developing more secure web applications using smart biometric approaches.
Consequently, forensic biometrics can help in a wide range of applications in cyber crime detection.
It can overcome the loopholes of traditional anonymous identification systems.

Our designed system is much stronger and secure than the existing web access control systems.
Besides, our system requires a smart interactive way of cooperation with the user. Moreover, our system
is robust compared to the traditional modalities for verification system.

Our proposed system is still vulnerable to spoof attacks such as a spoof attacker fooling the system:

e An old subject can impersonate themself as a young one just by finishing the experiment with
a high-frequency in the first test and by responding after some seconds in the second test of
the experiment.

e A young subject can impersonate themself as an old one by finishing the first test with a
lower-frequency and by responding with a higher delay for the second test.

In order to enhance the performance of the proposed BiometricAccessFilter system, we designed
an anti-spoofing system based on auditory perception responses. The system based on auditory
perception responses has shown promising results with an EER value of 5.5% under spoof attacks [37].

7. Conclusions and Future Work

In this paper, we presented BiometricAccessFilter, which is a completely new approach for access
control systems. It is based on auditory perception. It is proved that the proposed system can limit
the access of users within certain age groups and that regression forest is the most accurate for age
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estimation. A robust regression model is also built, and it has an accuracy rate of 97.04% and a root
mean square of error of 4.17 years. The EER value is 1.4%.

In the future, we are planning to develop a more sophisticated system that is equipped with an
anti-spoofing system. The database will be developed in new machine learning, and deep learning
approaches will be considered to better performance. As a new perspective, we will demonstrate
replacing CAPTCHA using auditory perception responses.
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