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Abstract: The Elliptic Curve Digital Signature Algorithm (ECDSA) is the analog to the Digital
Signature Algorithm (DSA). Based on the elliptic curve, which uses a small key compared to the
others public-key algorithms, ECDSA is the most suitable scheme for environments where processor
power and storage are limited. This paper focuses on the hardware implementation of the ECDSA
over elliptic curves with the 163-bit key length recommended by the NIST (National Institute of
Standards and Technology). It offers two services: signature generation and signature verification.
The proposed processor integrates an ECC IP, a Secure Hash Standard 2 IP (SHA-2 Ip) and Random
Number Generator IP (RNG IP). Thus, all IPs will be optimized, and different types of RNG will
be implemented in order to choose the most appropriate one. A co-simulation was done to verify
the ECDSA processor using MATLAB Software. All modules were implemented on a Xilinx Virtex
5 ML 50 FPGA platform; they require respectively 9670 slices, 2530 slices and 18,504 slices. FPGA
implementations represent generally the first step for obtaining faster ASIC implementations. Further,
the proposed design was also implemented on an ASIC CMOS 45-nm technology; it requires a
0.257 mm? area cell achieving a maximum frequency of 532 MHz and consumes 63.444 (mW).
Furthermore, in this paper, we analyze the security of our proposed ECDSA processor against
the no correctness check for input points and restart attacks.

Keywords: digital signature; hardware architecture; ASIC; optimization; low-area; low-power;
embedded systems; security analyses

1. Introduction

Being proposed in 1992, research tended to draw too much attention to the Elliptic Curve
Digital Signature Algorithm (ECDSA). Due to its different advantages compared to DSA and
Rivest-Shamir-Adleman-system (RSA), which are its small key length and its speed of signature
operations, ECDSA was recommended by organizations, such as NIST [1] and Certicom [2].
Computations needed for ECDSA authentication are the generation of a key pair (private key, public
key), the computation of a signature and the verification of a signature. Firstly, the production of
the key is based on the random or pseudorandom bit sequences. Thus, the first step is to find the
appropriate algorithms for producing these bit sequences called the key. There are many algorithms,
but the quality of these generated binary sequences should be tested, and their randomness should
be checked. Hence, the appropriate algorithm should be deterministic and should generate these
keys reliably and quickly. Secondly, ECDSA uses ECC scalar multiplication based on the hardness of
solving the Elliptic Curve Discrete Logarithm Problem (ECDLP) and its smaller key size at the same
security level compared to other asymmetric cryptosystems. Key size offers a significant gain in terms
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of speed, power, bandwidth and storage. Point multiplication is the most common operation in ECC,
which can be performed by the Montgomery ladder algorithm [3]. Finally, the signature generation
and verification are performed using also “SHA-2”. This is a family of hash functions containing
the four standardized algorithms SHA-224, SHA-256, SHA-384 and SHA-512, which was developed
and standardized by the official NIST standard [4]. By the use of larger digest messages, SHA-2
represents the most resistance to possible attacks, and it can be used with larger blocks of data. Much
research was done to implement and to evaluate the ECDSA performances. In 2009, the authors in [5]
implemented ECDSA to avoid vehicular accidents by using secure broadcast Vehicle-to-Vehicle (V2V)
communications. The authentication mechanism used the ECDSA algorithm with the IEEE1609.2
standard for vehicular ad hoc networks. In 2010, the authors in [6] proposed the implementation of
American National Standards Institute (ANSI) called X9.62 ECDSA over prime elliptic curve Fyg,.
In 2012, the authors in [7] implemented ECDSA using ECC curves with a 163-bit key length, key
stream generator “W7”, to generate the private key. ECDSA hardware implementation on Xilinx
xc6vIx760-2f1760 requires 0.2 ms, 0.8 ms and 0.4 ms with 7%, 13% and 5% of the device resources on
slice LUT for respectively key generation, signature generation and signature verification. In 2016,
the authors in [8] studied the side-channel resistance of the implementation of the ECDSA signature
scheme in Android’s standard cryptographic library. In this paper, the ECDSA hardware architecture
and its performances using FPGA and the ASIC platform will be described. Firstly, the RNG will be
studied. Thus, the security analyses of some RNG will be done. Then, they will be implemented in
order to choose the appropriate one. Secondly, the implementation of the ECC point multiplication
and the SHA-2 function will be presented based on hardware optimizations, which consist of the
scheduling and the re-utilization of components. They have a significant impact on the critical path
and the area occupancy. Then, a co-simulation of the ECDSA processor design will be done in order to
verify its efficiency. Finally, to test the robustness of the proposed ECDSA design, security analyses will
be discussed by applying two attacks: the fault injection attack (no correctness check for input points)
and the restart attack. The remainder of this paper is organized as follows. Section 2 surveys previous
ECDSA works. The methodology and design flow of the ECDSA design will be detailed in Section 3.
Section 4 presents the different IPs implementation (ECC over Fyn finite fields, a reconfigurable
architecture for the hash functions IP, the grain IP). In Section 5, the proposed hardware architecture
performing ECDSA will be detailed. Section 6 gives performances evaluation of implementation
results, and a comparison with the state-of-the-art will be done. Finally, we will evaluate the security
level of the ECDSA processor by applying two security analyses in Section 7. A conclusion of the
proposed work will be given in Section 8.

2. Related Works

This section focuses on the previous state-of-the-art ECDSA implementations. In the literature,
only a small number of full ECDSA implementations has been reported. To ensure the authentication
and verification scheme for the IEEE Wireless Access in Vehicular communication (WAVE), which is
based on Vehicular Ad hoc Networks (VANETs), the authors launch in [9] the vehicular message
authentication and the prioritized verification for periodic safety messages. They developed the
ECDSA mechanism incorporating an Identity-based (ID-based) signature. However, the authors in
their work did not mention this and studied the IPs used in the signature process. Moreover, their
authentication scheme is insecure since in their modified ECDSA, the random number of ECDSA is
replaced with a hashed value for the signature generation. In [10], the authors presented a flexible
NFC-tag architecture that provides enhanced security features using symmetric (AES), as well as
asymmetric cryptography (ECDSA). For the scalar multiplication, they used the Montgomery algorithm
and the projective coordinates. Furthermore, for the hash function, the SHA-1 is used, but is insecure
against attacks, and it is much slower compared to SHA-2. The implementation of the design is
done in VHDL using 0.35-us CMOS. From the synthesis results, it is clear that their design is slower
than the state-of-the-art designs. In 2014, a software optimization of elliptic curve cryptography
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with 256-bit prime fields was done in [11]. The proposition of the constant-time implementation of
the NIST and SECG (Standards for Efficient Cryptography Group) prime curve over [Fp54 accelerate
and improve the efficiency the perfect forward secrecy TLS (Transport Layer Security) handshakes,
which use the two elliptic curve cryptosystems ECDSA and/or ECDHE (Elliptic Curve Diffie-Hellman
Ephemeral). In this paper, the authors are only interested in the optimization of just the public key
cryptosystem ECC (i.e., the hash function and the random number generator are not optimized).
They performed three optimizations. First, they implement the scalar by G (the Generator) with the
windowing method and Booth encoding, using a window of size seven, and avoid MSQR (Montgomery
Square) via pre-computation. Second, they speed up point multiplication (for a general point P
and also by G) by writing MM (Montgomery Multiplication) and MSQR assembly routines, which
are specifically optimized for the MF (Montgomery Friendly modulus) prime p 256. They use the
windowing method with Booth encoding, but with a smaller window size of five. Finally, they use
the projective coordinates, and the modular inversion is implemented with the little Fermat theorem
method. The software patch makes the entire ECDSA sign function constant time, which is resistant
to attacks. The software implementation is done with the assembly language. These optimizations
accelerate the hall design. In [12], a low-resource implementation of a 160-bit ECDSA signature
generation algorithm over prime field curve secp160rl is presented. The novel hardware architecture
of the Keccak hashing algorithm is presented. Moreover, they applied co-Z ECC formulae (add two
projective points sharing the same Z-coordinate), a pipelined multiplication unit and RAM macros,
and they evaluated fixed-base comb methods to improve the efficiency of ECDSA on passive tags.
Furthermore, their design runs with constant runtime and provides basic resistance against common
implementation attacks. From the hardware implementation, it requires a total area of 12,448 GEs
(or 63,700 um? in 130 nm) and can generate a message digest within 140 k cycles. It has a power
consumption of 42.42 uW at 1 MHz on a low-leakage 130-nm CMOS process technology. However,
their design is slower and occupied more area than ours. In the same year, the authors in [13],
proposed a design of an elliptic curve cryptography processor as an application for RFID tag chips.
The works cited below are vulnerable to attacks. Some techniques can be applied to test and study
the design architecture, such as in [14]; the authors studied the hot carrier injection stress effect on a
65-nm low-noise transistor. Furthermore, in [15], the authors examined the temperature and process
variability on a p-channel MOSFET voltage multiplier and determined their impact on the voltage
multiplier; this method can be applied to the global ECDSA design. In 2017, Wugiong Pan et al. [16]
developed a high-performance signature server called Guess. It implements the ECDSA with a
256-bit key size on a Linux-powered commodity computer, harnessing a desktop Graphics Processing
Unit (GPU) as a featured cryptographic accelerator. This server Guess is designed to be resistant to
timing attacks. Their contribution is a novel, systematic and inclusive implementation of ECDSA,
turning cryptographic theory into productivity on off-the-shelf processors. They optimize the point
multiplication (employing Pre-Computing Table (PCT) built offline), point addition (using mixed
Jacobian-affine addition) and point doubling (Jacobian system) to accelerate the computation signature
generation and signature verification. Besides maximizing computing power, various algorithms are
customized and optimized for the platform. Guess readily supports various categories of ECC schemes
like digital signature, key agreement and encryption. Guess achieves a throughput equal to 8.71 x 10°
Operations Per Second (OPS) for signature generation and 9.29 x 10° OPS for verification. We can note
that the authors just optimize the ECC IP, and their implementation results achieve a high throughput,
but it consumes high energy. As we can see, every proposed design should be evaluated, and its
security should be studied. However, these cryptosystems can be implemented in small devices such as
mobile, smart cards and RFID. Bi et al. [17] tried to protect Radio-Frequency (RF) designs by applying
a split manufacturing method in RF circuit protection, developing a quantitative security evaluation
method to measure the protection level of RF designs under this split manufacturing and demonstration.
One of the important field of research is how to protect an Integrated Circuit (IC) from different attacks
and finding efficient countermeasures against IC piracy. In this context, Alasad et al. [18] proposed to



Electronics 2017, 6, 46 4 of 23

insert the Multiplexer (MUX) with two cases: firstly, by randomly inserting MUXs equal to half of the
output bit number (half MUX insertions), and secondly, by inserting MUXs equal to the number of
output bits (full MUX insertions). They adopted Hamming distance as a security evaluation, and they
measured the delay, power and area overheads with this proposed technique.

3. ECDSA Processor Methodology and Flow Design

The design flow and needs analyses are the most important tasks in order to obtain a system
that verifies the requirements’ specification. In order to find such a design, these instructions have to
be followed:

e  Select the most suitable algorithms for designing signature IP blocks with respect to the large-scale
application’s requirement: a high-security level, a minimum area with maximum throughput and
a low consumption.

e  Propose RTL (Register Transfer Level) architectural optimizations with the aim of adopting and
scaling the signature processor to both the application needs and the platform specifications.

e  Propose a hardware verification approach to the proposed signature processor so as to validate
and verify RTL implementations. In order to accelerate the verification of the overall architecture,
the verification and validation have to apply different co-simulation methods to the used IPs.
This can be done thanks to the interfaces between the higher level system environments and the
high-performance HDL simulators.

Figure 1 resumes the design flow of the digital signature proposed in this paper. Using the
mentioned design flow, to develop and to design a secure digital signature processor, the following
strategic points have to be fixed:

e Definition and specification of algorithms for key generation, signature generation
and signature verification,

e  Design and modeling of different IP and the choice of a standard interface,

e  System-level evaluation of security and throughput performances,

o  Logicsynthesis of different IPs (SHA-2 IP, ECC IP, RNG IP) and integration on a reconfigurable platform,

e  Hardware and software co-simulation of the entire signature processor and performance evaluation.

Needs Definition Algorithms specification

for Signature
l ‘ IPs Modelization

Simulation

| System Specification

IPs Selection and Simulatior

Interface Choice Y
Y Bynthesis and Optimization
| System Synthesis | ‘

Performance Simulation
and Evaluation

Performance Simulation
and Evaluation E

7 4
Model
Co-Simulation
Hard /Soft
i . D Performances Model

Reconfigurable Platform D Multi-Levels Simulation Model

D Synthesizable Model

Figure 1. The proposed methodology and flow design of the Elliptic Curve Digital Signature
Algorithm (ECDSA).
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Focusing on the application’s requirements, the different elements needed in the system should
be represented and placed into the system requirement analyses process. The main purpose of the
needs analyses is the application satisfaction. With respect to the application’s requirements and the
chosen platform constraints, the appropriate methods will be fixed to design different needed IPs:

1. The most used algorithms for hash are Message Digest algorithm 5 (MD5) and Secure Hash
Algorithm (SHA-0, SHA-1 and SHA-2). Thus, MD5, SHA-1 and SHA-0 have the same size of the
message, the word and the block. Furthermore, they have the same number of rounds, except
that the size of the MD5 digest (128-bit) is smaller than the SHA 0 and SHA-1 ones (160-bit).
Collision has been found in MD5, SHA-0 and SHA-1 with a number of 2°2 attacks [19], which
made them unreliable and unsafe, so not adaptable for the actual cryptographic needs. Since
their appearance, the SHA-2 family is the most used hash function thanks to the higher security
against attacks due to the larger condensed size and speed.

2. Due to their flexibility and enhanced ability to manage keys, asymmetric algorithms, such as the
Rivest-Shamir-Adleman-system (RSA) and Elliptic Curve Cryptography (ECC), are the most
practical cryptosystems. ECC is based on the algebraic structure of elliptic curves over finite fields.
It requires smaller key sizes compared to RSA, which allow it to be more suitable for embedded
systems that are low-memory and low-power. Indeed, a 256-bit ECC public key provides
comparable security to a 3072-bit RSA public key. It is applicable for encryption/decryption,
digital signatures, pseudorandom generators, etc. Based on the Elliptic Curve Discrete Logarithm
Problem (ECDLP), ECC is very hard to break.

3. Key generation is not only needed in symmetric or asymmetric encryption, but also in access
codes, passwords, product identification and software authentication. There are several methods
for hardware key generation; the best known are the Linear Feed Back Shift Registers (LFSRs),
NonLinear Feed Back Shift Registers (NLFSRs), known as grain [20], and the cellular automata,
which are an important family of stream cipher generators [21]. The appropriate algorithm in
our case is grain-128, because it supports the 128-bit key, and its initial vector is about 96 bits.
This encryption is very small and easy to implement in hardware [22]. In addition, it is possible
and easy to speed up the hardware design. The grain-128 uses an LFSR to ensure good statistical
properties; an NLFSR is used with a non-linear filter to introduce non-linearity. The non-linear
filter takes the contribution of the two shift registers.

In order to provide savings on the system’s final cost, area and power consumption, the grain-128,
the ECC and the SHA-2 hash function studied earlier will be adopted to design the proposed ECDSA
processor. The state-of-the-art works will be the subject of the next section.

4. Proposed Hardware Architecture for ECDSA IPs

In this section, the architectural design of each IP will be discussed in order to implement
low-power and low-area ECDSA design. Different optimizations were made to decrease area
occupancy and power consumption. Then, optimized IPs are assembled for an efficient ECDSA
design. In order to decide how efficient the design is, we calculate the throughput and the efficiency of

each IP, such as:
Frequency x Numbero f Bits Mbit

CyclesNumber s @

Throughput =

Througput Mbit/s
Area slices

2

Ef ficiency =

4.1. Secure Hash Standard 2 IP

In order to ensure the data integrity, different cryptographic hash functions can be used.
The SHA-2 function offers a higher security, and it is resistant to the collisions. Further, SHA-256 is
the most used because it is considered cryptographically safe. In this section, the hardware design and
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implementation of SHA-2 IP will be presented. Then, the hardware performances will be compared
and evaluated.

4.1.1. SHA-2 Architecture Design

The proposed hardware architecture of the SHA-2 IP is described in Figure 2.

Control
control unit ) Rom blocks

8 x 32 t Kt

Control hash

computation
B x 32-bit unit ]

Rom unit

constants 8 x 32

Padded data
16/32-bit
Transformed data
done

bus interface unit

N

Output data  busy mode Start Input data
16-bit 16-bit

Figure 2. The proposed SHA-2 IP.

As is shown in Figure 2, our hash processor is based on four modules, which form the overall

architecture. They are:

The control unit: this is designed to control the data flow in the design, as well as the data transfer
between the digest calculation unit (hash computation unit) and the pre-processing unit (padded
unit). An FSM is used for this purpose. The control unit coordinates all system operations.
It defines the necessary constants and the length of the operation word. It manages the ROM
blocks and controls all algebraic and digital logic functions necessary to calculate the digest.
The pre-processing unit (padded unit): its role is to complete the message in order to make it
compatible with the used hash protocols.

The calculation unit (hash computation unit): this is the digest calculation block. It performs the
data transformation functions.

The input/output interface unit has been designed in order to communicate the processor with
the external environment.

4.1.2. SHA-2 Architecture Optimization

Different hardware optimizations were done in order to speed-up the SHA-2 IP and decrease area use:

Addition is the most common operation in calculating the message digest. It requires adding a
64-bit operand size. Therefore, it is important for it to be optimized. Thus, in order to have a
fast and low area SHA-2 IP, various time-efficient adder architectures have been developed in
VHDL [23], such as the Ripple Carry Adder (RCA), the Carry Look-ahead Adder (CLA), the Carry
Save Adder (CSaA) and the Carry Selected Adder (CSeA). Being studied in [24] and implemented
on FPGA Virtex-II Pro xc2vp7-5{f672, the RCA adder and the CLA are the best in terms of area
occupation on the FPGA platform; whereas, the carry select adder is the most speed efficient.

In each round of the SHA-2, some operations can be calculated independently and the others
are dependent. In [24], the authors changed the expressions A, B, C, D, E, F, G and H in order
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to optimize the SHA-2 design by condensing two cycles (¢, ¢;) in the same cycle. Thus, the
following round can instantly calculate an intermediate value based on the available inputs by
storing the intermediate values of Wt and Kt. The data processing time is reduced by half N /2
cycles. The processing algorithm will be different since it reduces the number of cycles (divided
by two).

e By changing the expressions of A, B, C, D, E, F, G and H, the number of adders increased from 7 to
14. To solve this problem and analyzing the dependency between hash calculations, two methods
were proposed, the first used only two adders and the second used three adders. For the first
method, only two adders will be used at each stage of the calculation, the two adders are active.
In the second method, just three adders are required in two states. It is clear that both methods
have the same speed, so, the first method was adopted in order to decrease area occupation.

4.1.3. Simulation and Synthesis Results of the SHA-2 IP

The SHA-2 IP was implemented on FPGA Virtex2 xc2v2000. Table 1 presents its performance in
terms of frequency, speed, slices occupancy and power consumption.

Table 1. SHA-2 Performances.

Frequency Area Power Throughput

Modules  Cycles =1y 2™ (Slices) (mW) (Mbitls, Slices) Lriciency
Implementation without optimization
SHA-256 64 77 773 39 308 0.398
Implementation with optimizations
SHA-256 32 73 1480 50 584 0.394

Before optimization, the processor throughput is about 308 Mbit/s. In order to improve the
service quality of the IP integrity, the SHA-256 was optimized. In this case, the processor throughput
increases up to 584 Mbit/s. The last column in the table gives the algorithmic efficiency of SHA-256
which has the same efficiency before and after optimizations. It is due to the additional tests and the
increase number of CLBs. Furthermore, the optimized processor was speeded-up with a reduced
variation in the FPGA occupation. Similarly to power, it has also increased but remains low.

4.2. Elliptic Curves Over Fom Finite Fields

This section briefly sums up the theory of elliptic curves. An elliptic curve E over Fon is defined
by an equation of the form:
V4xy=x>+ax® +b 3)

witha, b € Fom and b # 0.

The elliptic curve E(Fyn ) is the set of points P = (x, y) that verifies the Equation (3) with a point
at infinity denoted O. The two main operations in finite field elliptic curves are point addition and
point doubling. Let P = (x1,y1) # O be the first point and Q = (x2,12) # O be the second point such
that Q # —P, the sumis P + Q = (x3,y3). The algebraic formula of P + Q and 2P are presented by
Algorithm 1.
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Algorithm 1 :Point Addition and Point Doubling.

Input: P = (x1,y1) # O € E Input: P = (x1,y1) #0 € E
Output: P+ Q = (x3,¥3) Q= () #O€EandQ# -P
1L.Ti=x1+x Output: R = 2Q = (x3,13)
2-T2=Ty1+]/2 1-T1:%

3.A=p 2 A=x1+T13. T, = A?

4. T3 =A*5.x3=T3+A+x1+x+a 4.x3=Th+A+a

6. Ty = x1 + x3 5.T; = x2

7. T5 = )\T4 6. T4 = ()\+1)X3

8.y3 =T5+x3+ Y1 7.3 =T34+ Ty

In the next section, the architecture design of the ECC encryption scheme will be presented.
The implementation results will be given and discussed.

4.2.1. ECC IP Architecture Design

In order to avoid modular inversion in point addition and point doubling, Lopez and Dahab
projective transformation will be used: (X,Y,Z), Z # 0, maps to (X/Z,Y/Z?) [25]. The security of
ECC depends on the ability to compute a point multiplication.

Thus, to perform it, the Montgomery algorithm will be adopted in order to exploit the parallelism
of point addition and point doubling which are calculated independently. They are computed at the
same time as mentioned in Figure 3. These two basic operations are based on modular arithmetic
operations. Indeed, the point addition needs five multiplications and the point doubling needs six
multiplications, but, only two multiplications will be used in each operation. The approach here is
based on the components full-time function, so, in all modules (point conversions and point operation)
only two multipliers are used. They are activated and reactivated in the next step as it is shown in the
Figure 3. The component reuse and the components full-time function are the main optimizations in
the ECC architecture which presents competitive results compared to the state-of-the-arts. Results and
comparison will be given in the next section.

POINT ADDITION

POINT DOUBLEMENT

Figure 3. Parallelism between the point addition and the point doubling.

4.2.2. Simulation and Synthesis Results of ECC IP

The ECC IP is based on the Montgomery scalar multiplication over Fp» using projective
coordinates. The main operations in the Montgomery algorithm are the point addition and the point
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doubling shown in Figure 3. They were both optimized in order to use only two reused multipliers.
Thus, this can increase the IP performance by decreasing the IP consumption and the area occupancy.
The ECC implementation results are listed in Table 2.

Table 2. ECC Performances over Fyie.

Area Frequency Time Power
Slices MHz us mW

ECCover Fyis 9670 147.5 282.79 45

The proposed ECC-IP was implemented on FPGA Virtex 5 ML 50 and it gave good results. Thus,
its performance allows it to be more suitable for ECDSA implementation. Table 3 gives a comparison
results with the state-of-the-art implementations.

Table 3. ECC Implementation results comparison.

Clock  Area Freq. Time Throughput

Designs Curve FPGA Cycles Slices (MHz) (us) (Mbps) Efficiency
This work ~ GF(2%%)  virtexsML50 380 9670 221 2.58 63.17 0.0060
ECC[26] GF(2'63) Virtex5 1371 6150 250 5.48 29.7 0.0040
ECC[27] GF(2'%%) Virtex5 1414 8095 131 10.70 15.1 0.0018
ECC[28] GF(2'%3) XC4VLX200 1091 10417 121 9.00 18.1 0.0017
ECC[29] GF(2'%%) Virtex5 780 10,363 153 5.10 31.97 0.0031

As it is shown in the table below, the implementation in [26] presents a minimal area compared
to the proposed ECC architecture while requiring an important execution time at the same time.
Thus, the implementation results of the proposed ECC architecture outperform those of the
implementation in [28] in terms of area and required time to compute the scalar multiplication.
The implementation of [29] is recent, it was done in 2015 using the Virtex5 platform, our proposed
ECC architecture presents better results in all parameters. In fact, the area and time are decreased by
6.68% and 49.4% respectively. The last two columns in the table show the algorithmic throughput and
efficiency. In order to compare our design to those of the other works we draw the Figure 4 containing
both throughput and efficiency values.

T T T T T
—=— Throughput] | ¢
—n— Efficiency

60

50

I 40
40 -

30

Throughput (Mbps)
((7-)voL) Aousioyq

20 4 20

ous [2|6] ' [2‘7] ' [2‘3] ' [2'9]

Designs

Figure 4. Throughput and efficiency comparison.
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Therefore, our proposed ECC design has the highest throughput and efficiency when compared
with those of the existing works, because a high throughput requires optimization of the design critical
path, the design area, and the design clock cycles number.

4.3. Random Number Generator (RNG)

Generally, asymmetric schemes are based on the level of difficulty of such problem and on the
complexity of the used algorithm. However, its security must not only rely on these points but also on the
secret of the key which is a parameter used in each implementation [30]. Several problems appear when
generating keys:

o Finding the appropriate algorithms for random (or pseudorandom) generation of the bit sequences.
The period of these algorithms must be long enough,

o Testing the quality of these binary sequences, which means checking the randomness of the
generated bit sequences,

o Generating these keys through deterministic algorithms in order to achieve higher speed
and efficiency,

e Protecting these pseudorandom generators against the mathematical and the physical attacks.

e Implementing and optimizing these key generation algorithms in hardware with respect to the
platform’s requirements.

There are several methods for hardware key generation, the best known are the Linear Feedback
Shift Registers (LFSRs) and the Non Linear Feedback Shift Registers (NLFSRs) generators. The LFSRs
can be used for other stream cipher generators such as those used for GSM (A5/1, A5/2 and W7), and
the NLFSRs are known as the grain [20]. Table 4 shows the functional characteristics of the mentioned
pseudorandom generator which are key length and initialization vector (IV).

Table 4. Functional characteristics of the pseudorandom generator.

Encryption Algorithms  Key Length (Bit) Initialization Vector (Bit)

RC4 8-2048 8

MUGI 128 128
A5/1 64 114
W7 128 128
CA 16 x 16 256 16
Grain-80 80 64
Grain-128 [31] 128 96

The grain-128 supports the 128-bit key and an IV of 96 bits. This encryption is still very small and
easy to be implemented in hardware [22]. In addition, the speed in hardware implementation can be
easily increased. This is a good characteristic for the grain family compared to other Pseudorandom
Number Generators (PRNG).

4.3.1. Security Analyses of PRNG

The generated keys quality is one of the most critical points of configuring a crypto-processor.
If the keys are not randomly generated, then an attacker can guess the key. To detect deviations
from the randomness of the binary sequences, the National Institute of Standards and Technology
(NIST) uses a statistical test suite for random and pseudorandom number generators for cyptographic
applications. The NIST test suite is a statistical package which contains 15 different tests that test
the randomness of binary sequences produced by cryptographic random or pseudorandom number
generators [32]. In our case, the randomness of A5/1, W7, CA, and Grain output’s was tested.

A sequence can be random if the P-value probability for each test is greater than 1% (0.01).
The various tests results applied to the algorithms A5/1, W7, CA, and the grain are presented in
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Table 5. The results presented in this table show that the standard version of the grain outperforms
CA, W7, and A5/1 in terms of security. Analyzing these results, the number of keys generated by
this version (through the different tests) is always greater than the key’s number generated by CA,
W7, and A5/1. For example, the key number tested using Monobit Test with acceptable results
is 0.0109 x 2102 (x5 x 0.0022 x 21924 for W7 and ~ 4 2960 x 0.0026 x 2%* for A5/1).

Table 5. Statistical Test Analyses for Pseudorandom Number Generators.

Pseudorandom Number Generators

Statistical TEST

A5/1 W7 CA Grain-80 Grain-128
Monobit 0.0026 x 26%  0.0022 x x 21024 00025 x 2256 (.0109 x 21024 (.0178 x 21024
Frequency 0.0028 x 264 0.0016 x 2192  0.0018 x 2256  0.0101 x 2192 0.0168 x 2102
Runs 0.0049 x 264 0.0046 x 21024 (00045 x 2256 (.0131 x 2102¢  (0.0196 x 21024
Longest-Run 0.0021 x 264 0.0025 x 2102  0.0010 x 2256 0.012 x 219  0.0182 x 210%#
Matrix Rank 0.0012 x 264 0.0012 x 21024 00013 x 225  (.0102 x 2102¢  (0.0136 x 21024
DFT (Spectral) 0.0009 x 264 0.00095 x 21024 0.0015 x 2256 0.0098 x 21024 00112 x 21024
Non-overlapping 0.00085 x 264 0.0011 x 21924 0.0009 x 22  0.0095 x 21924 .0119 x 2102
Template Matching
Overlapping Template  0.00092 x 264 0.0027 x 21024 0.0012 x 22%  0.0101 x 21024 0.0123 x 21024
Matching
Universal Statistical 0.0023 x 264 0.0036 x 21024 00027 x 2256 0.0125 x 2102¢ (0161 x 21024
Linear Complexity 0.0012 x 264 0.0015 x 2102  0.0017 x 2256 0.0107 x 21024 0.0132 x 21024
Serial 0.0035 x 264 0.0026% 21024 00031 x 2256 0.0099 x 2102¢ (0111 x 21024
Approximate Entropy ~ 0.0017 x 264 0.0041 x 21024 0.0021 x 22%  0.012 x 21024 0.0143 x 21024
Cusums 0.0011 x 264 0.0035 x 21024 00033 x 2256 (.0112 x 2102¢ (0117 x 21024
Random Excursions 0.0027 x 264 0.0022 x 21024 (0023 x 225 (.0108 x 2102¢ (0123 x 21024
Random Excursions 0.0031 x 264 0.0033 x 21024 00015 x 2256 (.0125 x 21024 (0135 x 21024

Variant

By increasing the speed of the grain, the results are less efficient but still better than those given
by W7 and A5/1. To conclude, thanks to the non-linear functions, the grain ensures a higher level of
security than CA and W7.

4.3.2. Implementation and Synthesis Results of the Pseudorandom Number Generators (PRNG)

The synthesis results of the grain, the A5/1, the W7 and the CA 16 x 16 are presented in
Table 6. They were synthesized using the packages of “Synplify Pro” component and the Virtex2
XC2v2000-6£f896 platform.

Table 6. Synthesis results of the different Pseudorandom Number Generator (PRNG).

Frequency Area Consumption Throughput

PRNG (MHz) (Luts) (mW) (Mbps)  Cifciency
Grain-80 2309 355 (3%) 13.72 230.9 0.65
Grain-128 2385 495 (4%) 19.22 238.5 0.48

A5/1 250.376 110 (1%) 46.33 250.376 2.27
W7 188.590 777 (7%) 111.77 1508.72 1.94
CA16 x 16 308550 683 (6%) 52.75 39,622.4 58.011

The A5/1 generator has an acceptable speed with an occupancy rate of 2% and a relatively low
consumption ratio. This generator can be used for GSM. The W7 frequency is lower while its period
is greater than that of the other generators, which ensures a high-security level. The occupation of the
various generators: A5/1, W7 and CA 16 x 16 is very small and similar. The speed of the generators
A5/1 and W7 are negligible compared to CA. The throughput increases about 38,113.68 Mbps between
CA 16 x 16 and W7. Thus, the use of a higher level of security for the W7 presents a loss in terms of
execution time. The W7 and CA 16 x 16 have the maximum efficiency but they have the maximum
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power consumption. All PRNGs have a low consumption, which makes them the most suitable
for use in the restrained environments such as Bluetooth or GSMs. As a conclusion and from the
implementation results, the grain generator presents firstly the best trade-off between area, speed, and
consumption. Secondly, the grain-128 preserves the advantages of the grain-80, because, it supports a
128-bit key and a 96-bit initialization vector.

4.3.3. The grain IP

From a hardware point of view, the grain is designed to be very small and efficient. It is based on
the bit synchronous stream cipher that requires an 80-bit key to initialize its input registers. It is based
on two shift registers of fixed size (80 bits) in which the bits are shifted at every clock (LFSR and NLFSR)
and a nonlinear output function.

Depending on the used platform, the user can estimate or fix the speed of encryption. Figure 5
shows the grain algorithm. It is based on three modules which are:

e  The LFSR module: based on a sequence (s;, S;i+1, - - -, Si+80) and a linear feedback function. It guarantees
a minimum period for the key-stream, so it can be efficiently implemented and it increases
significantly the throughput. The polynomial function of the LFSR (feedback polynomial) denoted
f(x) is a primitive polynomial of degree 80. Figure 6 illustrates the operation of the LFSR block
including the register initialization, the polynomial function f(x) and the update function.

g(x) £(x)

| ®

h(x)

|

M

key stream bit

Figure 5. The Grain Design.

Register LFSR

(80 bits)
Si:79/S'«1/='78 Si:53{1:39 S; =2 S/izl\si
Initiali(zg;\%i\t/:)ctor v |IV(63)| ........... |IV(2)| V(1) |IV(O)|
N NN
Register LFSR
after initialization T e 1 |IV(63)| ~TIv(1) v(2) V(0)

S;+79) S;+66] |S;+61| |S;+56| [S;+50| [S;+41| [S;+37] [S;+28] |S;+17] [S;+12] | |S

&
Oy
¢
>

C () (D) ()

- / N N
S{+79 S;+63 S;+45 S;+24 Si2|s;
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Figure 6. Linear Feedback Shift Register (LFSR) Model Function.
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e  The NLFSR module: is a non-linear feedback shift register based on a sequence (s;,s; 11, - - -, Si1+80)-
It includes a masked input with the LESR output in order to balance its state. The NLFSR introduces
non-linearity to cipher with the nonlinear output function. It is a filter of a polynomial function g(x).

e  The filter module: it is a function of nonlinear output which introduces non-linearity encryption.
Based on a nonlinear filtering function ((x)) with five input variables, the filter of algebraic
degree 3 is selected to be well balanced.

4.3.4. Grain Optimizations

The two registers (LFSR and NLFSR) of the grain are synchronized such that a bit is generated
each clock cycle. The grain offers the possibility to increase the speed thanks to the implementation of
polynomial functions (f(x) and g(x)) and the filter function (h(x)) several times. Hence, to simplify
this implementation, the last 15 bits of the two shift registers (s; and b;, 65 < i < 79) were used neither
in f(x) and g(x) functions, nor in the filter function input [20]. Thus, this can multiply the speed by 16
and reduce the initialization phase required time (160/16 cycles) and the key generation (80/16 cycles).
Figure 7 shows a sample implementation: in a doubling, two bits are generated at each clock cycle.

Figure 7. Doubling-speed Grain Scheme.

In addition, a generic version of the grain stream cipher was proposed in order to generate a
128-bit key, it allows users to set the speed using a signal of 4 bits. This version is designed for
constrained environments where resources are limited and power consumption is reduced. It is based
on the same principle as the first version of the grain 80-bit: 2 shift registers LFSR and NLFSR (of
size 128 bits) with an output function. Supporting a 128-bit key and a 96-bit initialization vector, the
grain-128 preserves the advantages of the grain-80: it ensures height security level, reduced size, and
simplicity in implementation. The grain-128 can also offer the possibility of increasing the speed
through the implementation of the polynomial functions (f(x) and g(x)) and the filter function (h(x))
several times. The speed can be multiplied by 32.

4.3.5. Simulation and Synthesis Results of the Grain IP

The grain was synthesized using the packages of "Synplify Pro" component and the Virtex2
XC2v2000-6£f896 platform. Figure 8a,b illustrate respectively the area occupancy (Luts) and the speed
(Mbps). Various versions of the grain-80 were implemented. The grain Vi denotes the grain version
i (i indicates the increase of speed). The synthesis of the various versions shows that the speed
is proportional to the occupancy and also to the power consumption. It is becoming increasingly
significant from one version to another. For example, comparing the standard version of the grain
(grain-80) to the grain V16, the consumption variation is negligible compared to the evolution of the
speed (1652,8 > 7 x 230,9 Mbps). The generic version of the grain VN (N can be 1, 2, 4, §, 10, 16) gives
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the opportunity to choose the compatible version with dedicated applications, but it presents a loss in
speed, frequency, and occupation. Thus, the grain VN requires an area of about 4500 Luts achieving a
frequency of 44 MHz and consuming 15.95 mW. If we take the example of the version whose speed is
equal to 1, the frequency decreases from 230.9 (grain V1) to 44 MHz (grain VN), while the occupancy
reaches a value equal to 4500 Luts (=12 x 355).

I Grain V1 I Grain V1

I Grain V2 [ Grain V2

[ Grain V4 [ Grain V4

I Grain V8 612 I Grain V8 1436
[ Grain V10 [ Grain V10

I Grain V16 1032 [ Grain V16

1652,8
535

1436

396,6

363 7224

(a) (b)

Figure 8. The Grain Performances. (a) Grain version area occupancy; (b) Grain version speed.

The grain generator has a simple algorithm which uses a small number of registers and uses a
finite number of iterations to achieve a key. Each version of the grain has its own characteristics, the
choice of the appropriate version is based on the application’s constraints. The grain ensures security,
it reduces the size and it is simple to be implemented. For this reason, it will be implemented in the
ECDSA architecture design which will be detailed in the next section.

5. ECDSA Architecture for Low-Area Low-Power Computing

Optimizations mentioned earlier, applied on different IPs allow designing a low area low-power
ECDSA architecture. In this section, the different design modules will be presented.

5.1. Proposed ECDSA Processor Design

To perform ECC digital signature, three algorithms are needed: the key pair generation, the
signature generation, and the signature verification. They are given, respectively, by the Algorithms 2—4.

Algorithm 2 is responsible for the generation of the pair of key (public and private), it is
based on a good choice of elliptic curve, random selection of integer and the computation of the
scalar multiplication.

Algorithm 2 :Private and Public Key Generation.

Input: message m, domain parameters (a,b,1,G = (xg,yg) € E)

Output: private key d, public key Q

1. Choice of elliptic curve E(a,b).

2. Choice of a point G(xg,yc) € E(a, b) of order n.

3. Choice of a big integer d, with1 <d < n.

4. Choice of a point Q(xq, yg) = d.G (the Montgomery scalar multiplication).
Return private key d and public key Q.

To sign a message m, an entity A follows the steps given by Algorithm 3 with a selected domain
parameters. It is based on the scalar multiplication and the hash function.
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Algorithm 3 :ECDSA Signature Generation.
Input: private key d, message m, domain parameters (1, G(xg, yc)), public key Q(xo,v0)

Output: signature (1, s)

1. Choice of a random integer k, with1 <k <n —1.

2. Calculate kG = (x1,y1).

3. Calculate r = x; mod n. If r = 0, so return to step 1.

4. Calculate k=1 mod n.

5. Calculate e = H(m) such that: H(m) is cryptographic hash result using SHA-1 or SHA-2 of the
message m.

6. Calculate s = k! (e +d.r) mod n. If s = 0, return to step 1.

Return (r, s) the signature of the message m

Algorithm 4 explains how the receiver verifies the signature, it does so by calculating the hash
function to obtain the message digest then using the public key of the sender on this message.

Algorithm 4 :ECDSA signature verification.

Input: a signature (,s), Q(xg,yq) public key, domain parameters (a,b, G(xg,yg), n), message m

Output: signature verification or rejection

1. Verify that integer r and s are both in [1,n — 1].

2. Calculate e = H(m) such that: H(m) is cryptographic hash result using SHA-1 or SHA-2 of the
message 1.

3. Calculate w = s™" mod n.

4. Calculate u; = ew mod n and up, = rw mod n.

5. Calculate X = u1G + u2Q. (using the point addition formula on the elliptic curve).

6. If X = 0, so signature will be rejected. Else, calculate v = x; mod n.

7. Signature will be accepted only if v = r.

1

Figure 9 sums up the architecture design of the ECDSA digital signature cryptosystem.
It contains five main units:

1.  The ECC unit: it computes the point scalar multiplication based on the Montgomery algorithm
which was explained in Section 4.2,

2. The SHA-2 function unit: generates hash used in both the signature generation and the signature
verification of the message m, it was presented in Section 4.1,

3.  The PRNG unit: it is a random number generator which generates a random number used as
keys during the signing process, it was well detailed in Section 4.3,

4.  The intermediate register: used to store the intermediate results,

5. The controller unit: it generates and sends control signals to all units in order to synchronize

them. It is totally responsible of the system management and the data exchange between the
different units by the use of the control lines.
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Figure 9. Proposed ECDSA Architecture.
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The ECC, the SHA-2 and the random generator IPs were explained earlier. The controller unit is
one of the main units in the ECDSA architecture. The interface between the different IPs and registers
is ensured through a controller. It is responsible for the synchronization, the sequential activation of the
different components, the flow control, and the data dependencies. It is based on a hard synchronous
finite state machine represented by Figure 10.

Mode 0

End-ECC=0

Start-Inv

End-Mul=0

Figure 10. The controller finite state machine.

seudo_Mersenne_

Reduction

End-Red

Multiplication

x1-conv

Begin
E(a,b), P e din[l,n1]

End-Add=0

Addition_Montgomery

Mode 1

Thus, an efficient hardware implementation needs the synchronization of the different components
as shown in the Figure 10. The controller uses two modes: Mode 0 for the key and the signature
generation and Mode 1 for the signature verification. All used blocks need two signals: “Start” to
begin the computation and “End” to end the computation. The two modes are explained as follows:
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e  Mode 0: this mode is used for the Key and the signature generation. After the selection of an
elliptic curve E(a,b), a point G € E(a,b) of order n and a cryptographically strong random number d
which is the private key in the interval [1, n — 1], the controller computes the scalar multiplication
using ECC IP: point Q = dG. It activates the ECC IP by the signals: "Reset-ECC" (enable) and
"Start-ECC" (begin the computation). If the signal "End-ECC" = 1, the outputs of the IP-ECC are
the coordinates x and y of the public key Q, this is the key generation step. For the signature
generation: after selecting a pseudorandom number k, the controller reactivates the ECC-IP as
it is mentioned earlier in order to compute kG = (x1,y1). Then, it sends the signal "Start-Red"
to the pseudo-Mersenne-reduction block to convert x; to an integer X;-conv. After that, the
controller tests if X;-conv = 0, then the step of random number generation will be repeated, else,
the controller activates the inversion block, via the signal "Start-Inv", in order to calculate I = k1
mod n. Here, the inversion and the Mersenne reduction operations are independent, so, they
can be done in parallel. Receiving the signal "END-Inv" indicating the end of the inversion, the
controller activates the SHA-2 IP. The output of the SHA-2 IP is the message digest e. Receiving
the signal "End-SHA2", the controller activates the multiplication operation, by sending the signal
"Start-Mul", in order to perform T; = d x r. The Carry Look Ahead Adder (CLA) is used to
calculate T, = e + T7. The block of multiplication is reactivated to calculate s = I X T, mod n.
Computing the second multiplication, the controller tests the value of s, if s = 0 then return to
the step of random number generation, else returns the signature of the message m which is (7, s).
As it is mentioned, the ECC-IP and the multiplication block are used twice in the Mode 0.

e Mode 1: it is responsible for the signature verification. The inversion block and the SHA-2 IP
are reactivated to calculate respectively w = S~! mod 1 and e = H(m). Receiving the signals
"End-Inv" and "End-SHAZ2", the multiplication block is reactivated by the controller to compute
firstly u1 = e x w mod n and then up = r x w mod n. After receiving the signal "End-Mul",
the controller sends the signal "Start-AddMong" to the Addition-Montgomery block to calculate
X = u1G + upQ using the point addition formula on the elliptic curve. The controller tests the
value of X: if X =0, so, the signature will be rejected, else, it calculates v = xymodn. Finally, the
signature will be accepted only if v = r.

As it is shown in the controller finite state machine explanation, a sequential activation of the
IPs and the other required blocks is required. Table 7 presents how the controller activates (ON) and
disables (OFF) the different IPs as needed.

Table 7. ECDSA IPs methodology function.

. Pseudo- ...

Grain - SHA-2  ECC Mersenne- Inversion Multiplication CLA Addition

1P P 1P Reducti Montgomery
eduction

Key ON OFF OFF OFF OFF OFF OFF OFF
Generation OFF OFF ON OFF OFF OFF OFF OFF
ON OFF OFF OFF OFF OFF OFF OFF
OFF ON ON OFF OFF OFF OFF OFF
Signature OFF OFF OFF ON OFF OFF OFF OFF
Generation  OFF OFF OFF OFF ON ON OFF OFF
OFF OFF OFF OFF OFF OFF ON OFF
OFF OFF OFF OFF OFF ON OFF OFF
OFF ON OFF OFF ON OFF OFF OFF
Signature OFF OFF OFF OFF OFF ON OFF OFF
Verification  OFF OFF OFF OFF OFF ON OFF OFF
OFF OFF OFF OFF OFF OFF OFF ON

The grain, the ECC IP, the SHA-2 IP, and the inversion block are called twice in the entire
architecture. And, the multiplication block is reactivated 4 times. As it is mentioned in the table below,
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independent operations such as hash function SHA-2 and ECC IP can be computed in parallel. In the
next section, implementation results of the ECDSA will be given.

6. Implementation Results of ECDSA and Performance Analyses

We implemented FPGA and ASIC designs that efficiently perform ECDSA. The described circuit
was implemented in VHDL using the Model Technology’s ModelSim Simulator and synthesized,
placed, and routed using target device of Xilinx (Xilinx Virtex5-ML50 FPGA) and ASIC CMOS (45 nm
Technology). The architecture was simulated for verification of the correct functionality, by using the
test vectors provided by the NIST standard. Performance metrics such as area (slices), frequency (MHz),
power consumption (mW), cycle number and the Execution Time (ms) were computed. Detailed
implementations results are presented in Table 8.

Table 8. ECDSA Crypto-processor implementation results.

FPGA Implementation
. Area Frequency Power
Designs  (slices)  (MH2) (mW)
SHA-256 1480 73 50
ECC 9670 147.5 45
Grain-128 495 238.5 19.22
ECDSA 18,504 107.4 105.7
ASIC Implementation
. Areacell Frequency Total dynamic
Designs (mm?) (MHz) Power (mW)
SHA-256 0.023 1282 18.4070
ECC 0.121 990 39
Grain128  0.006572 1695 6.404
ECDSA 0.257 532 63.444

The FPGA implementation of both the signature + verification requires 167,494 cycles, achieving
a maximum frequency of 107.4 MHz in 1.5 ms of time. The signature needs only 84,000 cycles and it
runs in 782 ps. It consumes about 94.25 (mW). The throughput of the ECDSA is about 0.16 Mbps and
the efficiency is 88 x 107°. Table 9 gives a comparison between the proposed ECDSA scheme and the
state-of-the-art results.

Table 9. Results Comparison of different ECDSA implementations.

FPGA Implementation Results

. Field Freq. Area Time Power Through.

Design  Platform (Bits)  (MHz)  (Slices)  (ms) (mW) (Mbps) Eff.
D, Virtex-5 GF(2'%%) 1074 18,504 1.5 199.95 0.16 88 x 107>
[2] Virtex-6 GF(2163) 100 18,740 1.287 - - -

[33] Virtex-5 GF(21%%)  148.963 20,628 3.844 228 - -
[34] Virtex-5 GF(21%3)  195.309 23,760 3.533 - - -
ASIC Implementation Results
. Field Fregq. Area Power Through.
Design Platform (Bits) (MHz) (mW) Eff.
D, ASIC 45nm  GF(21%3) 532 0.257 mm?  63.444 0.81 3.16

[35] ASIC 45nm  GF(p*°) 500 322.1 KGE - - -
[34] ASIC45nm  GF(2193) 500  1.135 mm? - - -
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As it is shown in the table below, the proposed design D; (FPGA implementation) is about 60%
faster than [33]. Being compared to [2], our results outperform B. Panjwani et al. results in terms of
area and frequency. In addition, our architecture presents a gain of about 22% and 57% in terms of area
and execution time. Comparing our results to those of [34], we have decreased the area by 22.12 % and
the execution time by 57.54%. Being implemented in ASIC platform, our design D, has minimal area
than that reported in [34].

In order to have a relevant performance comparison between our synthesis results and those of
related works, we will add another parameter which is the Area Time Product (ATP). Figure 11 gives
different ATP of the mentioned state-of-the-art FPGA implementations.

80

60

ATP

40 -

20

D1 [2] [33] [34]
Designs

Figure 11. FPGA Implementation ATP.

It is clear from Figure 11 that our design D; and the design in [2] have the minimum value of ATP.
Our designs (D1, D) have a trade-off between area and time and it is the most efficient compared to
other designs. In the literature, only a small number of authors have given the power dissipation of
the ECDSA entire design. For this reason, in order to study the influence of the power, we have draw
Figure 12 containing all the SPP (Speed Power Product) of all IPs.

14000
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10000 ;
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-2000 —

SHA-256 ECC
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Figure 12. FPGA Implementation SPP of the proposed IPs.

The SPP is calculated by multiplying the gate propagation delay by the power dissipation. As it is
shown in Figure 12, the ECC-IP has the highest SPP value.
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7. Security Analyses of ECDSA Processor

Several interpretations have been reported of what it means to break a digital signature: retrieving
the secret key, creating another signing algorithm with an equivalent secret key, forging a signature
for a chosen message, and forging a signature for at least one message [36]. In order to be useful,
ECDSA must have a high security. The essential security conditions for ECDSA are [37]:

o To ensure that one cannot easily solve the discrete logarithm problem and therefore obtain the
secret key,

e  The hash function used is a one-way collision-resistant hash function.

o  The secret key can be obtained using k, 1, and s when the generator for k is predictable.

The Elliptic Curve Discrete Logarithm Problem (ECDLP) is a special case of the discrete logarithm
problem. It consists of finding an integer d, if it exists, such that Q = dG, given points G, Q €
E(IF;). Many attacks against ECDLP exist such as the exhaustive search, the Pohlig-Hellman, and the
Baby-Step Giant-Step algorithms. One of these attacks is the Pollard’s Rho algorithm, which has a
running time of \/n71/2 where n is the order of point G. However, this algorithm can be parallelized
and run on r different processors, so that the new running time is \/n7/2r.

In this section, two attacks against ECDSA processor have been chosen: fault injection attack and
restart attack.

7.1. Fault Injection Attack: No Correctness Check for Input Points

This attack is applicable when the device neither explicitly checks whether an input point P
nor the result of the computation really is a point on the cryptographically strong elliptic curve E
which is a parameter of the system. The no correctness check for input points attack is simple and
should not be applicable to a well-designed system, but nevertheless, such a “bug” might happen in
practice. Let E = (a3, ap, a3, a4, a¢) be a given cryptographically strong elliptic curve, which is part
of the setup of the ECC system. The coefficients a; are in a field K and E(K) denotes the set of all
solutions (x, y) € K x K, together with the point at infinity O. We note that when calculating a scalar
multiplication, the coefficient a¢ is not used. In this situation when a cryptosystem receives a point
P'(x',y") with x’, y € Kbut P’ is not a point on E, but a point on some other elliptic curve E’.

We choose the input pair P'(x', y') carefully, such that with af, = y'2 4+ a1x"y’ + azy’ — x> — apx'? —
ayx’ the tipple (a1, ay, a3, ay, a’é) defines an elliptic curve E’ whose order has a small divisor r and such
that ord(P) = r. If r is relatively small, the attacker can solve the discrete logarithm problem in the
subgroup of order r and find k, = k mod r. We can repeat this procedure with a different choices of P
and use the Chinese Remainder Theorem to compute the correct value of k.

In particular, an attack is possible by injecting any fault on the coordinates x or y point P.
With stronger assumptions, the attacker can even find the secret k having injected any fault on the two
coordinates. This attack is quite efficient if we do not choose P’, but the curve E’ first and compute P’
To avoid fault injection attack in the scalar multiplication, a point P must be a valid point on the curve,
as it is advised in the protocols of most ECC.

7.2. Restart Attack

In this part, we present our results on an ECDSA signature generation against the restart attack.
To break the scheme with signatures of two different messages we assume that the pseudorandom
generator for the key k is deterministic. Then assume that one can reset the internal state of the
generator. So, if the signer signs M; by generating k and we can reset it so that it generates the same k
for My, we have a signature (r, s1) for M; and a signature (r, s2) for M. Hence we obtain that:
(SzSHAZ(Ml) — SlsHAZ(Mz))

= (r(52—51)) mod 4 @
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Accordingly, using the chaos-based key generator affects the resistivity of the proposed ECDSA
cryptosystem to the restart attack because the initial key value of the grain key generator is modified
for each signature generation. In order to improve the sensitivity of the signature processor to the
initial key, we maximized the use of the chaos generation of the key in the inter-functions of the grain
pseudorandom generator. Thus, the initial key value of the grain is not constant. Instead, it is formed
from the initial chaos generated key.

8. Conclusions and Future Works

In this paper, an ECDSA signature scheme was implemented. All integrated IPs (ECC, SHA-2,
and the grain) were optimized in order to lead to a trade-off between area and execution time. Thus,
the implementation results, in both Virtex-5 and ASIC, are competitive with those of the state-of-the-art.
The signature and the verification processor used 18,504 slices in Virtex-5 achieving a frequency of 107.4
in 1.5 ps. Being implemented on an ASIC CMOS 45 nm technology, the design requires 0.257 mm? area
cell achieving a maximum frequency of 532 MHz and consumes 63.444 (mW). The proposed ECDSA
implementation is suitable for applications that need: low-bandwidth communication, low-storage and
low-computation environments such as embedded systems. As we said earlier, the design overhead
costs should be reduced to be suitable for applications which require low area resources. As a future
work, ECC-IP can be again optimized by introducing the procedure of Secure Hardware Activation
System (SEHAS) and the Physically Unclonable Functions (PUF) [38].
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