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W N

Abstract: This study outlines a technical framework for Internet of Things (IoT) communications on
Mars, leveraging Long Range (LoRa) technology to connect Martian surface sensors and orbiting
satellites. The designed architecture adapts terrestrial satellite constellation models to Martian
environments and the specific needs of interplanetary communication with Earth. It incorporates
multiple layers, including Martian IoT nodes, satellite linkage, constellation configuration, and
Earth communication, emphasizing potential Martian IoT applications. The analysis covers four
critical feasibility aspects: the maximum communication range between surface IoT nodes and
orbiting satellites, the satellite constellation’s message processing capacity to determine IoT node
volume support, the communication frequency and visibility of IoT nodes based on the satellite
constellation arrangement, and the interplanetary data transmission capabilities of LoRa-based IoT
devices. The findings affirm LoRa’s suitability for Martian IoT communication, demonstrating
extensive coverage, sufficient satellite processing capacity for anticipated IoT node volumes, and
effective data transmission in challenging interplanetary conditions. This establishes the framework’s
viability for advancing Mars exploration and IoT in space exploration contexts.

Keywords: IoT; LoRa; Mars; satellite; NewSpace; framework; feasibility study

1. Introduction

The potential of the Internet of Things (IoT) in space exploration has been demon-
strated [1] through technological advancements in satellite communications, cloud comput-
ing, artificial intelligence, and machine learning. A new extension of IoT, the Internet of
Space Things (IoST), has been developed. It utilizes small satellites like nanosatellites [2] in
low Earth orbit (LEO) to offer global coverage in space [3,4], along with significantly more
flexible network access services [4]. These satellites are low-cost and have a simplified
design, which has allowed for the development of new applications and services in space,
such as earth observation and technological demonstrations, with the most widespread
applications being related to the telecommunications domain [5].

As the interest in deep space exploration grows, planning large-scale space missions
and formulating space architecture has become essential. Both public space agencies and
private companies [6] have announced plans for Mars exploration in the coming years.
Initially, missions were based on communication systems limited in bandwidth and trans-
mission time [7]. However, in recent decades, new technologies have been implemented,
such as autonomous rovers equipped with cameras and sensors for atmospheric and ge-
ological research [8], including drones, to improve and expand exploration areas [9]. In
this context, small satellite constellations are already beginning to be used [10], signifi-
cantly extending the coverage and simplifying the acquisition of measurements in various
locations on the planet. This could enable the deployment of constellations in planetary
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orbit, facilitating IoT communications with sensors on the surface [11], similar to how the
deployment is handled on Earth.

In this context, recent research lines on the massive deployment of IoT devices, as
illustrated in [12], may apply to Martian exploration through the extensive deployment
of IoT devices on the Martian surface. Authors in [12] discussed the enhancement of the
efficiency in massive IoT systems using reconfigurable intelligent surfaces (RISs). This study
proposes the integration of mixed analog-digital converters (ADCs) to optimize system
performance and hardware load, accompanied by a nonlinear theoretical analysis that
addresses channel estimation and activity detection based on Bayesian theory for massive
deployments. Furthermore, research on sixth generation (6G) networks, as presented
in [13], should be considered for future networks, providing a comprehensive overview of
channel modelling and feature analysis.

In the exploration of Mars with IoT, various architectures that can be deployed are
presented, each with their limitations and considerations, as in [14]. These architectures
can vary in terms of the communication technology used, the arrangement of IoT nodes
and satellites, and the integration with interplanetary communications systems. It is
essential to develop reliable and efficient communications, considering options such as
using low-power wide area network (LPWAN) technologies and optimizing coverage and
data processing capacity. Good architectural design is essential to ensure the viability of
deployments in complex planetary environments such as Mars [15]. Significant aspects
to consider include the transmission distance, the message processing capacity of the
satellites, the communication frequency, the configuration of the satellite constellation,
the revisit and visibility times of the IoT nodes with the satellites, and interplanetary
communications between Mars and Earth. However, studying these architectures and
communications is still challenging and requires implementing specific architectures for
future Mars exploration [15].

In this context, the study aims to establish a reference architecture for using satellite
constellations in Mars orbit and evaluate the feasibility of IoT communications. It aims to
define the communication architecture of 10T, analyze the optimal satellite constellation,
develop a model of interplanetary communications between Mars and Earth, evaluate
Long Range (LoRa) communications on Mars, and identify potential IoT applications on
the red planet. To achieve this, various technical and analytical activities will be carried out.
This will include the design of communications infrastructure, encompassing IoT nodes,
satellites, and interplanetary communication systems. The spatial layout and number of
satellites necessary to guarantee adequate coverage on the Martian surface will also be
determined. Data transmission systems will be analyzed to overcome the distances and
unique conditions of the interplanetary environment for communications between Mars
and Earth. Likewise, the feasibility and effectiveness of LoRa communications on Mars will
be evaluated, considering factors such as transmission distance and message processing
capacity. Specific scenarios, such as atmospheric, geological, and seismic monitoring,
will be explored to maximize IoT’s potential in exploring the red planet. These activities
are essential for developing a suitable communications infrastructure and successfully
implementing the IoT in the Martian context.

This manuscript starts with Section 2, which is dedicated to examining the architecture
suggested for its implementation in detail. Subsequently, Section 3 addresses the study of
communication between IoT nodes and satellites in Martian orbit, considering aspects such
as transmission distance, message capacity, the design of the satellite constellation, and
the frequency of communications through LoRa and interplanetary data communications.
This section lays the foundation for Section 4, which presents the results obtained from
the simulations. Section 5 details the potential applications of IoT in this context, while
Section 6 explains the open research challenges and future directions. The document
concludes with the presentation of the conclusions.
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2. Proposed Architecture for Mars Exploration with IoT

To implement an IoT solution on the surface of Mars using satellite constellations, it is
necessary to reconfigure and adapt the architecture currently used in terrestrial satellite
constellations [14,16]. Also, the new architecture must be integrated with the pre-existing
communications systems between both planets [11].

As shown in Figure 1, the satellite IoT solution on Earth comprises five fundamental
layers [14,17]. In the first layer, there are IoT nodes, whose function is to acquire data
from the physical environment and send it through low-power area network (LPWAN)
communications to satellites in LEO. These satellites make up the next layer, consolidate
data transmissions, and forward the data received from the IoT nodes to the ground station.
In the third layer, the ground station receives the satellite data. It forwards it to the core
layer or network server, which monitors and regulates the communications between the
IoT nodes and the satellites and performs data ingestion. The network core, or network
server, is responsible for transmitting data from IoT nodes to business applications and
carries out authentication, authorization, and accounting tasks to ensure adequate security
of services. Finally, the last layer is the application layer, which receives data from the
satellite network for processing and displays it to the user.

loT nodes Satellite Constellation Ground Station Core or Network Business Applications

Figure 1. Satellite IoT terrestrial architecture.

In the scenario involving Mars, it is crucial to integrate the IoT satellite communications
architecture with the interplanetary communications system. Earth and Mars communicate
through orbiters, which act as intermediaries for communication between missions on the
Martian surface and ground stations. This helps to improve contact opportunities and
direct communication time with Earth [18]. Orbiters in Mars orbit can carry high-gain X-
band antennas that provide high-speed communications with Earth [19]. The constellation
of satellites can use the orbiter as a relay to transmit data collected by IoT nodes to Earth.
Communications between the satellites of this constellation would be carried out through
Inter-Satellite Links (ISLs) using S-band frequencies [20]. Consequently, it is essential to
characterize the communication dynamics between Earth and Mars to ensure the success of
interplanetary communications and, therefore, the adequate support of Martian missions
that use IoT technology. This involves considering the relationship between distance,
transmission time, and frequency of contacts, considering orbital mechanics and the location
of ground stations on Earth.

Considering the above, the proposed interplanetary exploration IoT architecture
consists of six fundamental layers, as shown in Figure 2:

e IoT nodes: Refers to the devices and sensors deployed on Mars to analyze atmospheric
aspects (e.g., temperature, pressure, gas measurement, and air quality) and geological
aspects (e.g., seismic movements). These nodes share characteristics with terrestrial
IoT nodes with LPWAN satellite communications, such as long battery life, low cost,
and miniaturization. However, they must have enhanced protection against space
radiation on Mars compared to Earth [21], as well as the problems associated with
dust storms [22], extreme temperature [23], and high space radiation due to the lack
of a magnetic field [24] and its tenuous atmosphere [25]. In that sense, the National
Aeronautics and Space Administration (NASA) is making significant efforts to adopt
IoT for space applications [11].
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e  Satellite constellation: The concept refers to satellites designed to meet a common
objective, centrally coordinated, and deployed in orbit [26]. Unlike individual satellites,
a constellation ensures the simultaneous presence of multiple satellites in different
areas of Mars, allowing for extended coverage. These satellites are organized into
orbital planes with similar altitudes and angles, which operate as an interconnected
network to provide global coverage across the planet [27].

e  Orbiter satellite: The orbiter satellite acts as a communication link between the Martian
surface and the Earth and is located 300 km above the Martian surface [28,29]. Given
the distance between Mars and Earth, the direct signal that equipment such as rovers
can send is weak, so the orbiters act as signal amplifiers to retransmit them with
greater intensity to Earth. They use X-band frequencies to provide a stable and reliable
connection with Earth [30].

e  Ground station: This refers to the antenna located on Earth to receive communications
sent by the Martian orbiter. This station is part of the existing infrastructure for
communications with Mars orbiters [30] and acts as a bridge with the terrestrial
communications infrastructure. The information from the IoT nodes received by the
ground station is forwarded to the core or network server.

e  Core or network server: The network server is in charge of processing, storing, and
forwarding satellite data to external applications [17], such as data visualization tools.
In the case of LPWAN communications, it manages the authentication, validation, and
provisioning of IoT nodes in the network. The processed data are then sent via an
application programming interface (API) to applications used by scientists.

e  Scientific applications: These are applications used by scientists or companies to
analyze and study data collected by IoT nodes or other instruments on Mars, such
as Java Mission-planning for Analysis and Remote Sensing (JMARS) for atmospheric
data analysis [31]. Section 5 of this work details the main applications that can be
developed on Mars with this technology, considering the lines of research currently
underway or planned to be carried out in the future.

. 5 : Core or Scientific
loT nodes Satellite Orbiter Ground Station entif
Constellation satellite NetworkServer  Applications
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Figure 2. Interplanetary exploration IoT architecture.

IoT nodes and systems must be designed and tested meticulously to ensure their
reliability and performance even under extreme conditions. They use materials and compo-
nents that resist radiation and the vacuum of space [22]. To prevent operational problems,
internal thermal control and specific protection systems are implemented [11,23]. Error
mitigation techniques are also implemented to ensure the integrity of transmitted data. For
terrestrial IoT nodes, hardware-level adaptation can be conducted through dust protec-
tion systems, internal thermal control, and protection against space radiation. NASA is
currently conducting studies in this area [11]. The feasibility of using electronic devices
based on Commercial Off-the-Shelf (COTS) has become a central issue in space mission
planning [32]. It has proven to be a transformative strategy to reduce costs and accelerate
development timelines. An example of this is the Ingenuity helicopter, which operates on
the surface of Mars. It has two cameras and a telecommunications module that depends on
COTS components. The Mars Science Laboratory mission also included these components
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in the propulsion and parachute systems to guarantee a precise and safe landing [33].
These components are increasingly used in deep space exploration missions [34]. They
benefit from advances in miniaturization, energy efficiency, and signal processing. This
allows for the construction of smaller, lighter satellites and probes with increasingly greater
capabilities and operational autonomy.

As shown in Figure 3, communications between IoT nodes and the satellite constella-
tion in Mars orbit can have two communication models: Direct-to-Satellite [oT (DtS-IoT)
and Indirect-to-Satellite IoT (ItS-IoT) [35]. In DtS-IoT communication, IoT nodes commu-
nicate directly with the constellation without an intermediary. On the other hand, ItS-IoT
needs a gateway that centralizes all communications from nearby IoT nodes. This gateway
collects data from IoT nodes and transmits it to the orbiting satellite constellation. Current
rovers can be proposed as LoRa gateways for exploration on Mars since they currently act as
gateways between sensors and drones with the Earth, such as the Ingenuity helicopter [36].
In the case of gateways, LoRa can be used on rovers or probes on the surface of Mars. It
can provide coverage in open spaces of up to 15 km [37].

Mars Orbiter & Mars Orbiter
ISL

ISL
S-Band S-Band
Satellite Satellite

@Dﬁ& % Constellation @g& Constellation
a8 *~
7 Satellite

Satellite Orbit

Orbit
LoRa LoRa

Gateway ((( ))) LoRa/LoRaWAN )
- = - = - - -
loT nodes

@) (b)

Figure 3. Communication models for nodes: (a) ItS-IoT and (b) DtS-IoT [14].

loT nodes

LPWAN protocols are considered an alternative for the integration of IoT technologies for
both terrestrial and space networks [17]. In satellite IoT communications, LoRa/LoRaWAN
and Narrowband IoT (NB-IoT) are prominent options for connecting long-range with
reduced costs and low energy consumption [38]. Recent research shows the feasibility
of establishing direct links with satellites by implementing these protocols [17], enabling
direct communication between IoT nodes and satellites in orbit. This can be applied to
other planets after redesigning the communication architectures. Between the two options,
studies position LoRa/LoRaWAN as an IoT connectivity protocol suitable for exploring
Mars or the Moon [11] due to its energy efficiency [14,39,40] and greater robustness against
the Doppler effect [14]. Its adaptation to the architecture proposed in Figure 2 focuses
on guaranteeing communications between the IoT nodes and the satellites, for which
it is necessary to use a LoORaWAN network server (LNS) to manage and administer the
communications located physically on Earth. This server collects device data, contextualizes
them, and prepares them for application use [14]. Since there is no regulation on the
frequencies that can be used on Mars, the use of any terrestrial frequencies used by this
technology can be proposed. Therefore, 868 MHz and 433 MHz have been used in this study.

3. Feasibility Analysis of IoT Architecture Utilizing LoRa Communications on Mars

It is proposed that the feasibility of the proposed architecture for exploring Mars using
LoRa be evaluated. This will be conducted by analyzing four key aspects in detail: the
constellation model and the revisit time of satellites over IoT nodes on the Martian surface,
the maximum communication distance between the IoT nodes and the satellites of the
constellation, the maximum capacity of messages that each satellite of the constellation can
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process to determine the volume of IoT nodes, and the interplanetary data communications
of the IoT nodes. Below is a theoretical description of the evaluation process.

3.1. Analysis of the Constellation Model and the Revisit Time of Satellites over IoT Nodes

When planning the deployment of satellite constellations for data collection, it is
essential to consider the optimal constellation model and the revisit time of satellites over
IoT nodes. In that sense, it is possible to propose two models: Walker Delta and Walker Star.
Both are widely used in communication satellite constellations on Earth [41]. The Walker
Delta model is characterized by a triangular arrangement of satellites in orbit and greater
redundancy in communication. This configuration provides better coverage of areas near
the equator. However, it does not adequately cover the poles, providing partial planet
coverage [42]. The Walker Star model has an inclination angle close to 90 degrees [41] to
provide complete global coverage, including the polar regions [43]. That is why the model
that we propose, due to its greater capacity to provide coverage to the polar regions, and
the one used in the study, is the Walker Star. Figure 4 shows both models, highlighting
the satellites” coverage areas and orbital movements. Given the complexity of exploring
the poles of Mars and the need to understand the interrelationship between polar deposits
and its climate system, there is significant scientific interest in exploring Mars at high
latitudes [16].

Coverage
No Coverage

- Satellite

— Direction

/ 7
7 \\Equatcr ,‘/ \/‘,:\ \

V,
\® 2 N
N[/ :

(@) (b)

Figure 4. Constellation models: (a) Walker Star and (b) Walker Delta.

Satellite revisit refers to the time interval that elapses between two successive passes
of a satellite over an exact location on the planet’s surface. This is a critical factor that
influences the efficiency and frequency with which satellites in a constellation pass over a
specific point on Mars and the visibility time of those satellites by IoT nodes. For its part, the
factors that influence the determination of the revisit of a satellite over a specific point on the
planet are the arrangement of the constellation, the orbital height, the inclination, and the
latitude of the object in question [44]. The variation in revisit times and visibility of satellites
over IoT nodes on Mars has significant implications for the planning and operation of space
missions on the red planet. A greater revisit time allows for more frequent communication
and more efficient data collection, while longer visibility times increase the window of
opportunity for data transmission. On the other hand, the greater the inclination angle of
the satellite to the equator, the greater the coverage at higher latitudes, as shown in Figure 4,
ensuring coverage in the polar regions.

3.2. Analysis of the Transmission Distance between IoT Node and Satellite in Martian Orbit

This analysis aims to assess whether it is possible to establish communication between
IoT nodes on the surface of Mars and satellites orbiting the planet. Furthermore, the
analysis intends to determine the signal strength emitted by the IoT nodes utilizing LoRa
technology. The assessment will include testing the transmission range to determine if the
signal power is strong enough to be received by a satellite in a specific orbit.
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An important factor for conducting the study is the maximum distance at which IoT
nodes can reliably communicate with orbiting satellites. This is calculated using mathemat-
ical formulas and models. One of the most widely used methods is the radio propagation
model for transmission distance estimation, also known as the Friis equation [45] (see
Equation (1)), which establishes a fundamental relationship between free space losses,
antenna gains, wavelength, reception, and transmission powers [45].

2

PRx = PTx GTx( ) GRx (1)

47R
where Pg, is the received power; Pr, is the transmission power; Gy is the transmitter
antenna gain; Gg, is the receiver antenna gain; R is the maximum distance, with a direct
line of sight, between the transmitter and the receiver; and A is the wavelength of the
transmission frequency. According to the equation, communication between IoT nodes on
Mars’s surface and orbiting satellites is possible if the received power is greater than the
satellite antenna’s sensitivity.

In the model developed, the effect of atmospheric attenuation on Mars has been
neglected because the density of the Martian atmosphere is much lower than that of Earth.
The atmospheric pressure on Mars is about one hundred times lower [46] than Earth’s, and
the attenuation caused by water vapor is 3086 times lower. Consequently, it is estimated
that said attenuation is negligible for radio communications [30]. Furthermore, it should
be noted that a significant portion of the communication between the IoT node and the
satellite occurs through space, devoid of gases, obstacles, or intervening elements that
could affect signal transmission.

3.3. Analysis of the Maximum Message Capacity of Satellites

This analysis focuses on evaluating the capacity of satellites to receive messages from
IoT nodes and, consequently, estimating the number of IoT nodes that could be deployed on
the surface of Mars according to the proposed architecture. The communication capacity of
each satellite is calculated using LoRa technology, considering the data transmission speed.
To conduct this analysis, the theoretical maximum message capacity will be calculated for
the satellite’s orbital period, determined by Kepler’s Third Law [47].

Also, the transmission rate must be considered based on the different spreading factors
(SFs). From the SFs, the transmission data rate from the IoT nodes to the satellites in orbit
can be determined and, thus, the number of messages each satellite can receive in its orbital
period. The LoRa protocol uses various SFs to determine the type of communication, which
determines the spectral efficiency of the transmission and affects the data rate [48].

The different available SFs have varying transmission rates that impact the message
capacity each satellite can manage during each orbital period. By evaluating these rates,
it is possible to determine the theoretical number of messages each satellite can receive
and the volume of IoT nodes that can be deployed based on the data rates and package
duration associated with each SF [49].

3.4. Analysis of the Interplanetary Communications for the Proposed Architecture

Establishing good communication between Mars and Earth is vital for the proposed
architecture’s success. Therefore, proposing an analysis of interplanetary communications
to address in detail the characteristics of Earth—-Mars communications, such as distance,
signal propagation time, and contact frequency (number of contacts in a time interval), is
essential to guaranteeing the system’s efficiency and reliability.

This assessment examines the characteristics of the communication links between
Earth, represented by NASA’s Deep Space Network (DSN) [31], and a series of hypothetical
Mars orbiters. The DSN consists of three ground stations in Goldstone, California, USA;
Madrid, Spain; and Canberra, Australia. These stations are strategically positioned around
the globe to allow for continuous communication with spacecraft as Earth rotates (see
Table 1 and Figure 5).
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Table 1. NASA’s DSN ground stations.

Location Latitude Longitude Altitude (km)
Goldstone, CA, USA  35.4266° N 116.8899° W 1.0
Madrid, Spain 40.4316° N 4.2491°'W 0.8
Canberra, Australia 35.4020° S 148.9819° E 0.7

Goldstone Deep Space Madrid Deep Space
Communications Complex, Communications Complex,
California, USA Spain

Alt. 1300—| /7 Inc. 90
Alt. 900 —\ Inc. 60
Alt: 500 Inc. 30

Alt. 100 o ‘Inc. 0

Mars rotation
direction

Canberra Deep Space
Communication Complex,
Australia

(a) (b)

Figure 5. DSN and Mars orbit scenarios. (a) NASA’s Deep Space Network (DSN). (b) Mars orbital
scenario and parameters.

To conduct this study, sixteen distinct orbits for the Mars segment have been defined,
each characterized by a specific semi-major axis and inclination. The altitudes of these
orbits above the Martian surface are set at 100, 500, 900, and 1300 km with inclinations
at 0, 30, 60, and 90 degrees. These orbits have been selected to provide a comprehensive
overview of potential operational environments for spacecraft around Mars, especially for
the ISL with the satellite constellation (see Table 2).

The lower-altitude orbits (100 km) represent low Mars orbit (LMO) missions, enabling
high-resolution observation or efficient Martian surface and atmosphere data collection.
These are particularly useful for scientific research, such as studying Martian geology or
searching for water sources. The medium-altitude orbits (500 and 900 km) can be represen-
tative of communication and weather satellites, providing broader coverage and serving
as relays for missions on the Martian surface. The high-altitude orbit (1300 km) would
represent areostationary or areosynchronous orbits (terms analogous to “geostationary”
and “geosynchronous” orbits used for Earth satellites but applied to Mars), which could
be advantageous for constant communication coverage over specific areas of the Martian
surface and the ISL with the satellite constellation.

The range of inclinations from equatorial (0 degrees) to polar (90 degrees) ensures
that the study encompasses different mission profiles. The given scenario’s duration is set
from 1 January 2025, for twice the synodic period (780 days x 2), totaling approximately
1560 days or about 4.2 years. The synodic period of Earth and Mars is the time required
for Earth and Mars to return to the same positions relative to each other and the Sun,
allowing for the reoccurrence of similar geometric relationships between the two planets.
This period is approximately 780 days or about 2.1 years. This duration is particularly repre-
sentative for assessing the Earth-Mars communication link because it covers two complete
synodic cycles.
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Table 2. Studied Mars orbits.
Se1‘11i-Maj or Altitude Eccentricity Inclination T. Anom. RAAN Arg. of P.
Axis (km) (km) (Degrees) (Degrees) (Degrees) (Degrees)
3496 100 0 0 0 0 0
3496 100 0 30 0 0 0
3496 100 0 60 0 0 0
3496 100 0 90 0 0 0
3896 500 0 0 0 0 0
3896 500 0 30 0 0 0
3896 500 0 60 0 0 0
3896 500 0 90 0 0 0
4296 900 0 0 0 0 0
4296 900 0 30 0 0 0
4296 900 0 60 0 0 0
4296 900 0 90 0 0 0
4696 1300 0 0 0 0 0
4696 1300 0 30 0 0 0
4696 1300 0 60 0 0 0
4696 1300 0 90 0 0 0

where T. Anom. is true anomaly; RAAN, right ascension of the ascending node; and Arg. of P., argument
of perigee.

Each DSN station’s unique geographical location and altitude offers a different look
angle and communication window with each orbiter, making this analysis robust and
significant for future Mars IoT mission planning and support. By evaluating these links,
we can understand the challenges and capabilities of Earth-to-Mars communication, which
is critical for efficient data backhauling between the IoT access network and the core or
network server on Earth.

4. Results

This section demonstrates the feasibility of using standard LoRa parameters in satellite
constellations in LEO orbits for IoT communications on Mars through a detailed use case
simulation (see Table 3). The revisit and visibility times of the IoT nodes are also evaluated
according to the configuration of the satellite constellation, the transmission distance, the
message processing capacity of the satellites, and the interplanetary data communications
between Mars and the Earth.

To calculate revisit times and the visibility of IoT nodes, several commercial applica-
tions are used for the satellite dynamics’ simulation [50]; among them is the System Tool
Kit (STK) software [2], which is used in this work. To complete this study, STK analyzed
Martian orbiter trajectories precisely, considering various factors that affect satellite motion.
After establishing the required orbital propagations and communication links within STK,
the data were exported to comma-separated value (CSV) files for further handling. Various
key metrics were examined during the post-processing phase of the data analysis. One
of these metrics is the visibility time of satellites. It measures the duration between the
initiation and termination of contact between a satellite from the constellation and an IoT
node located on the surface of Mars. Another metric is the revisit time, which refers to the
duration required for a Mars orbiter to pass over a specific IoT node on Mars again. These
metrics are crucial for assessing the viability and reliability of communications between the
satellite constellation and IoT nodes on the Mars surface and are discussed below. The code
for creating the STK scenario, exporting the data, and processing and plotting the results
can be seen in the repository of the Data Availability Statement.
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Table 3. Satellite revisit times based on constellation size at 90-degree inclination about orbit altitude
and IoT node latitude.

Revisit Time Revisit Time Revisit Time Revisit Time
IoT Node

Constellation No. Satellites Orbital Latitude (Minutes) (Minutes) (Minutes) (Minutes)
No. Planes (Degrees) 100.km 500. km 900' km 130? km
Altitude Altitude Altitude Altitude
1 1 1 0 678.5 361.0 313.8 301.1
1 1 1 30 566.4 301.8 259.2 244.1
1 1 1 60 300.7 118.2 1171 127.3
1 1 1 90 95.9 102.6 111.2 123.0
2 2 2 0 339.3 180.5 156.9 150.6
2 2 2 30 283.2 150.9 129.6 122.1
2 2 2 60 150.4 59.1 58.6 63.7
2 2 2 90 48.0 51.3 55.6 61.5
3 4 4 0 169.6 90.3 78.5 75.3
3 4 4 30 141.6 75.5 64.8 61.0
3 4 4 60 75.2 29.6 29.3 31.8
3 4 4 90 24.0 25.7 27.8 30.8
4 6 6 0 113.1 60.2 52.3 50.2
4 6 6 30 944 50.3 43.2 40.7
4 6 6 60 50.1 19.7 19.5 21.2
4 6 6 90 16.0 17.1 18.5 20.5
5 8 8 0 84.8 45.1 39.2 37.6
5 8 8 30 70.8 37.7 324 30.5
5 8 8 60 37.6 14.8 14.6 159
5 8 8 90 12.0 12.8 13.9 15.4

The bar plot in Figure 6 provides a comprehensive overview of the contact duration
between a set of IoT nodes at various latitudes on Mars and a constellation of satellites in
different orbital configurations. The contact duration is when a satellite remains in direct
line-of-sight with an IoT node, facilitating uninterrupted communication. Each subplot
corresponds to a different IoT node at 0-, 30-, 60-, and 90-degree latitudes, respectively. The
satellites are categorized by altitude (100, 500, 900, and 1300 km) and inclination (0, 30, 60,
and 90 degrees), with the bars color-coded to distinguish between the altitudes. Analysis of
the plots indicates that higher-altitude satellites generally provide longer contact durations
due to their broader line-of-sight horizons. The most extended average contact times are
observed with the satellite at a 1300 km altitude and 90-degree inclination, highlighting
the impact of higher vantage points and polar orbit paths on communication windows.
Conversely, satellites at lower altitudes tend to have shorter contact durations due to
their closer proximity and faster orbital velocity, resulting in quicker transits across the
IoT node’s sky. Notably, the inclination of the satellites also plays a significant role, with
those in equatorial orbits (0-degree inclination) demonstrating the shortest contact times,
particularly for IoT nodes situated at the poles.
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Figure 6. Contact duration for all analyzed Mars orbits and IoT devices at 0, 30, 60, and 90 degrees of
latitude on Mars’s surface.

The bar plots in Figure 7 delineate the revisit time for IoT nodes stationed at varied
latitudes on Mars, representing the interval required for satellites in the constellation to re-
establish communication with given IoT nodes on the Martian surface. The analysis shows
that the revisit time varies across satellite configurations, with higher altitudes typically
manifesting reduced gaps due to the extensive coverage footprint. This is particularly
noticeable for the 100 km altitude satellites, which exhibit the most extended gaps across all
latitudes. Moreover, the plots reveal that the revisit time is not only a function of altitude
but is also significantly influenced by orbital inclination. Notably, the minimum revisit
time is often associated with lower inclination angles.
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Figure 7. Revisit time for all analyzer Mars orbits and IoT devices at 0, 30, 60, and 90 degrees of
latitude on Mars’s surface.

According to these findings, it is recommended to use inclination angles close to
90 degrees to ensure complete coverage due to their scientific significance. As for the
satellites” altitude, a higher altitude reduces the time it takes to revisit a location but also
increases the communication distance between the IoT node and the satellite. On the other
hand, a lower altitude reduces the contact duration and is more affected by the Doppler
effect. An intermediate altitude of 500 km may be the most appropriate for both cases.

To increase the frequency of revisiting a specific location on Mars, the number of
satellites in orbit can be increased. Table 3 provides details of the revisit times for various
satellite constellation configurations around Mars, with an inclination of 90 degrees. These
configurations differ based on the number of satellites, their orbital altitude, and the latitude
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of the IoT node, as per the Walker Star model proposal. As the number of satellites in
a constellation increases, the frequency at which the satellites revisit a specific location
decreases significantly. Among the evaluated configurations, a constellation with six or
more satellites orbiting at an altitude of 500 km or greater would provide visit times of less
than an hour and 20.5 min at the equator and even less for polar areas. This configuration
would be optimal for receiving data from IoT nodes on the surface. Constellations with six
or more satellites and 500 km high orbits reduce revisit times considerably compared to
configurations with fewer satellites.

The transmission distance simulation is performed using the Friis Model Transmission
Equation in MATLAB. The simulation tests distances up to 2000 km between the IoT node
and orbiting satellites, measuring the power received at the satellite. If the received power
exceeds the receiver’s sensitivity, the satellite can receive the transmission from the IoT
node. Table 4 shows the parameters used in the simulation.

Table 4. Key simulation parameters.

Parameters Value Parameters Value
Carrier frequency 868/433 MHz Antenna.gams 22.6 dBi
(reception)
Transmit power 14 dBm Orbit height 500 km
Receiver sensitivity —137 dBm Mars radius 3390 km
Antennz'i gains 215 dBi IoT noc?e maximum 1909 km
(transmission) distance

The reception sensitivity of satellites is usually between —120 and —140 dBm. In our
study, we opted for a sensitivity of —137 dBm, which was also used in reference [51]. For
the IoT node on Mars, the transmission power is set to 14 dBm, with a transmitting antenna
gain of 2.15 dBi and a receiving antenna gain of 22.6 dBi. We evaluated the LoRa bands at
433 MHz and 868 MHz using a single channel, part of the LoRa standard for terrestrial and
satellite communications [52].

Based on the calculations above, it is recommended to use 500 km orbits to deploy a
satellite constellation designed for IoT communication, following the model of modern
orbiters [28]. These satellites would enable the retransmission of communications using
an ISL in S-band, as shown in Figure 2. The maximum communication distance between
an JIoT node on the Martian surface and the satellite at its farthest point on the Martian
horizon can be estimated from this orbit. Using trigonometric calculations based on the
radius of Mars indicated in Table 4, the maximum LoRa communication distance between
an IoT node and a satellite orbiting at 500 km is 1909 km.

Figure 8 illustrates the relationship between the maximum transmission power and
the maximum distance to the frequencies of interest. For 868 MHz, the maximum reception
power at a 500 km distance from the IoT node is estimated to be —109 dBm, while at 1909 km,
itis —117 dBm. For 433 MHz, the estimated maximum received power is —106 dBm at a
500 km distance, while at 1909 km, it is —120 dBm. Therefore, in all cases of interest, the
power received in the satellite is higher than the sensitivity of —137 dBm. These results
suggest that communications using LoRa technologies under the proposed conditions
are feasible.
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Figure 8. Maximum power related to distance using LoRa 433 MHZz (in blue) and LoRa 868 MHz
(in red).

The message capacity of LoRa satellites in the proposed architecture depends on
the number of messages that can be received during each orbital period around Mars.
This is determined by calculating the orbital period of the satellites using Kepler’s Third
Law, resulting in a value of 122.7 min for a complete revolution around the planet. This
calculation is essential to estimate the number of messages that can be processed by the
satellite based on the data rate of each SF from theoretical IoT nodes.

Table 5 displays the capacity analysis using SF values for standard LoRa messages
(message size of 25 bytes and a bandwidth of 125 kHz [53]). The packet values also include
duration, which determines the time it takes for the message to be transmitted or received
based on the SF and the message size.

Table 5. Spreading factor values for 25-byte messages at 125 KHz.

SF Data Rate (kbps) Packet Duration (ms)
7 5.47 36
8 3.13 64
9 1.76 113
10 0.98 204
11 0.54 365
12 0.29 682

Figure 9 shows the theoretical maximum number of messages per SF for a satellite in
Mars orbit. However, this is only an estimate as it does not consider interference, collisions,
the actual hardware capacity of the satellite, or other factors that could affect message
reception. Although an SF7 allows for more messages, SF12 is typically used for satellite
communications as it is more robust and increases the probability of reception in orbiting
satellites [54]. Therefore, the maximum theoretical number of messages a satellite could
receive is 10,794 from IoT nodes per orbital period. This is much lower than other studies
for IoT constellations in LEOs, which can handle up to 60,000 messages from IoT nodes per
hour [55].
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Figure 9. Message capacity per SF during the orbital period of a satellite on Mars.

A critical analysis component was the computation of visibility access using STK’s
advanced models for Light Time Delay and Apparent Position. The Light Time Delay model
is essential for accounting for the duration required for light, or in this context, a signal,
to traverse the distance from Earth to Mars, which is pivotal for grasping communication
delays. The Apparent Position model calculates the perceived location of Mars orbiters
from Earth, factoring in the finite speed of light and the orbital motion of both planets [56].

The data were exported to CSV files following the establishment of the required
orbital propagations and communication links in STK. After this, the data underwent
post-processing to facilitate the analysis of several metrics critical to comprehending the
Earth-Mars communication link. These metrics include the following:

Range: The distance (million kilometers) throughout the period.

One-Way-Light Time (OWLT): The time it takes for a signal to propagate at the Earth—
Mars range.

Averaged Daily Contact Frequency: The average number of contacts every 24 h.
Averaged Daily Contact Time: The aggregated contact time per day.

These metrics are vital for assessing the viability and reliability of communications
between Earth’s DSN and the Mars orbiters and are discussed below. The code for creating
the STK scenario, exporting the data, and processing and plotting the results can be seen in
the repository of the Data Availability Statement.

The characterization of the Earth-to-Mars link dynamics is essential for successful
interplanetary communications. The analysis presented in this section explores the complex
relationship between the range, communication time, and frequency of contacts as orbital
mechanics and the positioning of ground stations on Earth influence them. Insights into
the optimal conditions for establishing a stable communication link with Mars orbiters
are provided, considering the inherent challenges presented by the relative movements of
Earth and Mars and the limitations imposed by the planets” horizons.

Figure 10 (top) illustrates the dynamic nature of the Earth-to-Mars link, depicting
the variation in range and OWLT between NASA’s DSN ground sites and Mars. The
data indicate a periodic oscillation ranging from 96 to 362 million kilometers, occurring
over two years, which aligns with Earth and Mars’s relative positions in their orbits.
Correspondingly, OWLT varies between 5.3 and 20.1 min. These values indicate Earth’s
closest approach to Mars, known as opposition, and when they are on opposite sides of the
Sun, known as conjunction. This cyclic pattern directly results from the orbital mechanics
of the two planets and defines the planning backhauling strategies for Mars missions (see
Figure 11).
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Figure 11. Far (a) and close (b) ranges between Earth and Mars.

Figure 10 (bottom) depicts the varying involvement of each DSN ground site in
maintaining communication with Mars-orbiting spacecraft. The graph highlights a notable
trend: The Canberra station in Australia consistently provides the highest communication
frequency, particularly when Mars is optimally positioned for the southern hemisphere.
Conversely, the Goldstone and Madrid stations exhibit increased contact when Mars is
better aligned with the northern hemisphere. This pattern underscores the need for strategic
planning in ground station resource allocation to accommodate the periodic nature of Earth-
Mars connectivity for optimal mission support.

Figure 12 provides a detailed temporal analysis of daily contact frequency and duration
between Earth’s DSN and Mars orbiters, segmented by altitude and inclination. Note that
the aggregated daily contact time in Figure 12 considers the cumulative communication
windows from all three DSN sites, so the total can exceed 24 h in a single day (see snapshot
in Figure 13a).
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Averaged Daily Contact Frequency by Altitude and Inclination Between DSN and Mars Orbits
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Figure 12. Time plots for daily contact frequency (top) and daily contact duration (bottom) for the
16 Mars orbits.
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Figure 13. Scenario snapshots with two simultaneous DSNs in sight in (a) and 90-degree inclination

orbit with permanent sight in (b).

The top plot in Figure 12 indicates that orbiters in low-altitude trajectories (100 km)
exhibit the highest contact frequency, with 20 to 24 contacts per day, suggesting more
frequent communication interruptions. These orbits also show the shortest aggregated
contact durations, ranging from 20 to 27 h daily.

Medium- and high-altitude orbits (500 to 1300 km) demonstrate better performance,
with daily contact times stretching from 24 to 40 h and fewer contact interruptions, between
14 and 16 per day. The polar orbits are marked by significant spikes, reflecting lengthy
contact durations due to their alignment. This prevents the satellite from being occluded by
Mars, thereby ensuring prolonged communication windows (see snapshot in Figure 13b).

Figure 14 shows the trade-off between daily contact frequency and duration for the
16 Mars orbiter scenarios. It effectively illustrates the inverse relationship between altitude
and communication disruption: lower-altitude orbits experience increased frequency of
contact but suffer from shorter durations due to the relative motion of Mars and Earth,
causing more frequent occlusions.
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Daily Contact Frequency and Duration by Altitude and Inclination Between DSN and Mars Orbits
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Figure 14. Scatter plot correlating the daily contact frequency and duration for each of the
16 Mars orbits.

Conversely, higher altitude orbits benefit from longer, more stable communication
windows. This is attributed to their wider field of view above the Martian horizon, which
remains unobstructed for extended periods even as Mars rotates.

The plot emphasizes the superior duration of contacts for higher altitudes, implying
that satellites closer to Mars, despite being in a favorable orbital plane, still succumb to the
planet’s horizon, interrupting the line of sight necessary for continuous communication.

5. Potential IoT Applications on Mars

IoT technology can collect, analyze, and transmit data to optimize astronaut safety and
study the Martian environment while facilitating remote monitoring from Earth. Some of
the applications that would benefit from the inclusion of this technology are the following:

e  Agriculture: A vital aspect of colonizing Mars and establishing human bases is the
ability to produce food. Growing food in greenhouses is one of the most feasible
methods for achieving sustainability and autonomy in future space missions [57].
Cultivating crops in Martian greenhouses can be conducted effectively with the help
of sensors connected to IoT nodes. These sensors can monitor various parameters such
as soil humidity, temperature, fertilizer concentration, soil hydrogen potential (pH)
level, and more, allowing for optimization and efficient management of the crops.

e  Astrobiology and exobiology: Exploring the possibility of extraterrestrial life on Mars
is a priority objective in Martian exploration [58]. To aid in this search, IoT nodes can
be deployed with sensors specifically designed to detect signs of life on Mars. These
sensors may include temperature, humidity, pH, and organic compounds [59].

e  Meteorology: IoT nodes can measure atmospheric parameters like temperature, pres-
sure, and suspended particles. On Mars, weather data can be collected through stations
such as the Environmental Rover Monitoring Station (REMS) or the Mars Environ-
mental Dynamics Analyzer (MEDA) on rovers like Curiosity and Perseverance. This
would help gather meteorological information from different areas of the planet and
improve the detection of adverse weather conditions, like dust storms, which can
cause harm to electronic systems [22], human habitats, and missions.

e  Surface exploration: It involves using IoT nodes distributed across various areas of
the planet. These nodes are equipped with specialized sensors, such as humidity
and isotopic sensors, intended to identify water resources in the form of water or ice.
They are also used to study the composition of the soil, particularly the regolith, for
applications in construction [60] and agriculture [61]. Additionally, accelerometers are
integrated into these IoT nodes to detect and analyze “marsquakes”. Space radiation
sensors are crucial for evaluating housing viability and defining safety protocols in
future human-crewed missions [62]. Furthermore, IoT nodes with gas sensors are



Electronics 2024, 13, 1289

19 of 23

suggested for detecting underground volatile compounds, such as methane, which
could be helpful as a fuel source for spacecraft [63].

Location systems: IoT-based location systems can help track and guide human explor-
ers, as well as locate astronauts, equipment, or materials. These devices can be attached
to astronauts or equipment and located using radio triangulation techniques [64], with
connectivity protocols like LoRa [65], Bluetooth Low Energy (BLE), or Wi-Fi [66].
Aerospace medicine: This refers to integrating sensors into astronauts’ clothing, moni-
toring their vital signs during missions to Mars [67]. These sensors are connected to
IoT nodes and can measure essential parameters such as heart rate, blood pressure,
and oxygen level. By monitoring the health of astronauts remotely, this technology
can help ensure their well-being during the missions.

6. Open Research Challenges

Potential future directions can be identified to continue advancing the use of IoT

in Martian exploration. These encompass technological advancements, standardization
efforts, and testing methodologies to ensure the robustness and scalability of the proposed
architecture. The following specific areas at the crossroads of interplanetary networking
and direct-to-satellite IoT could be explored in future research:

Integration, interoperability, and standardization of delay tolerant networking (DTN)
and LoRa/LoRaWAN: This integration presents an opportunity to enhance the re-
silience of interplanetary communication. The development of standardized protocols
and interoperable systems is proposed to facilitate data transmission under varying
networks and environmental conditions.

Energy management techniques for the Martian environment: Given the unique
environmental conditions on Mars, specialized energy management techniques for
IoT devices are required. These could include advanced energy storage solutions and
adaptive energy management algorithms to optimize the performance of IoT nodes
on the Martian surface.

Scalability and reliability testing: As the scope of IoT deployments on Mars expands,
validating the robustness and effectiveness of the communication infrastructure be-
comes essential. Rigorous testing methodologies are needed to evaluate the system'’s
ability to maintain reliable connectivity and scale to meet the changing demands of
the Martian environment.

Advanced interplanetary communication systems: The investigation of more ad-
vanced communication systems to handle the unique challenges of long-distance
communication between Mars and Earth is proposed. This would include exploring
new communication protocols, signal processing techniques, and data transmission
methods to enhance the efficiency and reliability of interplanetary communication.
Enhanced IoT applications on Mars: Expanding the scope of IoT applications on Mars
is suggested by developing new sensor technologies, data collection methods, and
analytical tools to support a wide range of scientific, environmental, and exploration
applications on the Martian surface.

Integration of artificial intelligence and machine learning: Integrating artificial intelli-
gence and machine learning algorithms into the IoT framework for Martian exploration
is proposed. This could enable autonomous decision-making, predictive analytics,
and adaptive control systems to enhance the capabilities of Martian IoT devices and
satellite constellations.

Martian atmosphere and high-frequency communication: This involved the investi-
gation of atmospheric effects and phenomena, like dust storms, on high-frequency
communication to improve the performance of satellite communication with devices
on the Martian surface.
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7. Conclusions

The study has corroborated that the architecture designed for Martian exploration
through IoT, using satellite constellations that use LoRa communications, is technically
feasible and efficient. This is shown in various aspects, such as the range of communication,
the transmission speed, the ability to handle the interactions of multiple IoT nodes, and the
capacity of satellites to process messages. This determines the permissible density of IoT
nodes. The study confirmed that the interaction between the nodes and the orbital satellites
is viable, ensuring stable and reliable connectivity. The maximum effective communication
distance between the IoT nodes on the surface of Mars and the satellites in orbit has been
determined, and the communication periodicity has been based on the satellite revisit cycle.
The feasibility of interplanetary communications between Mars and Earth has also been
investigated, highlighting the need to understand the dynamics of communication links
to ensure the efficiency and reliability of the system. The study also demonstrated the
feasibility of implementing an extensive network of IoT nodes on Mars, given that the
satellites can process a significant volume of messages during each orbit. Adopting this ar-
chitecture predicts a substantial advance in the accumulation of Martian data, transcending
the current restrictions of space missions and optimizing the interplanetary transmission of
information collected by IoT devices that operate under LoRa technology. Finally, there
are several areas where future research could be focused. These include the integration,
interoperability, and standardization of DTN and LoRa/LoRaWAN; the development of
energy management techniques that are suited to the Martian environment; testing for
scalability and reliability; the design of advanced interplanetary communication systems;
and the atmospheric effects on high-frequency communication. Additionally, there is po-
tential for integrating artificial intelligence and machine learning technologies to improve
the efficiency and safety of IoT deployments on Mars.
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