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Abstract: This paper concentrates on bipartite formation control for nonlinear leader-following
multi-agent systems (MASs) with fixed and switching topologies under aperiodic Denial-of-Service
(DoS) attacks. Firstly, distributed control protocols are proposed under the aperiodic DoS attacks
based on fixed and switching topologies. Then, considering control gains, as well as attack frequency
and attack length ratio of the aperiodic DoS attacks, using algebraic graph theory and the Lyapunov
stability method, some criteria are acquired to ensure that the nonlinear leader-following MASs
with either fixed or switching topologies can realize bipartite formation under aperiodic DoS attacks.
Finally, numerical simulations are carried out to validate the correctness of the theoretical results.

Keywords: nonlinear multi-agent systems; bipartite formation; switching topology; aperiodic
DoS attacks

1. Introduction

Multi-agent systems (MASs) have become a significant research direction and have
obtained a widespread application in many fields recently, such as modern robotics tech-
nology and modern engineering control. MASs offer numerous advantages compared to a
single agent, including more efficient and complicated task execution, robustness in the
event of agent failure, scalability, adaptability, and so on. As a result of the development
of MASs, distributed cooperative control for MASs, including power sharing in sensor
networks, the collaborative control mechanism of unmanned surface vehicles, and the
formation control of satellites and so on, has attracted significant attention [1–15], where
the researchers design various control protocols to complete these intricate tasks.

Formation control is a critical aspect of distributed cooperative control of MASs, and its
primary objective is to enable agents to accomplish and preserve desired geometric shapes
through the formulation of suitable distributed cooperative control protocols. For example,
Djamari [16] studied the formation control problem of MASs through scaling factors based
on state estimators. Ranjbar et al. [17] investigated the formation control by using complex
Laplacian combined with event-triggered strategies under directed graphs. Applying
the center of gravity coordinate control method, Yang et al. [18] proposed a distributed
planar master-slave formation control strategy. For a class of quadrotors, Liu et al. [19]
explored the robust formation control issue. The authors designed a distributed robust
control protocol, which includes an attitude controller to manage the rotational motion and
a position controller to control the translational motion for the expected formation of each
quadrotor. In global positioning system-denied situations, Guo et al. [20] provided a coop-
erative relative localization infrastructure-free method to achieve formation control. Each
agent executes a consensus-based fusion cooperatively without any external infrastructures
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prepared. Based on a novel high-order finite-time sliding mode consensus control strategy,
Li et al. [21] solved the problem of leader-following finite-time robust formation control
with time-varying perturbations and parameter uncertainties. Using the asynchronous
sampled-data mechanism, He et al. [22] focused on the issue of formation control through
output feedback. The authors for linear MASs designed a formation control protocol where
each agent estimates its state with a matched state observer by utilizing the asynchronously
sampled outputs. Based on the proposed adaptive distributed event-triggered model
predictive control strategy by using the information of the adjacent vehicles, Zhu et al. [23]
investigated the trajectory tracking and formation control problem of unmanned aerial
vehicles. Considering collision avoidance limitations and constraint communication ranges
of MASs, Huang et al. [24] proposed a collision-free and connectivity preservation dis-
tributed control method to solve the formation control issue. In summary, as a main and
important research direction, formation control has attracted much attention from many
researchers. However, it is worth noting that the research results above only concentrate on
the construction of strategies and consider ideal scenarios relatively: considering that the
relationship between agents is only cooperative in the system, resulting in the strategies
investigated more valuable theoretically but reducing their engineering applicability.

In social systems, as well as natural and engineering situations, competitive relation-
ships frequently coexist with cooperative relationships. It is more common for MASs to
participate in competition-cooperation relationships. Compared with the traditional forma-
tion control problem, bipartite formation enables agents to achieve two formation structures
in opposite directions. Zhang et al. [25] explored the multi-group formation for nonlin-
ear MASs based on a neural network approximator. Utilizing signed directed topology,
Yang et al. [26] explored the bipartite leader-following consensus issues. Wang et al. [27]
analyzed the adaptive bipartite formation with hybrid impulses based on the state-feedback
method. For MASs with heterogeneous groups, Li et al. [28] investigated the issue of hy-
brid bipartite formation tracking based on the leading-following method. The authors
designed a new control strategy using leader dynamics and neighbor information, where
the second-order agents in the first group have unknown input to track their leader, and a
velocity estimator is designed for the first-order agents in the other group. Considering
limited communication resources for uncertain linear MASs, Cai et al. [29] explored the
bipartite time-varying formation control by proposing a static bipartite control strategy and
a fully adaptive event-triggered bipartite control scheme, respectively. For heterogeneous
MASs with multiple leaders, Cai et al. [30] addressed the problem of fixed-time bipartite
time-varying output formation-containment tracking based on the bipartite fixed-time com-
pensator. Based on an unknown input observer and an interval observer for heterogeneous
MASs with external disturbances, Zhao et al. [31] investigated the problem of bipartite
formation containment tracking. Based on a semi-signed directed graph, Du et al. [32]
addressed the issue of bipartite formation group containment for MASs with unknown
input leaders and multi-layer networks. The authors designed different control protocols
for the containment layer and formation layer, respectively. Considering time-varying
linear MASs with matched uncertainties and multiple leaders, Li et al. [33] explored the
problem of bipartite output formation tracking. Based on the event-triggered strategy and
relative information between the neighboring agents, the authors designed an independent,
asynchronous, fully controlled scheme.

The works mentioned above were acquired in a secure information transmission envi-
ronment, which is unrealistic because communication networks may suffer from complex
malicious attacks [34,35]. For example, denial of service (DoS) is a class of typical internet
attacks and has received significant attention in recent studies for multi-agent systems. DoS
attacks can disrupt communication between two agents, resulting in potential instability of
the system. The various types of DoS attacks can be categorized into two primary classes:
periodic attacks and aperiodic attacks. Periodic DoS attacks take into account the attacker’s
limited energy, allowing them to have certain windows of time for action and rest, and usu-
ally conform to a certain distribution (such as the Bernoulli distribution) or satisfy a certain
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periodicity to simplify model analysis. The aperiodic DoS attacks launched for each agent
of MASs are random. Considering DoS attacks, Zhao et al. [36] studied the fault-tolerant
control for MASs based on state feedback methods. Wang et al. [37] studied the elastic
formation control based on the event-triggered mechanism with periodic DoS attacks. Uti-
lizing state observers, Ren et al. [38] studied the consensus control of nonlinear MASs under
DoS attacks. Based on complex Laplacian and event-triggered methods, Wang et al. [37]
investigated the problem of attack-resilient formation control for MASs under DoS attacks
formulated as Bernoulli distribution. The designed attack-resilient mechanism is used to
solve formation shape problems. Considering DoS attacks and parameter uncertainties,
Wang et al. [39] investigated the problem of consensus for time-varying MASs based on
an event-triggered control method. Utilizing state-dependent thresholds, a novel event-
driven mechanism is designed, and the complementary linearization algorithm is proposed.
Liu et al. [40] explored the problem of bounded consensus for leader-following MASs with
DoS attacks by means of event-triggered schemes and an optimization approach. Consid-
ering the situation of communication interruption, Ma et al. [41] addressed the problem
of impulsive consensus of T-S fuzzy MASs with nonlinear dynamics under DoS attacks
by designing a discontinuous Lyapunov function. Wang et al. [42] explored the problem
of event-triggered resilience for cyber-physical systems under periodic DoS attacks. An
event-triggered strategy without Zeno behaviors is designed to eliminate the occurrence
of invalid events and save network resources during periodic DoS attacks by formulating
an event-triggered predictor-based control framework. Considering periodic DoS attacks
and packet dropout modeling by two independent Bernoulli distributions. Su et al. [43]
explored the problem of observer-based output feedback control for cyber-physical systems.
It is necessary to consider the type of DoS attack to be aperiodic, which is more extensive
and general in practical situations than periodic DoS attacks.

Furthermore, it is practical in the article to consider a mathematical nonlinear term
further owing to the intricate nonlinear dynamics of each agent [44–46]. Meanwhile, con-
sidering the practical situation of information transmission, the communication topology
of MASs may be switched. Switching topology may affect system performance, causing
unpredictable instability and even destroying the stability of systems. Therefore, it is signif-
icant and challenging to explore the bipartite formation issue of nonlinear leader-following
MASs further with fixed and switching topologies under aperiodic DoS attacks.

Inspired by the discussions above, addressing the problem of leader-following bipartite
formation control under DoS attacks, the paper designs distributed bipartite formation
control protocols based on the position and velocity error between agents to achieve
bipartite formation for MASs under both the situation of fixed and switching topologies.
The main contribution points are shown as follows:

1. This paper investigates the formation control problem considering the competitive
relationship in MASs, and our study is more extensive.

2. The distributed control protocols are proposed considering the situations of both fixed
and switching topologies for nonlinear MASs with aperiodic DoS attacks, which is
more practical and general.

3. Sufficient conditions are obtained and proved in detail to ensure that nonlinear
leader-following MASs with either fixed or switching topologies can realize bipartite
formation under aperiodic DoS attacks.

The paper is structured as follows: Section 2 gives some preliminaries and presents the
studied model. Section 3 investigates the bipartite formation based on fixed and switching
topologies under aperiodic DoS attacks. Section 4 provides simulations to illustrate the
feasibility of the designed control strategies. We conclude the results in Section 5.
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2. Preliminaries and Model Formulation
2.1. Preliminaries

(1) Notations

Rn represents the Euclidean space of n dimension and Rm×n denotes a set of m × n ma-
trices. Let M ∈ Rm×n be a real matrix with minimum eigenvalue λmin(M) and maximum
eigenvalue λmax(M). The transpose of a matrix M is represented by MT . diag{· · · } de-
notes the diagonal matrix. |·| represents the absolute value of a number. ∥·∥ represents the
Euclidean norm of a vector. sign(·) denotes the standard signum function.

(2) Graph Theory

We discuss a MAS comprising a leader numbered 0 and N followers numbered 1, 2, . . . , N.
The interactive topology among the followers is represented by a weighted signed graph
G = {V , E ,A}, where V = {1, . . . , N} denotes the vertex set, E ⊂ V × V the edge
set, and A =

[
aij
]

∈ RN×N denotes the weighted adjacency matrix. If (j, i) ∈ E ,
then aij ̸= 0; aij = 0, otherwise. For an undirected graph, (i, j) ∈ E implies aij = aji. aij < 0
and aij > 0 denote the competitive and collaborative relationship between two agents.
Then, Ni = { j ∈ V|(j, i) ∈ E} represents the set of neighbors of the agent i.
D = diag{d1, d2, . . . , dN} is the degree matrix where di = ∑N

j=1
∣∣aij
∣∣. A+ =

[∣∣aij
∣∣] ∈ RN×N is

the adjacency matrix of the unsigned graph G+. Correspondingly, define the Laplacian ma-
trix of the signed graph G and unsigned graph G+ as L = D−A and L+ = D−A+, respec-
tively. Under leader-following topology, define B = diag{b1, b2, . . . , bN}, where bi > 0 indi-
cates the leader can transmit information to the ith agent, otherwise bi = 0. G+

shows the
interactive topology of the MAS, and the corresponding Laplacian matrix is L+

.

Definition 1 ([47]). If the signed graph G is structurally balanced, then V1,V2 ⊂ V satisfy the
conditions as follows:

(i) V1 ∪ V2 = V , V1 ∩ V2 = ∅.
(ii) aij ≥ 0, for all i, j ∈ Vm, m ∈ {1, 2}.
(iii) aij ≤ 0, for all i ∈ Vm, j ∈ Vn, m ̸= n, m, n ∈ {1, 2}.

Remark 1. The node bipartition of a structurally balanced graph is characterized by a diagonal
matrix S = diag{s1, s2, . . . , sN}, where si = 1 for i ∈ V1 and si = −1 for i ∈ V2.

Assumption 1. G is structurally balanced.

Assumption 2. G+ contains a spanning tree, and the leader is the root node.

Lemma 1 ([47]). There exists S = diag{s1, s2, . . . , sN}(si = ±1) such that SAS has all
nonnegative entries if and only if corresponding signed graph G is structurally balanced.

Lemma 2 ([48]). Under Assumption 2, the unsigned Laplacian matrix L+ satisfies the following
conditions:

(i) The matrix L+ + B is positive definite.
(ii) λmin(L+)xTx ≤ xTLx ≤ λmax(L+)xTx for all x ∈ Rn.

(3) Aperiodic DoS Attacks

This part briefly introduces the aperiodic DoS attacks. Figure 1 depicts the aperiodic
DoS attack sequence. Define {θn}n∈N and {τn}n∈N as the aperiodic DoS attack sequences
and the duration of the nth aperiodic DoS attack, respectively. There are τn > 0 and θn+1 >
θn + τn. The nth DoS attack is represented by the time interval of Hn = [θn, θn + τn).
For [t0, t], define

Πa(t0, t) = ∪
n=1,2,···

[θn, θn + τn) ∩ [t0, t] (1)
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and
Πc(t0, t) = [t0, t]/Πa(t0, t) (2)
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Note that Πc(t0, t) and Πa(t0, t) are the time intervals for successful information
transmission and communication interruption during [t0, t], respectively.

Definition 2 ([49]). Let n(t0, t) represent the total number of attacks on the system during time
period [t0, t], then the aperiodic DoS attack frequency is defined as

fa =
n(t0, t)
t − t0

(3)

Definition 3 ([49]) Let ⟨Πa(t0, t)⟩ represent the total duration of the aperiodic DoS attack on
interval [t0, t]; the attack length ratio is defined as

la =
⟨Πa(t0, t)⟩

t − t0
(4)

Remark 2. Compared with [34,37], the DoS attack considered for MASs is aperiodic in the paper.
The systems under aperiodic attacks are more extensive in practical situations.

2.2. Model Formulation

Consider a MAS with N followers and a leader. The dynamic equations of the followers
are modeled by { .

pi = vi.
vi = ui + f (t, vi), i ∈ V (5)

where pi ∈ Rn and vi ∈ Rn represent the position and velocity of the ith agent, respec-
tively; ui ∈ Rn denotes the ith agent control input(acceleration-level) that needs to be
designed; f (t, vi) models the nonlinear dynamics of the ith agent. The leader’s dynamic
equation is given as { .

p0 = v0.
v0 = f (t, v0)

(6)

where the corresponding variables are similar to the definition of follower.

Assumption 3. The function f (t, v) satisfies the condition f (t,−v) = − f (t, v), which indicates
that f (t, v) is an odd function of v.

Assumption 4. f (t, vi) satisfies the following Lipschitz condition

∥ f (t, u)− f (t, v)∥ ≤ η∥u − v∥, ∀u, v ∈ Rn (7)

where η is a positive constant.

Definition 4 ([27]). Define eij = si(pi − hi)− sj
(

pj − hj
)

as the formation position error between
the agent i and j, the MAS (5) and (6) can realize bipartite formation control if

lim
t→∞

∥∥eij
∥∥ = 0 (8)

lim
t→∞

∥∥sivi − sjvj
∥∥ = 0 (9)

where si = 1 if i ∈ V1, si = −1 if i ∈ V2, h = [h1, h2, . . . , hN ] is the desired position.
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3. Analysis of Model and Main Results
3.1. Bipartite Formation Control with Fixed Topology under Aperiodic DoS Attacks

The situation of fixed topology under aperiodic DoS attacks for the MAS (5) and (6) is
addressed in this part. The distributed control protocol is proposed as

ui =


α

N
∑

j=1

∣∣aij
∣∣[sign

(
aij
)(

pj − hj
)
− (pi − hi) + β

(
sign

(
aij
)
vj − vi

)]
−αbi[si(pi − hi)− p0 + β(sivi − v0)], t ∈ Πc(t0, t)

0, t ∈ Πa(t0, t)

(10)

where α > 0 and β > 0 are control gains, aij represents the collaboration relationship or
competition relationship between two agents.

Theorem 1. Suppose Assumptions 1–4 hold. Under the control protocol (10), the bipartite
formation can be realized for the MAS (5) and (6) with fixed topology under aperiodic DoS attacks if
the gains α and β satisfy

αβ ≥ η

λmin

(
L+
) (11)

and there exists a constant σ∗ ∈ (0, ρ1) such that the fa and the la of the aperiodic DoS
attacks satisfy

fa <
σ∗

2 ln κ
(12)

and
la <

ρ1 − σ∗

ρ1 + ρ2
(13)

where κ = max(λ1, 1/λ2), λ1 = max

(
αλmax

(
L+
)

2 , 1
2

)
, λ2 = min

(
αλmin

(
L+
)

2 , 1
2

)
, ρ1 =

αβλmin

(
L+
)
− η, ρ2 = 1 + η.

Proof. Under Assumption 1 and Lemma 1, there exists S that makes SAS has all nonnega-
tive entries. Let pi = si(pi − hi)− p0, vi = sivi − v0, F(t, vi) = f (t, sivi)− f (t, v0). Notice
that s2

i = 1 and sisign
(
aij
)
sj = 1 for aij ̸= 0. By Assumption 3, the control protocol can be

rewritten as follows

ui =


α

N
∑

j=1

∣∣aij
∣∣[pj − pi + β

(
vj − vi

)]
− αbi(pi + βvi), t ∈ Πc(t0, t)

0, t ∈ Πa(t0, t)

(14)

Then, the dynamic equation of the follower can be written as

.
pi =

.
vi,

.
vi =


α

N
∑

j=1

∣∣aij
∣∣[pj − pi + β

(
vj − vi

)]
− αbi[pi + βvi] + F(t, vi), t ∈ Πc(t0, t)

0, t ∈ Πa(t0, t)

(15)
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Let p =
[
pT

1 , . . . pT
N
]T

, v =
[
vT

1 , . . . vT
N
]T

, F =
[
FT(t, v1), . . . , FT(t, vN)

]T . When t ∈
Πc(t0, t), the Equation (15) can be rewritten as{ .

p = v
.
v = −αL+p − αβL+v + F

(16)

For the system (16), choose a Lyapunov function candidate as

V1 =
1
2

αpTL+p +
1
2

vTv (17)

Since Assumption 2 holds, Lemma 2 is satisfied. We can get that V1 is positive definite
and its time derivative along the trajectory of system (16) is

.
V1 = αpL+ .

p + vT
.
v

= αpL+v + vT
[
−αL+p − αβL+v + F

]
= −αβvTL+v + vT F

(18)

According to Assumption 4, we can get

vT F=
N

∑
i=1

vT
i ( f (sivi, t)− f (v0, t))

≤
N

∑
i=1

∥∥∥vT
i

∥∥∥∥ f (sivi, t)− f (v0, t)∥

≤
N

∑
i=1

∥∥∥vT
i

∥∥∥η∥sivi − v0∥

= ηvTv

(19)

Finally, we can obtain
.

V1 ≤
(

η − αβλmin

(
L+
))

vTv (20)

Obviously, if the control gains satisfy αβ ≥ η

λmin

(
L+
) , we can get

.
V1 ≤ −ρ1vTv ≤ 0. Using

Lyapunov theory, the system (16) is stable when t ∈ Πc(t0, t).
Denote X = (p, v)T . We consider following the Lyapunov function candidate when

t ∈ Πa(t0, t) for the system(16) as

V2 =
1
2
X TX (21)

The derivative of V2 along the trajectory in the system (16) is that

.
V2= pTv + vT F

≤ pTv +
N

∑
i=1

vi( f (sivi, t)− f (v0, t))

≤ 1
2

pT p +
1
2

vv + ηvTv

< ρ2V2

(22)
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By comparing and combing Equations (20) and (22), when t ∈
[
θp−1 + τp−1, θp

)
and

t ∈
[
θp, θp + τp

)
, we define V = V1 and V = V2, respectively. Then, we can obtain

V≤ e−ρ1(t−θp−1−τp−1)V1
(
θp−1 + τp−1

)
≤ κe−ρ1(t−θp−1−τp−1)V2

(
θ−p−1 + τ−

p−1

)
≤ κe−ρ1(t−θp−1−τp−1)eρ2(t−θp−1)V2

(
θp−1

)
≤ · · ·

≤ κ2pe−ρ1⟨Πc(t0,t)⟩eρ2⟨Πa(t0,t)⟩V1(t0)

(23)

and
V≤ eρ2(t−θp)V2

(
θp
)

≤ κeρ2(t−θp)V1

(
θ−p

)
≤ κeρ2(t−θp)e−ρ1(t−θP−1−τP−1)V1

(
θp−1 + τp−1

)
≤ · · ·

≤ κ2p+1e−ρ1⟨Πc(t0,t)⟩eρ2⟨Πa(t0,t)⟩V1(t0)

(24)

respectively. According to Definitions 2 and 3, n(t0, t) = p for t ∈
[
θp−1 + τp−1, θp

)
and

n(t0, t) = p + 1 for t ∈
[
θp, θp + τp

)
. Since ⟨Πc(t0, t)⟩ = t − t0 − ⟨Πa(t0, t)⟩, we can obtain

for ∀t ≥ t0

V≤ κ2n(t0,t)e−ρ1⟨Πc(t0,t)⟩eρ2⟨Πa(t0,t)⟩V(t0)

= κ2n(t0,t)e−ρ1(t−t0−⟨Πa(t0,t)⟩)eρ2⟨Πa(t0,t)⟩V(t0)

= e2n(t0,t) ln κ−[ρ1−(ρ1+ρ2)ra ](t−t0)V(t0)

(25)

Denote σ1 = ρ1 − (ρ1 + ρ2)ra − σ∗
1 . We can get

V ≤ e−σ1(t−t0)V(t0) (26)

which implies that V → 0 when t → ∞ . Hence, both lim
t→∞

∥p∥ = 0 and lim
t→∞

∥v∥ = 0 hold.

Thus, under the protocol (10), the bipartite formation for the MAS (5) and (6) with fixed
topology under aperiodic DoS attack is realized. □

3.2. Bipartite Formation Control with Switching Topology under Aperiodic DoS Attacks

The situation of switching topology for MAS (5) and (6) under aperiodic DoS attacks
is addressed in this section.

Define a set of graphs G = {G1,G2, . . . ,Gr} with possible topologies and its index
set C = {1, 2, . . . , r}. Denote ξ(t) : (0,+∞] → C indicates different switching topologies of
the system. Define an infinite time intervals series [ti, ti+1), i = 0, 1, 2, . . ., with 0 = t0 <
t1 < · · · < ti < · · · and ti → +∞ as i → +∞ . At time t, the communication topology of
the system is represented by G(ξ(t)) =

(
V , E

(
Gξ(t)

)
,A
(

Gξ(t)

))
. Different from the fixed

topology, the communication weights aij(t) and signed Laplacian matrix L(t) are time-
varying owing to the switching bipartite graph G(t). During the interval [ti, ti+1), suppose
the interaction topology is time-invariant. Therefore, there is an assumption throughout
this section.

Assumption 5. There is at least one follower who can communicate with the leader for the MAS (5)
and (6) with switching topology under the aperiodic DoS attacks, which indicates B

(
G(ξ(t))

)
̸= 0.
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The distributed control protocol with switching topology under the aperiodic DoS
attacks is designed as

ui =


∑

j∈Ni(G(ξ(t)))
α
∣∣∣aij(t)

∣∣∣[sign
(

aij(t)
)(

pj − hj

)
− (pi − hi) +β

(
sign

(
aij(t)

)
vj − vi

)]
−αbi(t)[si(pi − hi)− p0 +β(sivi − v0)], t ∈ Πc(t0, t)

0, t ∈ Πa(t0, t)

(27)

where Ni
(
G(ξ(t))

)
is the group of neighbors of the agent i in the situation of

switching topology.

Theorem 2. Suppose Assumptions 1–5 hold. Under the control strategy (27), the bipartite
formation can be achieved for the MAS (5) and (6) with switching topology G(ξ(t)) under the
aperiodic DoS attacks if the gains α and β satisfy

αβ >
η

λmin

(
L+
(
G+

(ξ(t))
)) (28)

and there exists a constant σ̃∗ ∈ (0, ρ1) such that the fa and the la satisfy

fa <
σ̃∗

2 ln κ
(29)

and

la <
ρ1 − σ̃∗

ρ1 + ρ2
(30)

where κ = max(λ1, 1/λ2), λ1 = max

(
αλmax

(
L+

(ξ(t))
)

2 , 1
2

)
, λ2 = min

(
αλmin

(
L+

(ξ(t))
)

2 , 1
2

)
,

ρ1 = αβλmin

(
L+

(ξ(t))
)
− η, ρ2 = 1 + η.

Proof. The equations of the MAS (5) and (6) are simply written as

.
pi =

.
vi

.
vi =



α
N
∑

j=1

∣∣aij(t)
∣∣[pj − pi + α

(
vj − vi

)]
− αbi(t)[pi + βvi]

+ f (t, sivi)− f (t, v0), t ∈ Πc(t0, t)

0, t ∈ Πa(t0, t)

(31)

under the distributed protocol (27). According to the analysis of Theorem 1, we can conclude{ .
p = v
.
v = −αL+(G(ξ(t)))p − αβL+(G(ξ(t)))v + F

(32)

when t ∈ Πc(t0, t), and introduce a Lyapunov function candidate as

V3 =
1
2

αpTL+(G(ξ(t)))p +
1
2

vTv (33)

Analogically, if αβ ≥ η

λmin

(
L+
(
G+

(ξ(t))
)) is satisfied, it implies V3 ≤ 0. When t ∈ Πa(t0, t),

we choose the same Lyapunov candidate function as Theorem 1. Since the next proof
procedure is similar to Theorem 1, it is therefore omitted. Thus, we can conclude that



Electronics 2024, 13, 696 10 of 17

bipartite formation can be achieved for the MAS (5) and (6) with switching topology under
the aperiodic DoS attacks. □

Remark 3. In the situation of switching communication topologies, it can be seen that the
minimum eigenvalue of all corresponding Laplacian matrices is significant for MASs to achieve
bipartite formation. If the control gain is selected based on the minimum eigenvalue, and the attack
frequency and attack length ratio of DoS attacks meet the theorem conditions, the bipartite formation
control for MASs with switching topology under DoS attacks can be realized.

4. Simulation

Simulations are shown in this section to validate the feasibility of the theoretical results.

Example 1. We analyze the MAS (5) and (6), where the followers are numbered from
1–6, and the leader is numbered by 0. According to Definition 1, Figure 2 illustrates
the fixed structurally balanced communication topology. Furthermore, two node sets
V1 = {0, 1, 2, 3} and V2 = {4, 5, 6} can be obtained from Figure 2, respectively. The
corresponding matrix A, B and S associated with G is given by

A =



0 1 1 0 −1 0
1 0 1 0 0 0
1 1 0 0 −1 0
0 0 0 0 1 0
−1 0 −1 1 0 1
0 0 0 0 1 0

, B =



0 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

, and S =



1 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 −1 0 0
0 0 0 0 −1 0
0 0 0 0 0 −1

.

Electronics 2024, 13, 696 11 of 18 
 

 

0 1 1 0 1 0
1 0 1 0 0 0
1 1 0 0 1 0
0 0 0 0 1 0
1 0 1 1 0 1

0 0 0 0 1 0

− 
 
 
 −

=  
 
 − −
 
  

 , 

0 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

B

 
 
 
 

=  
 
 
 
  

, and 

1 0 0 0 0 0
0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 1 0 0
0 0 0 0 1 0
0 0 0 0 0 1

S

 
 
 
 

=  − 
 −
 

−  

. 

The initial positions of all agents are randomly distributed near the origin of the co-
ordinates. Select the nonlinear dynamics for the followers and leader as 

( ) ( ) ( ), 0,0.25sin 0.05 0,1,
T

if t v t i N= =     , which guarantees that Assumptions 2 and 3 
hold. Let the gain 5α = , 8β = , and choose * 1ρ = . Suppose that the time intervals in 
which aperiodic DoS attacks occur are [ ]20, 25 , [ ]30, 35 , [ ]40, 45 , and [ ]50, 55 . 

Figure 3 illustrates the trajectories of all agents of the MAS (5) and (6) with fixed to-
pology under aperiodic DoS attacks. Based on the structurally balanced communication 
topology, the agents are divided into two subgroups. The followers in set 1  form a de-
sired triangular formation, moving to the right along the x-axis, with the leader positioned 
inside. The remaining followers in set 2  move in the opposite direction, maintaining the 
same desired formation. Figure 4 shows the evolutions of the norms of followers’ for-
mation position error states with fixed topology under aperiodic DoS attacks. It can be 
seen that all the formation position errors converge to zero. Figure 5 depicts the evolutions 
of the followers’ velocity states with fixed topology under aperiodic DoS attacks. It can be 
observed that agents within the same node set converge to the same velocity, while agents 
in different node sets have the same velocity magnitude but opposite signs. Thus, from 
Figures 3–5, it is not difficult to verify that the bipartite formation for the MAS (5) and (6) 
with fixed topology under aperiodic DoS attacks is accomplished.  
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The initial positions of all agents are randomly distributed near the origin of the
coordinates. Select the nonlinear dynamics for the followers and leader as f (t, vi) =

[0, 0.25 sin(0.05t)]T(i = 0, 1, . . . N), which guarantees that Assumptions 2 and 3 hold. Let
the gain α = 5, β = 8, and choose ρ∗ = 1. Suppose that the time intervals in which
aperiodic DoS attacks occur are [20, 25], [30, 35], [40, 45], and [50, 55].

Figure 3 illustrates the trajectories of all agents of the MAS (5) and (6) with fixed
topology under aperiodic DoS attacks. Based on the structurally balanced communication
topology, the agents are divided into two subgroups. The followers in set V1 form a desired
triangular formation, moving to the right along the x-axis, with the leader positioned
inside. The remaining followers in set V2 move in the opposite direction, maintaining
the same desired formation. Figure 4 shows the evolutions of the norms of followers’
formation position error states with fixed topology under aperiodic DoS attacks. It can be
seen that all the formation position errors converge to zero. Figure 5 depicts the evolutions
of the followers’ velocity states with fixed topology under aperiodic DoS attacks. It can be
observed that agents within the same node set converge to the same velocity, while agents
in different node sets have the same velocity magnitude but opposite signs. Thus, from
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Figures 3–5, it is not difficult to verify that the bipartite formation for the MAS (5) and (6)
with fixed topology under aperiodic DoS attacks is accomplished.
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Figure 5. Evolutions of followers’ velocity states with fixed topology under aperiodic DoS attacks.

Example 2. In the example of switching topology, the followers are divided in the same
way as in Example 1. The switching communication topologies G(ξ(t)) that switches
as G1 → G2 → G3 → G1 → G2 · · · with a switching period of 10 s are shown in Figure 6.
The corresponding matrix A1, A2 and A3 associated with G1, G2 and G3 is shown by

A1 =



0 1 1 0 −1 0
1 0 1 0 0 0
1 1 0 0 −1 0
0 0 0 0 1 0
−1 0 −1 1 0 1
0 0 0 0 1 0

, A2 =



0 0 1 0 0 0
0 0 1 0 0 0
1 1 0 0 −1 0
0 0 0 0 0 1
0 0 −1 0 0 1
0 0 0 1 1 0

, A3 =



0 1 0 0 −1 0
1 0 1 0 0 0
0 1 0 0 −1 0
0 0 0 0 1 1
−1 0 −1 1 0 1
0 0 0 1 1 0

,

respectively. Obviously, B = B1 = B2 and B3 =



0 0 0 0 0 0
0 1 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

. The matrix S is the

same as in Example 1. The initial positions of all agents are also randomly distributed
near the origin of the coordinates, as in Example 1. The nonlinear terms are selected using
the same criteria as in Example 1. Select α = 6, β = 10 and ρ̃∗ = 0.5. Suppose that
the time intervals in which aperiodic DoS attacks occur are [20, 25], [30, 35], [40, 45] under
switching topology.



Electronics 2024, 13, 696 13 of 17

Electronics 2024, 13, 696 14 of 18 
 

 

(6) can realize the bipartite formation with switching topology under aperiodic DoS at-
tacks. 

  
(a) (b) 

 
 

(c) (d) 

Figure 6. The switching topologies and switching periodic signals (a–c) represent the topology 1
, 2 , and 3 , respectively. (d) represents the switching periodic signals. 

 
Figure 7. Trajectories of all agents with switching topology under aperiodic DoS attacks. 

Figure 6. The switching topologies and switching periodic signals (a–c) represent the topology G1, G2,
and G3, respectively. (d) represents the switching periodic signals.

Figure 7 shows the trajectories of all agents of the MAS (5) and (6) with switching
topology under DoS attacks. The agents form two desired triangular formations and move
in opposite directions. Figure 8 describes the evolutions of the norms of followers’ formation
position error states with switching topology under aperiodic DoS attacks. We can see that
all the formation position errors converge to zero. Figure 9 depicts the evolutions of the
followers’ velocity states. We can get that for the MAS (5) and (6) with switching topology
under aperiodic DoS attacks, the followers’ velocity states achieve bipartite consensus,
similar to in Example 1. Thus, from Figures 7–9, we can see that the MAS (5) and (6) can
realize the bipartite formation with switching topology under aperiodic DoS attacks.
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5. Conclusions

This paper explored the bipartite formation problem for nonlinear leader-following
MASs with fixed and switching topologies under aperiodic DoS attacks. The distributed
bipartite formation control strategies were designed and analyzed in detail. By employ-
ing algebraic graph theory and the Lyapunov stability method, some criteria are derived
such that the nonlinear leader-following MASs with fixed and switching topologies under
aperiodic DoS attacks were proven to realize the bipartite formation control using the de-
signed control protocols, i.e., the followers are capable of achieving and upholding desired
bipartite formations. Finally, two simulations were given to verify the correctness of the the-
oretical results. From the numerical simulations of the MASs with either fixed topology or
switching topology under aperiodic DoS attacks, one can see that all agents with arbitrary
initial positions achieve the desired triangle formation and move in opposite directions.
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This paper represents an effective endeavor in the research direction of distributed
bipartite formation control for MASs with fixed topology and switching topology under
aperiodic DoS attacks. It offers theoretical value and practical application prospects. How-
ever, the control protocols proposed in this study also have certain limitations. For example,
it is hard to solve the case where MASs suffer from finite communication bandwidth,
restricted communication range, or sensor measurement noise.

In our future work, we will further explore the fixed-time or described-time bipartite
formation control problem for the heterogeneous MASs under aperiodic DoS attacks with
transmission delays and data packet loss, which is more extensive and feasible in practical
engineering applications.
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