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Abstract: As the most popular cryptographic scheme in the post-quantum field, lattices have received
extensive attention and research. Not only do they provide quantum-resistant security, they also
enable the construction of complex applications. Currently, lattice cryptography schemes based on
different difficult problems have been applied in different fields. The threshold secret sharing (TSS)
scheme is an important field of cryptography and has important application value and development
prospects in key protection, secure multi-party computation, privacy protection, etc. However, with
the rapid development of quantum computing, many existing cryptography-underlying technologies
are facing huge difficulties and challenges. Therefore, post-quantum TSS has important research
significance and value for the future development of cryptography. In this paper, we summarize the
existing secret sharing schemes based on lattice-hard problems and the relevant applications of these
schemes in the post-quantum realm. We classify existing lattice-based TSS according to different
functions and introduce typical solutions. To the best of our knowledge, this is the first review paper
on lattice-based TSS schemes.
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1. Introduction

The concept of quantum computing was first proposed by physicists David Deutsch
and Richard Feynman in the late 1980s and early 1990s [1,2]. They believed that com-
puting with qubits instead of traditional bits could provide supercomputing power in
some cases. With the rapid development of information technology, quantum computing
technology continues to make breakthroughs. However, with the continuous improvement
of computing power, some difficult classical mathematical problems, such as RSA and
discrete logarithm problems, are no longer safe, and the security of traditional public
key cryptography algorithms will also face huge challenges [3]. Post-quantum cryptog-
raphy (PQC) is a new generation of cryptographic algorithms that can resist quantum
computing attacks on public key cryptography algorithms. It aims to study the secu-
rity of cryptographic algorithms in quantum environments and is designed to work in
both classical and quantum environments [4,5]. All have secure password systems. Com-
pared with traditional cryptography methods, post-quantum cryptography provides a
higher level of information security and can withstand the powerful computing power
of quantum computers, providing a powerful solution for the field of future informa-
tion security [6,7]. At present, quantum-resistant cryptography schemes mainly include
the following five aspects: hash-based signatures, code-based cryptography, multivariate
cryptography, lattice-based cryptography, and homology-based cryptography [7-11].

A lattice is a mathematical structure defined as a linear combination of integer coeffi-
cients of a set of linearly independent non-zero vectors [12]. In post-quantum cryptography,
the study of lattice-based cryptography is the most active and flexible. Lattice-based algo-
rithms can achieve a better balance in security, public and private key sizes, and calculation

Electronics 2024, 13, 287. https:/ /doi.org/10.3390/ electronics13020287

https://www.mdpi.com/journal/electronics


https://doi.org/10.3390/electronics13020287
https://doi.org/10.3390/electronics13020287
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://doi.org/10.3390/electronics13020287
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics13020287?type=check_update&version=1

Electronics 2024, 13, 287

2 of 26

speed. The security of the lattice-based algorithm depends on the difficulty of solving the
problems in the lattice. When these problems achieve the same security strength, the size
of the public and private keys is smaller than other solutions, the calculation speed is faster,
and it can be used to construct multiple cryptographic primitives that are more practical for
real-world applications. At present, lattice-based algorithms have been used to implement
cryptographic constructions for various functions such as encryption, digital signatures,
key exchange, attribute encryption, and fully homomorphic encryption [13]. Therefore,
lattice-based algorithms are considered to be one of the most promising post-quantum
cryptographic algorithms.

TSS is a cryptographic technique used to divide secret information (such as a pass-
words, private keys, etc.) into multiple shares that are distributed to different participants.
Only when certain threshold conditions are met can the original secret information be
reconstructed [14-16]. Although TSS provides strong guarantees for information security;,
it also faces some challenges. Currently, most TSS schemes are based on numerical assump-
tions, such as RSA, factorization, discrete logarithms, etc. [17-19]. However, as Shor [20]
proposed a quantum algorithm to solve the factorization problem within polynomials
in 1994, more and more scholars have proposed research on quantum cracking algorithms
for numerical assumptions, demonstrating the vulnerability of schemes based on numerical
assumptions. Because of this, with the continuous maturity and improvement of quantum
technology, the security of traditional TSS schemes will suffer a great blow. Therefore, it is
urgent to study new candidate schemes for post-quantum TSS.

From a practical point of view, lattice-based TSS has important research significance
and prospects, especially some special properties, such as verifiability, multiple secrets,
etc., that broaden the application of TSS in different scenarios [21,22]. Currently, many
lattice-based TSS schemes already exist. However, to our knowledge, there is a lack of
review papers focusing on this research direction. Therefore, to give readers a detailed
understanding of this direction, we survey the existing lattice-based TSS schemes from the
perspective of different functions. Furthermore, we investigate the application of these
schemes in different scenarios. The main contributions of the manuscript are summarized
as follows:

1. We survey and summarize existing TSS schemes based on lattice cryptography to
solve the security problems of traditional cryptography in the post-quantum era.
Given the unique properties of different TSS, we classify lattice-based TSS according
to the different functions they implement and conduct a comparative analysis of these
schemes. To the best of our knowledge, this is the first systematic review paper on
lattice-based TSS.

2. This paper investigates the related applications of lattice-based TSS schemes in dif-
ferent scenarios, including (a) threshold encryption, (b) identity-based encryption,
(c) blockchain distributed storage, and (d) privacy-preserving federated learning.

3. After studying and summarizing the existing schemes, we introduce the future work
and development direction of lattice-based TSS.

The rest of the article is organized as follows. In Section 2, we give the concept of
lattices and the definition of some important mathematical problems. In Section 3, we
introduce an overview of TSS and several general lattice-based schemes. From Sections 4-6,
we conduct detailed research on and introduce verifiable threshold secret sharing, threshold
multi-secret sharing, and threshold changeable secret sharing according to the different
functions of the scheme. In Section 7, we introduce the related applications of lattice-
based TSS schemes in different cryptography fields. Finally, we provide a summary of
the manuscript and analyze the existing open problems and future work directions in
Sections 8 and 9.



Electronics 2024, 13, 287

30f26

2. Lattice-Based Cryptography
2.1. Lattice

Lattice-based cryptography is a branch of modern cryptography, and its security
is based on intractable problems in lattice theory. A lattice is a collection of vectors in
mathematics. In cryptography, a lattice can be regarded as a vector space generated by a
set of linearly independent vectors [12,23,24].

Definition 1 (Lattice). Given n linearly independent vectors by, by, ..., b, € R™, the lattice
generated by these vectors is defined as:

L(B) = L(b1,by, ..., by) = {)_xib; | x; € Z} )

where by, by, ..., by, are called the basis vector of lattice L(B). Similarly, we define B as an m x n
matrix whose column vectors are by, by, . .., by; then the lattice generated by the matrix is defined as:

L(B) = L(by, by, ..., by) = {Bx | x € Z"} )

Both m and n are integers, m > n, m is called the dimension of the lattice, and n is called the
rank. Among them, when m = n is satisfied, the lattice is called full-rank. The shortest distance
of lattice L(B), denoted as A(L(B)), is the minimum distance between any two different lattice
points, equal to the length of the non-zero shortest lattice vector. Next, we will introduce some
mathematically difficult problems on lattices.

2.2. Cryptographic Assumptions on Lattices

Lattice-based cryptography utilizes mathematical problems defined on lattices to
design cryptographic schemes for encryption, signatures, and key exchange, among others.
These schemes typically rely on challenging problems such as the shortest vector prob-
lem (SVP), closest vector problem (CVP), and learning with errors (LWE) [25-28]. These
problems are generally computationally hard, which provides lattice-based cryptographic
schemes with strong security given current computational capabilities.

A. Small Integer Solution

Definition 2 (SIS). Given m uniformly distributed random vectors, a; € Zy form a matrix
A € L™ whose norm satisfies ||z[| < B.

B. Learning with Errors

Definition 3 (LWE). Given a prime number q, a positive integer n, and a Gaussian distribution
X" on Z}', the input of LWE is a random matrix A € Zij"*" and (A, As + x), where x € x™.
The LWE hard problem is to find s € Z, with non-negligible probability.

C. Shortest Vector Problem

Definition 4 (SVP). Given L(B) C R" is a d-dimensional lattice, B € Z"*™ is a set of basis
vectors on the lattice. The input of SVP is a lattice basis B, and the goal is to find a non-zero vector
x in lattice L(B) such that ||x|| < A(L(B)).

Definition 5 (SVPvy). Given that L(B) C R" is a d-dimensional lattice, B € Z"*™ is a set of
basis on the lattice. The input of SVPy is a lattice basis B and an approximation factor v > 1.
The goal is to find a non-zero vector x in lattice L(B) such that ||x|| < - A(L(B)).

Definition 6 (GapSVPy). Given L(B) C R" is a d-dimensional lattice, B € Z"*™ is a set of basis
on the lattice. The input of GapSV Py is a lattice base B, a rational number r, and an approximation
factor y > 1. Whenr -~y < A(L(B)), the judgment is “"NO”, and when r > A(L(B)), the judgment
is “YES”. Other cases randomly return “YES” or “NO”.
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D. Closest Vector Problem

Definition 7 (CVP). Given L(B) C R" is a d-dimensional lattice, B € Z"*™ is a set of basis on
the lattice. The input of CVP is a lattice basis B and a target vector t. Find a non-zero vector v,
for any non-zero vector u € L(B), satisfying ||v — t|| < ||u — t|].

Definition 8 (CVPy). Given L(B) C R" is a d-dimensional lattice, B € Z"*™ is a set of basis on
the lattice. The input of CV P, is a lattice basis B, a target vector t, and an approximation factor -y >
1. Find a non-zero vector v, for any non-zero vector u € L(B), satisfying |[v — t|| <y - ||u —¢t||.

Definition 9 (GapCVP,). Given L(B) C R" is a d-dimensional lattice, B € Z"*™ is a set of
basis on the lattice. The input of GapCV P, is a lattice basis B, a target vector t, an approximation
factor v > 1, and a rational number r. If roy < ||u — t||, the judgment is “NO”; ifr > ||u — t
the judgment is “YES”. Other cases randomly return “YES” or “NO”.

7

3. Overview of Threshold Secret Sharing Scheme

TSS is a technique used to hide a piece of information called the secret by splitting this
secret into several parts called shares and spreading them among participants. In a way, the
secret can be recovered from certain subsets of the shares [16,22]. The one who produces
such shares and privately distributes them to the participants is called the dealer. Since
its invention, many different TSS schemes have emerged, such as linear schemes, ideal
schemes, verifiable schemes, proactive schemes, multiple schemes, visual schemes, Chinese
remainder schemes, quantum schemes, rational schemes, online schemes, etc. The earliest
and most widely used (t, n)-TSS was proposed by Shamir in 1979, which allows the dealer
to divide the secret into n shares and obtain the original secret information through the
reconstruction of the authorized set [29]. As shown in Figure 1 and Definition 10, the
general TSS scheme mainly includes two steps: secret sharing and secret reconstruction.

w
—
Dealer
|
S w w -
x — —— [ "
( (t,n) TSS ) 2 P B,
T T T S s, Selecttfromn s,
v + +

51 S2 Sn i

h . : ( (t,n) TSS )
- | J—— -

" [ " ] —

2 P, P,

(a) Secret-sharing phase (b) Secret-reconstruction phase

Figure 1. General threshold secret sharing.

Definition 10 (Threshold Secret Sharing Scheme). If a (t,n) threshold secret sharing mech-
anism includes a secret sharing process and a secret reconstruction process and satisfies the
following properties, we call it threshold secret sharing. It contains the following two algo-
rithms: Secret sharing (S, t, n): Input a secret S, a threshold t, and the number of participants
n. There exists a secret-sharing algorithm Fy that splits the secret S into several sub-shares,
Fi(S,t,n) — {s1,82,...,5n}

SecretReconstruction({s1,sz,...,st},t): Input at least t secret shares. There is a secret
reconstruction algorithm F, to obtain the original secret S, F,(sq,s,...,5¢) — S.
In addition, the TSS algorithm needs to meet the following security requirements:
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Security: From any number of secret shares smaller than ¢, the participants cannot
obtain any information about the secret S:

Pr(Recovery({s1,s2,...,5¢}, k) — S) < e, where(k < t) 3)

With the development of post-quantum computing technology, TSS based on nu-
merical assumptions can no longer provide security, so lattice-based encryption schemes
are needed.

3.1. Lattice-Based Threshold Secret Sharing Scheme

In 2014, Hamidreza et al. [30,31] proposed a lattice-based TSS scheme based on the
threshold changeable secret sharing (TCSS) of Steinfeld et al. [32]. We will discuss the
relevant content of [32] in the TCSS section later. For details, the dealer uses the inner
product of two m-dimensional vectors I and 4; the share of the secret share s; is calculated
by adding noise. The first item of the vector 4 is the secret S, and the remaining m — 1 items
are random values. In the secret-reconstruction stage, the reconstructor uses the vectors of ¢
participants to construct a (f + m)-dimensional lattice basis M and a vector t', where (t +1)
elements are part of secret S. Finally, an approximation algorithm is performed to recover
the secret. Specifically, in the parameter-generation stage of the scheme, the dealer selects
the public parameters, including the prime number P, n random discrete vectors and the
upper limit value N of the random number. In the stage of calculating the secret share,
to share secret S € Z), the dealer selects m; random integers ay, ay, . .., 4,1 and assumes
thata = (S,a1,4a2,...,a,—1). Then, they add noise e to the vector and calculate the i — th
secret share as: ‘

si= (< I'ya> +e;)modp 4)

Finally, the reconstructor recovers the secret by collecting t secret shares {s;,,s;,, .. .,s;, }
and constructing a(t + m)-dimensional matrix and executing the CVP approximation algo-
rithm to obtain the recovered secret 5* = S :

st — P d 5

P ciiamodp 6)
where ¢ = (¢1,¢2,...,¢,Ct41, -+, Crm) is the output result after running the CVP algo-
rithm. In addition to the construction of an ordinary TSS, the difficulty problem on lattice
is more applied to solve some special cases, including verifiable, multi-secret, variable
threshold, etc.

3.2. Classification Based on Functions and Properties

TSS is an important area of information security designed to ensure the secure storage
and transmission of sensitive data. In this manuscript, to better understand and study
lattice-based TSS, we divide them into the following four categories according to their
functions and properties: general secret sharing, verifiable secret sharing (VSS), multi-secret
sharing (MSS), and threshold changeable secret sharing (TCSS). We divide multi-secret
sharing into two parts: simultaneous multi-secret sharing schemes (SMSS) and multi-stage
secret sharing (MSSS). The classification method is shown in Table 1. Among them, we
have already introduced lattice-based general TSS in Section 3.1

By classifying lattice-based TSS according to these functions, we can more clearly
understand the applicability of different schemes and provide more flexible and effective
security solutions for various application scenarios. Each classification has its unique
advantages and limitations, and researchers and practitioners can choose the most ap-
propriate solution based on their actual needs. This review paper aims to deeply explore
the principles and algorithms of each classification to promote further development and
innovation in the field of TSS. In the following sections of this paper, we will discuss each
different functional solution in detail.
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Table 1. Classification of lattice-based TSS schemes based on functions.
Multi-Secret Sharing Scheme
General Secret Verifiable Secret Simultaneous : Multi-Stage Cha:éler:‘;}ll: lSdecret
Sharing Scheme Sharing Scheme Multi-Secret Secret Sharing Sharing Scheme
Sharing Scheme Scheme
(Khorasgani et al., 2014) [30] (Rajabi and Es-lami, 2019) [22] (Amroudi et al., 2017) [33] (Ogata and Araki, 2017) [34] (Steinfeld et al., 2007) [32]
(Asaad et al., 2014) [31] (Kiamari et al., 2023a) [35] (Li et al., 2023) [36] (Hadian De%f;‘%%‘d Ghasemi, (Steinfeld et al., 2006) [38]
(El Bansarkhani and Meziani, . . ) (Pilaram and Egh-lidos, (Pilaram and Egh-lidos,
2012) [39] (Kiamari et al., 2023b) [40] 2015) [41] 2017) [42]
(Bu and Zhou, 2009) [43] (Yang and Fu, 2022) [44]

(Liu et al., 2022) [45]

(Sehrawat et al., 2021) [46]

4. Verifiable Threshold Secret Sharing Scheme
4.1. Overview of VSS

In 1985, Benny Chor et al. [47] proposed the concept of verifiable threshold secret
sharing for the first time, with the purpose of making TSS robust to malicious participants.
As shown in Figure 2, participants can verify the correctness of shares during the execution
of the scheme.

w
—
Dealer
é’ -
v —
P
. roQ !
( (. n) VSS ) \ 5
| | T :
81 §2 Sn

\ Verify

& &8 & T

Py P, P, Accept Reject

Figure 2. Verifiable threshold secret sharing.

The development of VSS makes the traditional TSS schemes resistant to dishonest
participants, thus effectively preventing distributors and participants from cheating each
other. It is ensured that even if there is a malicious party, there must be a definite secret
share value to be able to complete the secret-recovery process.

In 1996, Stadler [48] introduced the concept of publicly verifiable secret sharing (PVSS),
allowing anyone (not only the dealer) to verify the accuracy of the scheme shares. This
notion was implicitly present in earlier research, where the VSS proposed by Chor et al.
coincidentally possessed the property of public verifiability.

Most of the existing VSS schemes are mainly based on discrete logarithm, elliptic curve
cryptography, one-way function, and other difficult cryptographic problems. However,
a large number of studies have proved that these mainstream cryptographic algorithms
are unable to resist quantum attacks; that is to say, the VSS scheme designed based on
these difficult problems is not safe in the post-quantum era. Pedersen presented an uncon-
ditionally secure VSS [49] protocol that builds upon Feldman’s work [50]. Unlike other
VSS schemes that rely on mathematical problems like the discrete logarithm for security,
Pedersen’s approach ensures the confidentiality of sub-shares even in the event of a discrete
logarithm solution. But once this happens, although the security of sub-shares can be
guaranteed, the scheme will not be able to maintain validity, the verification process can be
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arbitrarily forged, and the scheme is no longer valid. In contrast, lattice-based VSS schemes
can encrypt larger scalars, and the security will not be threatened by quantum attacks.

4.2. Lattice-Based VSS

Adela Georgescu proposed an LWE-based (1, 11)-VSS [35] in 2011. The construction
of the scheme is elegantly simple, and it possesses the valuable property of verifiability,
enabling participants to independently confirm the accuracy of their shares. Additionally,
the size of each share in the scheme is equivalent to the size of the secret being shared.
Based on the LWE problem, n secret shares are added to each other to cancel the error
vector. For the offset share information, the final secret value can be obtained through
Gaussian elimination. Specifically, in order to generate the secret shares of n participants,
the dealer performs the following calculations in the secret share construction phase:

(1) For P;(1 <i < n—1), the dealer first randomly selects a vector ai from Z’ and selects
ej € Zg based on the error probability distribution X. They calculate P/s secret share
value s; = (a;,b;) = (a;,a;S + ¢;).

(2) For P;(i = n), they choose a, uniform at random from Z' and calculate e, = (—e1) +
(—e2) 4+ ...+ (—e;_1), such that the last secret share is defined as: s, = (ay,,b,) =
(anrans +en) = (an,anS+ (—e1 —ep — ... — enfl))'

To verify the share’s correctness, the dealer calculates the verification message
Vi = ¢% = g"li = g%igli in the distribution phase and makes it public. After receiv-
ing the secret share s;, the participant P; judges whether the secret share value is valid
according to the public information. In the secret-recovery phase, they collect the shares of
all n participants to obtain s; + ... +s, = (X' 1 4;, L/ 1 4;S) and finally, obtain the secret S
through Gaussian elimination.

In 2012, Bansarkhani and Meziani [39] designed an (1, 11)-VSS using a lattice-based one-
way hash function. The scheme is designed to be verifiable, which means it can effectively
detect any dishonest behavior from both the dealer and participants involved. Its security
relies on the computational hardness of the n-approximate SVP, with n representing the
dimension of the lattice utilized in the scheme, and c being a positive constant.

In the secret-distribution stage, the dealer first selects an n x n lattice basis B and
selects a vector A with length n and weight m > 1. They compute shares s; = B - A;
and forward them secretly to the participants. Simultaneously, they broadcast the public
parameters v € Z",H(s), H (b]-), Ak, where b; is the vector of lattice basis B. After receiving
the shares, the participants verify the equation H(s;) = 7:1 Aij - H(bj). If the value H(s;)
is valid, the participant sends a confirmation to the dealer.

In the secret-restoration phase, n participants (P, ..., P;) secretly send their shares
(51,--.,51) to the combiner. These n shares can be combined and expressed as an n x n
square matrix C = [s1, ..., s,|. Subsequently, the combiner calculates:

e =M Al @ a1 <i<n (6)

1

They solve to obtain the unknown vector group (a1, ...,a,), expressed as a matrix
A = [ay,...,a,], where ¢; represents the n-dimensional unit vector of i — th. Through the
unknown matrix A and the secret matrix C, we can calculate and restore the initial lattice
base B = CAT.

B=1lc1,...,cn|[a1,...,an]7
=[b1,....bu] - [, A - ag, .. aa]T (7)
= [bl,...,bn] . [61,...,6;1]
The secret T = Bwv is obtained by calculating the public value V. The combiner judges
H(T) = H(S) by the public parameters. The secret is then sent back to each participant
over a secure channel.

However, the construction of (¢, n)-VSS cannot satisfy most usage scenarios. For exam-
ple, participants may be disconnected or even attacked during the secret-recovery process,
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so that they cannot upload the secret share value correctly. Therefore, a (¢, 1)-VSS based on
lattice-hard problems is necessary.

In 2009, Shanyue Bu et al. [43] proposed a new (t,11)-VSS based on Shamir’s Lagrange
interpolation polynomial TSS scheme. The scheme is constructed based on the NTRU
algorithm, and there is no need to establish a special secure channel between the participants
and the server during the secret-sharing process. This makes the scheme more lenient
on the environment and can effectively resist cheating among members. In this scheme,
the dealer first constructs the parameters (N, p, g,dF, d, dg) of the NTRU algorithm and
assigns a pair of keys (1, f;) to each member P; in the scheme, where N is the maximum
number of polynomials in the NTRU algorithm (usually a prime number), p and g are
the large modulus and small modulus, respectively, in the NTRU algorithm, F, f, g are
polynomials used to generate the NTRU algorithm key, r is the NTRU algorithm polynomial
used for encryption, and (dr, d;,dg) represent the non-zero coefficients in the F, g, and r
polynomials, respectively. Then, the secret share of participant P; is calculated using a
polynomial, and the public verification information V is calculated using a one-way hash
function H(-). Finally, in the secret-recovery stage, Lagrange’s interpolation formula is used
to calculate the original secret information. During the verification process, participants
can check the correctness of the secret share through calculation, specifically:

In the scheme-initialization phase, the dealer selects NTRU parameters (N, p, q,dF, d;, d g)
according to the security level requirements, where N, p > n,gcd(p,q) = 1. Then, they
generate polynomials F = {F|, F,...,F,} and ¢ = {¢1,$2, .., ¢n} through the parameters,
letting f; =1+ p«F, f ={f1, f2,..., fn}, and calculate:

fixfig = 1(modq)
hi = p * gi * fig(modq)

The dealer secretly sends f; to participant P;, asks them to keep it secret, and then an-
nounces (N, p, q,h). Subsequently, in the secret share calculation stage, the dealer randomly
generates f — 1 mutually identical vectors b; € Z[X]/(XN — 1) and constructs a polynomial:

-1
b(X) = sk + tz bix' 9)
i=1

(8)

Then, they select n different values x; on the finite field to calculate the secret share:
s; = b(x;) mod (XN —1) (10)
and use the one-way hash function to calculate the verification share:
Vi = rxh; + H(s;)(modq)

11
s; = r*h; +s;(modq) )

They send (s/, V;) to P; and publish (x;, V;). After participant P; receives the secret
share information, they calculate the equation:

si = fi xsi(modq) (modp)

H(s;) = fi * Vi(modq)(modp) (12)

by calculating whether the two sides of the formula are equal to determine whether there
is fraud or forgery. Finally, any ¢ members in the scheme can share their secret shares to
reconstruct the polynomial b(X).

Rajabi and Eslami also proposed a VSS scheme based on Shamir’s TSS in 2019 [22].
In this scheme, the authors first propose a general-purpose VSS, which requires a set of
collision-resistant hash functions that maintain homomorphism to verify shares. They use
the GCk function proposed by Micciancio [51] to construct a lattice-based VSS.

The dealer uses an integer m, secret S = 4y, and random number (a3, ...,a;_1) to con-
struct a polynomial and a one-way function F(X). They expose (F(ap), ..., F(a;—1),d,p,t,N, G).
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f(x)=ag+amx+...+a_1x'1

- (13)
F(X = (X1, Xy,...,X1)) =< Xb>= Y X;b;
i=1

If the dealer is honest to implement the agreement, then the following equation holds:
t—1 ,
F(f(i)) = Y_ F(aj)i, wheref (i) € 5™ (14)
j=0

This means everyone can check that the dealer distributed the correct shares of the se-
cret. At the same time, if a participant tries to join the secret-reconstruction phase, the shares
they offer should also satisfy the equation, and everyone can check the compatibility of
the slave participant’s shares with the public new one. Finally, if ¢t or more participants
provide their own secret share, the original secret S = ay can be constructed through the
Lagrangian interpolation formula.

To support very large committees with tens of thousands of participants, the scheme’s
communication and computation need to be sufficiently efficient. To this end, Gen-
try et al. [52] proposed a non-interactive PVSS scheme based on the LWE. To further
save bandwidth, they use the PVW encryption scheme in the multi-receiver setting along
with bulletproofs to obtain compact proofs of correct share encryption and decryption.

Given a security parameter A and the number of participants #, then the PVSS protocol
they proposed only requires dealers and participants to perform O(A + k) power operations
and broadcast scalars in Z, and O(log(A + k)) group elements. Furthermore, each side
needs to perform O(A? + Ak) scalar multiplications in Z,.

Different from [22], Yong Peng et al. [45] used the Ajtai one-way function to construct
the verification process of the VSS scheme. After receiving the secret share (s;, t;) sent by
the dealer and the public information, the participant P; uses the public matrix (A, F4(s; &
ti),s; = si@t;) to check Fs(s;@®t;) = A(si@t;)moq ¢ to determine the correctness
of the share. F4(x) = Axmod q is an Ajtai one-way function, and the probability of
reverse calculation x(x € {0,1}") is negligible. t; € {0,1}" and A € Zj*™ are randomly
selected. Besides the secret-sharing phase, the scheme also achieves verifiability in the
secret-reconstruction phase. When k(k > t) participants cooperate to restore the secret S,
the shareholders can mutually verify the legitimacy of the share:

F4()_(s})) = ) Fa(sjPt;) mod q,j € k (15)

They determine the identity of each participant and determine who is the illegal
participant with the following calculation:

Fa(sj) = A(sj@tj) mod g, € k (16)

In addition, the generation and reconstruction process of secret shares are designed
based on Shamir’s TSS. Simultaneously, this scheme can be applied to TSS constructed in
any way, such as SS based on Lagrange’s interpolation formula, CRT, hyperplane space,
and other cryptographic schemes.

Hidden structure is a technique that can remain secret until some authorized subset
of participants collaborate, introduced by Sehrawat and Desmedt in 2020 [53]. A new
hidden VSS supporting all monotonic access structures was proposed by Vipin et al. [46].
The scheme begins by establishing the access structure for the lattice-based TSS and intro-
duces a novel variant of the LWE problem, termed PRIM-LWE. Leveraging PRIM-LWE,
they devised the first VSS scheme with graph-based access structure concealment. Notably,
this VSS is the first of its kind to support the detection of malicious behavior and sharing
verifiability even in a malicious majority context. Moreover, the unique construction of the
scheme contributes to smaller share sizes.

The summary of Section 4.2 is shown in Table 2.
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Table 2. Lattice-based verifiable threshold secret sharing schemes.
Scheme Hardness Verification Number of Cheating Cheating
Assumption Approach Public Value Dealer Participant
(Kiamari et al., 2023a) [35] LWE Non-interactive 2n Yes No
(El Bansarkhani and Meziani, 2012) [39] SVP Non-interactive 2n Yes Yes
(Bu and Zhou, 2009) [43] NTRU Non-interactive 3n Yes No
(Rajabi and Eslami, 2019) [22] SPP Non-interactive n+t Yes No
(Liu et al., 2022) [45] Ajtai Interactive 3n Yes Yes

5. Threshold Multi-Secret Sharing Scheme
5.1. Overview of MSS

Because the traditional schemes can only share one secret, scholars have proposed the
MSS scheme to solve this problem. As shown in Figure 3, MSS can share and reconstruct
multiple secrets. Dawson [54] proposed the first MSS. The scheme uses an MSS to share
multiple secrets simultaneously, with each participant holding a secret share. However,
during the recovery phase, the secrets must be retrieved in a predefined order to ensure
the security of other unrecovered secrets. Deviating from this order may compromise the
confidentiality of the shared information.

w
[S——
Dealer
4
I | | | w w . w
SJ Sz Sj --------- Sm ——— [ ] —
v ¥ ¥ P\I ITZ an
( (m.,t,n) MSS ) 5“1 5{7 Select 7 from 1 531
T T T
51 52 Sy ( (m.,t,n) MSSS )
v v v T
w w o e w Stalze 1 Stalze 2 Stazle m
[— [E— [—
no @ G
(a) Secret-sharing Phase (b) Secret-reconstruction Phase

Figure 3. Threshold multi-secret sharing.

Generally speaking, according to the order of secret recovery, MSS can be gener-
ally categorized into three categories: (1) the simultaneous multi-secret sharing scheme
(SMSS) [55]; (2) the multi-stage secret sharing scheme recovering secrets in a predefined
order (MSSSPO) [56]; (3) the multi-stage secret sharing scheme recovering secrets in any
order (MSSSAOQ) [57]. Most of the existing MSS are based on difficult problems such as
one-way hash functions, which cannot resist the threat of quantum algorithms very well.

Harn proposed a verifiable MSS scheme [58]. After the proposal of verifiable multiple
secret sharing (VMSS), almost all new MSS schemes will have verifiable properties. The ver-
ifiable property has become an integral part of TSS, especially in multi-secret schemes.
As far as we know, all current lattice-based MSS have the verifiable property. Therefore, we
summarize and study the MSS under the VSS, because to some extent, verifiability is an
important basic property of the MSS.

The threshold multi-stage secret sharing scheme is a significant component of the
broader concept of MSS. In traditional MSS, all secrets are reconstructed simultaneously in a
single stage. Figure 4 shows the secret-reconstruction process of MSSS. In the MSSS [57,59],
secrets have different attributes and importance levels, which requires that any autho-
rized subset of participants can only reconstruct one of the secrets in each stage. If the
reconstructed secret does not reveal any other secret information when multiple secrets are
reconstructed, then the MSS is called an MSSS. To extend the MSS to be multi-stage, partici-
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pants must provide pseudo-secret shares to the aggregator based on the original shares.
However, most of the existing MSSSs are designed based on a one-way hash function and
discrete logarithm.

b4 w < W
— \— —
Pl .P2 Pn
| | |
‘Sil ‘iz Select 7 from » “in

( (m.t.n) MSSS )
I

T T
Stage 1 Stage 2 Stage m
G

Figure 4. Threshold multi-stage secret sharing.

In the remainder of this section, we summarize and analyze existing lattice-based
MSS schemes. As shown in Figure 5, we divide lattice-based MSS into two types: lattice-
based simultaneous multi-secret sharing scheme and lattice-based multi-stage secret shar-
ing scheme.

[ Multi Secret Sharing S cheme ]

Simulataneous Multi Secret Multi-Stage Secret Sharing
Sharing Scheme Scheme

Figure 5. Classification of multi-secret sharing schemes.

5.2. Lattice-Based Simultaneous Multi-Secret Sharing Scheme

In the traditional MSS, only one secret can be used for construction, and when the
secret value changes, the system must recalculate the secret share and resend the share
information to the participants. This would consume a lot of additional resources and may
not be practical in many application environments. In 2017, Amroudi et al. [33] proposed a
(m, t,n)-SMSS based on the NTRU difficulty problem. In their scheme, the authors define
an MP to construct multivariate polynomials, where multiple secrets are kept secret and
distributed as coefficients of the polynomial.

In addition, the scheme realizes the verification function through the hash function.
The scheme does not require a secure channel, and all public parameters are resistant
to quantum attacks. In addition, the author defines different secret share verification
schemes for different relationships between the number of secrets and the number of
participants. However, the proposed scheme must recover the complete polynomial during
the reconstruction phase, which means that all secrets need to be reconstructed at once. This
is not friendly to many complex application environments, and the scheme of recovering
secrets in stages and sequentially has more application value and prospects in real scenarios.

In 2022, Fulin LI et al. [36] also proposed an SMSS that can verify shares during
the secret-generation and -reconstruction phases based on the SIS difficulty problem.
The scheme employs symmetric binary polynomials for generating secret shares:

F(x,y) = ago +a10x +ap1y +ay1xy +-- -+ at,lloxtfl a7
+ay 01X 2y 4. ags 1yt (modp)

To hide the secrets S, = F(r,0) and encrypt valid information during transmission:
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G(x,y) = bog + biox +bo1y + byaxy + -+ by_g o'

(18)
+ bt_z,lxt_zy + ...+ bo,t_lyt_l (modp)

where G(x,y) € GF(p)[X,Y]. The dealer utilizes binary polynomials G(x,y) to calculate
shares s; = G(x, x;) mod g, which are sent to participant P; over a secure channel. To verify
the accuracy of the shared shares during the secret-generation and -reconstruction stages,
a one-way collision-resistant hash function F4(x) = Ax(modq) is used to realize the
verifiability of the scheme, where A = [a1|az|. .. |au].A € Z{*" represents a matrix that
contains m linear independent column vectors a; € Zj with dimension n,u = [log p]. In
the verification phase, the participants use the public parameters disclosed by the dealer
and the one-way hash function to verify their shares. In addition, under appropriate
parameters, this paper reduces the pressure of memory consumption by reducing the
public value and the share size of each secret. The scheme based on the LWE hard problem
also provides post-quantum security. In the scheme [40], the author proposes a SMSS
based on the search-LWE difficult problem and proves the security of the scheme under the
standard model. Furthermore, the scheme can provide non-interactive verifiability [60],
and during the verification phase, no additional communication is required between the
participant and the dealer.

5.3. Lattice-Based Multi-Stage Secret Sharing Scheme

In 2011, Shanyue Bu et al. [34] proposed an MSSS algorithm based on NTRU. In order
to extend and improve the scheme, Bu et al. proposed a verifiable multi-secret threshold
cipher scheme based on the original scheme in 2011. The scheme is also based on Shamir’s
TSS, using Lagrange’s interpolation formula for secret segmentation and reconstruction. It
uses an NTRU algorithm and one-way hash function to verify the validity of new data.

In the specific implementation process of the scheme, in order to share multiple secrets
S = (S1,...,Sm), the dealer selects different random numbers r,e € Z[X]/(XN — 1) and
generates a binary secret credential (e;, c;) for each secret S; using NTRU public parameters
rand h:

cj =r*h+ej(modq) (19)

Next, they generate a shadow subkey k;=S; © H(ag * c]-),k]- €k(j=12,...,m) for
each secret S i and public (e]-, Cj, k]-). To reconstruct the secret, any authorized subset can
compute A;; = x; * ¢; and verify the authenticity of A;; through public parameters.

-1
f#Ajj(mod p) = fx Y vi(id;)* * ej(mod p) (20)
k=0

If the above verification is correct, then the secret S; can be recovered according to

the formula:
pPer P.el, P £D; *Hi k

It is worth noting that x; is the subkey generated by Shamir’s TSS, v is the verification
vector for x;, f is generated by the NTRU algorithm, and id; is the identity of participating
member i.

In the paper [37], the authors proposed an MSSS based on the SIS problem and its
corresponding verifiable version. In their scheme, any secret information is recovered in an
indeterminate order during the recovery phase. To offer an efficient verification protocol
for the scheme, the authors modify Vadim’s identity authentication protocol [61] and use it
in the scheme.

Specifically, the authors use the rot function rotf(A) = [ajﬂ, Aj42, -, 0n, 01, .,a]-}
for secret sharing and calculate S; = (S; + Aroti (Q(0))) — Arot/(Q(0)) to achieve dif-
ferent secrets’ reconstruction, where Q(x) = [Q(x),...,Q(x)] and Q(x),..., Q(x) & ZJ".



Electronics 2024, 13, 287

13 of 26

Moreover, the scheme ensures the robustness of the dealer by means of public parameter
information verification. During the secret-reconstruction phase, it employs the Vadim
identity authentication protocol to verify the participants” shares. The scheme realizes an
efficient secret sharing and verification algorithm with a low number of parameters.

In 2017, Pilaram et al. [41] designed an MSSS based on the Ajtai one-way function.
The scheme has the characteristics of being multi-stage, multi-purpose, and verifiable,
which expands the application prospect of the scheme. In this scheme, the shared secret
share is a vector in an r * r lattice, and ¢ participants realize secret reconstruction by jointly
maintaining an 7 * r matrix. Specifically, for m secrets S; € Zfi, the dealer needs to randomly

select a vector € ZZ in the preparation stage and make it public, where the last entry is equal

to 1. For each secret S;, the dealer prepares a lattice basis B; = [bei]/ where le‘ € Z;X (t_l),
such that:

/

% (22)
1

S;=Bv=S5;= [Bllbz] |: :| = bi =S5, — B,l“()

Then, the dealer needs to select n public vector A€ Zg, j =1,...,n, public matrix
A; € Zfi”,i =1,...,m, and secret vector s; € {0,1}",j = 1,...,n, so that the equation
Ajsj = BjA; holds true. In the secret-distribution phase, the dealer sends the share vector
s; to participant P; through the secret channel and makes public the public matrix A; and
the vector A;. In the secret-reconstruction stage, t participants use their shares to calculate
d;‘l = Ajsj;, 1 =1,...,t, and jointly maintain an r x t matrix D;. Using the public parameters,
we can calculate B; = D;W~! to obtain the lattice basis B;, where W = [/\jl,. ey /\jt]' Finally,
based on the lattice basis B; and the public vector v, the secret S; can be calculated using
the formula.

In addition, in the secret-distribution stage, the dealer can disclose a random matrix
F e Zf]x’ and use the one-way hash function H]- = st, j = 1,...,n to verify the secret
share. The participants can verify the secret shares s; and the reconstruction secret S; after
receiving the secret shares and during the reconstruction stage.

In 2022, Peng Xu et al. [62] adapted the scheme, applied it to the aggregation of
security models in federated learning, and constructed a post-quantum secure privacy-
preserving federated learning framework. We will elaborate on this part in the application
of Section 7.3

In 2022, Jing Yang et al. [44] proposed a computationally secure MSSS for quantum
computers using inhomogeneous linear recursion (ILR) and the Ajtai function. Furthermore,
their proposed scheme is verifiable, dynamic, and reusable. In this paper, ILR is divided
into two types, Type-t and Type-1. Combined with ILR and the Ajtai function, four MSSS
schemes are designed. Specifically, the scheme uses ILR to generate relevant shares of secret
information and uses Lagrange’s interpolation formula to realize secret reconstruction in the
secret-reconstruction stage. In addition, the scheme realizes efficient share verification based
on the Ajtai function. The four schemes in this paper require more memory consumption
than other known schemes but reduce the consumption in terms of time.

A summary of Sections 5.2 and 5.3 is shown in Tables 3 and 4.

Table 3. Lattice-based simultaneous multi-secret sharing schemes.

Scheme Hardness Assumption Verification Approach Number of Public Value
. One-way Hash Function
(Amroudi et al., 2017) [33] NTRU (Interactive) 3n+t/(t+2)n+m
. One-way Hash Function
(Li et al., 2023) [36] SIS (Interactive) n(2+m)
(Kiamari et al., 2023b) [40] Search-LWE One-way Hash Function tn+t)+(2+m)n

(Non-Interactive)
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Table 4. Lattice-based multi-stage secret sharing schemes.

Scheme Hardness Assumption Verification Approach Number of Public Value
(Oggg‘;;)“[‘i 4/]*“‘1‘1' NTRU NTRU (Interactive) 2mnt
(Hadian Dehkordi and SIS Vadim’s Authentication M2 —t
Ghasemi, 2016) [37] Scheme (Non-Interactive)
(Pilaram and Eghlidos, Ajtai One-way Function One-way Hash Function 2n+ 1
2015) [41] (SIS) (Non-Interactive) ot m) +
" Ajtai One-way Function One-way Hash Function
(Yang and Fu, 2022) [44] (SIS) (Non-Interactive) m(n+4)+n+2

6. Threshold Changeable Secret Sharing Scheme
6.1. Overview of TCSS

In the life cycle of a TSS scheme, some unpredictable changes are often encountered,
such as the increase in distrust among the participants, the joining and withdrawal of the
participants, and the strengthening of the adversary’s attack ability, etc. Indeed, various ap-
plication scenarios and evolving requirements may lead to changes over time, necessitating
adjustments to the threshold parameter f to ensure the privacy protection capability of the
TSS. Specifically, after an initial setting with a relatively low threshold value, an increase in
system size or potential attacker capabilities may demand raising the threshold parameter
to a higher value #'. The longer the system’s lifespan, the more probable it becomes to
require such adjustments. This adaptability ensures the ongoing security and effectiveness
of the TSS as the system evolves.

For the problem of increasing the threshold parameter from ¢ to t' > t in a(t, n)-TSS,
a simple solution is to let the participants discard their old shares and have the dealer
distribute new shares of the a(t, n)-TSS to all the new participants. However, this solution
may not be very appealing due to the requirement of the dealer’s continued involvement
after the establishment phase, along with the need for communication between the dealer
and each participant (which might be challenging to establish after the initial setup phase).
This ongoing dependency and communication overhead can pose practical difficulties
and limit the scalability of the scheme. Another approach is for the dealer to generate
n —t+1(t',n)-TSS for each future possible threshold value t' € (¢,t +1,...,n) during the
distribution phase and distribute each share of the TSS to the participants. This means
that as a participant, one would receive (n — t + 1) —TSS shares from the dealer. However,
these methods would bring significant computational and communication overheads.
Therefore, a more efficient and economical solution is needed to provide some flexibility to
traditional TSS, so that threshold value adjustments can be made at a smaller cost when
encountering changes.

In this case, the threshold changeable secret sharing scheme is proposed. As shown
in Figure 6, its goal is to dynamically adjust the threshold value of the scheme after the
share of secret sharing is distributed and before the secret is reconstructed. The generation
of the TCSS scheme further promotes the application of TSS in wider scenarios. In 1999,
Martin et al. [63] proposed the first TCSS. Later, different TCSS systems were proposed.
This format can be divided into three categories: based on linear polynomials [64], based
on hyperplane geometry [63], and based on Chinese remainder theorem [65]. However,
the traditional variable threshold scheme often has problems, such as large amounts of
calculation, secure channels between participants in the process of threshold adjustment,
and inability to resist post-quantum attacks. TSS schemes based on lattice-hard problems
are provably secure, and they only require linear computation on relatively small integers.
Therefore, it is extremely valuable to study the TCSS based on lattice-hard problems.
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Figure 6. Threshold changeable secret sharing.

6.2. Lattice-Based TCSS

Steinfeld et al. first improved on the standard Shamir’s TSS and proposed the first
lattice-based TCSS [32]. Their scheme focuses on the problem of increasing the threshold
parameter t of the TSS after the secret-distribution phase, and the scheme only needs to
broadcast some public parameters to instruct participants to modify their shares, with-
out requiring further communication between the dealer and participants. In order to
increase the threshold ¢ by #' so that t' > ¢, this paper designs a TCSS scheme based on the
lattice “error-correction” algorithm and using the lattice reduction technique. The dealer
introduces a moderate amount of random noise into their shares to generate new secret
shares that carry partial information about the original shares. As the new secret shares con-
tain only partial information about the original shares, it is possible that a set of sub-shares
might no longer be enough to reconstruct the secret if the threshold t is altered.

Specifically, in the initialization phase of the scheme, the dealer runs Shamir’s TSS
to calculate the initial shares of the secret. We will not expand on this part but focus on
the threshold-changing part of the scheme. The change in the threshold ¢ in the scheme is
mainly realized through the CVP algorithm, where the sub-share combiner algorithm runs
an efficient CVP-approximation algorithm Acyp with || - ||e-approximation factory I'cyp on
a lattice of dimension #' + t. In order to obtain the share s;(i € t' > t) of the new (,1)-TSS
scheme, it is necessary to first determine the correct noise bound H = [p* /2], where

1
—1-— T(sF >0
5p = T(log(éc_l/t/nt) +Tcvp+1)

The participants use the public parameters to update their secret shares to obtain s;.
Ei(07) = si = [a; - 07 + 7] (24)

where r; is a random integer and |r;| < H. In the secret-reconstruction phase, the threshold-
changed secret shares s; = (s;;i € I),I = {i1,i,...,iy} are used to construct a( + t) x
(t' +t) full-rank lattice M(aj, H, p), whose rows form a basis for a full-rank lattice £(a;, H, p)

in Q'+t
p 0 0 0 0
0 p 0 0 0
0 0 p 0 - 0
a, aj, a;, H/p - 0 (25)
aiz1 alzz ZZH 0 0
a;, af-z lt}/ 0 H/p
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Define t' = (s,si,,.-.,5,0,0,...,0) € Z!'+t. Finally, run a CVP-approximation
algorithm Acyp on lattice £(ag, H, p) to obtain secret s = [(p/H) - ¢y 11]p.

Subsequently, Steinfeld designed a new threshold-varying method for a TSS scheme
based on the CRT, also based on the CVP hardness problem. Similar to [38], neither of
these schemes necessitates communication between the dealer and the participants after the
initial stage. They can be applied to existing threshold schemes, even if these schemes were
originally designed without considering potential future threshold increases. The schemes
maintain their functionality and effectiveness without requiring additional modifications
to accommodate higher threshold values.

In 2017, Pilaram et al. [42] improved their previously proposed MSSS scheme [41].
In addition to the function of increasing the threshold, the functions already supported,
such as multi-stage, multi-use, and verifiability, remain unchanged. To achieve the function
of increasing threshold such that ¢ > ¢, the authors use a zero-addition protocol [66]. When
updating the threshold, the updater uses the new threshold #' to share zero secrets among
the participants and combines the result with the original (¢, 1)-TSS to achieve an increase
in the threshold and obtain a new (t, n)-TSS. Specifically, their scheme mainly consists of
the following steps:

Step 1: Extend the size of the original matrix threshold parameter from ¢ to /, and ex-
tend the matrix with zero vectors:

Si
s; . =B; v =
Itx1 it VX1 [O(t’t)x1:| Vit

-[5 1]
0 0f[o" t'x1

4 0 (26)
. S:
Aitxrsjrxl = Bifxt/\jrxl = |:Ol 0:| ! /[S{/‘|
t'xr" |7] ] px1
-[v ol )
0 0 thxt! A Hxa
where v and A" are chosen randomly from Z,(f/_t)“ and s}’ is chosen randomly from

{0,130 = 4" — max(¥'logt , n).
Step 2: Use the new threshold parameter ¢’ to share the zero secret according to the
original (t,n)-TSS:

" (4
Ot’)(l = Btlxl [Z)// 7
t'x1

. A (27)
AZXV’ SZ,‘| = B;{Xt/ lA//] ,j: 1,...,1’1
J <1 J1vxa
Step 3: By combining the above formulas, we can obtain the new scheme:
P P e B
(F=t)x11p 1 0 0 ! v H'x1
(28)
) e G R
vxr | % Fx1 txt t'x1
Additionally, define the parameters:
S; B, 0 v
/ o i / Y/ i / _
Sit’xl - |:0(t/t)><]:|,BiHXt/ - B + |:0 0:|/Ut/><l - |:'U//:|/
(29)

A/

A 0 Sj
) Y/ i / _ | °j , _
[V AT+ [0 0:|,S r'x1 = |:S//j:|r/\ iy —
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Through the above definition, after updating the threshold +' > ¢, the following
formula holds:

s, = Bjo, Als) = BIA (30)

After the new (t/,n)-TSS is generated, the method of the secret-reconstruction phase
is similar to [41]. After collecting the secret information of ' participants, the public
parameters and secret information can be used to restore the secret matrix and calculate
secret S. It is worth noting that during the process of changing the threshold ¢, the attributes
in the original scheme will not change, and multi-stage, multi-use, and verifiability can still
be guaranteed. Not only that, on the basis of Lindner and Peikert’s p; encryption scheme,
the author proposes an improved lattice-based threshold decryption algorithm using the
secret-sharing algorithm.

The summary of Section 6.2 is shown in Table 5.

Table 5. Lattice-based threshold changeable secret sharing schemes.

Method of Increasing Broadcast Message

Scheme Hardness Assumption Threshold SilfleI{)I\lIilén‘"l/la)le;eo
(Steinfeld etal, 2007) [32] ~ Random Polynomial Latgfgeofiﬁiﬁi"“ H(S)
(Steinfeld et al., 2006) [38] Random Polynomial LattAiﬁORriet%l;g;ion H(S)

E géﬁggs%?%d[ 2] Ajtai One?évlg})/ Function Zero Addition Protocol 2(n+m)+1

7. Application of Lattice-Based Secret Sharing

Initially, TSS has been widely used in key management, shared access to important
resources, and other fields. However, with the continuous development of information
technology and communication technology, TSS has also shown a strong ability to protect
privacy in various fields. In addition, with the occurrence of data privacy leaks in various
countries, more and more people have begun to pay more attention to personal data
security, especially in the fields of medical care and finance, which has further promoted
the development and application of TSS. In this section, we will discuss the application
scenarios of lattice-based TSS, including threshold cryptosystem, threshold signature,
blockchain distributed storage, and privacy-preserving federated learning.

7.1. Threshold Cryptosystems

In the traditional cryptosystem, the key realizes various operations in the system,
and the safe storage of the key is also the security core. However, systems based on
traditional public-key cryptography suffer from several serious problems. With the intro-
duction of TSS technology, the concept of a threshold has been gradually introduced into
the traditional cryptosystem, which greatly improves the security and robustness of the
original system. Desment et al. [67] introduced the concept of threshold cryptosystems
after Shamir’s TSS was proposed. Security is improved by sharing secret information
with multiple users for decentralized storage, and the cryptographic system can even be
completed collaboratively by at least a threshold number of users. Similar to encryption
and signatures in traditional cryptography, a threshold cryptosystem generally includes
two aspects, threshold encryption and threshold signature. Next, we will carry out specific
research on the content of these two parts and summarize the relevant applications of the
current lattice-based TSS schemes in this field.

7.1.1. Threshold Encryption

As shown in Figure 7, threshold encryption generally includes key generation, encryp-
tion and decryption processes, and a message combiner. In the process of decrypting a
ciphertext, participants use their own private keys to decrypt the ciphertext and upload
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the ciphertext to the combiner. The message combiner can combine the original plain-
text content after collecting decrypted messages greater than the threshold t. In general,
the threshold encryption scheme generally includes the following four algorithms:

KeyGen (A, n,t): The key-generation algorithm inputs the security parameter A,
the number of users 1, and the threshold t. It outputs the public key pk and private
key shares sk = (ski4,, .. .,skig, ).

Enc (pk, m): The encryption algorithm inputs the public key pk and the message m
encrypts the message m and outputs the ciphertext.

Dec (skig,, c): The decryption algorithm inputs the private key share sk;;; of any user
and the ciphertext ¢ and outputs the decryption share c;;.

Combine (cjg,, Cid,, - - -, Cig, ): The message-combination algorithm inputs any threshold
t decryption shares c¢;4,, ¢ig,, - - -, ¢jg, and combines them to obtain the original message m.

1. Enc

\J

~.B Message m

Data owner ‘ 2. Dec ‘

Message m

Figure 7. Threshold encryption.

In 2010, Bendline and Damgard [68] proposed the first lattice-based single-bit thresh-
old pk encryption scheme based on the LWE encryption system [69], using pseudorandom
secret sharing technology to split the private key. Under quantum attack, their scheme
prevents passive adversaries from corrupting all but one player and is also resistant to
active adversaries from corrupting up to a third of the players. Furthermore, their scheme
includes a highly efficient non-interactive decryption protocol. Additionally, toward the
end of the scheme, they introduce a zero-knowledge protocol designed to enhance the
information pertaining to the plaintext contained within the provided ciphertext. Subse-
quently, Frederiksen extended the scheme and promoted the original single-bit scheme to a
multi-bit scheme.

In 2013, in order to shorten the length of the pk for threshold encryption, Sunwar
Singh et al. [70] designed an efficient threshold scheme and constructed a repeatable
threshold pk encryption scheme [71] based on it. Compared with Bendline’s single-bit
threshold encryption scheme, in the case of the same ciphertext size, the size of the pk is
reduced from (n% + 1)logn x ||Zg|| to (n? + 1) x ||Z||, where ||Z,|| represents the number
of bits required for Z; elements.

In order to study the application of anti-quantum threshold technology in distributed
cloud computing platforms, Zhang et al. proposed a lattice-based TSS (LB-SSA) in 2015
to ensure cloud security properties in post-quantum environments [72]. In their scheme,
each share can independently generate its own pk to sk without interaction with other
participants, which is especially important for distributed environments that require less
interaction. In this paper, the authors explore the application of LB-SSA to lattice-based
threshold decryption schemes. In addition, the authors also study the related application
of this scheme in multi-agency identity-based encryption (MA-IBE).
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Identity-based encryption (IBE) is an optimization for traditional pk infrastructure
(PKI) technology. Unlike the traditional concept based on digital certificates, IBE uses a
user’s unique identity as the pk, while the private key is generated by a central authority.
In short, IBE is a pk encryption system that allows for arbitrary selection of public keys.
The concept of IBE was initially proposed by Shamir [73], but it was only in 2001 that Boneh
and Franklin formally introduced the first IBE scheme based on bilinear mapping [74].

In IBE, the private key generator and the certificate authority are systems that perform
high-value operations. Using threshold encryption technology can enhance the robustness
of the system and distribute trust. In addition, from a security point of view, many existing
schemes are not resistant to quantum attacks. In 2008, Gentry and Peikert et al. [75] first
proposed the IBE scheme based on the LWE difficulty problem in the lattice. Since then,
more IBE schemes based on lattice-hard problems have been proposed [76]. However, these
proposed schemes are quite complex in algorithm. In order to simplify the efficiency of key
generation and other stages, Bendlin et al. proposed a lattice-based threshold protocol in
2013 [77]. The optimal threshold for this scheme is t 4 1 for a semi-honest adversary and
2t + 1 for a malicious adversary. Finally, this paper constructs a secure IBE scheme based
on the threshold protocol.

In 2015, Zhang et al. [72] proposed LB-SSA, the content of which we have explained in
the previous article. Based on LB-SSA, they proposed the first lattice-based multi-agent IBE
(MA-IBE) and proved that the scheme is secure under the random oracle model.

7.1.2. Threshold Signature

Figure 8 shows the execution process of the threshold signature. Similar to threshold
encryption, the threshold signature mainly includes three steps of key generation, signature,
and verification. The participants complete the signing with their private keys and upload
the combiner. Waiting for the signature information of users greater than the threshold t,
the combiner can combine the complete signature of the message.

KeyGen (A, n,t): The key-generation algorithm inputs the security parameters A,
the number of users 7, and the threshold ¢. It outputs the public key pk and private key
shares sk = (skig,, . . .,5kid,)-

Sign (skig, c): The signature algorithm inputs the private key share sk;; of any user
and the message m. It outputs the signature share ;.

Combine (cj4,, 0ig,, - - -, 0ig, ): The signature-combination algorithm inputs any thresh-
old t signature shares 0;4,, 0j4,, - - ., 033, and combines the output signature .

Verify (pk, m,c): The verification algorithm inputs the public key pk, message m, and
signature o for signature verification and outputs 1 when the signature verification is
correct; otherwise, it outputs

0. Init
PK

|

| |
@ ® ®
3. Verify Ml Y Al

M=)
Verifier ’ 1. Sign ‘

Sig - Message m

! ‘

2. Combine | |

Figure 8. Threshold signature.

In 1991, Desmedt et al. [78] designed a TSS scheme operating on the Abelian group
and designed a threshold signature scheme based on the RSA assumption for the first time.
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Since then, the research on threshold signature schemes [79,80] has attracted the attention of
many scholars. Among them, the lattice-based signature scheme is also a popular research
direction in recent years. In 2010, Cayrel et al. [81] presented a lattice-based threshold ring
signature scheme that necessitates the collaboration of at least t participants to generate
an anonymous signature. In this system, each member possesses its own pk, and the
verification time scales linearly with the number of participating members. In addition,
Tao Feng et al. [82] also proposed a threshold signature scheme with a variable threshold.
Its signature algorithm goes through each member of the group in turn. The program is
highly interactive and the program is based on NTRU-Sign. Unfortunately, NTRU-Sign has
been proven to be unsafe as research on lattice ciphers continues to deepen [83].

In 2013, Bendlin et al. [77] improved Gentry’s scheme [75] by thresholding the lattice-
based signature scheme. They separately constructed a threshold encryption scheme based
on lattices that achieves chosen-ciphertext security and a threshold signature scheme that
is unforgeable. They also provided security proofs under the general framework. However,
in the process of non-interactive decryption and signature generation, the scheme requires a
large amount of interactive computation among the participants, which limits its application
in some special scenarios.

In 2022, Damgard et al. [84], following the Fiat-Shamir with Aborts (FSWA) paradigm,
constructed several low-complexity distributed signature schemes and proposed a complete
security proof based on the difficulty of SIS and LWE problems. However, the main
disadvantage of the scheme proposed by Damgard et al. is that the threshold of the
message signature cannot be changed; that is, only all participants in the system can sign
the message. Based on this scheme, Anton et al. [85] proposed a new threshold signature
scheme in 2023 and allowed a change in the threshold of the message signature, thus
improving the flexibility of the original scheme. To provide functional interchangeability of
threshold signature schemes, Tang et al. [21] proposed a lattice-based t-out-of-n threshold
signature scheme in 2023. In order to build a special access structure, the authors first
proposed a lattice-based TSS scheme and based on this, designed a secure multi-party
computation protocol to obtain a higher signature efficiency. In addition, the author also
designed a periodic key update mechanism for the threshold signature scheme to further
improve the security of the system.

7.2. Data Storage and Transmission in Blockchain

One of the important features of blockchain is distributed storage. In the traditional
concept, distributed storage is essentially a centralized system that disperses and stores
data across multiple independent devices, utilizing numerous storage servers to distribute
the storage load. However, this method still relies on the server to record the data address
and conduct unified management and does not achieve distributed data storage in the true
sense. In addition, if the server goes down or fails, it will cause a large amount of data loss
and leakage.

The blockchain-based distributed storage technology can effectively solve this problem.
Relying on technologies such as distributed ledgers, real distributed data storage and joint
maintenance and management can be realized. In addition, the digital records on the
blockchain are non-tamperable and unforgeable, which protects the security and correctness
of data. All participants are efficiently coordinated through smart contracts to establish a
credible new digital economic order. While breaking the data silos [86], it improves the
efficiency of data flow, thereby creating a new storage model.

In recent years, leveraging TSS technology to reduce the storage cost of all nodes in
the blockchain network has emerged as a prominent and trending research topic [87]. Di-
verse secret-sharing techniques are utilized to distribute block data among nodes within a
blockchain network. In 2020, Sihem Mesnager et al. [88] applied the threshold scheme based
on the grid difficulty problem to blockchain-distributed storage for the first time. In their
scheme, the authors propose a post-quantum secure VMSS based on Feldman VSS, using
quantum-resistant algorithms (such as the knapsack function) to ensure the security of the
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share-verification phase. This scheme aims to decrease the communication cost within the
blockchain network while simultaneously enhancing the system’s robustness. In addition,
the scheme does not require secret channels between nodes and also has a quantum-safe
verification algorithm. In order to improve the high cost and network congestion problems
in the execution of blockchain smart contracts, Yu et al. [89] designed a lattice-based thresh-
old signcryption for blockchain oracle data transmission (BCODT;TSC). This scheme
not only guarantees the threshold characteristics of TSS, but also has the characteristics
of unforgeability, confidentiality, and small amount of calculation, which is suitable for
application in blockchain scenarios.

7.3. Privacy-Preserving Federated Learning

In 2017, Google first proposed federated learning, a distributed ML technology.
As shown in Figure 9, FL transfers the model-training phase of ML to local participants
and jointly maintains a global model by uploading gradient parameters. The privacy
security of participants is effectively guaranteed only by uploading partial models, and the
distributed training method will not greatly damage the accuracy of model training. In re-
cent years, federated learning has emerged as a prominent research area within the field of
network security, garnering significant attention and interest.

However, after continuous research, a large number of studies have proved that
federated learning cannot protect the privacy of local data sets very well. Using the model
parameters uploaded by the participants, the server can launch a reverse attack to restore
the contents of the local data set or determine whether a certain record exists in the data
set. Currently, privacy preservation in federated learning is primarily centered around
three key aspects: homomorphic encryption (HE), secure multi-party computation (SMPC),
and differential privacy (DH) [60].

In 2017, Google proposed a scheme to ensure the security of the federated learning
model, using double masking and TSS to ensure that the local gradients during the learn-
ing process will not be leaked. However, this method is not effective against quantum
attacks, and the process of computing the mask and unmasking requires a lot of com-
munication between the parties. In order to solve the problem, Xu et al. [62] proposed
a post-quantum secure federated learning privacy protection framework based on Pila-
ram et al.’s scheme [41] in 2022. In each training session of federated learning, participants
modify their own secret share information by updating the public parameters. In addition,
Laf uses the NewHope anti-quantum key agreement scheme to replace the original DH
key agreement to ensure the security of the mask. Compared with Google’s scheme, Laf’s
solution saves communication overhead in privacy-preserving federated learning and
provides post-quantum security.

@ Download the global model
@ Local model training

Center =
Server (3 Local model upload
@ @ Model aggregation
_ E Jg ¥
Participant Participant Participant Participant

Figure 9. Federated learning framework.
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8. Summary and Open Problems
8.1. Summary

With the emergence of quantum computers and the increasing computing power of
computers, the security of traditional cryptography algorithms will no longer be guaranteed.
Lattices are an important field in post-quantum cryptography and have always received
widespread attention and research. At present, based on the difficult problems of lattice
cryptography, relatively mature public key encryption and digital signature schemes have
been proposed.

TSS schemes are one group of the most important primitives of modern cryptography.
As technology is evolving and more multi-computations are used, we need to have secure
schemes that will protect our data. However, with the continuous development of quantum
technology, the TSS scheme based on traditional cryptography assumptions is no longer
safe. This paper comprehensively summarizes the existing lattice-based TSS schemes
and related applications. To the best of our knowledge, this is the first review paper in
this direction.

Based on the difficult problem of lattice cryptography, many schemes have been
designed. After summarizing the lattice-based secret sharing schemes, we observe that
LWE and SIS are widely used in modern cryptography, mainly due to their ability to
provide a solid security foundation while maintaining high practicality. On the other hand,
SVP and CVP are mainly concentrated in the fields of theoretical research and cryptanalysis.
Their high computing resources and low efficiency have limited their application in actual
encryption protocols. Finally, NTRU stands out among lattice-based encryption algorithms,
especially in terms of encryption and decryption speed, making it a viable choice in practical
encryption and key-exchange systems. However, the choice of these different algorithms
mainly depends on the specific security requirements and application scenarios, so that
they can play a key role in the development of the field of lattice cryptography.

8.2. Open Problems and Future Work

Lattice-based TSS technology has made significant progress in the field of information
security, but there are still some shortcomings. For example, the threshold t of some
schemes is equal to n. Unless such a solution is feasible in an environment with extremely
high security requirements, it is not suitable for widespread popularization and application.
In addition, the current solutions are relatively independent and not related to each other,
which will hinder the popularization and use of technology.

After conducting systematic research on lattice-based TSS, we have summarized the
problems and future development directions of existing schemes:

(1) Reduce computational and communication costs: Lattice-based TSS schemes usu-
ally involve substantial computational and communication overhead, which may
limit their use in practical applications. Future development directions will focus
on improving performance, including finding more efficient algorithms, optimizing
communication protocols, and reducing the need for computing resources, thereby
making these solutions more attractive.

(2) Key-management complexity: In applications such as multi-party secure computing,
key management is a challenge. Lattice-based approaches require efficient manage-
ment of multiple keys, which can lead to key-management complexity. Future work
should focus on streamlining the key-management process.

(3) Standardization and interoperability: To ensure interoperability between different
systems and implementations, standardization efforts may occur. This will help
facilitate the widespread adoption of lattice-based TSS schemes, as different systems
can work with each other without being tied to a particular implementation.

(4) Practical application: With the continuous growth of data and the increasing demand
for data security, the lattice-based secret sharing scheme will be adopted in a wider
range of applications. For example, financial institutions might use these schemes
to protect customers’ sensitive data, healthcare organizations might use it to share
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patient data, governments might use it to protect sensitive government information,
and cloud computing providers might use it to provide more secure service.

(5) Security assumptions: Some lattice-based TSS technologies are based on specific
security assumptions, such as the LWE assumption. While these assumptions are
widely considered safe under current circumstances, more in-depth future research is
needed to assess their durability, especially with the rise of quantum computing.

In general, the current lattice-based secret sharing scheme is still in the early stages
of development, and no lattice-based solution has yet achieved the universality and scal-
ability of traditional schemes (such as Shamir’s TSS). With the continuous development
of quantum computers, lattice-based key agreement and signature schemes are becoming
increasingly mature. Considering the characteristics of post-quantum keys, it is crucial to
design a secret sharing scheme. At the same time, the design of solutions for different fields
and different security requirements is also one of the issues that needs to be considered
in future development. Finally, improving the performance of the solution and reducing
overhead is also a topic that requires long-term research.

9. Conclusions

This manuscript systematically summarizes and studies lattice-based threshold secret
sharing schemes. To the best of our knowledge, this paper is the first review paper on lattice-
based threshold secret sharing. This paper classifies secret sharing schemes according to
their different functions and compares and analyzes each part of them. In addition, this
article also deeply explores the application research of TSS schemes in different fields,
including threshold cryptography, blockchain, and federated learning. At present, lattice-
based secret sharing is still in the development stage, and a more adaptable and secure
solution needs to be proposed. At the same time, the optimization of the solution’s
performance and storage overhead also requires further research. We hope that through this
review paper, we can provide readers with a more comprehensive research investigation
and determine future research directions.
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