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Abstract: A class of fault-tolerant safety-critical controller design methods based on high-order
control barrier function (HOCBF) is proposed to address the problem of safety and stability of system
affected by actuator faults in safety-constrained nonlinear affine system. Firstly, the fault information
is incorporated into the conventional HOCBF to obtain a new type of HOCBF with faults. Secondly, in
the case of a strictly required range of control inputs, a sufficient condition is proposed to satisfy the
existing constraints, where the control inputs are always within the restricted range and the sufficient
condition is expressed as feasibility constraints. Next, based on the quadratic programming (QP)
method, the control Lyapunov function, fault HOCBE, and feasibility constraints are incorporated
together to ensure that the overall feasibility, stabilization, and safety are guaranteed of the considered
closed-loop system. Finally, the adaptive cruise control system is taken as an example to verify the
effectiveness of the proposed method.

Keywords: safety-critical system; fault-tolerant control; high order control barrier function; control
Lyapunov function; fault

1. Introduction

In recent years, the control barrier function (CBF) has been used to design safety
control laws for nonlinear affine safety-critical system [1], which is gradually becoming a
widely used method in nonlinear system control, such as adaptive cruise control [2], lane
keeping [3], and so on. It ensures that the system state is within a safe region by introducing
a constraint function that prevents the system from entering a hazardous state [4]. The
CBF method focuses on the distance of the system state from the safety boundary and uses
the value of this distance as a guidance signal for the controller to keep the system within
the safety constraint [5]. The advantage of CBF is that it provides a formalized method to
ensure that the system meets stringent safety requirements while performing the control
task, providing an effective means of controlling and protecting complex systems [6].

Higher order control barrier function (HOCBF) is an extension of CBF for designing
safe and high performance control system [7]. Compared with the traditional CBF, HOCBF
not only considers the distance between the system state and the safety boundary, but also
incorporates the higher order derivative information of the system state, which makes the
control more accurate [8,9]. This makes HOCBF outstanding in areas such as handling
higher-order nonlinear system, robot path planning, and autonomous driving, such as ship
trajectory tracking and heading control [10], robotic arm obstacle avoidance [11], robot
control [12], and aircraft control [13], etc. The forward-looking nature of HOCBF makes it
a powerful tool to meet the challenges of complex system, ensuring stable operation and
meeting stringent safety constraints.

Safety-critical system has difficulty in continuing to meet the safety requirements
of the system in the event of a fault [14]. The introduction of fault-tolerant control can

Electronics 2023, 12, 4549. https:/ /doi.org/10.3390/ electronics12214549

https://www.mdpi.com/journal/electronics


https://doi.org/10.3390/electronics12214549
https://doi.org/10.3390/electronics12214549
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0003-3845-4692
https://doi.org/10.3390/electronics12214549
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics12214549?type=check_update&version=1

Electronics 2023, 12, 4549

20f15

improve the system’s ability to cope with disturbances caused by faults [15-17], so it is
extremely necessary to consider fault-tolerant control for safety-critical system. For general
nonlinear affine system, the construction of HOCBF constraints to ensure system safety has
been proposed in [18]. Recently, we have found that when the system has partial actuator
failures, the solution of Quadratic Programming (QP) cannot keep the faulty system state-
safe using the HOCBF constraints of the fault-free system [19]. In addition, when the inputs
are limited to a certain range, it increases the probability of mutual conflicts between the
safety constraints, resulting in an infeasible optimal control problem for the faulty system.
Therefore, it is important to study the feasibility of the optimal control problem for faulty
system when both input bounds and safety constraints exist.

In this paper, firstly, the HOCBF constraints are redesigned based on the fault informa-
tion of the system, and a class of fault-tolerant controller design methods based on HOCBF
and CLF are proposed to re-enable the faulty system to satisfy the safety requirements.
Secondly, a sufficient condition is proposed to satisfy the existing constraints, where the
control inputs are always within the restricted range and the sufficient condition is ex-
pressed as feasibility constraints. These feasibility constraints will be incorporated into the
solution of the QP problem to ensure the safety of the faulty system and the feasibility of
the solution of the QP problem together with the existing safety constraints of the system.

2. Preliminaries

Definition 1 (Class K function [12]). A Lipschitz continuous function a : [0,7) — [0,0),
T > 0 s said to belong to class K function if it is strictly increasing and «(0) = 0.

The system model can be expressed in terms of a general nonlinear affine system as:

%= f(x) +g(x)u M

where x € X € R" is the state of the system, f, g are known locally as the Lipschitz function,
u € U € R™ is the control input to the system, and #max, min are the maximum and
minimum values of the control input; thus, the control input can be expressed as:

U:={u € R": upin < < Umax} 2)

Definition 2 (CLF [2]). There exists a continuously differentiable function V(x) : X — R which
is a globally and exponentially stabilizing CLF for system (1) if there exist constants c1,cp,c3 > 0
such that, for all system statuses, x € X € R"

al x| <V(x) <efl x|

i <
inf [LV (x) + LgV (1) + 5V ()] < 0

where LiV (x) = %—Zf(x), LyV(x) = %—‘;g(x) are the first order Lie derivatives of the system (1).

Definition 3 (Set Invariance [20]). A set C € R" is forward invariant for the nonlinear affine
system (1) if, and only if, every initial state x(0) € C of its solution satisfies x(t) € C forall t > 0.

Definition 4 (Relative degree [21]). The relative degree of a continuously differentiable function
h : R" — R with respect to system (1) is the number of times we need to differentiate it along the
dynamics of system (1) until the control input u explicitly shows.

For a constraint function h(x) > 0,h : R" — R with relative degree r, we define a
series of functions ¢; : R" — R:

po(x) := h(x),
Pi(x) = g1 (x) +a; (i (x)),i € {1,...,r =1}, ®)
$i(x,u) i= i1 (x,u) + ai (i1 (x)),i =r.

~—



Electronics 2023, 12, 4549

30f15

where a;(-),i € {1,...,r} denote (r — i) the order differentiable class K function. We
further define a sequence of sets C;,i € {1,...,r} associated with (3) in the form:

}
}

C = {x cR": I,U()(x)

0
Co={xeR":¢y1(x) >0

VoV

(4)
Cri={xeR":¢_1(x) >0}

Definition 5 (HOCBF [13]). Let C;,i € {1,...,r} be defined by (4) and ;,i € {1,...,r} be
defined by (3). A continuously differentiable function h : R" — R is a high order control barrier
function of relative degree v with respect to system (1) if there exists a collection of differentiable
class K function a;(-),i € {1,...,r} such that

sup(Lph(x) + LeL h(x)u + O(h(x)) + ar (r-1(x))] = 0 5)

r=1 .
where O(h(x)) = Y L}(ar_l- o P,_;_1(x)) denotes the remaining Lie derivatives along f with a
i=1

relative degree less than .

Definition 6 ([5]). From Definition 5, give a function h(x) that is associated with a sequence of
sets C;,i € {1,...,r}, defined by (4), and if x(ty) € Cy(to) N Ca(tg) N ... N Cr(ty), then any
Lipschitz continuous controller u € U that satisfies (5) renders the set C = CyNCoN...NCras
forward invariant for system (1).

3. Fault High-Order Control Barrier Function

For a general nonlinear affine system (1), given the set ¢ defined by Definition 6 and
the associated CLF and HOCBF, they can be combined into a single Lipschitz continuous
controller by means of QP [22]:

u* = arg min 1uTH(x)u + F(x)Tu (6)
T 2
u=[u 4]
st LeV(x)+ LgV(x)u+c3V(x) =6 <0 (7)

Lih(x) + Lngflh(x)u +O(h(x)) + ar(Pr—1(x)) =0 8)
where H(x) € Rmt1)x(m+1) js a positive definite matrix, F(x) € R+, and § is the
slack variable.

Considering the existence of partial actuator failures of a general nonlinear affine
system, then the faulty system model of system (1) can be represented as:

1= fx) +g(x)pou ©)

where p is the failure coefficient that satisfies p € [p,p],0 < p < p < p <1, p,p, which are

the lower and upper boundaries, respectively.
To easily illustrate the reconstruction of the control barrier function, system (9) can be
represented as:

= f(x) +g(x)u (10)

where g(x) = g(x) — g(x)p, p=1—p.

For the faulty system (10), a reconstruction of the HOCBF constraint (8) is required
to ensure the forward invariance of the safety set C. That is, inequality (8) should contain
terms that eliminate the effects of partial actuator failures.
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Definition 7 (FHOCBF). Let C;,i € {1,...,r} be defined by (4) and y;,i € {1,...,r} be defined
by (3). A continuously differentiable function h : R" — R is a fault high order control barrier
function (FHOCBF) of relative degree r with respect to system (10) if there exists a collection of
differentiable class K function a;(-),i € {1,...,r} such that

¢r(x) = Lyh(x) + LgLy "h(x)u + O(h(x)) + P(x) + ay (-1 (x)) = 0 (11)

Forall x € Cand p € [p,p], where P(x) is a function of x and p. Since (11) needs to be

satisfied for all p € [p, p], the constraints can be rewritten as:

Lih(x) + LgL}  h(x)u + O(h(x)) + ar(r-1(x)) = Fp(x) (12)

where F,(x) = max (—P(x)).
pelepl

Remark 1. A function h : R" — R that is continuously differentiable is said to have a relative
degree v with respect to system (1) if (a) forall 1 < i <r—1, LgL}*lh(x) = 0; and (b)
LgL;_lh(x) # Oforallx € X € R". Ly, Lq indicate the Lie derivatives along f and g, respectively,
and L} indicates the Lie derivatives along f r times [19].

According to (10), we can get the P(x) = —LgL;_lh(x)ﬁu, where Fy(x) = m[ax](—P(x))
pElpp

is a linear program. Otherwise P(x) = —LgLJ’flh(x)pu is a nonlinear function of p in
general, and the solution to the nonlinear program F,(x) = m[ax (=P(x)) can be used to
pElP.P

find the set of control inputs that satisfy inequality (12):
Kiocos (x) = {1 € R™ : Lyh(x) + LgLi  h(x)u + O(h(x)) + ar($,-1(x)) = Fp(x)}  (13)

Theorem 1. Given a FHOCBF h : R* — R by Definition 7, any Lipschitz continuous control
input u € Kgpoeps(x) renders the set C = C; N Cy N ... N Cy as forward invariant for system (10).

Proof of Theorem 1. Any Lipschitz continuous controller u & thocbf(x) enforces
¥r(x) = 0 or equivalently ¢, 1(x) > —m,, 1(x) regardless of the value of p € [p,0].

On the assumption that x(0) € C = C;NCyN...NGCy, in that case x(0) € C,, we
can go further than that ¢,_1(x(0)) > 0 which, based on Definition 3, this will make
Pr_1(x) 2 0(x € Cp) or ,_o(x) = —m,_1P,_»(x), again, since x(0) € C,_1, this results in
Pr_(x) > 0(x € C,_1). Continuing this reasoning, we can prove thatC = C;NC,N...NC,
is forward invariant for system (10). O

At this point, the QP problem (6) and the corresponding constraints (7) and (8) will be
rewritten as:

u* = argmin %uTH(x)u + F(x)Tu (14)
u=[u 4T
st LeV(x) + LgV(x)u+c3V(x) =6 <0 (15)
Lih(x) + LgL;flh(x)u + O(h(x)) = Fy(x) 4+ ar(¢,—1(x)) =0 (16)

4. Feasibility of Optimal Control Problem by Using FHOCBF

The amount of input to the system cannot be unlimited, so it is necessary to consider
that the system can still operate safely and stably under input constraints, which is more in
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line with practical scenarios. In other words, the continued safe and stable operation of
system (10) requires the fulfillment of at least two of these conditions:
(a) Always meet one or more of the following forms of safety requirements:

h(x(t)) > 0,x € X,Vt € [0, T] (17)

(b) Since the input is finite, it is necessary that the control input always satisfies control
input bound (2) at time period t € [0, T].

If these two conditions are always satisfied, then we claim that the control strategy of
system (10) is feasible.

Consider the case of limited control inputs, where the QP problem (14) and the
corresponding constraints (15) and (16) will be rewritten as:

u* = argmin %uTH(x)u + F(x)Tu (18)
u=[u 8]7
St Umin < U < Umax (19)
LeV(x) + LgV(x)u+c3V(x) =6 <0 (20)
Lih(x) + LgLy h(x)u + O(h(x)) — Fy(x) + ar (r—1(x)) > 0 (21)

For (18), solving the optimal control problem with decision variable u and J, we divide the
time period ¢ € [0, T] into a finite number of intervals [t;, t11),k =0,1,2...,t) = 0. The QP
is solved point by point, where this computationally efficient but short-sighted approach
can easily lead to infeasibility in the QP solution process, especially under tight control
input constraints. With that said, the FHOCBF constraint can conflict with the control
bounds, which will cause the QP solution process for the next time interval to be infeasible.
Therefore, to address this occurrence, in this paper, we introduce a feasibility constraint.

Definition 8 (Feasibility Constraint [22]). Suppose that QP problem (18), with state x(T),
T € [0, T) at the current moment, is feasible under constraints (19)—(21), and that a continuously
differentiable function, hy : R" — R, hy > 0, is a feasibility constraint if it ensures that the QP
problem (18), corresponding to the next time interval, is still feasible under constraints (19)—(21).

After finding the feasibility constraint, we can use it as an additional constraint on
the QP problem (18) to ensure the feasibility of the QP solution process for the next time
interval. It is introduced that the feasibility constraint needs to satisfy two conditions: (a) It
is conflict-free (the intersection of the sets formed by multiple constraints is not empty)
with constraints (19) and (21). (b) It reduces the occurrence of conflicts between constraints
(19) and (21). In the following, we derive how to find suitable feasibility constraints.

A continuously differentiable function & : R” — R is a FHOCBF of relative degree
r with respect to system (10); according to (11), the control input u € U always needs to
satisfy the following inequality:

—LgLi h(x)u < Lyh(x) + O(h(x)) = Fy(x) + ar(r-1(x)) (22)
Further, we define the set of all control inputs satisfying (22):
Kp(x) = {u € R" : —LoLim 'h(x)u < Lih(x) + O(h(x)) — Fy(x) + (-1 (x))}  (23)

The analysis of the feasibility constraints in the following section depends on the
vector sign of —LgL}*lh(x) changing in time period t € [0, T].
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To begin with, we assume that all components in —LgL;flh(x) do not change sign.
Assume —LgLJ’ﬁlh(x) > 0. By multiplying each component of —LgLJ’ﬁlh(x) by the control
input bound (19) and adding them together, it yields the following inequality for all system
statuses, so that (19) is able to be rewritten using relaxation as:

r_lh(x)umax (24)

—LgLy ' h(x)ttmin < —LgL} 'h(x)u < —LgL}

Further, we define the set of all control input u satisfying (24):

Ke(x) ={ucR": —Lgerlh(x)umin < —LgLJ’flh(x)u < —LgL:flh(x)umax} (25)

f
The control input bound (19) is conflict-free with constraint (22) if the control input is
such that (24) is conflict-free with constraint (22) for all x € X, i.e., Ky(x) N K, (x) # @.
Therefore, whether there is a conflict between constraints (22) and bound (19) only
needs to be considered when (24) and (22) are conflict-free. Since (24) consists of two
parts, it can be discussed in two cases: (a) —LgLJrflh(x)u < —LgL}*lh(x)umaX and (22);

(m—%qﬂm@%mg—%qﬂm@mmam

It can be concluded that for all states x € X of the system, there always exists a
control input u such that the two inequalities of case (a) are satisfied simultaneously, but
the inequalities of case (b) may conflict. Therefore, in order to solve the problem that QP is
infeasible in a certain time interval due to the formation of a conflict between the FHOCBF
constraints (22) and (24), the QP problem (18) should also satisfy the following inequality,
subject to conditions (19)—(21):

—LgL}_lh(x)umin < Lih(x) + O(h(x)) = Fp(x) + ar(ipr-1(x)) (26)

This is a feasibility constraint constructed to avoid a conflict in the inequalities of Case (2)
that leads to the QP problem (18), which is infeasible while satisfying conditions (19)-(21).

Due to the presence of /(x), the relative degree of the feasibility constraint is relative
to the system dynamics (10). In order to find the control input that always satisfies the
feasibility (26), it is further defined as:

he(x) = L}h(x) + LgL}_lh(x)umin +O(h(x)) — Fp(x) + ar(Pr—1(x)) =0 (27)

By Definition 7, making h f (x) as a FHOCBF guarantees that (24) and constraint (22)
are conflict-free such that constraint (22) and bound (19) are conflict-free. It is worth noting
that the relative degree of hi¢(x) with respect to the dynamics of system (10) is only one
because of the presence of ,_1(x), so the set of control inputs that satisfy (27) is as follows:

Ky(x) ={u € R™ : Lehs(x) + Lghg(x)u +as(he(x)) = 0} (28)

where a(-) is a Class K function.

Theorem 2. The control input u € Ky (x) guarantees the feasibility of the QP problem (18) at the
next moment under constraints (19)—(21) if the QP problem (18) is feasible at the current moment
and the FHOCBF corresponding to constraint (27) in set (28) is conflict-free with the control bound
(19) and constraint (22) at the same moment.

Proof of Theorem 2. If the QP problem (18) is feasible at the current moment, the FHOCBF
constraint (22) is conflict-free with the control input bound (19) and (24) at the current
moment because control input u is a subset of K, (x) defined in (25). Via Theorem 1, we can
obtain hi¢(x(t)) > 0,Vt > 0, where the FHOCBF constraint (22) is conflict-free with (24) for
all t > 0. Then, the FHOCBF constraint (22) is conflict-free with the control input bound
(19) either. Finally, the feasibility of the QP problem (18) is guaranteed by assuming that
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the FHOCBF constraint corresponding to (26) in (28) is conflict-free with the control input
bound (19) and the FHOCBF constraint (22) at the same moment. [J

Rewriting the inequality in (28) into the form of (5) gives:
Lih(x) + LeL h(x)u + O(h(x)) + ar (-1 (x)) +&(x) > 0 (29)

Contrasting (29) and (28), {(x) can be chosen as:

&(x) = Lghs(x) + Lghg(x)u + ag(hs(x)) — Lih(x) — LgL} Th(x)u — O(h(x)) — ar (-1 (x)) (30)

To facilitate the feasibility of solving the QP problem (18), (x) needs to be considered
as a constraint in the constraints of the QP problem (18). The determination of reasonable
¢(x) reduces the likelihood of conflict with the control input bound (19) as well as the
FHOCSBF (21). The relative degree of ¢(x) should not be too high, as this would make the
constraints complex and conflict with each other, making the QP problem (18) infeasible.
Therefore, a discussion of the relative degree of {(x) as zero or one follows.

If the relative degree of &(x) is zero, that is say, the control input u appears directly in
the function ¢(x). At this point, ¢(x) needs to satisfy ¢(x) > 0. If the FHOCBF constraint
(22) is satisfied, combining &(x) > 0 and constraint (22), it follows that (29) is satisfied. This
means that Theorem 1 satisfies (26), where the FHOCBEF constraint (22) and control input
bound (19) will be conflict-free. If {(x) > 0 is conflict-free with the control input bound
(19) and the FHOCBEF constraint (22) at the same moment, then the feasibility of the QP
problem (18) can be guaranteed.

If the relative degree of {(x) is one, a set can be defined as follows:

Ke(x) = {u € R™: LG(x) + LgG(x)u + ag(Z(x)) = 0} (31)
where az(-) is a Class K function.

Remark 2. The determination of ¢(x) requires HOCBF constraints and control input bounds,
which need to be based on the system model parameters and system safety conditions.

Theorem 3. Any control input u € Kg(x) can guarantee the feasibility of the QP problem (18), if
&(x) can satisfy (x(0)) > 0, Lgg(x) = 0and Leg(x) = ALgL}*lh(x),)\ > 0.

Proof of Theorem 3. If {(x(0)) > 0 and u € Kg(x), we can get (x(t)) > 0,Vt > 0. If the
FHOCBF constraint (22) is satisfied, combining ¢(x(t)) > 0,Vt > 0 and constraint (22),
it follows that (29) is satisfied. This means that Theorem 1 satisfies (26), the FHOCBF
constraint (22) and control input bound (19) will be conflict-free, U N K,(x) # @. If
L¢G(x) > 0, we can get 0 € Kg(x), UNKz(x) # @. If Lel(x) = ALgL;—lh(x),/\ >0,
Kp(x) NKg(x)is Kp(x) or Ke(x). So Kp(x) NKg(x) NUis UNKp(x) # @or UNKe(x) # @.
Thus, if the control input bound (19) and the FHOCBF constraint (22) is conflict-free at the
same moment, then the feasibility of the QP problem (18) can be guaranteed. O

Recall from above that the analysis of the case where the sign of the components
of the vector —LgL;_lh(x) does not change is complete. If —LgiL;_lh(x) >0, letu =
(ulz Uz, ..., um)r Umin = (ul,minr U2 mins -« um,min)/ and tmax = (ul,maXr U2 maxs -« -7 um,max)/
then there is

—LgiL () ujmin < —LgiL} (2t < —LgiLy ™ h(2)tj max (32)

f

If the sign of some components of the vector —LgL}*lh(x) changes, then the sign
of (32) reverses as the sign of —LgiL;_lh(x),i € {1,2,...,m} changesint € [0,T]. If
—Ujmin = Uimax, the result of the inversion still satisfies (32). If —u; min 7# Uimax, let
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Ujtem = min{ ‘ui,min‘r ui,max}/ —Uj tem <y < Ui tems ie., Ui min <y < Uj max, SO W€
can get LgiL;_lh(x)uirtem < —LgiL}_lh(x)ui < —Lgl-L;_lh(x)ui,tem, i.e., the result of the
—U;min 7 Ui max Still satisfies (32). In a word, inequality (26) is not affected by cases such
as changes in the sign of —LgiL}*lh(x), i€{1,2,...,m} and the asymmetry of the control
input 1, which implies that the feasibility constraint §(x) is constructed in the same steps
as mentioned above.

At this point, Theorem 3 is a sufficient condition for the feasibility of FHOCBF based
on QP when the control inputs are limited but have been found. Therefore, following the
conditions in Theorem 3, choosing a reasonable (x) is the key to improving the feasibility
of the QP problem (18), subject to (19)-(21).

5. Simulation and Results

Adaptive cruise control (ACC) is a kind of system that adds the function of maintaining
a safe distance control from the vehicle in front to the system that performs cruise control
at a set speed [23].

5.1. ACC System Model

In this paper, only the intelligent vehicle is considered to complete the cruising task in
a faster time under the premise of ensuring a safe distance. Therefore, complex situations
such as overtaking, lane changing, obstacle avoidance, etc., are not considered, so the
dynamics model of vehicle j,j € {1,2,...,n} is expressed as [24]:

(f) ‘ ‘ (33)

where 1;(t) is the control input of vehicle j at time ¢, which is the force applied to the wheels;
m; is the mass of vehicle j; v;(t) is the speed of vehicle j at time ¢; p;(t) is the position of
vehicle j at time ¢; and Fr(v;(t)) is the sum of all external resistances of vehicle j at time ¢
while it is moving forward, which can further be expressed as:

Fr(v;(t)) = fosgn(v;(t)) + fioj(t) —l—fzvj(t)z (34)

where fo > 0, f{ > 0, fo > 0 are all known constants, and sg# is a sign function.

In combining (9), the system state variable x;(t) = [p;(t),v;(t)]" can be further defined
and the dynamics model of each actuator failure vehicle participating in the ACC system
can be rewritten as:

xj(t) = f(x(t) + g (x;(t))oj(t)u;(t)
U]'(t) 0

j
(35)
= [ 7%}_137(0],(,5)) 1 ]Pj(t)“j(t)

+

]

5.2. Multiple Constraints Formation

QP-based ACC problems need to focus on two constraints of QP: soft and hard
constraints. The soft constraint is the stability objective of the system and is a speed
constraint, i.e., the cruising vehicle is expected to reach the desired speed. The hard
constraint is the safety objective of the system and is the safe distance constraint, i.e., the
distance between the cruising vehicle and the cruising target vehicle cannot be less than
the minimum safe distance [23].

After the above analysis, the vehicle j can be made to accelerate so that the speed
vj(t) is close to the desired speed vj; set by the system, i.e., }Eﬁ‘o vj(t) = vjy, to the extent of

shortening the time used for cruising by selecting a suitable CLF as a soft constraint while
ensuring a safe distance from the vehicle in front.
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Such that y;(t) = v;(t) — v}y and the resulting selection of the candidate CLF is:
Vily; (1) = i (1) = (0;(t) = vja)° (36)

so Vj(yj(t)) = 2yj(t)y;(t) = 2y;(t)p; thus, when u = —5y;(t), then we have V(y;(t)) =
—eV(y;(t)). It can be concluded that Definition 2 is satisfied when c; = ¢ = 1,c3 = e. This
leads to the control input that makes the system satisfy exponential stabilization to zero
dynamics, where the inequality is expressed as:

LeVi(yi(t)) + LeVi(y;(t))uj(t) +c3Vi(y;(t)) — 6; < 0 (37)

where Lo Vi(y;(t)) = m%(vj(t) —vja), LiVi(y;(t)) = —%FV(Uj(t))(Uj(f) —Vjg)-

Maintaining a certain safety distance between vehicles is a necessary condition for the
ACC system to maintain the safety requirements. In order to make the system maintain
a safe distance, FHOCBF will be introduced to constrain the control input u;(t) of the
system. According to (17), dj(t) > dp,Vt € [0, T] can be chosen, where dj(t) is the distance
between vehicle j and the neighboring front vehicle at time ¢, d), is the minimum safe
distance that should be maintained between vehicle j and the neighboring front vehicle,
ie., dj(t) = vjf(t) — vj(t), and vj¢ is the speed of the neighboring front vehicle of vehicle j
at time t. Therefore, the safe distance function for vehicle j is expressed as:

hi(x(t)) = d;(t) — dp, ¥t € [0,T] (38)

According to Definition 4, the relative degree of (38) with respect to system (35)
is r = 2. According to Definition 7, by combining (4), (10), and (38), we can choose
Pio(x(t)) = I(x(D)), aa(Pyo(x(1)) = 2150(x(1)), a2(91(x(1)) = 222 (x(£), where
1p]',i(x(t)),j €{1,2,...,n},i € {0,1,2} denote the function ¢; of the vehicle j, z; > 0,z > 0,
and control input u;(t) should satisfy the following inequality:

LEhj(x(t)) + LgLhi(x(£))u;() + O(hj(x(1))) = Fyp(x) + a2(ja (x(t))) = 0 (39)

where LoL¢hi(x(t)) = L,,O(hj(x(t))) = Zl(Ujf(f)—U]'(t)),Lzh(x(t)) _ PV(Uj(t))I

m I m;
w (i1 (x(t))) = z122(d;(t) — dp) + z2(vjr () —vj(t)), Fip(x) = p_fé‘ﬁ;,‘p](Lgthj(x)ﬁj”j)-

In practice, the output of the vehicle system controller cannot be arbitrarily large, i.e.,
the forces acting on the wheels are not infinite, so finally, it is necessary to consider that the
control inputs are limited to a certain range [25], which can be expressed as follows:

—aym;g < uj(t) < apm;g (40)

where g is the gravity acceleration constant, and 4; and a;, are the maximum deceleration
and maximum acceleration coefficients of g, respectively.

In order to determine the feasibility constraint, according to (26), in combination with
(39) and (40), the feasibility constraint for vehicle j can be chosen as:

hif(x(t)) = 7]) + (21 +22) (v (t) —vj(t)) +z122(d;(t) — dp) + g — Fjp(x) (41)

Since Fr(v;(1)) > 0,Vt > 0, one can simplify (41) as follows:

hjp(x(1)) = (21 + 22) (0 (1) — vj(t)) + z122(dj(£) — dp) + mg — Fjp(x) (42)

where flj, £(x(t)) = 0implies 1 ¢(x(t)) > 0. According to Definition 4, the relative degree
of fzj, £(x(t)) is7 = 1. Combined with (28) and (42), this can be derived as:
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kz1z
Z1+ 22

2122
ﬂ’l] m; Z1 + 22

kaig kFy(x)
z1+ 22 z1+ 27

Combining (29) and (43), it can be obtained that when k = z; + z, (43) can be
rewritten as:

uj(t) _ Fr(v(t))
m] = m]

+ (21 +22) (v (t) — vj(t)) + z122(d;(t) — dp) + &j(x(t)) (44)

where ¢;(x(t)) = Z1Z (v (t) — vj(t)) + aig — Fjp(x).
According to Definition 4, the relative degree of ;(x(t)) is r = 1. L¢g;(x(t)) =

2z Fro) o 0, Lelj(x(t)) = ZZ2-LoL’m 'hj(x(t)). So when &(x(0)) > 0, the speed of

z1+2p m; z1+22 f
vehicle j should satisfy the following inequality, which implies that Theorem 3 is satisfied

AT2 (45— F,(x) (45)

Up to this point, we have found ¢(x) satisfies the feasibility constraint, which will
be incorporated into the QP problem (18) as an additional constraint to ensure that (18) is
always feasible. By combining (35) and (18) to (21), they are rewritten as:

1
11;-< = arg min Eu]TH] (x)uj + F]-(x)Tu]- (46)
uj:[uj (5]]T

s.t. Ujmin < Uj < Uj max (47)
LVi(x) + LgVj(x)uj + c3Vi(x) — 6; < 0 (48)
LfGi(x) + LgGj(x)u;j + ag(j(x)) =0 (49)
0 < LEhj(x) + LgLhj(x)u; + O(hj(x)) = Fj (%) + az(j1 (x)) (50)

where U min = —a;m;g, Ujmax = aMm;g.
In all the above formulas, the value of the relevant F;,(x) can be determined via
deflation. By combining P(x) = —LgL;_lh(x)ﬁu and Fy(x) = m[ax](—P(x)), we can

pElPP

obtain F; ,(x) = max(%) = p]mafnﬂ

It is proposed in [2] that the objective function in (46) is based on the realization
of the CLF constraints, the purpose of the speed constraints, i.e., it is desired that the
cruising vehicle reaches the set desired speed, but during the reaching of the desired
speed, the slack variables have to be balanced to ensure the feasibility of the ACC-QP.
The construction of the CLF constraints starts by partially linearizing the system through
u;j(t) = Fr(vj(t)) + m;u;(t). The objective function in (46) is the same as that in (47), but
with the exception of the speed constraints, which are based on the ACC-QP. Ultimately,
the objective function associated with the control inputs can be chosen to be p; ()T p;(t),
denoted as:
wi () Tuj(t) — 2u;(t) Fr(oj(t)) + Fr2(vj(t))

m]'z

DONTOE
This determines the QP objective function in which H;(x), F;(x), i.e.,

=[5 | e =] 2

Hilx)=1"4 26/

where s is the weight coefficient of the slack variable J;.
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5.3. Analysis of Simulation Results

In this section, the ACC system is simulated to verify the validity of the methodology
proposed in the paper and we focus on the need to verify the validity of the FHOCBF
and the feasibility constraints on the faulty system that can always ensure the safety
of the system. We carry out the simulation in the presence of faults on two controlled
vehicles respectively; meanwhile, in this paper, we aim at solving the impact caused by the
occurrence of vehicle faults on themselves, but the propagation of faults is not considered
in this paper, i.e., the cruise target vehicle j does not affect the state safety of the cruise
vehicle j + 1 in the event of faults, so a representative three-vehicle participation of the
ACC system can be selected for the simulation and verification. The simulation parameters
are given in Table 1 [2].

Table 1. Simulation parameters.

Param. Value Units Param. Value Units
m 1650 kg g 9.81 m/s?
fo 0.1 N f1 5 Ns/m
f 0.25 Ns?/m dp 10 m

d»(0) 100 m d3(0) 200 m
v1(t) 14 m/s v2(0) 20 m/s
v3(0) 15 m/s Vo4 24 m/s
V34 30 m/s € 5 Unitless
ay 0.4 Unitless ay 0.4 Unitless

Combining (9) and (35), it may be useful to choose the failure rate of actuator partial
failure faults for vehicle two and vehicle three as p = 0.2, = 0.8. At this point, if no

changes are made to the HOCBF constraints of the system, vehicle two will not always be
safe, vehicle three will not always be safe, and at the same time, the control input optimal
problem (46) for vehicle three will no longer be feasible within the tight control input bound
(47). Specific simulation results are analyzed below:

Firstly, by combining Figures 1 and 2, it can be obtained that when there exists a
partial failure of the actuator and no change is made to the HOCBF constraints, according
to (4) and Definition 6, hp (x(t)) > 0, 21 (x(t)) > 0 and hz(x(t)) > 0,931 (x(t)) > 0 cannot
always be satisfied, which means that an unsafe state of the system for both vehicle 2 and
vehicle 3 will occur. Meanwhile, Figure 3 shows that in the case that u3(t) < umin(t) occurs,
it implies that the optimal control problem QP is not feasible for vehicle 3.

250 ‘ ‘ ‘ ‘
— ha(z(t))
| — h(z(t)) ,
200 - - -hy(z(t)) under fault
- - -hg(z(t)) under fault
150 - i
s 10 H
100t 5 I
=
501 0= == iPta i
0 10 20 30
-50 | ‘ | | |
0 10 20 30 40 50 60
time/s

Figure 1. The variation in function i (x(t)).
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120 |
— a1 (z(t))
100 s (x(t) ]
- = =921 (2(t)) under fault
80 - = =131 (x(t)) under fault| |
= 5F T
= eof : ]
= '.
5 40§ O ==
20} . |
0 - 10 20 30
20 ‘ ‘ ‘ | |
0 10 20 30 40 50 60
time/s

Figure 2. The variation in function ¢ (x(t)).

0.6 ‘ ‘ ‘ ‘
—us(t)
—— = - - —us(?) -
0.4 ' - - -uy(t) under fault
\ - - -ug(t) under fault
0.2 1
= o == ]
S
-0.2 1
Ol = == e o e e e e o = = -—
-0.6 1
0 10 20 30 40 50 60
time/s

Figure 3. Vehicle control input.

In order to address the impact of faults on the safety of the system, using the methods
mentioned in the article, we use FHOCBF for cruising vehicle 2 and for cruising vehicle 3
and incorporate the feasibility constraint into the optimal control problem solving process.
The specific analyses are as follows:

Firstly, by combining Figures 4 and 5, it can be obtained that i (x(t)) > 0, 21 (x(f)) >
0 and h3(x(t)) > 0, ¢31(x(t)) > 0 can always be satisfied using the FHOCBF constraint
when there is a partial failure of the actuator; according to Theorem 1, this implies that
the system is always safe for vehicle 2 and vehicle 3. Meanwhile, Figure 6 shows that by
considering the feasibility constraint in [22], u3(t) < tmin(t) occurs, which implies that the
optimal control problem QP is still infeasible for vehicle 3 by using the method in [22]. In
the case of considering the feasibility constraint by using our method, umin () < uz(t) <
umax (f) is always satisfied, which means that the optimal control problem QP is always
feasible for vehicle 3. From Figure 7, it can be seen that in the case of considering the
feasibility constraint, the speed of vehicle 3 will be limited in accordance with (45).
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250 T

—)

——hg(z(t)) (Xiao Wei,2022)
—— hg(x(t)) (our method)

0 20 40 60
0 - \ = — \
0 10 20 30 40 50 60
time/s

Figure 4. The variation in function h(x(t)) [22].

120 :
—aa(a(t)

—— 31 (2(t)) (Xiao Wei,2022)
——3.1(z(t)) (our method) ||

100

80 .
= 60 8
= 15
40 10 b
5
20 .
0
0 20 40 60
0 = ‘
40 50 60

time/s

Figure 5. The variation in function ¢y (x(¢)) [22].

0.6 :
—ua(t)
0.4 _— o = = = | —— Uu3(t) (Xiao Wei,2022) |
- ——u3(t) (our method)
0.2 ]
= 0 s
3
-0.2 ]
[ Y/ Ep— U —
-0.6 1 .
0 10 20 30 40 50 60

time/s

Figure 6. Vehicle control input [22].
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Figure 7. Vehicle speed [22].

6. Conclusions

In this paper, a fault-tolerant controller design methodology for a safety-critical system
when FHOCBF is used as constraints is investigated. When the nonlinear affine system
has actuator partial failure faults, the focus is on redesigning the HOCBF in the constraints,
where FHOCBF defines the constraints on the control inputs that can be used in the optimal
control problem to find the control inputs that keep the faulty system safe. In addition, the
feasibility constraints constructed using the feasibility sufficiency condition ensure that the
control inputs are always feasible for the solution of the optimal control problem while all
the original constraints can be satisfied with strictly limited bounds. The combined use of
the proposed methods effectively solves the problem that the system state cannot always be
maintained within the safe set when the system has actuator partial failure faults. Finally,
the effectiveness of the proposed method is verified via experimental simulation of the
ACC system.
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