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Abstract: Advanced Persistent Threat (APT) seriously threatens a nation’s cyberspace security. Cur-
rent defense technologies are typically unable to detect it effectively since APT attack is complex and
the signatures for detection are not clear. To enhance the understanding of APT attacks, in this paper,
a novel approach for extracting APT attack events from web texts is proposed. First, the APT event
types and event schema are defined. Secondly, an APT attack event extraction dataset in Chinese
is constructed. Finally, an APT attack event extraction model based on the BERT-BiGRU-CRF archi-
tecture is proposed. Comparative experiments are conducted with ERNIE, BERT, and BERT-BiGRU-
CRF models, and the results show that the APT attack event extraction model based on BERT-BiGRU-
CRF achieves the highest F1 value, indicating the best extraction performance. Currently, there is
seldom APT event extraction research, the work in this paper contributes a new method to Cyber
Threat Intelligence (CTI) analysis. By considering the multi-stages, complexity of APT attacks, and
the data source from huge credible web texts, the APT event extraction method enhances the under-
standing of APT attacks and is helpful to improve APT attack detection capabilities.

Keywords: network security; event extraction; deep learning; APT event; BERT-BiGRU-CRF

1. Introduction

APT refers to the sustained and effective attack activities of an organization against
specific objects. Itis defined as attackers with complex technologies to create opportunities
with rich resources to achieve their own purposes [1]. APT aims to attack infrastructure
and steal sensitive intelligence and has a strong national strategic intention so that the
network security threat has evolved from a random attack to a purposeful, organized, and
premeditated group attack [2]. APT seriously threatens the nation’s cyberspace security.
In recent years, organized APT attacks continue to occur at a high rate [3]. APT attacks are
rampant and frequent, so it is urgent to carry out more research to improve detection and
defense technology.

Current APT defense solutions include detection based on APT attack life cycle, big
data analysis, and dynamic behavior analysis [4-12]. Unfortunately, current defense tech-
nologies are unable to detect an APT attack accurately in time, since APT attacks are highly
targeted, have strong concealment, and have a long duration. More work is needed to un-
derstand APT attack features for effective detection. Currently, the APT sample data are
not sufficient and the features for detection are not clear.

Except for traditional attack detection methods, there is a new direction as CTI has ap-
peared. Threat intelligence information is analyzed and shared to improve detection accu-
racy, shorten response time, and reduce defense costs. CTI research includes the following:
(1) CTI sharing; there are some works on CTI sharing [13-15] whereby researchers have
studied the CTI sharing framework and format. (2) CTI analysis; to analyze CTI automati-
cally from huge sources, Information Extraction (IE) attracts researchers’ interest naturally.
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Knowledge Graphs (KG) and Indicators of Compromise (IOC) are extracted from unstruc-
tured CTI texts [16,17]. It should be noted that most CTI research is in English. More CTI
research in Chinese is needed.

Regarding CTI analysis research, currently, there is seldom specific CTI research for
APT attacks. CTI analysis for APT attacks will bring benefit to understanding APT attack
features. This is definitely helpful for APT detection. From the previous investigation, it
was observed that many reports and articles on APT-related vulnerabilities, security re-
ports, event analysis, corresponding organizations, and attack alarms are published from
authoritative network security technology centers, major manufacturers, research institu-
tions, honker organizations, forums, etc. They are good data sources for APT CTI analysis.
At the same time, sometimes organizations are alarmed that they will launch an APT to
a specific field or affiliation at a specific time, even with some details described. In addi-
tion, the same APT attack sometimes can be launched at different times in different fields.
Such important information is worth analyzing carefully to strengthen the APT detection
ability. To collect big data and accelerate data analysis, it is imperative to study automatic
information exaction methods.

This paper explores a new APT event extraction method based on deep learning with
orienting APT Web texts in Chinese. We address the following objectives:

(I) An APT event schema is proposed based on analyzing APT attack stages. Event
schemas are different in different fields. For APT events, it needs to define a proper
schema to extract effective information.

(2) An APT event dataset in Chinese is constructed to train models. There is no APT
event dataset although there are many event datasets. It is necessary to construct a
corresponding dataset to train extraction models.

(3) An APT event extraction method based on the BERT-BiGRU-CRF model is proposed.
This offers numerous advantages, which are helpful for solving the issues of insuffi-
cient attack sample data and low detection accuracy.

This research provides a novel CTI analysis method to extract APT events from cred-
ible web texts. The current CTI analysis is mainly about KG construction and IOC extrac-
tion. There is little CTI analysis of APT event extraction. Event extraction is proper to
extract APT attack features, since event types are proper to express different APT attack
stages, and rich event arguments are applicable to extract APT attack signatures. At the
same time, this paper studies the APT event extraction from Chinese web texts. Most of
the existing CIT analysis is in English. In the Chinese language, there is no blank space
between words in a sentence. It needs to first cut words. The accuracy of cut words im-
pacts downstream extraction tasks. In addition, Chinese word semantics are richer, and
sentence structures are more complex than English ones.

The remainder of this paper is organized as follows: Section 2 describes related works.
Section 3 details our proposal for APT event extraction. Section 4 reports the results of our
experiments. Finally, the conclusion and discussion are presented in Section 5.

2. Related Works
2.1. APT Attack Detection Method

From the perspective of the APT attack detection method, the traditional solutions
mainly focus on three aspects: (1) Detection based on the APT attack lifecycle. Yang [4]
proposed a classification frame of APT attack behavior based on phased characteristics to
fully understand APT attack behavior. In article [5], it is proposed that a classification and
evaluation method of APT attack behavior is based on stage characteristics. (2) Detection
based on big data analysis. Fu [6] analyzed four APT attack detection technologies based
on big data analysis. Chen [7] analyzed large data processing technologies to solve the
real-time restoration and analysis of high-performance network traffic. Wang [8] analyzed
data on user access control, data isolation, data integrity, privacy protection, security audit,
advanced persistent attack prevention, etc. (3) Detection based on dynamic behavior anal-
ysis. Sun [9] applied the method that runs virus samples in the sandbox or virtual machine
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to analyze the dynamic behavior of the APT virus. Sun [10] proposed a new APT detec-
tion model by combining MapReduce and the support vector machine (SVM) algorithm to
reduce calculation costs. Eslam [11] studied the dynamic Windows malicious code detec-
tion method based on context understanding analysis of API calls. Hamid [12] proposed a
method of deep learning for static and dynamic malware detection. Zhang [18] proposed
a mathematical backdoor model to summarize all kinds of backdoor attacks.

2.2. CTI Analysis

In addition to the above methods, in recent years CTI research appears which pro-
vides a new direction for carrying out the cyber-attack defense. CTI research mainly in-
cludes CTI sharing and analysis. CTI sharing studies the sharing format, standard, and
framework [13-15,19,20]. As for CTI analysis, there are many types of research based on
IE from Nature Language Processing (NLP). IE and textual data mining of open-source
intelligence on the Web have become increasingly important topics in cyber security [16].
Liao [21] proposed iACE, a new solution for fully automated IOC extraction to obtain IP,
MD?5, and other IOC-like strings in the articles. Husari [22] developed automated and
context-aware analytics of CTI to accurately learn attack patterns from commonly avail-
able CTI sources. Zhu [23] designed a network security knowledge ontology to construct
KG from CTI sources. While inconsistencies exist in the constructed KG, Jo [16] studied
semantic inconsistencies in finding methods. There is research on IOC extraction, malware
KG construction, inconsistency checks, etc. While there is no specific APT-related CTI in-
formation extraction.

2.3. Event Extraction

For IE, it includes entity, entity relations, event, and event relation extractions. Event
and relation extraction methods include the following: (1) Pattern matching, such
as [24-27]. (2) Pattern matching and machine learning combination, such as [28-31].
(3) Deep learning, such as [32-36]. In [37], a tree-based neural network model is proposed
to learn syntactic features automatically. The bidirectional recurrent neural networks de-
scribed in [38] with a joint framework show good extraction performance. At the same
time, event extraction data source and application fields are extended. Ritter presented a
novel approach for discovering important event categories and classifying extracted events
based on latent variable models from Twitter [39]. Lu studied event extraction in question-
and-answer tasks and proposed a question—-generation model to generate questions [40].
There are some IE works to unify the extraction model. The various IE predictions are
unified into a linearized hierarchical expression under a GLM model [41]. There are many
event extraction works but few for APT event extraction. Since APT is complex with multi-
ple stages, it is meaningful to apply event extraction technology to describe the stages and
features of APT attacks accurately.

To train extraction models, event extraction corpora and datasets are needed. There
are many event corpora [42-45] but no APT-related event dataset.

In conclusion, it is interesting to extract APT events from CTI web texts based on deep
learning technology. Considering APT defense’s existing issues, namely, weak penetration
protection, low detection accuracy, difficulty in obtaining evidence of attack range, and un-
known new attack response, it is worth studying to extract information from unstructured
APT-related texts, which can help understand APT attacks more completely. In this paper,
based on current CTI analysis and event extraction technology, an APT event schema is
proposed, an APT event dataset is constructed, and an APT event extraction method is
proposed based on BERT-BiGRU-CREF.

3. Materials and Methods

The overview of the APT event extraction method is shown in Figure 1.
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Figure 1. Overview of the APT event extraction.

Reports

It consists of a data collector, preprocessor, schema definition, annotation, and extrac-
tion model. (1) The data collector collects data from different sources, including web texts
and reports. Different plugs are designed to handle multiple data sources. (2) Data are pre-
processed to unify format and remove stop words, etc. (3) APT event types and schema
are defined. (4) According to the schema, the APT event dataset is constructed for further
model training. (5) The BERT-BiGRU-CRF model is trained to extract APT events.

3.1. Data Source and Preprocess

At first, corresponding data are collected and preprocessed. The key point is to find
credible data sources for APT texts. As shown in Table 1, they are some credible websites
that can provide potential APT information sources.

Table 1. APT information sources.

Types of Web Sites Detail Information

https://www.cert.org.cn/ *
https://www.cnvd.org.cn/ *
https://cve.mitre.org/
https://nvd.nist.gov/
https://www.cvedetails.com/

Authoritative network security
technology center

https://www.oracle.com/security-alerts/

Maj fact : .
djor manutacturers https://msrc.microsoft.com/update-guide/ *

https://www.kaspersky.com.cn/ *
Research institutions https://www.nsfocus.com.cn/ *
https://www.qianxin.com/ *

Forum honker or hacker organizations and forums

APT dataset https://github.com/cyber-research/APTMalware
Note: The links with * mean that the web texts are in Chinese.

The APT data collector is designed to acquire APT-related vulnerabilities, security
reports, event analysis, corresponding organizations, alarms, etc. A distributed webpage
crawler system based on the Scrapy framework is designed and implemented. The follow-
ing rules are considered: (1) A distributed structure is used to improve crawling speed
by easily adding hosts. (2) Modularization architecture is used for improved scalability.
When adding a new target website, it can focus on creating a specific code for the web-
site’s crawling, parsing, and loading rules, while no big change is required for the com-
mon module. (3) It shall be easy to deploy. (4) There is real-time monitoring. (5) It has
high performance.

Data preprocessing is necessary. It includes the following steps: (1) Remove the html
label such as <a, <font, etc. Such labels are filtered and real content is obtained. (2) Down-
load a file if a downloadable file is found. (3) Cut words and remove stop words. A word
dictionary and stop word table are built for APT texts. The APT dictionary includes huge
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network security words of APT attacks, new APT technologies, related affiliations, ad-
dresses, and period reference pronouns. At the same time, a customized stop word table is
created for APT attacks. These are intended to improve word cutting accuracy. (4) Remove
the spam content, such as advertisements.

The acquisition of APT attack texts mainly adopts crawler technology, using the re-
quests library in Python to request page data from web pages. For example, for the Qi’anxin
Threat Intelligence Center, the BeautifulSoup library is used to complete the parsing of
page data. After downloading, each article is named with the title of each event, and the
content includes the title, time, and description of the APT attack. Afterward, further pro-
cessing is carried out on the crawled information, such as removing duplicate content. For
some websites, an anti-crawler mechanism exists, so a manual copy is used.

3.2. APT Attack Stages and Event Schema

The APT attack has a complex long duration and is hard to detect. There are some
existing works that studied the APT stages. In [46], it described an APT attack tree model,
including reconnaissance, establishing a foothold, lateral movement, exfiltration or imped-
iment, and post-exfiltration or post-impediment stages. In [47-49], the APT lifecycle is di-
vided into three stages: attack prelude, intrusion implementation, and subsequent attacks.

According to the APT lifecycle, when defining the event schema for APT, it is nec-
essary to consider APT stages. We define the APT event categories, which match the
stages. The lifecycle of an APT attack includes three stages, as shown in Figure 2. In
different stages, it has different key features or signatures, which can be defined as APT
event arguments.

Preparation before attack  mmm) Implementation —) Sustainability

Figure 2. The lifecycle of APT attacks.

In our research, to simplify the problem, we focus on the stages of preparation before
attack and implementation. By analyzing the stages, we define the schema: (1) Define
two event categories: preparation and implementation. (2) In each category, according to
typical APT attack types, we define nine APT event types. (3) For each APT event type,
we define the corresponding arguments. The schema of the APT event is defined below
in Table 2.

Table 2. APT categories, event types, and arguments.

Event Argument Argument Argument Argument Argument

NO Category Event Type Rolel Role2 Role3 Role4 Role5

1 Spear phishing attack Fake file True file Attacker Target Attack tactics

2 Preparation Water hole attack Fake file True file Attack weapon

3 Scan Target

4 Steal information Attacker Target Stolen target Attack weapon

5 Trojan Attacker Target Attack weapon Attack tactics

6 Worm Attacker Target Attack weapon

7  Implementation Back door Attacker Target Attack weapon

8 Virus Attacker Target Attack weapon Attack tactics

9 Vulnerability exploitation Attacker Target Attack weapon Attack tactics

3.3. APT Dataset Construction

At present, there are many event datasets, but unfortunately, there is no existing
event dataset for APT events. To train the model, it needs to construct an APT event
dataset. Referring to the annotation method of DuEE1.0 (Chinese event extraction dataset)
from Baidu released in 2020, we annotated APT event samples of an APT dataset. This
annotation method is beneficial to define different event types and the flexibility of the
corresponding arguments.



Electronics 2023, 12, 3349

6 of 15

An example template of annotation for a single APT attack event is shown in Figure 3.
The annotated events are saved in the data exchange format JSON, which is not only con-
venient for conversion but also easy to read.

{

Btexti:unel
"event_list": [{
"event_type":" ",
“trigger®:® °,
"trigger_start_index": ,
"arguments”:[{
"argument_start_index": ,
"role":" ",
"argument":" ",
"alias":[]
1A
"argument_start_index": ,
frole™:* =]
"argument":" ",
"alias":[]
11
"class":" "
31
"event_type":" ",
"trigger":" ",
"trigger_start_index":,
"arguments”:[ ],
Eclassa i

)il
}

Figure 3. Example template of one APT attack event annotation.

The annotated events are saved in a JSON tree structure. There are many indenta-
tions, line breaks, and spaces that take up a lot of space. To save space, we save each
annotated event as a single line. Therefore, when annotating events and writing them into
aJSON file, the JSON is compressed by setting the attributes (setting the dump() function’s
indent=4, separators=(’,, “") ). Each line of the generated JSON file is the extraction result
of one event, and the new line is another event. As in Figure 4.

"text": "IIH, AWRBEBAARARSEIN BERENSELNEAIT RN
"text": "IiH, AWBEBARARERERINTEFERIERE B ILinu
"text": "MuddyWaterBANKHIBEATRERLEEEHIIENSBTFIRG, &f
"text": "IfH, FHRERMSRPOLNHEDENEIITIERIK—#E Donot .
"text": "XWRBAHAESBWindowsHIAndroid WFEKEHE R, B{WindowsF
"text": "IEH, FHREEIMSIRPOERBEREASTTRAPREREIZ NADERI
"text": "IiH, FHLEANBEEREEAPETETBRIIMERT SIS
"text": "IIA, FEEEMBRPOLTHENED ENEIPTIERRER 7i%E:
"text": "HEERMERPUERERMEIIZETEAN— T HINRBT
"text": "IIA, FEEEMMBRPOLTHENED ENERINTIERRER 718
"text": "IfH, FEERMMERPOLRNEEDENEIITERIA—#oonot A
"text": "2021F11811H, FEERIMSRPOLNHBIKEE 7 SideCopyE

e e e e e e R ]

Figure 4. APT attack event dataset.

Finally, the APT event dataset is constructed, resulting in a total of 130 event informa-
tion types. Although the size is not big, it covers the main APT attack stages, attack types,
etc. It is divided into training sets, validation sets, and testing sets in a ratio of 8:1:1.

3.4. APT Attack Event Extraction Based on BERT-BiGRU-CRF

The event extraction tasks for an APT attack include the identification of event types
according to the defined APT event type and arguments schema, and the extraction of all
related arguments. After our investigation and large experiments, the BERT-BiGRU-CRF
model is constructed to extract APT events and shows good performance. The overview of
the APT event extraction model based on BERT-BiGRU-CRF is shown in Figure 5
as follows:

(1) BERT layer. At first, the BERT model is applied to pre-train word vectors. The BERT
encoding layer is located at the bottom of the model. In the encoding layer, tokens are
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Output

CRF

BiGRU

BERT

Input

B-Attacker I-Attacker I-Attacker B-Vulnerability I-Vulnerability B-Target I-Target

segmented from the input of APT texts, and the segmented tokens are transformed
into corresponding word vectors by extracting the semantic feature.

(2) BiGRU layer. Secondly, it connects with BiGRU to carry out the APT trigger word
and event argument extraction. The pre-trained word vector is fed into the BiIGRU
layer, which will continue to extract its features and obtain the emission matrix of
its sequence. The final output is the predicted label (APT-related trigger word or
arguments defined in the schema) corresponding to each word.

(3) CREF layer. The obtained result is then constrained by the CRF layer and its transfer
matrix is obtained. Ultimately, the optimal label sequence is output.

Output the optimal label sequence

CRF

\hl\

\hz\ \hS\ \h4\ \hS\ o] \h7\ o] \h9\

{ 1
| GRU{—’»cRUHGRUH»cRUHGRUH»cRU{—RRUH»GRU#-\»GRUH»GRU{-}»GRU |

‘eo“zl“ez“e?)“ﬂ“é"e6“e7‘ ‘eB“e9“elOHell‘ el2
£t f + ¢+ + ¥ & f t + f 1
BERT

r + + + t tr t t 1 1 rTT
las| s ] [2] [&] [#] [w] [&] [#] [=] (& [2]|[=] s
Man ling flower exploit vulnerability attack our country

Figure 5. Overview of the APT event extraction model based on BERT-BiGRU-CRF.

3.4.1. BERT Pre-Training Layer

To improve extraction performance, BERT is applied as a pre-training model.

As shown in Figure 6, using the text “& R{EA i (Manling flower exploits vul-
nerability)” as an example, the input text is first cut into single Chinese words, and the
CLS mark is added at the beginning of the sentence, and the SEP mark is added at the
end. Then, through multi-layer transformers, the vectors of word, clause, and position are
obtained, and they are integrated together. Finally, it serves as the input vector for the
BiGRU layer.

e A EEEWENER®N

Tokenfeatwre g | | m | |m2| |m] [ma] |[m5] [m]| || [18]

[ A AN AN AN AN AR A A i

Multilayer bidirectional Transformer

et [ B B B B B 0

f 1 t 1 1 1 1
o (o8] (] 00 [ 0] [0 (6] (6] [

Man ling flower exploit vulnerability

Figure 6. BERT layer structure.
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3.4.2. BiGRU Layer

The input of the BiGRU layer is a word vector pre-trained by the BERT layer, and the
output is the score of the predicted label corresponding to each word (as shown
in Figure 7).

B-Attacker 1.5 0.2 0.2 0.09 0.08 0.03 0.04
I-Attacker 0.9 0.4 0.6 0.02 0.01 0.02 0.02
B-Attack Weapon 0.1 0.1 0.12 0.03 0.03 0.3 0.5
I-Attack Weapon 0.08 0.11 0.15 0.08 0.07 0.08 0.07
0 0.05 0.05 0.04 0.1 0.15 0.05 0.03

‘ BiGRU ‘ ‘ BiGRU ‘ ‘ BiGRU ‘ ‘ BiGRU ‘ ‘ BiGRU ‘ ‘ BiGRU ‘ ‘ BiGRU ‘

Word BERT
vector layer
ling flower exploit vulnerability

Figure 7. Output of BiGRU layer-1.

The output of the BiGRU layer is also known as the emission matrix. It consists of
emission scores. Each score represents the value of each label corresponding to the char-
acter. Using the word “#& (Man)” as an example, the outputs through the BiGRU level are
1.5 (B-Attacker), 0.9 (I- Attacker), 0.1 (B-Attack Weapon), 0.08 (I-Attack Weapon), and
0.05 (O). These numbers are the scores given to the word “£” based on each label. That
is, for the word “#”, its score of the label “B-Attacker” is 1.5 whlch is the highest one, and
the score of the label “I-attacker” is 0.9, and so on. The higher the score, the greater the
likelihood of representing this category The character “#” has the highest score in the
“B-Attacker” category, so the word “&” is temporarily labeled as “B-Attacker”. The ma-
trix that combines the emission scores of each word together is called the emission matrix,
which will also serve as the input to the CRF layer.

3.4.3. CRF Layer

Even without the CRF layer, we can still train an event extraction model based on
BERT-BiGRU, because the BiGRU model provides scores for each label corresponding to
each word. We can choose the label with the highest score (marked in red) as the prediction
result. For example, if the character “Z (Ling)” has the highest score of “I-attacker” (0.4),
then we can choose “I-attacker” as the prediction result. However, the actual situation may
result in the following predicted results (as shown in Figure 8).

The CRF layer can add some constraints to ensure the effectiveness of the final pre-
diction result. The constraints can be automatically learned by the CRF layer during data
training. Possible constraints include the following:

(1) The beginning of the sentence should be “B-“ or “O”, not “I-*; as shown in Figure 8,
the sentence cannot start with “I-Attack Weapon”.

(2) B-lablell I-label2 I-label3... “In this case, categories 1, 2, and 3 should be the same
entity category.” For example, “B-attacker I-attacker” is correct, while “B-attacker
I-attack weapon” is incorrect.

(3) “OI-Attack Weapon” is incorrect, the beginning of the named entity should be “B-”
instead of “I-”.

With the above useful constraints, erroneous prediction sequences will be greatly re-
duced. The CRF layer mainly utilizes a transition matrix to ensure these constraints. The
transition score is the score transferred from one label to another label, as shown in Table 3.
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I-Attack Weapon I-Attacker I-Attacker (@) O I-Attack Weapon I-Attacker
t { { t { | f
B-Attacker 1.5 0.2 0.2 0.09 0.08 0.03 0.04
I-Attacker 0.9 0.4 0.6 0.02 0.01 0.02 0.9
B-Attack Weapon 0.1 0.1 0.12 0.03 0.03 0.3 0.5
I-Attack Weapon 1.8 0.11 0.15 0.08 0.07 1.8 0.07
(e} 0.05 0.05 0.04 0.1 0.15 0.05 0.03

’ BiGRU ‘ ’ BiGRU ‘ ’ BiGRU ‘ ’ BiGRU ‘ ’ BiGRU ‘ ’ BiGRU ‘ ’ BiGRU ‘

Word BERT
vector layer
lmg flower exp101t vulnerablhty
Figure 8. Output of BiGRU Layer-2.
Table 3. Transition matrix.
Transition B-Attack I-Attack
Matrix 0 B-Attacker I-Attacker Weapon Weapon
0 0.8 0.07 0 0.12 0
B-Attacker 0 0 1 0 0
I-Attacker 0.18 0 0.85 0 0
B-Attack
Weapon 0 0 0 0 1
I-Attack
Weapon 1 0 0 0 0

Using the third row and third column in Table 3 as an example, 0.85 represents the
score for transitioning from the label “I-Attacker” to the label “I-Attacker”.

Finally, combining the emission matrix obtained from the BiGRU layer and the tran-
sition matrix obtained from the CRF layer, we can calculate the tag path with the highest
score, as shown in Figure 9.

B-Attacker I-Attacker I-Attacker (@) O B-Attack Weapon I-Attack Weapon
0.2 (6] I-Attacker (6] (@) O B-Attack Weapon I-Attack Weapon
0.9 B-Attacker I-Attacker I-Attacker (@] O B-Attack Weapon I-Attack Weapon
0.3 i B-Attacker I-Attacker (©] (6] O B-Attack Weapon O
CRF CRF
BIGRU | BIGRU>BIGRU—>BiGRU+> BIGRU+-> BIGRU4—»BiGRU —»BIiGRU |
Word vector BERT
hng flower explolt Vulnerablhty

Figure 9. The final output of the BERT-BiGRU-CRF model.
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The tag path of “B-Attacker I-Attacker I-Attacker O O B-AttackWeapon I-Attack
Weapon” has a score of 0.9 (marked in red), which is the highest score. Therefore, this
path is the final output.

4. Experimental Results
4.1. Model Construction and Training

When implementing the models of the APT event extraction described in Section 3, the
deep learning framework of Baidu PaddlePaddle is applied. It integrates the functions of
model training, inference framework, and basic model library. BERT-BiGRU-CRF models
are constructed based on the PaddlePaddle. The specific training parameters are shown
in Table 4.

Table 4. Specific training parameters.

Parameter Name Values
num_epoch(training rounds) 60
learnin_rate(learning_rate) 5x 1075
weight_decay(weight decay) 0.01
warmup_proportion(warmup proportion) 0.1
gru_hidden_size(gru hidden size) 300

4.2. Experimental Results
4.2.1. Comparison with Other Models

The evaluation indicators will use the following three indicators as references:

1. Precision=number of correct predictions with “Positive” /number of predictions with
“Positive”, mainly focusing on the accuracy of the results predicted by the model. The
formula is as shown below:

TP

P .. _
recision 7TP TP

)
For TP, FP, etc., the meanings are as shown in Table 5.

2. Recall = number of correctly predicted items with “Positive”/number of manually
annotated items with “Positive”, mainly focusing on what the model missed. The

formula is as shown below: P
Recall - m (2)

3. F1=2 x Precision x Recall/(Precision + Recall), the formula is calculated as follows:

2 x Precision x Recall

F1 3
Precision + Recall ®)
Table 5. Confusion matrix.
Prediction
True/False Examples
Positive Negative
True P FN
False FP ™

We compared several models with BERT-BiGRU-CRF to extract APT events. The re-
sults are as shown in Table 6.

From Table 6, for APT trigger word detection, it can be seen that the F1 values are 1.00
for ERNIE and BERT, and 0.9951 for BIGRU-CRF. The F1 values for trigger word extrac-
tion are all very high. This is because the trigger words of APT attacks are not huge, or
relatively concentrated, so models show high precision and recall performance to identify
APT trigger words.
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Table 6. Comparison of experimental results.

Trigger Word Detection APT Event Ar'gument
Model Recognition
Precision Recall F1 Precision Recall F1
ERNIE 1.00 1.00 1.00 0.5859 0.8189 0.6831
BERT 1.00 1.00 1.00 0.5812 0.8813 0.7004
BiGRU-CRF 0.9903 1.00 0.9951 0.5211 0.8462 0.6451
BERT-BiGRU-CRF 1.00 1.00 1.00 0.7013 0.8011 0.7479

The APT event argument recognition is harder than the APT trigger word detection.
It can be seen that the F1 value of BERT-BiGRU-CRF is 0.7479, which is better than the F1
values of BERT (0.7004) and BiGRU-CRF (0.6451). From Table 6, without BERT as a pre-
training model, the final extraction F1 value can be seen as lower by about 10% than our
proposed model.

From our experiment, it is found that pre-training improves the final extraction per-
formance for APT events. ERNIE and BERT can both be used as the pre-training model.
For our APT event extraction, BERT pre-training shows better performance. Therefore, we
ultimately used the BERT model for the pre-training of word vectors, and then connected
it to the BIGRU-CRF model.

Firstly, we applied BERT as a pre-training model. The BERT model can effectively
learn the underlying information of the sequence, and if the data volume is small, it is also
recommended to pre-train word vectors.

Secondly, it connected with the BiGRU model, which learned the sequence informa-
tion well, resulting in better learning of the APT semantics. The BiGRU model can effec-
tively solve the problem of long sentences, enabling better learning of deep semantics, and
ultimately using the CRF model for constraints.

At last, we applied CREF to carry out constraints to improve accuracy.

In summary, for APT attack events, according to the experimental results, the BERT-
BiGRU-CRF model has the best extraction effect and the highest event extraction efficiency.

4.2.2. Performance Analysis of BERT-BiGRU-CRF Model for APT Attack Event Extraction

For the BERT-BiGRU-CRF model, during training for APT attack event extraction, the
corresponding F1 values are shown in Figure 10, showing the F1 change trend during the
training process.

Ll Jel) ld)

0.9

0.8

0.7

0.6

0.5

0.4

0.3

0.2 0.31
0.1 0

0.75 0.75 0.75

F1 Values

Epoch8 Epochl16 Epoch24 Epoch31 Epoch39 Epoch47 Epoch54 Epoch60

Tarining Round

=@ APT Trigger word APT Argument

Figure 10. F1 values of BERT-BiGRU-CREF training.
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As shown in Figure 10, the F1 value of the trigger words significantly increased at
Epoch16, reaching a peak of 1.0 at Epoch16. The argument character also showed a signif-
icant increase in F1 value at Epoch16, ultimately reaching a peak of 0.75 at Epoch39.

4.2.3. Case Study

After the model training is finished, it can be used to carry out event extraction. The
process of APT extraction is shown in Figure 11.

[ |
APT Event Type ] [ Event Arguments
i i
o [Laern ) [
Tnput Word Cut s APT Trigger Word Event Roles
text Word2id Data i f
padding (2) BERT-BiGRU-CRF N (3) BERT-BiGRU-CRF
(Trigger word identification) (Roles and Arguments Recognition)

Figure 11. APT event extraction based on BERT-BiGRU-CRF model.

Using a case for example, the input text is as follows:

B IEAROK et M X ) P2 e 28 2R3 R AN F CVE-2019-221 533 1R £1x0 22 53 23 H A
LR B v M APTX 5. ~ (Translation: it is found that the Rattlesnake organization in
the subcontinent of South Asia implemented mobile APT attacks against target users of
Android terminal exploiting the CVE-2019 2215 vulnerability.)

(1) The input data were preprocessed including word cut, word2id, long text cut, and
short text padding.

(2) The preprocessed data were input to the first BERT-BiGRU-CRF model to extract the
trigger word. In this case, the trigger word is “¥giAF| " (“exploit vulnerability”),
and the corresponding event type is “X i SEJE-I i F H” (“Attack implementation-
Vulnerability exploitation”).

(3) According to the APT event type, the event roles are decided. Data are input to the
second BERT-BiGRU-CRF model to extract the corresponding arguments.

All the outputs are merged to generate the final APT event for this text, as
shown below:

eventO—event_type: B Sjii-i VA F A (attack implementation—vulnerability exploita-
tion), trigger: Js il F|H (exploit vulnerability)

role_type: Wi # (Attacker), argument: Hi it 202 (Rattlesnake organization)

role_type: Biii#s (Attack weapon), argument: CVE-2019 22151 (vulnerability)

role_type: % Hbr (Target), argument: ZHEZAUGHFRH (target users of
Android terminal).

5. Conclusions and Discussion

This paper defines APT event types and templates, constructs an APT attack event ex-
traction dataset, and builds an APT attack event extraction model based on BERT-BiGRU-
CRF. Through comparative experiments with ERNIE, BERT, and BiGRU-CRF models, it
was found that the APT attack event extraction model based on BERT-BiGRU-CRF had
the highest F1 value, with an F1 value of 1.00 for trigger word extraction and 0.75 for argu-
ment role extraction, indicating the best extraction effect. This model first uses the BERT
model to pre-train word vectors, then connects the BiGRU model for feature extraction,
and then connects the CRF model for constraints, ultimately completing event extraction.

Considering there is little APT event extraction research, the work in this paper is a
valuable contribution to CTI analysis and APT detection. It proposes a novel CTI analysis
method by extracting APT events from Chinese web texts. During the APT event schema
design, it considers the APT multi-stages and complexity, which is good for deeply under-
standing APT attacks. This is beneficial to improve APT attack detection ability.



Electronics 2023, 12, 3349 13 of 15

There is a limitation to this research. For dataset construction, although there are
some event datasets, unfortunately, there is no APT event dataset. During the research,
we constructed the APT attack event dataset. The annotation cost is not low. Limited
by the annotation resources, the annotation dataset is not big. This causes the following;:
(1) Event type numbers are not balanced. For example, much threat intelligence started
with the spear-phishing attack as the starting point, the constructed dataset has a high
proportion of “Attack preparation” and “Spear-phishing attack” events. (2) The trigger
words related to APT are not completely included, indirectly resulting in some complex
APT attack event information not being able to be extracted well.

Although the extraction method is effective, the potential weak point is that the model
is a pipeline model, which separates trigger word extraction from argument role extraction.
For APT attack events, there is some correlation between trigger words and argument roles,
so using a joint extraction model may be worth studying further.

To remove the limitation and weak point, the next steps include the following: (1) Ex-
pand the data sources, obtain more unstructured information related to APT attack events
on multiple websites, and make the constructed dataset contain complete event types and
APT-related trigger words. (2) Consider applying the few-shot learning method to miti-
gate the data sparse issue. (3) Improve the use of a joint model for extraction.
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