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Abstract: With the global expansion of urban infrastructure and development of 5G communication
technology, advanced information and communications technology has been applied to power
systems and the use of smart grids has increased. Smart grid systems collect energy data using
Internet-of-Things (IoT) devices, such as data concentrator units (DCUs) and smart meters, to
effectively manage energy. Services and functions for energy management are being incorporated
into home IoT devices. In this paper, the IoT for energy management in smart cities and smart
homes is referred to as the E-IoT. Systems that use the E-IoT can efficiently manage data, but they
present many potential security threats, because the E-IoT devices in such homes and enterprises
are networked for energy management. Therefore, in this study, to identify vulnerabilities in the
E-IoT device systems, digital forensics is applied to the E-IoT device systems. E-IoT devices supplied
to Korean power systems were used to build a digital forensic test bed similar to actual E-IoT
environments. For digital forensics application, E-IoT data acquisition and analysis methodology was
proposed. The proposed methodology consisted of three methods—network packet data analysis,
hardware interface analysis, and mobile device paired with E-ToT—which were applied to a DCU,
smart meter, smart plug, smart heat controller, smart microwave, and smart monitoring system.
On analyzing the user and system data acquired, artifacts such as the device name and energy
consumption were derived. User accounts and passwords and energy-usage logs were obtained,
indicating the possibility of leakage of personal information and the vulnerabilities of E-IoT devices.

Keywords: E-IoT forensics; smart cities; digital forensics; network security; mobile forensics;
hardware forensics

1. Introduction

In July 2022, the Saudi Arabian government officially announced the design of the
smart city project, “The Line”, as part of the Neom project [1]. The aim of Neom City is
to ensure an ideal climate using artificial intelligence (Al) technology and replace fossil
energy with green energy [2]. The switch to green energy has also occurred in places other
than planned towns. The global increase in the use of electric vehicles, expansion of the
renewable energy market, and decline of the coal industry are part of efforts to realize the
decarbonization of cities [3]. Energy-related legislation and government support are being
strengthened at the national level around the world. The transition from fossil energy to
renewable energy has increased the use of electricity. This has resulted in changes in the
electricity transmission and distribution infrastructure. The expansion of infrastructure
and the development of 5G communication technology have resulted in the application
of advanced information and communications technology (ICT) in power systems. The
traditional power system is a centralized system that consists of one-way sequential steps
from power generation and transmission to conversion and consumption. However, the
smart grid with ICT comprises a ring structure with an energy management system, energy
storage system (ESS), and advanced measuring infrastructure (AMI). It is more efficient
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than traditional power systems for managing energy because it can change the functions of
each stage according to transmitted information and services.

In smart grids, energy data is collected and analyzed through IoT devices by installing
sensors and communication modules at power transmission and distribution facilities. In
contrast to traditional power systems, wherein energy measurements are stored in the
internal storage of the device, in smart grids, energy measurements are stored to servers.
Power suppliers analyze the collected data and use it for prediction and monitoring to
maintain the stability of the system; for example, it is used in power demand forecasting,
energy efficiency improvement, and failure prevention. Recently, in addition to IoT devices
managed by power suppliers, their use for managing energy in homes has also increased.
Users of smart homes monitor, control, and optimize their energy usage through the
energy-management services of home IoT (hereinafter referred to as H-IoT), such as smart
microwaves and smart TVs. The IoT for energy management in smart cities and smart
homes, comprising devices such as data concentrator units (DCUs), smart meters, smart
plugs, and smart microwaves, is referred to as E-IoT in this paper. As the E-IoT penetration
rate is still lower than that of H-IoT, forensic research on H-IoT has been receiving greater
attention than E-IoT. However, with the number of smart cities increases, smart-home IoT
manufacturers are gradually developing H-IoT in the form of E-IoT by adding services and
functions for energy management.

E-IoT systems have the advantage of being able to manage data efficiently. However,
they present many potential security threats because all the devices are networked for en-
ergy management in homes and businesses [4,5]. If malicious code or hacking is attempted
on one E-IoT device connected to the system, the entire system can become paralyzed.
Attacks on E-IoT devices can affect the system operation of smart cities and smart homes,
and the overall production activities in the city. In addition, attacks can be in the form of
manipulating energy usage or stealing personal information, and such stolen information
can be used for secondary attacks such as identity theft. Moreover, cyber-attacks can
escalate to physical attacks if an attacker uses energy usage logs to estimate the activity
time of power managers and users. Therefore, in this study, we apply digital forensics to
E-IoT to analyze its vulnerabilities in advance and respond quickly to security accidents.

By applying digital forensics to E-IoT devices, we examine the possibility of vulnera-
bility and personal information leakage. For applying digital forensics to E-IoT devices,
an E-IoT test bed is built using AMI devices, home energy IoT, and home appliances.
We construct a test bed similar to actual E-IoT environments to propose digital forensic
methodology that can be optimally applied to E-IoT environments. In the application of this
methodology, we use actual E-IoT devices. The contributions of this study are as follows:

e A test bed for applying E-IoT digital forensics was established, and methodology
applicable to E-IoT was derived. For a real-life environment, DCUs and smart meters,
which are AMI devices used in Korean power systems, were used.

e  An E-IoT system environment was configured to establish the test bed. To investigate
the E-IoT system environment, E-IoT devices were classified into three categories:
(1) AMI device, (2) home-energy IoT, and (3) home appliance, and configured with an
H-IoT system environment.

e  For the E-IoT digital forensics, data acquisition and analysis methodology were pro-
posed. The methodology consisted of (1) network packet data analysis, (2) hardware
interface analysis, and (3) a mobile device paired with E-IoT methods.

e The methodology was applied to DCUs and smart meters, which are AMI devices;
smart plugs and smart heating controllers, which comprise the home-energy IoT; and
smart microwaves and smart monitoring systems, which are home appliances, for the
experiments on actual E-IoT devices, and the device vulnerabilities and possibility of
personal-information exposure were identified.

The rest of this paper is organized as follows. Section 2 describes the research related

to smart grids and IoT. Section 3 describes the E-IoT system environment configuration and
its comparison with the H-IoT system environment. Section 4 describes data acquisition
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methodology to be applied to E-loT. Section 5 details the experiments on real E-lIoT devices
using the methodology described in Section 4. Section 6 discusses the results of such a
study; and finally, Section 7 presents some concluding remarks.

2. Related Works

Haris et al. proposed a smart grid digital forensics investigation framework to support
digital forensics investigations by considering the example of Stuxnet attacks [6]. Existing
digital forensics frameworks and models were reviewed to identify the suitability of phases
to be included in the proposed framework. In a follow-up study by Haris, a digital forensic
procedure was proposed to guide investigators in performing the digital forensic investi-
gation, especially in a smart grid environment [7]. They discussed several suitable digital
forensics investigation tools and techniques to solve the problems and challenges. In this
study, two cyber-attack examples were discussed, and the attack was simulated using a test
bed to guide the forensic investigators based on the proposed digital forensic procedure.
They presented an appropriate methodology and relevant forensic tools to ensure the
integrity of the evidence during collection and analysis, which were then presented as legal
evidence in court. Andrew et al. investigated the state-of-the-art ICS forensics to provide
better outcomes for information gathering from the forensic analysis that can be used to
improve the cyber resilience of the electricity grid [8]. Panagiotis et al. proposed the secure
and private smart grid architecture [9]. It constituted an overall solution aimed at protecting
5G by enhancing situational awareness, detecting timely cyberattacks, collecting appro-
priate forensic evidence and providing an anonymous cybersecurity information-sharing
mechanism. Gonzalo et al. surveyed the existing literature related to the infrastructure and
communications of the energy sector and smart grids [10]. They specifically studied the
existing recommendations and models of government agencies and evaluated deep packet
inspection approaches as a security tool for smart grids. Most digital forensic studies on
smart grids and smart cities are based on the framework. In framework-based studies,
methodologies are not presented or applied to devices because they are focused on a series
of digital forensics processes. In this study, a test bed for E-IoT devices used in smart grids
and smart cities is established and digital forensics is performed.

Juan et al. studied the state of the art of IoT forensic investigations and detailed
the examination process for the “Xiaomi Mi Smart Sensor Set” smart home kit, while
emphasizing the acquisition and analysis of the three main types of forensic evidence:
(1) non-volatile memory, (2) volatile memory, and (3) network traffic [11]. However, data
acquisition was limited when the latest firmware was installed. Thus, the data acquisition
result differed depending on the firmware version. Jo et al. conducted a digital forensic
study on an Al speaker ecosystem [12]. In Jo et al.’s study, five analysis methods were
proposed by categorizing them into three forensic areas. The research by Shin et al., which
was conducted as a follow-up study to that conducted by Jo et al., proposed five methods
of injecting a certificate into an Al speaker to analyze the encrypted traffic between the Al
speaker and the cloud [13]. The encrypted traffic of the Al speakers was analyzed through
the ball grid array rework of the NAND flash memory with the certificate injection. IoT
forensic research has been mainly focused on the H-IoT used in homes and companies.
However, with the increase in smart grids and smart cities, services and functions for
energy management have been included in the H-IoT. In this study, a digital forensics
methodology is proposed and applied to the H-loT with additional energy services, as well
as E-IoT devices such as DCUs and smart meters.

3. Electric Power and Energy Related IoT for Smart Homes and Cities

With the development of smart cities, E-IoT devices, such as AMI devices, have
been developed to effectively manage energy and analyze energy data. E-IoT devices
transmit and manage data to servers through wired /wireless communication. In the H-
IoT, home-energy IoT devices such as smart plugs and energy control technologies have
been developed for energy reduction and management. Home-energy IoT can be used to
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manage energy in real time. Some smart home appliances can be provided with energy
management services to monitor their energy usage. The E-IoT system considered here
comprised AMI devices, home-energy IoT, and smart home appliances for proposing a
methodology of acquiring data for E-IoT devices, and the environment with the H-IoT
system was analyzed.

3.1. E-IoT and H-IoT

Figure 1 presents the composition of E-IoT and H-IoT. The H-IoT and E-IoT devices
can be classified as smart home appliances, home E-IoT, and AMI devices. Smart home
appliances comprise the use of IoT for user services at home. Smart home appliances include
smart TVs, smart home cameras, smart microwaves, and smart humidifiers. Recently, smart-
home IoT manufacturers have added services and functions for energy management to
H-IoT and provided services to users through the manufacturer’s platform. Figure 2
presents the Samsung SmartThings platform that manufactures smart home appliances [14].
The energy used in the smart home appliance may be checked using the mobile device
platform paired with the smart home appliance. Some H-IoT devices can control as well
as check energy use. These H-IoT devices are considered home-energy IoT in this study.
Home-energy IoT is used to control or measure energy at home to save energy and manage
energy efficiently. It comprises of smart plugs, smart switches, etc. Furthermore, home-
energy IoT can also be used to control IoT devices through paired smartphones and to
check energy usage. AMI devices are used to remotely measure the energy usage at home
via an energy management server. AMI devices include DCUs and smart meters. Smart
meters measure the energy usage of homes and send it to DCUs. The data collected in the
DCU is transferred to the server, and this data is managed by the server.

--- Wireless connection H - I oT
—— Wired connection

Smart home appliance

09

Home cam Smart TV

Home-energy loT

3 ‘j 18 \.j Optiona)

Humidifier ~Microwave Air cleaner

[
Smart switch Smart plug
‘ bcu e £ a = Di
. LBl m, =

DCU Smart meter Smart meter Heat controller loT monitoring system

Figure 1. Configuration with categorization of E-IoT and H-IoT devices as AMI devices, home-energy
IoT, and smart home appliances.

Smart home appliances and home-energy IoT are common to H-IoT and E-IoT because
they provide services for users and can be used to measure energy usage. AMI devices can
be categorized as E-IoT devices. Based on this configuration, the environment of the E-IoT
and H-IoT systems is analyzed.

3.2. Analysis of E-IoT System Environment

Table 1 presents a comparative analysis of the environment of the E-IoT and H-
IoT systems. The analysis was performed by dividing the environment according to
communication, protocol, operating system (OS), hardware, and data priority.
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Figure 2. Featured service of SmartThings Energy provided by Samsung [14].

Table 1. Environment analysis of H-IoT and E-IoT systems.

H-IoT E-IoT
Secure communication Serial communication
Communication C o Prioritize real-time
Prioritize high performance
- performance
and response reliability -
and response time
Low-power protocols (e.g., Zigbee)
protocel Standard protocols protosols s dedicaed
(e.g., IEEE 802.11, IEEE 802.15) protocols (e.g., EEE 1815.1)
Port for boot verification and debugging
Short replacement cycle of 3-5 Long replacement cycle of
Hardware years more than 20 years
USB port Serial port
Operating svstem Standard OS Dedicated embedded Linux
P & 5Y; (e.g., Windows and Linux) oS
Confidentiality rather than Integrity and availability
Data priority integrity and availability (user rather than confidentiality
data) (system data)

3.2.1. Communication

The H-IoT exchanges user and system data when communicating with a smartphone
or cloud server. Because the user data exchanged between the H-IoT and server contains
personal information, the data is transmitted through the transport layer security (TLS)
secure communication. To provide users with a high-quality service, the reliability of the
response is important when communicating with the server, and high-performance com-
munication is required because of the large capacity of the image or voice data transmitted.
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The E-IoT transmits data through the recommended standard (RS) serial communi-
cation with a simple structure because it exchanges data of a smaller size than user data,
which comprises of video and voice data. As data of a small size is exchanged, there is a rel-
atively little response delay. In E-IoT devices, real-time responsiveness is important because
it is important to store and record data over time. That is, as the real-time performance and
data response are important, a communication delay is unacceptable.

3.2.2. Protocol

The H-IoT sometimes connects directly to cloud servers without the use of smart-
phones; however, in the majority of cases, the H-IoT pairs with smartphones. The H-IoT
uses IEEE 802.15 (Bluetooth) or IEEE 802.11 (Wi-Fi) protocols to pair with smartphones,
and some miniaturized H-IoT devices use low-power protocols such as Zigbee. The H-IoT
may be connected via a wire or wirelessly to a personal computer (PC) or other devices
through a universal serial bus (USB) or Wi-Fi. When connected to a PC via a USB, data
from the IoT can be obtained from a PC and can be transmitted to an IoT device from a PC.

Some E-IoT devices can transmit and receive data using the same protocol as that used
in H-IoT in homes and communicate with other IoT devices within a close range using the
Zigbee protocol. One of the most significant differences between H-IoT and E-IoT is that
data must be received over a wide range to send data to the server. Therefore, E-IoT devices
that utilize a large area transmit and receive data using the long-range wide area (LoRa)
protocol. The LoRa protocol is used to send and receive sensor data from E-IoT because of
its low power and low cost. In addition, as E-IoT devices use dedicated protocols such as
IEEE 1815.1, non-administrators are inaccessible and difficult to identify [15].

3.2.3. Hardware

The majority of H-IoT devices are miniaturized. Because the printed circuit board
(PCB) built into the miniaturized device is small, their processors, sensors, and memory
are limited. As the use of limited hardware results in a shorter replacement cycle, the
H-IoT has a short replacement cycle of 3 to 5 years. Some H-IoT devices may have a joint
test action group (JTAG)/universal asynchronous receiver—transmitter (UART) ports as a
hardware interface [16]. The JTAG/UART port is used for normal booting or debugging
during manufacturing [17]. However, as most H-IoT devices are decreasing in size, many
of them have no JTAG/UART ports.

As E-IoT devices are relatively large compared to H-IoT devices, various sensors and
chips can be inserted into E-IoT devices. Precise sensors are used in the E-IoT to increase
the accuracy of data. E-IoT devices have a long replacement cycle of 15-20 years because
only some parts can be replaced if the device fails, and replacement costs and time are
high. E-IoT devices, as in the case of H-IoT devices, have JTAG/UART ports as hardware
interfaces. In addition, the E-IoT has a serial port for RS communication.

3.2.4. Operating System

H-IoT devices have various OSs because they are manufactured by various manu-
facturers and have different functions in each device. Standard OSs such as Android and
Linux are mainly used. However, the required system varies depending on the function,
and thus, manufacturers sometimes develop their own OSs for each IoT device.

In contrast to H-IoT devices that require various functions to provide services to users,
E-IoT devices mainly comprise the functions of energy measurement and data transmission.
Due to the limited functionality requirements, they typically avoid the need for multiple
OSs tailored to individual manufacturers. Because E-IoT is used by administrators, it
mostly uses a dedicated embedded Linux-based OS.

3.2.5. Data Priority

The main purpose of H-IoT is to provide the service requested by users. H-IoT devices
use secure communication to protect the data when transmitting service data. User data is
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protected to ensure data confidentiality. As H-IoT data mainly comprises user data rather
than system data, ensuring data confidentiality holds greater significance than maintaining
data integrity or availability.

The purpose of E-IoT is to acquire and analyze energy usage data from homes and
companies. That is, energy usage, which comprises system data, is the main data. As there
is little personal information in the system data, confidentiality is less important than user
data in this case. Instead, the integrity and availability of data are important.

4. E-IoT Data Acquisition

For the digital forensics of E-IoT devices, data acquisition and analysis methodology
was proposed. The proposed methodology consisted of a total of three methods. Three
methods were used to acquire data for E-IoT digital forensics. Table 2 lists the programs
used in E-IoT data acquisition methods. The first method was network packet data analysis,
which acquires packets exchanged between E-IoT and servers using a network packet
capture tool. Packet data acquisition of E-IoT devices is divided into network protocol
analysis tools and web proxy tools according to the presence or absence of encryption.

Table 2. Program used in E-IoT data acquisition methodology.

Method Programs Manufacturer Version Usage
Wireshark Wiresha.rk 3.4.0 Network protocol
Network packet Foundation analyzer
data analysis Burp Suite PortSwigger Prg(f)ezslshg(?; al Web proxy tool
Hardware - Image dump in

PuTTy 0.78 serial

interface analysis (open source) L
communication

Data structure

. . FTK Imager Exterro 45.0 analysis of mobile
Mobile device devices
paired with E-IoT
DB browser for - 3122 Database analysis
SQLite (open source) o on mobile device

The second method was to acquire data by analyzing hardware interfaces such as
data storage chips and serial ports of E-IoT devices. It involved finding a port that can be
connected to a PC among the physical hardware interfaces or to find a memory chip for
chip-off. As most E-IoT devices transmit data via serial communication, PuTTy is used to
dump internal data images if serial ports are found in the hardware interface.

The third method was to analyze the data stored in paired mobile devices and ac-
quire app data related to E-IoT devices, as home-energy IoT and smart home appliances—
excluding AMI devices—can be paired with mobile devices. The FTK Imager tool must be
used to analyze the data structure of mobile devices. As most mobile devices have internal
data in the form of databases, the DB browser for the SQLite program is used to analyze
the data.

4.1. Network Packet Data Analysis

E-IoT devices communicate with servers using TLS to protect data. The collection
of packet data between the E-IoT and servers is essential because device data, system
data, and user-sensitive information are transmitted. In this work, we acquired and
analyzed unencrypted and encrypted packets using network protocol analysis tools and
web proxy tools.

The network protocol analysis tool Wireshark was used in this study to acquire packet
data from E-IoT devices [18]. Wireshark is available for various Oss, such as Windows,
Linux, and macOS, and can check various network protocols such as hypertext transfer
protocol (HTTP) and user datagram protocol. It can also acquire various data such as
ethernet and Bluetooth data. In the study, Wi-Fi generated by a PC was connected to
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E-IoT devices to capture packets in the local area. Network protocol analysis tools, such as
Wireshark, can acquire encrypted packets, but there is a limitation that the contents of the
encrypted packets cannot be analyzed.

Web proxy tools were used to analyze unanalyzed encrypted packets on E-IoT devices.
A web proxy tool is a tool that uses the man-in-the-middle technique and can capture and
analyze encrypted TLS packets through proxy settings. That is, the web proxy tool acts
as a proxy to debug HTTP traffic between the user’s computer and the server. Typical
web proxy tools include Fiddler, Charles Proxy, and Buff Suite. In this work, we acquire
encrypted packets from E-loT devices using Burp Suite, which supports TLS 1.3 [19]. Burp
Suite can analyze HTTP communication in all browsers and even HTTP secure (HTTPS)
communication by installing the certificate authority on the device. Burp Suite offers a
choice of TLS version and encryption options, thus facilitating the capture of only the
required packets.

To analyze encrypted packets of E-IoT devices, the web proxy must be trusted by
installing a certificate of the web proxy tool on the E-IoT devices. However, installing
certificates directly on E-IoT devices has limitations because of problems such as rework
and memory capacity [20]. Instead, a certificate was installed on a smartphone paired with
E-IoT to acquire and analyze packets from E-IoT devices.

4.2. Hardware Interface Analysis

In contrast to smartphones and other devices, many E-IoT devices do not provide PC
connectivity. However, it is possible to connect to a PC using interfaces such as serial ports,
UART, and JTAG on a PCB that can be obtained by disassembling an E-IoT device [21].
UART/JTAG ports are used to confirm normal booting or debug E-IoT devices during
manufacturing. However, for security purposes, there is a trend among most manufacturers
to hide the implemented debugging port or remove the marked port. In this study, E-IoT
devices were disassembled to determine whether the port exists and, if so, in what form it
is implemented. If such a port was not found, the possibility of chip-off was investigated.

Chip-off is a method used when obtaining internal data at the software or hardware
level is difficult. Chip-off involves physically acquiring NAND flash memory chips from a
PCB and acquiring data. This method required a good understanding of various equipment
and hardware. The NAND flash memory chip obtained through the chip-off may acquire
data as a RAW image. However, as many E-IoT devices store data on cloud servers, it was
difficult to apply this method because the NAND flash memory chip did not exist in such
cases [22,23].

4.3. Mobile Device Paired with E-IoT Devices

In the process of using E-IoT devices, mobile devices may be paired with E-IoT to
remotely control E-IoT devices. It is possible to obtain the data of E-IoT devices by analyzing
the internal data of mobile devices paired with E-IoT devices [24]. To acquire the data on
mobile devices paired with E-IoT devices, it is necessary to analyze the OS and file system
of mobile devices. In this study, E-IoT devices were paired with Samsung smartphones.
Samsung smartphones use the Android OS, and the majority of them use extended file
system 4 (Ext4) [25,26]. To acquire data related to E-IoT from among the data on mobile
devices, user data partitions, wherein user-installed apps and user data are stored, must
be dumped. Administrator rights on the mobile device must be obtained to access the
user data partition. In this study, the user data partition of the mobile device was dumped,
but the image was encrypted, and thus, the dump image was decrypted by referring to
Kim'’s research [27]. Kim introduced a method of decoding the full disk encryption used
in Android 10 and analyzing the ext4 file system. Figure 3 presents an ‘fstab’ file that
was analyzed to decrypt Android 10 in Kim’s study, and it was decrypted by modifying
‘forceencrypt=f’, one of the system data of the file. The FTK Imager program was used to
analyze the file storage structure of the user data partition and extract E-IoT device app
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data, and the data on the E-IoT device app was analyzed using the DB browser for SQLite
program [28,29].

S fstab.samsungexynos9810

wait
/dev/block/platform/11120000.ufs/by-name/
CACHE /cache ext4
noatime,nosuid,nodev,noauto_da_alloc,discar
d, journal_checksum,data=ordered, errors=pani
cwait,check
/dev/block/platform/11120000.ufs/by-name/
USERDATA /data ext4
noatime,nosuid,nodev,noauto_da_alloc,discar
d, journal_checksum,data=ordered,errors=pani

d
wait,check,[forceencrypt=footer], quota,reserv
edsize=128M, length=-20480

Figure 3. ‘fstab’ files analyzed to decrypt Android 10 in Kim’s study [27].

5. Digital Forensics for E-IoT

Table 3 lists the devices used in digital forensics for E-IoT. One type of AMI device,
two types of home-energy IoT devices, and two types of home appliances were used. In
addition, E-IoT devices were paired with Samsung smartphones and an LG PC to conduct
an experiment. As a result of analyzing the E-IoT devices in advance, devices other than
AMI devices were paired with mobile devices, and (low power) Wi-Fi was used. The PCB
of each E-IoT was analyzed to investigate the hardware interface of the E-IoT devices.
The DCU had a port for serial communication and a 256-MB K9F2G08UOC NAND flash
memory chip, but no NAND flash chip or communication port was found on the other
E-IoT devices. Figure 4 presents a test bed constructed using six E-IoT devices. Each device
was connected to the Wi-Fi generated by a PC. Home-energy IoT and home appliance
devices were wirelessly paired with mobile devices and a PC through Wi-Fi, and the AMI
devices were wired to the PC through local area network (LAN) cables. Network packet
data analysis and hardware interface analysis methods were applied to each E-IoT device.
E-IoT paired with a mobile device was used to analyze the E-IoT data stored in the internal
data of a mobile device. This section describes the significant artifacts acquired in the data
collection and the analysis results for the E-IoT devices.

Table 3. Specification analysis of devices paired with E-IoT devices used in the experiment.

AMI Device Home Energy IoT Home Appliance Paired Device
Dawon Dawon
Manufacturer LoenK PSTEK DNS Karam 1&C Samsung DNS Samsung LG
Smart
Device DCU Smart Smart Smart heat .Smart monitoring Smartphone PC
meter plug controller microwave
system
NM-P200- Galaxy
Model - - PM-B540-W KRBOS MG23A5378CE NB-N 59+ /A32 15U590
I Serial Serial Low-power Low-power - Low-power - -
Communication comm. comm. Wi-Fi Wi-Fi Wi-Fi Wi-Fi Wi-Fi/LTE Wi-Fi/LAN
Serial port/ } .
Hardware 256 MB X X X X X (Not u.sed in }
interface this
Nand flash .
experiment)
Support for
pairing with X X O o @) @) - -

mobile devices
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Figure 4. Test bed configuration with E-IoT devices.

Cloud server

5.1. Network Packet Data Analysis
5.1.1. DCU and Smart Meter

The connection of the PC with the DCU must precede the collection of network packet
data. Figure 5 presents a DCU and smart meter connected to a PC based on the testbed
configuration presented in Figure 4. The DCU and smart meter were connected using an
RS-232 cable, and the DCU and PC were connected via a LAN cable with an access point.
The data generated by the smart meter was concentrated in the DCU and stored in the
server. Wireshark, a network protocol analysis tool, was used to acquire and analyze the
network packet data at the DCU.

Figure 5. DCU and smart meter connected to PC based on configured test bed.

Figure 6 presents some of the packets obtained from the DCU, and Figure 7 presents
a diagram of the communication between the DCU and server based on Figure 6. The
DCU uses the multicast domain name system (MDNS) to send query messages around it.
MDNS is a protocol used to replace DNS servers in small networks. The MDNS protocol
revealed the names of the TestICS, DESKTOP-PNFGI6H, and NPI01852B devices that share
the router with DCU. The DCU used a network management system (NMS) to manage
communication. TestICS and DESKTOP-PNFGI6H were names of PCs that used the same
router as that of the DCU. NPI01852B was an unconfirmed device. In the NPI01852B name,
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NPI was an abbreviation for the NMS protocol identifier, which was inferred to be the
identifier of a smart meter managed by the DCU. Thus, the names of the devices sharing
the router with the DCU were acquired. The communication structure of the DCU, which
searches for smart meters through MDNS protocols and manages smart meters with NPI
through NMS, had been confirmed using the network protocol analyzer.

202.30.31.224 224.0.0.251 MDNS 73 Standard query ©x0000 ANY|TestICSJ}local, "QM" question

202.30.31.224 224.9.90.252 LLMNR 67 Standard query ©0x9175 ANY TestICS

202.30.31.224 224.9.0.251 MDNS 111 Standard query response 0x0000 AAAA fe80::e85d:1f52:e184:2ccc A 202.30.31.224
202.30.31.224 224.9.90.251 MDNS 73 Standard query ©0x0000 ANY TestICS.local, "QM" question

202.30.31.224 224.0.0.251 MDNS 111 Standard query response 0x0000 AAAA fe80::e85d:1f52:e184:2ccc A 202.30.31.224
202.30.23.8 224.0.0.252 LLMNR 85 Standard query Oxbelf PTR 84.23.30.202.in-addr.arpa

192.168.0.1 224.0.0.1 IGMPv2 60 Membership Query, specific for group 224.0.1.127

192.168.0.1 224.0.0.1 IGMPv2 60 Membership Query, specific for group 239.255.255.253

202.30.23.50 239.255.255.250 ubP 819 59973 » 3702 Len=777

202.30.23.8 224.9.0.252 LLMNR 85 Standard query Oxbelf PTR 84.23.30.202.in-addr.arpa

202.30.23.50 239.255.255.250 uoP 819 59973 » 3702 Len=777

210.107.192.166 239.255.255.250 uoP 698 51980 + 3702 Len=656

202.30.23.50 224.0.0.251 MDNS 155 Standard query response ©x@000 PTR 3.25.1.27]DESKTOP-PNFGI6H|040d6543-4639-41dc-ace
169.254.12.10 224.9.0.251 MDNS 83 Standard query ©x0000 PTR _oculusal_sp._tcp.local, "QM" question

169.254.12.10 224.0.0.251 MDNS 305 Standard query response ©x0000 PTR SShieun::DESKTOP-HHG23L6. oculusal_sp._tcp.local
202.30.23.47 224.0.0.251 MDNS 75 Standard query 0x0000 A[NPI01852B]local, "QM" question

202.30.23.45 224.0.0.251 MDNS 133 Standard query response @x0000 A, cache flush 202.30.23.45 AAAA, cache flush fe80::
202.30.23.47 224.0.0.251 MDNS 75 Standard query 0x0000 AAAA NPI©1852B.local, "QM" question

Figure 6. Query messages sent from DCU to PCs using MDNS protocol.

PC
(DESKTOP
-PNFGI6H)
8 A
@
DCU DCU DCU

SM':::- Smart Smart Smart Smart Smart
(NPI018528) W Meter Meter Meter Meter

Figure 7. Schematic of AMI devices communicating with the server.

We attempted to install a certificate of Burp Suite, which was a web proxy tool, to
analyze encrypted packets in the DCU. However, a certificate could not be installed on the
DCU because administrator rights were required to access the DCU directory. On applying
the network packet data analysis to the DCU and smart meters, the communication struc-
ture of the DCU was identified, but the encrypted packet could not be analyzed because the
certificate could not be installed in the DCU. It is necessary to further study the methods of
obtaining administrator rights and installing certificates.

5.1.2. Smart Microwave

The smart microwave was paired with a mobile device to remotely control and record
the device. As a result of analyzing the packets acquired from the smart microwave, the
majority of the packets were able to provide only simple information such as the timestamp,
TLS version and Session ID, as shown in Figure 8. Therefore, the encrypted communication
of the smart microwave was analyzed using the web proxy tool.
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No. Time Source Destination Protocol  Length Info
1288 235.053512 192.168.8.232 54.230.61.127 TLSv1.3 583 Client Hello
1289 235.056864  192.168.8.232 146.75.50.217 TLSv1.2 104 Application Data
1290 235.113243  142.250.196.106 192.168.8.232 Tce 66 80 » 55725 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1386 SACK_PERM=1 WS=256
1291 235.117918 146.75.50.217 192.168.8.232 TCcP 66 443 » 61983 [ACK] Seq=440 Ack=1248 Win=137216 Len=0@ TSval=4125821512 TSecr=1988587404
1292 235.119349  54.230.61.127 192.168.8.232 ice 66 443 > 61989 [ACK] Seg=1 Ack=518 Win=67072 Len=0 TSval=1551715113 TSecr=1550568710

| [1293235.119349  54.230.61.127 192.168.8.232 TLSv1.3 300 Server Hello, Change Cipher Spec, Application Data, Application Data |

<

v Frame 1293: 300 bytes on wire (2400 bits), 300 bytes captured (2400 bits) on interface \Device\NPF_{E6DE5905-4B83-4FF0-9630-F483DD984938}, id @
Interface id: @ (\Device\NPF_{E6DE5905-4B83-4FF0-9630-F483DD984938})
Encapsulation type: Ethernet (1
Arrival Tine]
[Time shift for this packi seconds ]
Ethernet II, Src: b@:76:27:5d:30:70 (b0:76:27:5d:30:70), Dst: IntelCor_f7:be:76 (fc:77:74:f7:be:76)
Internet Protocol Version 4, Src: 54.230.61.127, Dst: 192.168.8.232
Transmission Control Protocol, Src Port: 443, Dst Port: 61989, Seq: 1, Ack: 518, Len: 234
v Transport Layer Security
v TLSv1.3 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@303)
Length: 128
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 124
Version: TLS 1.2 (0x0303)
Random: ©53e92b@cb15051672395bfc6d4d75a@d77334bb483dba3757b2fd8556056fb7
Session ID Length: 32
ISession ID: f363596d660023cccancBeaSaff79949e9937b535972781d99f33266ﬂ741<93‘
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
Compression Method: null ()
Extensions Length: 52
Extension: supported_versions (len=2)

Figure 8. Time and session ID acquired from network packets generated when the smart microwave

communicates with the server.

To use Burp Suite in a smart microwave, a certificate of Burp Suite was installed
on a paired smartphone. Subsequently, the encrypted traffic of the smart microwave
was analyzed. Access token, cookies, and data inferred based on the amount of power
consumed could be obtained. Figure 9 presents the cookies obtained from the smart
microwave. Figure 10 presents some of the information obtained from the encrypted
packet, and this [1656642651819000, 0, 0] data was inferred from the amount of power
measured in the smart microwave. “1656642651819000” was the Unix timestamp value
converted to GMT at 2:30:51 on 1 July 2022. As shown in Figure 11, we accessed the mobile
platform application to check the amount of power—the date was 1 July and the amount of
power was 0 Wh. Among the captured packets, the only packet with an application access
time and a 0 value was the one. It was estimated to indicate the amount of power (0 Wh)
measured at that time. On applying network packet data analysis to smart microwaves,
simple communication information and power usage were obtained.

GET /gen_2047atyp=i&ct=backbutton&cad=&tt=navigation&ei=tp6cYpTTI|yROQSNqJ70Cg&t rs=411006&nt=back_forward&zx=
1656642650015 HTTP/1.1

Host © www.google.com

Cookie: SID=KgjGnTWIOBCEWVZEFIGvhmzt ZTBUt A-_UBCRRLZaVG I vV3AAd-87dSCx ISouhVdmoSkfhg.: __Secure-1PSID=

<0 ) GNTWNOBCEWVZEF | Gvhmzt ZTBUt A-_UBCcRRLZaVG | AAIV) rdIQWRSUKKZLVPxwrQQ . : __Secure-3PSID=

<0 ) GNTWINOBCEWVZEF | Gvhmzt ZTBUt A-_UBCRRLZaVG | vV3AA  GHZrC55yeq| _mwKpO I TFw. : HS1D=Ana_4DDAGgnzFclkG: SSID=
A40_Sg|-TpwERP_wV: APISID=xjEOIxcej_vtyUcr/AitJTSWbzanANZBeG: SAPIS|ID=VilljwC8fyeESVS5RLh/ARYNI_j-SFndPOTf_:
__Secure-1PAP IS D=Vl jwC8 fyeESVSRLh/ARyN I _j-SFndPOTf_: __Secure-3PAPISID=VljwC8fyeESVSRLh/ARyNI_j-SFndPOTf_: 1P_JAR
=2022-06-05-12: SEARCH_SAWESITE=CgQ1zJUB: AEC=AakniGlJmak jghVAdiumpg5UFAaOed_4oom3n6R2mAVqiD8208LLCMUKEg: NID=
511=t XzX20L3glw8gcKcaSEQ7 i d3nAukCexz9hV568u fDWOPRAOM fZU j GFO9b-uXaPCHYQ9ppGenAscyGYi9z4bU2 j qJ8Zs504LCOS IwAGUhFPM25mu
moXI5_RuLP f5Jealla22RB7rzp6c3cgCvQoxZxkY4-KQm3FpeTpzh9z00z jQkNhBHbvrO7Uvt ¢ jhCP 1bdAh -t SGHrV1b5us09sicVt 7HXHJIXwliwl4S
B iysvTic1lvr5z0J28pSbwLuGRO: S10CC=AJi4QfHgq1P 162 vSFpV7VIZN_kODz 1106003eyrSLAUVG | jUB6ZZBRK it ZnfHICFH3qZQ4g
|__Secure-3PS10CC=AJi4QfHUTWRSqi fYw_5jhEjCgJNDRUIbzO fbrFMaLOXyY_Lrqj 109124B4y6levp8hTRwwEN_Gw
Sec-Ch-Ua: " lot A:Brand":v="99"  "Chromium":v="102", "Google Chrome":v="102"

Sec-Ch-Dpr: 2.625

Figure 9. Cookies acquired from network packets generated when the smart microwave communi-
cated with the server.

5.1.3. Smart Monitoring System

On acquiring and analyzing the network packet data in the smart monitoring system
using the network protocol analysis tool, it was found that the majority of the acquired
packets were encrypted, and thus, only basic information such as the TLS 1.3 version
and session ID could be obtained from the smart microwave. Therefore, we analyzed
the network communication of smart monitoring systems using web proxy tools. Paired
mobile device information, cookies, time logs, and user account emails were thus obtained.
Figure 12 presents the cookies and user information obtained from the packets of the
monitoring system. The user-set name and account email were acquired. In addition, the
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user’s profile picture was obtained through the URL along with their account email ID. On
applying network packet data analysis to the smart monitoring system, communication
information and user information were obtained.

X-Client-Data: CIW2yQElorbJAQipncoBCKHNygEIr ILLAQiViocsBCHeizAEIvaTHAQi3qswBCLKUZAEIB
Sec-Fetch-Site: same-origin

Sec-Fetch-llode: cors

Sec-Fetch-Dest : empty

Referer: https://www.google.com/

Accept-Encoding: gzip. deflate

Accept-Language: ko-KR.ko:q=0.9.en-US:q=0.8.en:q=0.7

Connection: close

[[1.null . null.null.null.null.null. null, null.null, [null null, null,.null,"ko"]] 704 [["
null.null,"[[[[ 1656642651819000.0.0).3] .[].[[1654431414534932 177490060 .2902955047] ]
“[null, [null #"12ahUKEwiUhpOmpZb4AhYIIS JOKHSeUBB0Q j4QJegQ I AhAS . . h#"]]" .null . null null
"[[[1656642651819000.0.0] .4] .[].[[1654431414534932 . 177490060 ,2902955047]] . [nul | .nul |

Figure 10. Data estimated from power usage obtained from network packets generated when the
smart microwave communicated with the server.

< Usage history
Total usage v
Daily Weekly Monthly
1 July
# Usage Cost®
0. Wo
Hourly
O 4

Figure 11. Mobile screen when capturing packets from smart microwave.
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Set-Cookie: SIDCC=AEf-XUQBNS|tyet qi3USbnZdbOkgndppRFRIUKVIK fS6CukJpv-6LNTtRUSKFCp7brkOh-75r8s: expires=fied, 02-Aug-2023
05:41:31 GUT:. path= domain=_google.com. priority=high
Set-Cookie: __Secure-1PSIDCC=AE f-XIQuwvbHFVUllJYpUxWRzIgGnps 11H118Ts jslint SUb35sUEHNZVyO9v | X4AdIRFHr ZJLXS_nw: expires=Wed
02-Aug-2023 05:41:31 GUT: path= domain= google com: Secure: HttpOnly: priority=high
Set-Cookie: __Secure-3PSIDCC=AEI-XIQX| | IK62moPFwLO | 198n_O0W | ZcSTsxZooYyLATr gK8cEYcpJbVI_8I6yHI53uzunyFSak. expires=fied
02-Aug-2023 05:41:31 GUT: path=/: domain=. google com: Secure: HttpOnly: priority=high: SameSite=none
Alt-Svc: h3=":443"' ma=2592000 h3-29=":443". ma=2592000 h3-Q050=":443". na=2592000. h3-Q046=" 443"
n2=2592000 . h3-Q043=":443" . ma=2592000.quic="-443". na=2592000. v="46 43"

*oaia.l.a.r" [["gaia.1 a".1." "'kl @ajo

"‘https Ih3 .googleusercontent .con/~_gj0cTxFPQE/AAAAAAAAAA | /AAAAAAAAAAA/OSN7SD17EQE/ 848-¢c/photo . jpg].1.1.0.null .0

" 1094 16319187256541219" .nul | .null .nul | null 1], ["gaia.l a".1,"n n". “te @gmail . com”

‘https Ih, gleusercontent com/-PgG7nuebqbk/AAAAAAAAAA | /AAAAAAAAAAA/ YKROE IHY6Q4/ s48-¢c/photo  jpg].0.null null.null 0
05337229332496830/ /1 .nul T nulT nult T]J]

Figure 12. Time and user account acquired from network packets generated when the monitoring
system communicates with the server.

Among the user information, the account email IDs and profile pictures required
patches as an attacker could use them for committing additional crimes such as theft or
a deepfake.

5.1.4. Attack Scenario for Network Packet Data Analysis

An attacker may prevent legitimate packets of E-IoT and inject malicious traffic
through denial of service (DoS) attacks. The DoS attack on an E-IoT system may in-
terfere with power services. Because power services are connected by vast systems and
networks, if one system is attacked, it may affect other systems [30].

When an attacker steals packets, it is highly likely to detect the user personal informa-
tion and life patterns. In addition, if an attacker manipulates the power usage of a packet
and sends it to a server, users may be incorrectly charged a higher amount. Or, among the
analyzed life patterns, physical attacks, such as device damage, may be made at a time
when the user is not active.

5.2. Hardware Interface Analysis
5.2.1. DCU and Smart Meter

The PCBs of the DCU and smart meter were analyzed to determine whether a memory
chip or port could be connected to a PC. Figure 13 presents a PCB of the DCU. A NAND
flash memory chip and a port that supports various communication were found. The DCU
used 256 MB “K9F2G08UOC” as a NAND flash memory chip, and RS-232 ports were found
on the PCB. The DCU communicated with the PC through a serial port that was found
in the DCU hardware interface analysis. Figure 14 presents the PCB of the smart meter.
No serial port or flash memory chip was found on the PCB of the smart meter other than
the processor. There seemed to be no separate storage because the smart meter had a low
performance and sends data to the DCU.

Serial communication was performed through PuTTy, which was a terminal applica-
tion. Data were output normally at the time of connection, but an administrator account
was required to access the shell. A login was attempted using an ID/password (ID/PW)
combination frequently used for the administrator account—i.e., root/admin. After access-
ing the shell, the directory of the DCU internal storage was searched. Figure 15 presents a
search of the internal directory of the DCU, and it was confirmed that the DCU uses the
Linux 2.6.39 version and JFFS2 and UBIFS as file systems. Data were extracted using the log
storage function and the hex dump command supported by PuTTy. The internal storage of
the DCU had a log file, as shown in Figure 16, and the date and time were obtained using
the DCU.

On applying hardware interface analysis to the DCU, a serial port was found on the
PCB and the internal storage data was dumped. No administrator account information
was obtained, but an administrator account could be obtained with a frequently used
combination. If the default ID/PW is not changed, it is essential to change the default login
combination because an attacker can steal the device’s permissions. This administrator
account may be useful in future studies of network packet data analysis when installing
certificates on DCUs.
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Figure 13. PCB of DCU (yellow and red squares indicate NAND flash memory chip and RS-232 serial
communication port, respectively).

Figure 15. File system and OS used by DCU.

1 deu 2022062205 log - Notepad timestamp log_group log_mask mac1 mac2 para0 paral
File Edit Format View Help Filt Filter l; ter l; l l; ter l; ter
05:09:08 Database open.

05:09:08 DCU Ver.2014.06.16.13.16 2022-04-18 08:15:21 0 1 14724845 1061006 14724845 4194403
05:09:09 Server listening... TCP port : 3110 2022:04-18 08:15:21 0 1]14724845| 2109562 0 0
05:09:09 Request Que count : 1 2022-04-18 08:15:40 3 4 0 0 1 0
0! 09 Request Que count : 1

05:09:09 Server listening... UDP port : 50010 2022-04-18 08:15:50 3 4 0 0 1 0
0! 09 Server listening... TCP port : 3111 2022-04-18 08:16:00 3 4 0 0 1 0
05:09:09 Server listening... TCP port : 3111

05:09:09 Response Que count : 0 2022-04-18 08:16:10 3 4 0 0 " 0

Figure 16. DCU usage log files obtained via DCU hardware interface analysis.



Electronics 2023, 12, 3233

16 of 22

5.2.2. Attack Scenario for Hardware Interface Analysis

It is more difficult for an attacker to physically acquire E-IoT devices than to acquire
network packets. However, if an attacker physically acquired an E-IoT device, it may obtain
more precise log data than the network packet analysis. An attacker may replace a part of
the hardware or change its access permissions, making it inaccessible to an administrator.
Physical attacks can also affect higher communication layers [31].

5.3. Mobile Device Paired with E-IoT Devices
5.3.1. Smart Plug

Smart plugs use buttons or paired mobile devices to control power. Data were acquired
after pairing smartphones with smart plugs. As a result of analyzing the data of the mobile
device, it was confirmed that the app data of the smart plug was stored in the directory
“/data/data/com.dawon.aipm/.”. Figure 17 presents the username, Wi-Fi information,
email ID, and PW in the “heritPreference.xml” file obtained on analyzing the directory. The
PW and email ID, which are user-sensitive data, are stored in plaintext.

<?xml version="1.0" encoding="utf-8" standalone="yes" ?>
- <map>
<string name="sSite">google_login</string>
<string name="useraor">ca919ddbbff0236a</string>
<string name="latitude">3 </string>
<string name="sName"> </string>
<string name="sAuth">5mAOtcc005w7-cDm80x9-
70fb7EWIKGHO9GALIOEpFVSwyShBILFOE2AJUUES860MMMRahO2pGEXGZIQbMIM
<string name="s_ssid">ICS429_2.4</string>
<string name="PREF_KEY WIDGET_UPDATE _TIME">08/27 14:41:27 </string>
<string namej‘sld'>g~ - :@ajo */google</string>
<string nameq"s_pass“">1q </string>
<string name="PREF_KEY_WIDGET_DEVICE_LIST" />
<boolean name="bPermission” value="true" />
<string name="sEmail">g« @ajo </string>
<string name="is_fcm_token">cengsNIVTRIj76_LSYIYCj:APA91bGOSTZMWT2VqkGy
WewFdHfWP7yHLNwQq21P3tewMNU9SgITBDXBIiZdYXe6Wh16c0zINBy </string>
<string name="longitude">1 </string>
</map>

Figure 17. User email ID and PW obtained from “heritPreference.xml” file.

On applying the mobile device paired with the E-IoT device to the smart plug, the app
package data of the smart plug could be obtained. An email ID and PW were obtained by
analyzing the app package of the smart plug. As the email and PW used for the login are
stored in plaintext, sensitive personal information can be exposed to attackers, which can
result in serious privacy issues. Therefore, PWs should be encrypted such that attackers
cannot obtain them.

5.3.2. Smart Heat Controller

A smart heat controller is a smart IoT control system that controls the temperature in a
room. The temperature can be controlled remotely through a paired mobile device. On ana-
lyzing the data of the paired mobile device, it was confirmed that the Garam heat controller
app data was stored in the “/data/data/kr.co.karam.bos” directory. Figure 18 presents the
user and energy information obtained on analyzing “database.db” file. information of the
user email IDs, user registration times, room temperature, and humidity were acquired.
Although there were no sensors to measure temperature and humidity on the smart heat
controller itself, the temperature and humidity information measured by the thermometer
paired with the heat controller were obtained.
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Table: | |usrcfg viB % % B &8 Iable:[ liot_temp_humi Vl B % « B &
idx usrid cfgdate devid temp humi
‘Fiiter Filter |FHter ‘ ’F?\ter IF‘fter |Fi\t9r ‘
| | kl @ajo 2022-07-12 14:10:57 |1 HC_BZCEB7AC 270 62

Figure 18. User information (left) and room temperature/humidity information (right) obtained
from “database.db” file.

5.3.3. Smart Microwave

The smart microwave remotely controls and records usage information through a paired
mobile device. On analyzing the data of the paired mobile device, it was found that the app
data of the smart microwave was stored in the “/data/data/com.samsung.android.oneconnect”
directory. User and energy data were obtained by analyzing the directory. Figure 19 presents
the “com.samsung.android.pluginplatform.pluginbase.sdk.PluginDataStorageImpl.d94e8ce8-
bf6e-4c62-b58e-3b3542ebde(7.xml” file obtained from the “shared_prefs” directory. The name
of the device wherein the energy was measured (Microwave) and the amount of power used (0)
were recorded. The amount of power was recorded up to the total usage for the device being
measured (thisMonthTotalUsage). In addition, saved energy and percent were recorded, so the
previous power usage can be inferred. Figure 20 presents the “PUBLIC_DR_4c803bc6-22cb-48{5-
9b53-5cb5£885bbf1.txt” file acquired from the “cache” directory. It was possible to identify the
energy usage (this month) and costs (0) according to usage in this file.

<string name="monitorInformationCard">{"untilToday":0,"untilLastMonth":0,"untilTodayOfAllDevice":0,"hasDevice":true,"xLabel":["July
1",2,3,4,5,6,7,8,9,10,11,12,13,14, 15 16,17,18,19,20,21,22,23,24,25,26,27,28,29,30,31,"July 31"],"firstData":

[0,0,0,0,0,0, 0], flrstDataT 11656601 sel:ondData
[00000000000000000000000000000000],secondDataT ':1165 ,"thirdData":

[0,0,0,0,0, 0 ,0]," thlrdDataT :1 mdex" 6,"lutIndex":6," lndexFSU

raphType":"NO_METER"}</string>
<string name="main i 019:
€166b52bab7c"

relatlveRate

con":"microwave_oven_1"}"

sESDewce false, "isSelecte: B B
".false."num i i '\Dnﬂwce 0 dDevice":0,

"drStatus":false, thlsMonthTotaIUsa e":0,"thisMonthTotalSaved":0,Thid Area":true,"disableAISaverSwitch":false} </string>

Figure 19. Energy measurement devices and usage acquired from the “shared_prefs” directory.

{"isPartial":false,"serviceName":"Energy",“cards":[{"templateld":"BASIC_V5","cardld":"dr5010","size":1,"contentV4":{"name":"#u003cfont style¥u003d
Wu0027font-size: 16px#u0027 coloru003d#u0027#252525%u0027%u003e No energy usage #u003c/font#u003e","headerlcons™[],"body":
{"barGraph™:{"list":[{"color":"FFB36ED7","cost":"#0","header":"#u003c this month #u003c/font#u003e","percent™0},
{"color":"FFDADADA","cost":"#0","header":"#u003c last month ¥u003c/font#u003e","percent™0}],"type":"PERCENT_COST_GRAPH"}}}}]}

Figure 20. Cost inferred based on energy usage acquired from “cache” directory.

On applying the method of the mobile device paired with the E-IoT device to the
smart microwave, the app data of the smart microwave was obtained via the paired mobile
device. The energy usage data was acquired by analyzing the app data. This was time-
consuming because most of the data obtained from the smart microwave and smart heat
controller analyzed in the experiment were stored as database files. Thus, in future works,
it is necessary to develop a tool that can easily extract E-IoT-related information from
database files.

5.3.4. Attack Scenario for Mobile Device Paired with E-IoT Devices

If an attacker acquires the user’s email account and password from a mobile device
paired with E-IoT devices, the attacker can know the user’s sensitive information. Since
the user may use the same or similar password in another account, additional personal
information leakage may occur. In addition, card information and financial leakage may
occur because it is common to store card information in a web account recently.

6. Discussion

Digital forensics was applied to E-IoT devices that can monitor, control, and manage
energy in smart cities. The data obtained using digital forensics are summarized in Table A1.
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Some information masked to protect privacy. To analyze the environment of the E-IoT
system, the E-IoT and H-IoT systems were categorized as AMI devices, home-energy IoT,
and smart home appliances. Based on the analyzed E-IoT system environment, data were
acquired and analyzed through the proposed methodology. The proposed methodology
consisted of (1) network packet data analysis, (2) hardware interface analysis, and (3) a
mobile device paired with an E-IoT. For data collection, AMI devices such as DCUs and
smart meters, home-energy IoT devices such as smart plugs and smart heat controllers,
and home appliances such as smart microwaves and smart monitoring systems were used.

The network packet data analysis method uses network protocol analysis tools and
web proxy tools to acquire packets exchanged between E-IoT and servers. Data such as
the device name, user information, and energy usage were obtained from the DCU, smart
meter, smart plug, microwave, and monitoring system. It was possible to understand the
communication structure by applying network packet data analysis to DCUs and smart
meters. As DCUs cannot be paired with mobile devices, in future works, it will be necessary
to obtain administrator privileges and install certificates for encrypted packet analysis.
Communication and user information were obtained by applying network packet data
analysis to the smart monitoring system. Among the user information obtained, email IDs
and profile pictures require patches because attackers can use them for crimes such as theft
or deepfakes.

Hardware interface analysis identifies a port or memory chip that can be connected
to a PC via a PCB of E-IoT. Among the E-loT devices used in the study, there was a serial
port on the PCB of the DCU to extract data. On analyzing the DCU dump image, the usage
log was confirmed. The administrator account was unknown; however, the image dump
was possible because the default ID/PW of the administrator account was unchanged.
If the default is unchanged, an attacker could steal the rights of the device. With this
administrator information, further studies can be conducted to obtain encrypted packet
data from the network packet data analysis by installing certificates in the DCU internal
directory in the future.

The method of using a mobile device paired with E-IoT can be used for acquiring only
data related to E-IoT among the data of paired devices. An e-mail account and PW were
obtained on applying a mobile device paired with an E-IoT device to a smart plug. The PW
was stored in plaintext; it should be double-encrypted because exposure to the attacker can
cause serious privacy issues. User account and energy usage information were obtained
by applying a mobile device paired with an E-IoT device to a smart heat controller and
microwave. Digital forensics for E-IoT obtained significant data, but also had the following
three challenges:

(1) Lack of administrator rights to E-IoT devices. There was a limit to the installation of
certificates for the web proxy tool in the internal storage of E-IoT devices. To install
the web proxy tool certificate in the internal storage of the E-IoT device, the internal
data must be accessible. However, it was difficult to access the internal data and it
was difficult to install the certificate on the device because there was no administrator
authority. Therefore, we analyzed encrypted packets of E-IoT by installing certificates
on mobile devices paired with E-IoT. If a web proxy certificate is installed on the
device, direct packets between the device and the server can be obtained instead of
indirect packets between the mobile device and the server.

(2) Small PCB on some E-IoT devices. Among the devices used in the study, devices other
than DCU could not be used to apply the hardware interface analysis method because
ports were not available on every device. Except for the DCU and smart meter, the
devices were relatively small because they were both E-IoT devices and H-IoT devices.
Since the hardware of the device is miniaturized, the PCB was also small. They were
combined or miniaturized to embed the processor, memory, and internal storage all
on a small PCB. Identification was very difficult because the miniaturized PCB was
not even marked.
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(3) This was a time-consuming process. Mobile devices have been gradually developed.
Many applications and data were stored in the internal storage because more capacity
was available. The user data partition on a 64 GB mobile device was approximately
54 GB in size. As the size of the mobile device increased, the size of the user data
partition also increased. To collect data related to E-IoT, the file storage structure
of the mobile device must be analyzed in advance. Among the analyzed data, E-
IoT-related app package data must be collected. E-IoT app package data should be
analyzed to select meaningful artifacts. This was time consuming because it had to be
analyzed individually.

7. Conclusions

With the global expansion of urban infrastructure and development of 5G technology,
advanced ICT has been applied to energy systems and the use of smart grids has increased.
Smart grid systems acquired energy data using IoT devices such as DCUs and smart meters
to effectively manage energy. This study acquired E-IoT devices data for digital forensics
to E-IoT devices used for energy management in smart cities, such as DCUs, smart plugs,
and smart microwaves, and the possibility of vulnerabilities was analyzed. A test bed
was established for the digital forensics of E-IoT devices. DCUs and smart meters used in
Korean power systems were used to build a test bed similar to actual E-IoT environments.
Data from E-IoT devices were acquired using proposed methodology. The proposed
methodology consisted of three methods: (1) network packet data analysis, (2) hardware
interface analysis, and (3) a mobile device paired with E-IoT. This methodology had been
applied to DCUs, smart meters, plugs, heat controllers, microwaves, and monitoring
systems. User data such as the device name, user account, PW, energy data—such as energy
usage—and logs were obtained.

In the near future, E-IoT devices will be essential in smart homes, smart factories,
and smart cities. In this study, network packet data, internal storage data, and the paired
device data of E-IoT devices were analyzed. Vulnerabilities and personal information
exposure were identified. Digital forensics for E-IoT devices can also be applied to devices
not used in research and can be used for personal information exposure checks before E-IoT
is shipped. In future work, we intend to conduct research on the installation of certificates
in the internal storage of DCUs. We also intend to develop tools for analyzing database
files and extracting user/system information. The E-IoT system is an environment wherein
stability and reliability are important and data forensics is thus essential. Based on this
study, we intend to digital forensics for E-IoT used in energy management systems and
energy storage systems.
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Appendix A

Table Al. Artifacts Acquired Through E-IoT Digital Forensics.

Method E-IoT Data Artifact Package
LoenK DCU Device information TestICS -
Dawon DNS Operating system Linux x86_64 -
t pl
smartplug Access time Mon, 10 May 2021 04:34:04 GMT -
Session ID 363596dc600e3ccca8dcOeabaff709. .. -
Samsung TLS version TLS1.3 -
smart
. . . 1 July 2022 11:36:16 KST,
microwave Device connection 1656642651820(Unix time) -
Access token 725056107548211%7C0e20c3123a9. .. -
Cookies SID=KgjGnTWMO6cEWV... -
Network
packet Energy usage Null (=0) -
data . -
analysis Dawon DNS Smartphone information SM-A325N -
smart Smartphone OS Android 11 -
monitoring B
system User name M*** Kim -
User email te***@gmail.com -
Profile picture . -
Hardware Loenk DCU Operating system Linux 2.6.39 -
interface oen File system JEFS2, UBIFS -
analysis
Log dcu_2022062205.log -
User information D****** Ghin, go********@ajo******* com.dawon.aipm/shared_prefs
Dawon DNS smart plug Password e il /heritPreference xml
LOCatiOn 3*‘****3(49&/ 1**.*******
Karam smart User emall kl***%***@ajo*******
heat controller Access time 12 July 2022 14:10:57 kr.cokarams bos/ databases/ database.db
Temperature Temperature: 27.0 °C; humidity:
and humidity 62%
. 7cbbdd65-af74-f055-019¢- .
) device ID c166b52bab7c com.samsung.android.one-
Mobile S connect/database/Common
device amsui‘g Device stat Online, 7 July Data.db
paired smar evice status 2022T15:39:29.000+09:00
with E-IoT microwave
User information J*** Lee, j**+*****@gmail.com
Energy usage Usage: 0; Saved energy: 0
com.samsung.android.one-
connect/shared_prefs/com.sam-
sung.android.pluginplat-
Device information Microwave form.plugin-
base.sdk.PluginDataStor-
ageImpl.d94e8ce8-bf6e-4c62-
b58e-3b3542ebde07.xml
com.samsung.android.one-
. . connect/cache/PUB-
Energy usage Percent: 0, cost: 0 LIC_DR_4c853bc6-22cb-48f5-
9b53-5cb5£885bbf1.txt
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