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Abstract: The Internet of Things (IoT) has evolved at a revolutionary pace in the last two decades
of computer science. It is becoming increasingly fashionable for the IoT to be rebranded as the
“Social Internet of Things” (SIoT), and this is drawing the attention of the scientific community.
Smart items in the Internet of Things (IoT) ecosystem can locate relevant services based on the
social ties between neighbors. As a result, SIoT displays the interplay between various items as a
problem in the context of the social IoT ecosystem. Navigating a network can be difficult because
of the number of friends and the complexity of social ties. By identifying difficulties with standard
SIoT devices’ interaction with social objects, truthful friend computing (TFC) is a new paradigm
for tracing such difficulties by utilising a relationship management component to improve network
navigability. The concept of trust management can be useful as a strategy during collaborations
among social IoT nodes. As a result, the trustor can use a variety of measures to evaluate a smart
object’s trustworthiness. Hence, this article demonstrates the need for the trustor to evaluate the
extent to which a given metric has contributed to the overall trust score and illustrates profitability
when engaging in a transaction with other nodes. With the help of the SIoT, this paper used a unified
fuzzy-based computational technique and a multiple-criteria decision-making approach to evaluate
the trust weights. The statistical findings show that the computing of “truthful friends” is the biggest
challenge for successful SIoT implementation at the initial level.

Keywords: fuzzy; AHP; trust; Social Internet of Things; MCDM,; truthful friend computing

1. Introduction

The Internet of Things (IoT) technology is the interconnection of numerous computing
devices connected to the internet, distributed within the network environment in the form
of homogeneous and heterogeneous nodes. Such devices tend to integrate environmental
components and produce various services for the end user. These devices transform into
smart devices because they generate a tremendous amount of data related to the physical
world through sensors, actuators, and general-purpose multipurpose computers [1,2]. A
recent survey found that the number of IoT devices connected to IoT networks would pass
30 million in 2020. So, it seems like it would be hard to get to a certain service in a busy IoT
environment [3].
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The IoT-based servers that are currently in use are swamped with a flood of requests
that they are unable to handle and manage effectively. For solving real-world problems,
this perspective introduces several algorithms. Algorithms with the same features are
focused on centralised systems, which cannot handle large numbers of queries from mul-
tiple devices and cannot scale them appropriately by respective IoT servers. Hence, the
term “Social Internet of Things” (SIoT) was coined to describe the scalability, mobility,
heterogeneity, and truthful friend computing issues associated with such a centralised
system. Social ties develop between social objects as a result of the adoption of the SIoT [4].
Consequently, social networking is a space where humans can communicate with smart
things in the SIoT ecosystem, as well as between humans and other humans and between
humans and other tangible items. Because of how these social institutions are built, the
smart thing becomes socially important [5]. Due to the difference between the specific rules
and regulations set by the owner of a device and the unknown and unfamiliar behaviour
of such social objects, the SIoT environment may not provide the quality-based services
and data format that were intended.

With the establishment of a social relationship bond, one friend (social object s1)
can pose a query for another friend (social object s2) in a distributed SIoT environment.
Such objects may act honestly or dishonestly because of their unpredictable behaviour
while delivering services [6]. Therefore, determining the truthfulness of friends in the
SIoT environment is quite a challenging task. By doing some tasks locally, true friend
computing can help SIoT servers handle the large amount of work they have to perform. It
provides positive exposure to the user experience through enhanced quality-based services
and data, support for higher network navigation, mobility, and geographical distribution
of SIoT nodes. However, the criteria of “truthful friend” computing make the problems
of privacy and security more critical [7]. The conventional solutions in the SloT are not
appropriate for truthful friend computing because of their mobility, heterogeneity, and
deceptive nature. Every node associated with SIoT networks communicates directly or
indirectly with a stranger and shares sensitive information that must be received by the
trusted ones. So, when the SIoT architecture is put into place, there needs to be a strong
security-based solution.

Although there are various mechanisms to obtain better throughput for truthful friend
computing like intrusion detection systems, encryption, decryption, access control, and
authentication, these strategies are not appropriate for SIoT servers and the end users
because they may be intruded upon by attackers or malfunction, resulting in misbehaviour
and compromised data. Moreover, the available security-based solution cannot counter
an attack within the SIoT network where a malevolent node has been previously an
integral part of the system through an authentication process. SIoT networks consist of end
devices, social objects, and services, followed by different social relationships, which may be
obfuscated at the user’s end [8]. Trust enables a client or end-user to judge the behaviour of
social objects associated with SIoT networks and also helps in decision-making. Moreover,
trust counts as an incumbent technique to obtain truthful friends, reliable interactions, and
trustworthy nodes. It is essential to utilise trust in SIoT computing because a social object
is the backbone of any SloT-based application. A social network can be observed as a job
pool where information related to nearby SloT devices is processed, managed, and stored,
such as healthcare and Facebook data.

The geographical distribution, mobility, different social relationships, and heterogene-
ity associated with SIoT networks further applaud the necessity of a trust management
system in truthful friend computing. The social node or object called trustor depends upon
the trust score to determine the trustworthiness of another social node called trustee and
evaluate how beneficial the interaction and collaboration with concerned social objects have
been. Truthful friend computing should be a two-way process within trust management.
This signifies that truthful friends who can deliver services to the end social nodes (or
devices) must be able to evaluate the veracity and honesty of the devices. In the end, the
social nodes requesting services must be able to validate the level of trustworthiness and
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integrity. In a colluding SloT network, trust management is very important because many
different social nodes work together to provide services or resources to finish a specific
task [9].

In a trust management system, the trustee’s assessment by the trustor is performed
through the critical information produced by the trust composition. The trustor analyses
the trustworthiness of the trustee using subjective or objective-based metrics. Objective-
based-trust metrics are those that are measurable and verifiable through quality-based
services and quality-based data. On the other hand, subjective metrics are analysed on the
basis of the decision of the trustor by exploring recommendations and honesty. Since no
two trustors have the same social parameters, there is extensive variation in the subjective
metric depending on the situation and network demand. In the SloT environment, the two
categories of interaction that exist are social object to social object collaboration and social
object to thing collaboration [10]. To analyse the level of trustworthiness of social objects
that have a calculable future and are capable of declining any uncertainty about the same,
the trust management system uses effective metrics regarding the social object’s present
and past communication among its neighbours and receives recommendations. Hence,
different trust metrics can be used in different situations to figure out how trustworthy a
social object is.

These include QoS, QoD, recommendation, honesty, friendliness, cooperation, reputa-
tion, and community of interest. Based on trust metrics, the trustor computes the effective
weight value of each metric. Therefore, associated weight evaluates the impactfulness of
every metric that bears a resemblance to the trust scores. Trust metrics perform differently
in different contexts when combined simultaneously. As a result, the trustee must adopt
a metric to determine its relevance and range of levels, which metrics contribute to the
trustee’s collective trust [11]. At present, only a few studies demonstrate the trust man-
agement systems modelled for truthful friend computing. Some recommendation and
reputation-based trust models have also been developed in dissimilar SIoT contexts for
deployment, like mobile ad-hoc networks. However, the ranking of trust metrics could
not be adopted as weights and was assigned randomly in the investigations undertaken in
these studies. As a result, calculating trust and determining how much each metric and
sub-metric matter as a weight is an important research endeavour. Multiple metrics are
looked at at the same time during the multi-criteria decision-making (MCDM) process of
figuring out weights for metrics.

A thorough analysis of the available literature in this context confirms that no positive
action has been taken to propose a mechanism that performs a ranking of trust metrics
related to truthful friend computing. Through this article, we aim to provide a hierarchy
of trust metrics and help in developing an efficient trust management system (TMS) for
truthful friend computing in a SloT-based network. Additionally, the information regarding
identified metrics and sub-metrics would also help in designing and developing an accurate
and robust trust model that would be advantageous for both truthful friends and end-
users. With this as a reason and the idea of building a trust model, our main goal is to
look at a generalised and widely accepted framework for making decisions in truthful
friend computing.

The present article intends three contributions that incorporate:

e Explaining the most important trust metric for a trustworthy, friendly computing
environment.
Performing further scaling by utilising the expert’s opinion.
Setting up the criteria for evaluating trust and how important it is to choose honest
friends and the right nodes for communication in the SIoT environment.

According to the requirements, the authors have classified trust metrics for two
application scenarios, namely client to social object and social object to social object. The
investigated metric and associated sub-metric are graded by determining their weight
values. Therefore, understanding the prioritisation and relevancy of different trust metrics
and sub-metrics signifies an MCDM problem. Furthermore, the unified fuzzy Analytical
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Hierarchy Process (fuzzy AHP) strategy has been employed to convert ambiguous human
verdicts into more precise values. With this strategy, we rank the identified metrics and
measure how much each metric and its sub-metrics contribute to the overall trust formation
of the trustee.

The rest of the present article has been detailed as follows: Section 2 depicts a com-
prehensive revision of relevant articles, while Section 3 deals with the classification of
identified trust metrics as the basis for research composition. The methodology and back-
ground knowledge of unified fuzzy AHP are discussed in Section 4. Furthermore, Section 5
shows the application of the fuzzy AHP mechanism in a SloT-based environment for
truthful friend computing. Section 6 elucidates the ranking of the trust metric and trust
sub-metric using native and universal criteria. Section 6 tabulates our findings and shows
the comparison of the trust metric and trust sub-metric through the ranking of trust scores.
Section 7 concludes the study:.

2. Related Work

The last decade saw the emergence of various wired and wireless communication
technologies and protocols that are capable of performing global trust computation in the
field of IoT. In this section, the development of the social aspect of the IoT takes place where
smart devices create their social objects, which can establish social relationships with other
social objects. To access the service through these social objects, trust among such nodes
plays a vital role in a SIoT-based network. The subject of trust management in truthful-
friend computing has only been the subject of a small amount of research. However, a
mechanism, strategy, and solution for managing trust have started things off in a good way.

Kowshalaya et al. [12] suggested a trust management model for SloT-based networks
to judge the behaviour of social objects. They evaluated the trustworthiness of nodes by
utilising trust metrics such as direct trust (first-hand information), indirect trust (second-
hand recommendation), energy, centrality, a community of interest, and service score.
The synchronisation of trust updates periodically makes the proposed scheme more effec-
tive and reliable. Further, they also analysed the performance of the SIoT network and
established the reliability of the presented trust model under the presence of ON/OFF
selective forwarding attacks. However, the low trust value needs more refinement to detect
the patterns of an intruder. Xiao et al. [13] describe a trust management model based on
reputation and guarantor that eventually computes trust by utilising the social behaviours
of nodes to produce an instant response to a service request by the client object. They also
assign a ranking to these social objects. Those that perform a good job are at the top, while
those that do not are at the bottom, and are called vindictive social objects.

Awan et al. [14] visualised a model for a trust management system to manipulate trust,
which deals with inter-domain communication while deploying services in IoT networks.
The model presented concentrates on the centralised control of clients’ service requests
and performs storage for trust value and the generation of certificates that are not capable
of ensuring the scalability of the system. However, the objects that have a lot of social
connections and clients who are attacked in different ways are not considered to be part of
the system. Alemneh et al. [15] wrote about a good way for smart nodes to figure out if they
are telling the truth by using a trust management system as part of loT-based fog computing
services. This model lets service requesters check the reliability of service providers and
helps service providers check how trustworthy service requesters are.

Ben Saied et al. [16] combine multiple functions to form new batches for all the
previous interactions among social nodes according to a single criteria. After gathering the
social nodes into a single format, the nodes may be unknown to each other. Talbi et al. [17]
described an interest-based model for the formation of social relationships among social IoT
nodes autonomously with regard to the virtual-based community. The presented model
is sufficient for computing the trust of SIoT social nodes based on the preferences made
by client users on an interest basis. Further, they have also depicted a new system based
on recommendations indicating similarity between the service requester and the service
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provider to enhance the desired services. However, these studies have not focused on the
classification and prioritisation of trust metrics or parameters in truthful friend computing
in SloT.

Several trust management techniques have been proposed in different applications
of SloT-based networks while considering the importance of social relationships. Chen
etal. [18] proposed three types of relationships consisting of clients’ communication through
social friendship, social interrelation, and community of interest by utilising the social trust
parameter. The problem with this work is that they have not considered various attack
approaches on nodes. Nizamkari et al. [19] go along with a similar ideology as Chen; the
clients utilise their prior communication and connected friend’s exposure to calculate the
trust data value of the service provider, i.e., the trustee. Therefore, if the client does not
have sufficient exposure (trusted friends), then the recommendation of one’s social object
can be utilised to depict the same relationship.

Mendazoa et al. [20] changed the exposure of the client’s nearby objects and QoS to
evaluate the trust value between the trustor and the trustee. Each client can receive the
information of each trustee and store all the details of the nodes and their experiences. The
proposed model detects malicious nodes and stores the information in the form of a table for
lightweight IoT devices. Chen et al. [21] describe a method for governing ATMP (adaptive
trust management protocol) in SOA based on social IoT networks. This method is further
divided into different parts based on user feedback, using similar friends and communities
of interest. SloT-based constraints have been associated with this protocol, like limited
storage and behind-the-scenes update trust values. Troung et al. [22] proposed different
scenarios for models that include the triad of reputation, experience, and knowledge-
based for the application of mobile crowd sensing through a trust management system
to compute trust for several parameters. Different criteria were used in these studies to
focus on the social relationship part, but they were unable to figure out how it affected
network navigation.

To address the weakness of the MCDM riddles-based analytical hierarchy process
(AHP), the fuzzy AHP strategy has been integrated with fuzzy set theory to produce more
effective and accurate results. Bharti et al. [23] utilised the technique of fuzzy AHP to
optimise the process of friend selection within the SloT environment through a novel
framework called Optimal Resource Discovery and Selection (ORDS). To represent the
knowledge parameter, the authors utilised the capability of ontology-based semantic
description. Further, they used a fuzzy-based set of rules to decipher the results. This
approach gave more accurate results than the outcomes obtained from the other algorithms.
On the other hand, the study showed a poor aspect of scalability.

Cuka et al. [24] proposed a fuzzy-based mechanism for the smart selection of smart
physical devices that are deployed in the SloT environment by utilising a fuzzy logic model.
They used device remaining energy, device interaction, contact time, device inter-distance,
and device buffer occupancy as network parameters. Alshehri et al. [25] proposed a fuzzy
logic-based protocol for detecting on-off attacks, contradicting behaviour attacks, and other
malicious nodes. This protocol allowed nodes to transfer data securely from one cluster to
another. Additionally, the protocol utilised fuzzy logic to identify bad nodes and limit their
untrusted role in making erroneous recommendations regarding nodes in the network.

Baranwal et al. [26] proposed a framework that makes use of multi-criteria decision-
making (MCDM) as a combination of known approaches under the names Analytic Hier-
archy Process (AHP) and Technique for Order Preference by Similarity to Ideal Solution
(TOPSIS) for conducting the selection process, where QoS parameters of various compo-
nents of the IoT act as criteria. The effectiveness of the proposed approach is based on
sensitivity analysis to compute the ratings of service providers. Because the parameter
in the above framework is unique and has its own properties, it cannot be used for trust
management in truthful friend computing. The summarization of different authors” work
in the SIoT environment is depicted in Table 1.
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Table 1. Summary of Related work.

Criteria for Trust

Authors Management Methodology Adopted Major Contribution
Direct trust, Centrality, . Produce better results while comparing with
Cooperativeness, Proposed dynamic trust management three schemes namely, fuzzy trust,
Kowshalaya et al. . . model based direct observation and context-aware trust and SOA-based trust.
community of interest, indi dati Th d del is al liabl ;
Energy and Service score indirect recommendation e proposed model is also reliable against
ONN/OFF selective forwarding attack
Offered a novel trust evaluation model Presented model easily scalable to large
. Direct trust, credit and based on reputation guarantor. To test networks. Credit and reputation are utilised
Xiao et al. . . oL o . L
reputation working of model an application was for building trust and detecting malicious
built on Microsoft visual studio nodes depicts the reliability of model
HCD calculates the domain trust, manages
Proposed Holistic Cross-domain (HCD) the trust values, and distributes standard
Awan et al. Direct and Indirect trust ~ trust management model based on trust certificates to domains based on a

Alemneh et al.

Ben Saied et al.

Talbi et al.

Chen et al.

Nizamkari et al.

Mendazoa et al.

Chen et al.

Troung et al.

Alshehri et al.

Baranwal et al.

Direct trust and
Recommendation

Context similarity in
terms of type of sevice
(x-axis) and node
capabilities (y-axis)

Direct and Indirect trust

Friendship, social
contact, and community
of interest

Centrality and trust level

Direct and Indirect Trust

Direct observations and
indirect
recommendations

Direct and Indirect
Observation

Trigger Outliers, Trigger
Bad Mouths, Trigger
Memory Thresholds,
Trigger Balanced Node
Distribution

QoS-Things,
Communication and
Computing

multilevel central authorities

Propose a two-way
subjectivelogic-based trust management
system that enables a service requester
to verify whether a service

provider can give reliable and secure
services

Offered context-aware and multi-service
trust management model for IoT-based
system

Proposed interest-based

trust management scheme for SloT
systems to deal with u trustworthy
nodes and enhance the cooperation
between SIoT devices

Proposed adaptive and scalable trust
management (ASTM) model to support
service composition applications and
also develop novel adaptive filtering
techniques to determine the best way to
combine direct trust and indirect trust

Proposed scalable graph-based
collaborative filtering recommendation
algorithm, to solve service selection
problem using trust score

Proposed a distributed trust
management model for multi-service
IoT using

direct and indirect observations

Offered adaptive trust management for
social IoT systems in which social
relationships evolve dynamically

Propose a trust evaluation model based
on triad trust indicators (TIs) Reputation,
Experience and Knowledge considering
muti-dimensional trust aspects in SIoT

Offered clustered-based trust
management model for IoT-based
network

Propose a framework of multi-criteria
decision

making as a combination AHP and
TOPSIS for conducting the selection
process where QoS parameters of
various components of IoT act as criteria

degree of trust. Also compared the HoliTrust
with the existing trust mechanisms

Presented model based on subjective logic
for trust management shows converges
quickly and high accuracy as well as resilient
to trust-related attacks

Proposed model shows high accuracy to
determine the class of common attacks
designed for target trust management
systems
Simulation results validate the convergence
of the interest-based trust management
scheme. High performance is observed
while the trustee is assessed in subjective
way according to the trustor’s interest
preferences when the two parties share a
ast
E1)"he adaptive IoT trust protocol performs
well in case of Eigen Trust and Peer Trust in
trust convergence, accuracy and resiliency
against malicious nodes. The proposed
filtering technique is quite helpful in
determining the combined value for direct
and indirect trust
The proposed method evaluates trust using
scalable recommender and shows moderate
performance by utilising RMSE and MAE
and coverage as compared to traditional CF
The trust management scheme provided
utilizes positive and negative scores for trust
evaluation and also detects malicious
behaviour in the network. Also shows
positive response for ON/OFF and selective
attacks
Convergence, accuracy, and resiliency are
measured on proposed adaptive trust
management model. Service composition
scheme outperforms random service
composition
Semantic-Web technologies are utilised to
compute overall trust value received by
different trust indicators. For effective
ranking of Trust indicators Rep ranking
produces more prominent result
The methodology addresses practical and
pressing issues related to IoT trust
management
such as trust-based IoT clustering, intelligent
methods for countering bad-mouthing
attacks on trust systems

To measure the robustness of the method,
IoT-based healthcare system is discussed
followed by sensitivity Analysis. They also
evaluated the performance and compared it
with existing works
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Evidently, very few studies have undertaken research on SloT environments where
MCDM techniques have been deployed in a different context. Moreover, no work has
been carried out in the context of truthful friend computing. To address this research void,
our study adopts the MCDM-based fuzzy AHP methodology to perform a rule-based
ranking of the identified trust metrics. As discussed previously, truthful friend computing
in SIoT networks is a two-way process, i.e., service requestor (SR) to service provider (SP);
and service provider to service requestor. This shows that trust management must be
bidirectional in truthful friendship computing. Hence, this article utilises two scenarios
of trust management: SR to SP and SP to SR. This article also gives details about the trust
metrics or criteria that have been found to be important for evaluating trust, as well as the
relative importance of choosing honest friends and good nodes for communication on the
SIoT network.

3. Research Composition
3.1. Trust Metrics

Trust metrics or parameters associated with SloT networks are a knowledgeable
criterion in the fuzzy expert system for locating the truthfulness of social objects. From the
review of the literature cited above, we determined that trust can be evaluated on various
metrics. In our article, we looked at the different trust metrics, such as quality of data
(QoD), transaction time, latency, reliability, scalability, quality of service (QoS), intrinsics,
accessibility, recommendation, contextual representational, and reputation.

e Quality of Services: The QoS metric is utilised to determine the performance of a
social IoT node by successfully responding to an end-user request by following certain
criteria of a service level agreement [26]. The QoS metrics include sub-metrics such
as latency, transaction time scalability, and reliability. Transaction time is defined as
the sum of request time and response-receiving time. Latency is the amount of time
it takes the SIoT server to finish a client’s request, which can be affected by different
propagation delays. Scalability is responsible for a scalable system for reinforcement
of QoS to produce maximum throughput under heavy workload in a SloT-based
environment. Reliability is the chance that an SP will give its client the services they
want according to a set of rules for a certain amount of time without failing.

e  Quality of Data: It determines the level of accuracy and completeness offered by a
smart social object while providing a service to a client or during collaboration with
other nodes. It is the level of intrinsic, contextual, accessibility, and representational
format of data provided by a smart social object. Intrinsic data is the functionality
of data quality, which includes accuracy, objectivity, believability, and reputation
dimensions while transmitting information among nodes. Accessibility depends on
the extent of availability and obtainability of data by the client while accessing desired
services from the SIoT server. Contextual data signifies the specific context of the
task, considering timeliness and completeness, and to what extent it is applicable in
delivering services. Representational is the format of the data that must be kept short
and consistent so that it can be interpreted correctly and is easy to understand [27].

e  Social Relationship: The social relationship responsible for social trust between own-
ers and SIoT devices is measured by honesty, centrality, cooperativeness, community
of interest, and connectivity. Social relationships like POR and CLOR represent the
nature of bonding among social objects due to continuous interaction between the
client (trustor) and SP (trustee). So, it lets the trustor keep an eye on the trustee’s
bad behaviour (dishonesty) for a certain amount of time when the SloT network is
working well [28]. Honesty signifies whether a particular social object is honest or not.
In the SIoT, a malicious node can act dishonestly while providing services as well as
recommendations. Cooperativeness is the characteristic that describes the extent of
the social objects’ socially interactive behaviour towards the trustor. Community of
Interest (Col) is the property of the SIoT network, whether the trusted social object
belongs to a socially similar group or community (same community, co-location, and
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co-work) or not. Centrality is how important a social object i is in relation to another
social object j, but it decreases for other social nodes in the SIoT network.

Past Reputation: The client’s (trustor’s) previous trust value signifies the trust of the
SP (trustee) and depends on earlier communication for a specific time frame between
the client and SP. There is a significant impact of past interactions between the trustee
and the trustor on computing the trustee’s trustworthiness [29]. If the trustor and the
trustee had direct interactions in the past, it may have hurt the trust score now.
Recommendation: The trust score of a social object can be used to compute the trust
of the SP, specifically when the client does not have any past interaction with the
trustee. When a specific trustor cannot locate a trust score through direct observation,
recommendations from a nearby social object are used for evaluation. Further, the rec-
ommendation must be honest and strong enough to prevent trust-related attacks [30].

The summary of trust metrics in truthful friend computing is depicted in Table 2.

Table 2. List of Sub-trust metrics for Truthful friend computing.

Metrics Sub-Metrics Description
Transaction Time A service request is defined as the minimal period associated with the SIoT
(SM1) server completing a service request between the two SIoT nodes within a
specified time frame. If a transaction is not finished in the time allotted, it
has to be started over to make sure everything is in sync [31].
Latency It is the time taken by the SIoT server to complete the client’s request that
(SM2) experiences various propagation delays like transmission and processing
while providing the desired service to end-users through the utilisation of
social virtual objects [32].
Scalability Scalability signities the capability of handling workload (several service
(SM3) requests) within the SIoT system. According to our scenario’s scalability in
terms of trust metrics, network throughput will gradually exceed the
QoS number of clients as the number of clients grows. The bulkiness of the SIoT
(M1) network is observed in terms of service requests received by the server and
the number of data streams produced. As a result, scalability is responsible
in a SIoT-based environment for a scalable system for QoS reinforcement to
Froduce maximum throughput under heavy workload [33].
Reliability t is responsible for measuring the manner in which services are completed
(SM4) successfully without failure within a particular timeframe and under certain
conditions. It can be seen in IoT systems that the number of client requests
declines by SP at peak times following certain conditions. So, reliability is
the chance that an SP will give its client the services they want according to
a set of rules without failing for a certain amount of time [34].
Intrinsic The intrinsic data deals with the functionality of data quality, which
(SM5) includes accuracy, objectivity, believability, and reputation dimensions
while transmitting information among nodes (SP to SR and SR to SP) to
perform an integral transaction in SloT-based services. Data is only reliable
if it is both accurate and objective, but it also needs to be believable and
have an effective dimension, which is the source of the data.
Accessibility Accessibility of good-quality data depends on the extent of availability and
(SM6) obtainability of data by the client while accessing desired services from the
SIOT server. Hence, the role of the SIoT system is to make the platform
QoD secure and accessible.
(M2) Contextual The contextual data indicates the specific context of the task, considering
(SM7) timeliness and completeness, and to what extent the data is applicable in

delivering services in SIOT using different social relationships among
different smart devices. The client who used the services was more
interested in the quality of contextual data (value added, relevance, and
amount of data) than in how it was represented.

Representational (SM8) When information is shared between a client and a service provider, the

format of the data must be kept short and consistent so that it can be
interpreted correctly and is easy to understand.
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Table 2. Cont.

Metrics

Sub-Metrics Description

Social
Relationships
(M3)

Past
Reputation
(M4)
Recommendations
(M5)

Honesty The social relationship property named honesty signifies whether a

(SM9) particular social object is honest or not. In the SIoT, a malicious node can act
dishonestly while providing services as well as recommendations. The
selection of honesty as a trust sub-metric because of the dishonest social
object may interrupt trust management and the continuity of desired
services in SloT-based applications. In a SloT-based application scenario, a
social object uses direct interaction and indirect evidence (like a node’s past
reputation and recommendations) to figure out how honest the connected
node is [35].

Cooperativeness (SM10) The cooperativeness trust metric property describes how much social

objects interact with the trustor in a social way. The social object may follow
a set of rules when interacting with a trusted social object or friends with
whom it has a strong social tie, but become uncooperative when interacting
with another social object. A social object in SIoT applications can compute
the cooperativeness characteristics of different social nodes using social
tie-up and perform a selection of the socially active cooperative social
objects to achieve high application performance [12].

Community of

I The Col trust metric signifies the property of the SIoT network: whether the

nterest - . . L. .

(SM11) trusted sc_>c1a1 object belongs to a socially similar group or community (sgme
community, co-location, and co-work) or not. The two social objects having
a greater level of trust-based Col can produce various interactions and
positive experiences among other nodes, which can result in better
performance of the application [36].

Centrality The centrality of a social object, the trust sub-metric of social relationships

(SM12) among other social objects, represents its geographical position in the SIoT

network. It indicates the importance of a specific social object (i) in relation
to a social object (j) while declining the importance of other social nodes in
the SIoT network. As a result, the primary goal of centrality is to prevent
mean social objects from making more connections [37].

Past reputation is defined as having a big effect on how the trustee and the
trustor have worked together in the past. This affects how trustworthy the
trustee is.

A recommendation is the property of a social object utilised for the
evaluation of trust value when a particular trustor is not able to locate a
trust score through direct observation.

3.2. Trust Management in SIoT

Trusted interactions are dynamically managed among smart social nodes by utilising
the capabilities of the TMS in the social IoT network. Evaluation of trust is computed
through a social object’s trust score by following the criteria of profitability to assign a task,
interact with, and collaborate with other social objects. The trust in the trustee acts as a
function of the interaction data values (present and past) obtained from the different social
objects. The calculation of trust is based on trust metrics, which tell the trustor how much
weight is to be given to each parameter [38]. The social object’s truthfulness is based on
the direct trust value received from the direct communication of a client and the previous
reputation data value with the SP, along with suggestions obtained from the social object.
Notably, in SIoT computing, TMS follows two-way communication from SR to SP and SP
to SR. As a result, we considered the two scenarios of SR to SP and SP to SR, where SP
provides services to the end-user and SR requests social object collaboration with others in
the same community or group to perform TFS. So, the trust management system (TMS) is
split into two parts: direct trust (DT) and indirect trust (IDT).

e  Direct trust: The DT evaluation of social object node SONk by the end-user depends
on QoD and QoS in terms of SR and SP. It also computes the DT value of j utilising
social bonding (centrality, community of interest, and cooperativeness) among social
objects in the SIoT network. The SIoT smart SONi asks for a collaborative service
request with SONKk to compute a direct trust score SONk by utilising trust metrics QoS
and QoD, while trust evaluation SONi is computed by SONk depending on social
bonding (centrality, community of interest, and cooperativeness).

e Indirect Trust: The IDT computes the subjective trust value of the SP on the basis of
suggestions and prior knowledge received by the client. In other words, the IDT data
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value is the integration of recommendations and earlier experience of social objects in
SloT networks.

4. Fuzzy Set Theory and Unified Fuzzy AHP

We start our discussion by focusing on the inceptional background information needed
in the ranking procedure of trust metrics.

4.1. Fuzzy Set Theory

Several researchers have used different types of membership functions in their cor-
responding work, like trapezoidal fuzzy numbers, Gaussian numbers, triangular fuzzy
numbers, etc. In this paper, the authors consider the TEN numbers that lie between 0 and
1 [39]. It is easy to adapt, and compute with the TFN functions and affords the straight-
forwardness associated with the fuzziness dataset [40]. Moreover, a fuzzy digit N on F is
known as TFN; its general membership function is represented by Equation (1).

un(x) =F — [0, 1] 1)
The possible definition related to the fuzzy set theory that has been discussed in these
articles is given below [10,41,42].

Statement 1. In a fuzzy system, the triangular fuzzy number (TFN) is depicted by 3 keywords
lower (1), middle (m), and upper (u) as signified in Figure 1. The membership function un(x) is
defined in Equation (2).

<= I<x<m
pn(x) =9 2 m<x<u )
0 otherwise
VN
UN(x)
1
o 1 m1 ™ > X

Figure 1. Triangular fuzzy numbers.

Statement 2. Consider Y and Z are the two TFNs Y = (Y, Y™, Y*) and Z = (Z!,2™,Z"). The
vertex approach is utilized to compute the distance between Y and Z. as given by Equation (3).

D(Y.2) = \/ 2100 = 20 4 (m = Zm? 4 (o — 207 G)

Table 3 depicts the algebraic operation laws of two TFN.
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Table 3. Fuzzy Operations.

Operation Algebraic Expression

YPZ (Y 4z ym 4 zm yu y zu)
YOZ (YL =zl ym — zm yu _ zu)
Yoz (YD x Zb, ym 5 zm yu x Zu)
Yoz (Yl zv, Yo zm, yu /7Ly

Y1 (/YL 1/Ym™1/Y")

kY (kYL kY™, kyu)

4.2. Unified Fuzzy Analytic Hierarchy Process Method

The fuzzy AHP proposed by Saaty is an effective approach that provides the solution
to MCDM problems. This approach uses quantitative decision support to handle problems
with multi-metrics by capturing expert opinion since it is unable to support uncertainty in
human reasoning. Fuzzy AHP can compute more accurate results and appropriate judg-
ments for real-time problems while uncertainty and imprecision are considered. Various
researchers have proposed a number of fuzzy AHP techniques up to now. In this paper,
the extent analysis mechanism is adapted to produce an accurate and consistent result and
compared with traditional AHP [43]. The procedure followed regarding the fuzzy AHP
strategy in eight phases is given below:

Phase 1. The fuzzy scale of comparative significance between every element put together in the
same pecking order defined in Table 4 signifies linguistic variables (Not Trusty, Very Less Trusty,
Less Trusty, Strongly Trusty, Very Strongly Trusty, and Absolute Trusty) based on the comparative
significance of a trust-based fuzzy scale.

Table 4. Comparative significance of trust-based fuzzy scale.

Linguistic Value TFN TFN Reciprocal
Not Trusty (1,1,1) (1,1,1)
Very Less Trusty (0.5,1,1.5) (0.6,1,2)
Less Trusty (1,1.5,2) (0.5,0.6,1)
Strongly Trusty (1.5,2,2.5) (0.4,0.5,0.6)
Very Strongly Trusty (2,2.5,3) (0.3,0.4,0.5)
Absolute Trusty (2.5,3,3.5) (0.2,0.3,0.4)

Phase 2. On the basis of expert opinion (see responses from an expert in Appendix A, Table A1),
a fuzzy pair-wise comparison matrix is constructed by transforming linguistic variables into a
fuzzy number using TFN. We used a trust-based fuzzy scale to convert lingual elements into a set
depicting the fuzzy values, as shown in Table 4. An example of FPCM can be depicted as (Check
sample responses from an expert in Appendix A, Table A1).

fi1 ot
T=1: -~ = (4)
L BRI 7%
where bj; = 1, for i = j and Tj; = (tif, tij™, tij").

Phase 3. In this phase, we constructed a single decision matrix (SDM) using a FPCM based on
expert opinion about the trust metric for a social object in SIoT by utilising Equation (5).

Tj; = (Pyj, Qjj, Ry)

Pij =min {Pl]k} (5)
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Qij = = D 1 Qi
Rji= max{Rijk}
where n represents the size of metrics and k signifies each member in SDM.

Phase 4. The combined pair-wise matrix (CPM) acquired through Phase 3 is checked for consistency
to gauge whether the expert’s opinion regarding the trust metric of the SloT system is consistent or
not. First, the defuzzification of CPM is performed in crisp format [44,45]. For example, suppose
V =(a, b, c)isa TFN. Its defuzzification into crisp format is depicted by the formula.

I+ 4m+u
Tcrisp = 6 (6)

After defuzzification, the pair-wise matrix is checked for consistency, and the matrix
is normalised by dividing each element in a column by the sum of all its elements.

tu
T = = J .~ forall (i,jet) 7)
j=1"1]

where 1 represents the size of the metrics.
The eigen vector (EV) signifies the weight value of every trust metric depicted by

n
_ Ll

Wi .

®)
where W; represents the EV in row i, and 2;7:1 Tj; is the addition of every term in the
row of the normalised pairwise matrix (NPM). The highest value of EV Apax of the fuzzy
crisp matrix is calculated by the multiplication of every term of the crisp matrix and EV.
Therefore, Amax is given by

>\max = 2?:1{(27:1 Tij) X Wi} (9)

where Z};l T;; represents the addition of all column terms of the crisp non-normalised
values, W; depicts the EV and # is the size of metrics.

The consistency ratio (CR) and consistency index are computed through Equations (10)
and (11), respectively.

o Amax
Cl= == (10)

CI
R=— 11
CR=TRI (1)

In Table 5, RI depicts matrix sizes up to 10 metrics. In order to compute the consistency
of the PCM, CR must be less than 0.10, otherwise, the procedure for the PCM has to be
repeated. In other words, the expert’s opinion about the identified trust metric for truthful
friend computing is acceptable if CR < 0.10; otherwise, their judgment is incoherent.

Table 5. Random Index (RI).

Matrix Size

2 3 4 5 6 7 8 9 10

RI

0 0.58 0.90 1.12 1.24 1.32 1.41 1.45 1.49
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Phase 5. In this phase, we have to compute the fuzzy synthetic extent value (FSE) using a FPCM
through Equation (12). The FSE for the ith value is expressed by

Si= 27:1 Tij ® [ZZ‘; 27:1 Ti]']il (12)

where S; signifies FSE and Z};l Tjj is calculated by using fuzzy addition operational law, which is
given by Equation (13)

2;?:1 T;= (2;?:1 T!;, 27:1 ", 27:1 T") forall (Ie[1,2,3...1]) (13)

The expressionis ) /' ; X er-‘:l T;; evaluated by using fuzzy addition law on 2;1:1 Tjj. Fur-
ther, each column element perform addition to compute )" ; x Z;-“Zl T;; through Equation (14),
that is,

Y X< = (L T o, T U X forall (e [1,2,3...n])  (14)

The expression [}}' ; 27:1 ]"ij]_l calculated by taking the transpose of the outcome
(Equation (15)) which is given by

_ 1 1 1
o T = G s s ) (15)
i=1 tj i=11"] Li=1t"]

Finally, the expression ;' ; Tj; ® [Zil4 Xjq Tl-]»]—1 is computed by applying fuzzy
multiplication operation law using Equations (13) and (15) and is given by Equation (16)

1 1 1
- n L. n m, n u
Si (Zj:l T x Y sz'Zj:1 T T Yo T % v Tu],) (16)

Phase 6. The degree of possibility (DP) has to be calculated in this phase because there may be an
existing TEN value between the two fuzzy numbers. Consider, there exist two triangular fuzzy
numbers say Hq = (I3,mq up) and Hy = (I,my, uy), then their DP must be H; > H; is given by

V (H1 = Hp) = sup [min (1) MH2(2)]- (17)

The above expression can also be defined as given in Equation (17)
V (Hy 2 Hp) = hgt (H1 N Hy) = ppn (d)

1 my 2> mp
U N(x) =10 Lh>wu (18)
b)) ypergpise
(my—uy)(ma—1p)
where, ordinate d is the highest point of intersection between i1, pp2, and DP as depicted
in Figure 2.

Phase 7. Further, evaluate the degree of possibility (DP) using Equations (19) and (20) for convex
fuzzy number i.e., greater than r CFNs.

V (H > Hy, Hy. Hy) = minV(H > H) Yk € [1,2, ... 7] (19)

d'(Gk) = minV(Hy > H) Vi, k € [1,2,... nl,j #k (20)
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pH(x)

V(H; = H;)

Y

I1

Figure 2. Degree of the possibility of two TFN.

Phase 8. Compute the weight value and normalise it to again evaluate the non-fuzzy weight vector
using Equations (19) and (20)

W= G),d G, ... d G (21)

Finally, we obtain the weight computed through Equation (21) and further normalised
to evaluate the non-fuzzy weight vector depicted by

W = (d(Gy), d(Gy), ..., d(Gn))T (22)
whered (Gy), Vk € [1,2,3,...,n] represent the weight of metric k.

5. Ranking of Metrics and Sub-Metrics Based on Fuzzy AHP Application

The analytical hierarchy process has been utilised to perform a ranking of metrics
in different environments [45,46]. We used a new fuzzy-AHP ranking method to do
truthful friend (social IoT node) computing in the SIoT network (Appendices A and B), as
described below:

5.1. Identification Metrics and Sub-Metrics for Determination of Trust in Truthful Friend Computing

To obtain the trust value of a social object for truthful friend computing, first, we have
to perform a selection of trust-based metrics and sub-metrics. For the same reason, various
metrics were identified from the literature in the SIoT environment. Further, the opinions
of 15 experts belonging to academia and industry were used to collect data based on the
discovered metrics. Hence, five metrics and twelve sub-metrics were selected as depicted
in Table 1. Afterward, the hierarchy-based framework was constructed to compute the
trust of a social object, which includes our goal, metrics, and sub-metrics, as shown in
Figures 3 and 4. There are three levels in the proposed framework. The first level signifies
our main goal, while the metric and sub-metric are ranked in levels 2 and 3, respectively.
The ultimate aim of the present study is to perform a ranking of metrics and sub-metrics to
evaluate the trust score of trustees through DT and IDT in SloT. The use of fuzzy-AHP has
been carried out to compute the weight value of every metric and sub-metric in this model.
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To determine trust

Goal

Quality of Quality of i i
Leve_l 2 Service Data Past Repuatation Recommendation
Metrics

Transaction Time Intrinsic
Level 3 Latency Accessability
Sub- Metric
Scalability Contextual
Reliability Reprsentational

Figure 3. Trust-based computation hierarchy model (SR to SP) using fuzzy-AHP.

To determine

Level 1 trust level

Goal
Level 2 Social Past Repuatation Recommendation
Metrics Relationship

Honesty
Level 3
Sub- Metric Cooperativeness
Community of Interest
Centrality

Figure 4. Trust-based Computation Hierarchy Model (SP to SR) using fuzzy-AHP.
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5.2. Formation of Pair-Wise Comparison Matrix

The fuzzy AHP has been used to collate the opinions of fifteen experts and design trust
metrics based on pair-wise comparisons. The sample size obtained from survey experts is
quite small, and the fuzzy AHP is very subjective [47,48]. Various other researchers have
also taken such a small dataset to produce effective results [49,50]. Therefore, utilising
fifteen experts’ suggestions to collect a dataset for fuzzy-AHP in our work is quite justifiable.
Thereafter, a pair-wise comparison matrix is formed. The linguistic variables signify their
corresponding triangular fuzzy number (TFN), as depicted in Table 4. After that, we
obtained an aggregate FCM by combining fifteen matrixes through Equation (5). Finally,
the obtained FPCM for scenario 1 and scenario 2 is depicted in Tables 6—10. For example,
how the value of Tj; = (Pj;, Qjj, R;j) is calculated and sample data collected from the experts
for the trust metric and sub-metric for levels 2 and 3 is given below:

Table 6. FPCM for Scenario 1.

QoS QoD Reputation Recommendation
QoS 1,11 0.4,1.45,2.5 1,1.89,2.5 1.5,2.16,3.5
QoD 0.4,0.97,2.5 1,1,1 1.5,2.29,3.5 1.5,2.42,3.5
Reputation 0.4,0.59,1.5 0.3,0.42,0.6 1,11 0.4,1.54,2.5
Recommendation  0.3,0.59,1.5 0.3,0.49,0.6 0.4,0.88,2.5 1,11

Table 7. Fuzzified Crisp Matrix for Scenario 1.

QoS QoD Reputation Recommendation
QoS 1 1.45 1.85 227
QoD 1.13 1 2.36 2.44
Reputation 0.71 0.43 1 1.51
Recommendation 0.68 0.47 1.07 1

Table 8. Normalised FCM for Scenario 1.

QoS QoD Reputation Recommendation
QoS 0.284 0.432 0.295 0.375
QoD 0.321 0.296 0.376 0.377
Reputation 0.201 0.128 0.159 0.209
Recommendation 0.193 0.14 0.171 0.138

Amax = 4.165, CI = 0.06, CR = 0.06.

Table 9. EV on trust metrics for Scenario 1.

Trust Metrics Eigenvector
QoS 0.345
QoD 0.343
Reputation 0.174
Recommendation 0.161

(1,15,2), (04,0.6,0.5), (1.52,2.5), (1,1.5,2), (1,1.5,2), (0.4,0.6,0.5), (1,1.5,2), (1,1.5,2), (0.4,0.6,0.5),
(1,152), (152,2.5), (1,1.52), (1.5,2,2.5), (1,1.5,2), (1.5,2,2.5)

Pij = min {Pi]‘k}

=min{l,04,15,1,1,04,1,1,04,1,1.5,1,1,1,1.5} =04

Qi =1yr Qi
= L (154+06+42+15+15+06+15+15+06+15+2+15+2+15+2) =145



Electronics 2023, 12, 41

17 of 26

Rij = max{Rijk}

=max{2,05,2.5,2,2,05,2,2,05,2,25,2,2.5,2,2.5) =2
Hence, T; = (0.4, 1.45, 2)

5.3. Validating the Consistency of the Pair-Wise Comparison Matrix

After the formation of PCM, the consistency ratio is computed. For example, we
have evaluated the greatest EV for scenarios 1 and 2 of PCM. For the same, the TFN of a
PCM is defuzzified, corresponding to crisp format, through Equation (6), and the obtained
FCM is depicted in Tables 6—10. The fuzzified crisp matrix is further normalised through
Equation (7), and the outcomes obtained are shown in Tables 8-12. Equation (8) is used to
calculate the EV of the fuzzified crisp matrix. The outcomes of the EVs for two scenarios
are depicted in Table 13.

Table 10. FPCM for scenario 2.

Social Relationship Reputation Recommendation
Social relationship 1,11 1.5,2.234,3 1,2.26,3
Reputation 0.3,0.42,0.6 1,11 0.5,1.2,2
Recommendation 0.3,0.44,1 0.5,0.94,1 1,11
Table 11. Fuzzified crisp matrix for scenario 2.
Social Relationship Reputation Recommendation
Social relationship 1 2.31 217
Reputation 0.444 1 1.21
Recommendation 0.514 0.89 1
Table 12. Normalised FCM for scenario 2.
Social Relationship Reputation Recommendation
Social Relationship 0.511 0.549 0.499
Reputation 0.226 0.228 0.264
Recommendation 0.263 0.235 0.232
Amax = 3.104, CI = 0.05, CR = 0.086.
Table 13. Eigenvector on trust metrics for scenario 2.
Trust Metrics Eigen Vector
Social relationship 0.522
Reputation 0.239
Recommendation 0.234

We have computed the highest EV (max) of the fuzzified crisp matrix through Equation (9).

Amax = (1+1.13 +0.171 + 0.68) x 0.345 + (1.45 + 1 + 0.43 + 0.47) x 0.343 +
(1.85+236+1+1.07) x 0174 + (2.27 +2.44 + 1.51 + 1) x 0.161 = 4.165

Since we have considered four metrics so the corresponding value of the RI is 0.90
using Table 5, hence Cl is calculated using Equation (10).

41654

CI Y

= 0.06



Electronics 2023, 12, 41

18 of 26

Therefore, the consistency ratio (CR) is computed using Equation (11).

~0.06

CR=—=0.05

©0.90

Now, the CR value is 0.05 which is less than 0.10 so Table 5 representing PCM is
acceptable and consistent.

For scenario 2,

Amax = (1 +0.444 + 0.514) x 0.522 + (2.31 + 1 + 0.89) x 0.239 + (2.17 + 1.21 + 1) x 0.234 = 3.104

Since we have considered three metrics so the corresponding value of Rl is 0.058 using

Table 5, hence the Cl is calculated using Equation (10).

Therefore, the consistency ratio (CR) is computed using Equation (11).

Cl =

31043
3-1

0.05

CR=— =0.086

0.58

= 0.05

Now, the CR value is 0.05, which is less than 0.10, so Table 10 representing PCM is
acceptable and consistent. Using the same procedure, we have validated the CR for every

metric and sub-metric, and the outcomes are depicted in Tables 14-16.

Table 14. FPCM for Quality of Service.

SM1 SM2 SM3 SM4
SM1 1,11 1,1.64,2.5 0.5,1.42,2.5 0.5,1.4,2
SM2 0.4,0.55,1 1,1,1 0.5,1.07,2 0.4,0.7,2
SM3 0.4,0.73,2 0.5,0.95,2 1,1,1 0.4,09,2
SM4 0.5,0.71,2 0.5,1.17,2.5 0.1,1.17,2.5 1,1,1
Amax = 4.109, CI =0.03, CR = 0.04.
Table 15. FPCM for Quality of Data.
SM5 SMe SM7 SM8
SM5 1,11 0.5,1.39,2 0.5,1.19,2 1,1.69,2.5
SMé6 0.5,0.67,2 1,1,1 0.5,1.04,2 0.5,1.39,2.5
SM7 0.5,0.85,2 0.5,1.03,2 1,11 0.5,1.3,2
SM8 0.4,0.55,1 0.4,0.73,2 0.5,0.77,2 1,1,1
Amax = 4.106, CI = 0.035, CR = 0.038.
Table 16. FPCM for Social Relationships.
SM9 SM10 SM11 SM12
SM9 1,11 0.5,1.32,2 1,1.44,2 0.5,1.34,2.5
SM10 0.5,0.72,2 1,1,1 0.5,1.09,2 1,1.05,2
SM11 0.50.84,2 0.4,0.56,0.6 1,1,1 0.5,1.3,2
SM12 0.4,0.58,1 0.4,0.72,2 0.4,047,2 1,1,1

Amax = 4.175, CI = 0.058, CR = 0.064.

5.4. Evaluating the Priorities of Native Weights of Trust Metrics

We have computed the native weight (NW) of the trust metric and sub-metric and
shown the description of our evaluation based on PCM in Table 6 for Scenario 1 of the main
category. In this paper, we have utilised the extent analysis strategy [46], and the procedure
for the same is given below:
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The S; of the PCM in Table 6 was calculated using Equation (12)

1
Si = 27:1 Tij @ [Z?:l Z;Z:1 Ti]']

2;7:1 T;; is computed using Equation (13) and results are depicted in Table 17, and the
value of } ! ; 2;’:1 T;j calculated by Equation (14) is given by

n n
Yot 2 Tij = (124, 19.67, 31.21)

Table 17. 27:1 T;; value for each metric.

n
Trust Metrics L Tj
j=1
QoS 3.9,6.5,9.5
QoD 4.4,6.68,10.5
Reputation 2.1,3.55,5.6
Recommendation 2,2.94,5.6

Further, the inverse value of )" ; }7:1 T;; computed using Equation (15) is given

below:
1 1 1

X X Tl = Giar 19,67 123

Therefore, the FSE value (S;) is computed as

39 65 95

44 668 105
[S1= |, 355 38| ®[0:032 0.051, 0.082]

1.7 294 5.6

The result obtained for each value of S; is depicted in Table 17. The degree of possibility
(DP) for one TEN is higher than the other value computed by using Equations (17) and (18).
The DP associated with convex fuzzy values (CFV) is also the highest compared to the
other three, as shown in the following equations:

d'(S1) = least{IWV(Sy > Sy, S, S4)}

=least {(WV(1,1,1)} =1
d'(Sp) = least{WV(Sy > S1, S3, S4)}
= least{WV(0.937, 1, 1)} = 0.947
d'(S3) = least {W V(S3 > S1, S, Sa)}
= least{WV(0.529, 0.537, 1)} = 0.585
d'(S4) = least{WV(S4 > Sy, S1, S3)}
= least{IWV/(0.358, 0.322, 0.853)} = 0.416
The WV is computed by utilising Equation (21)

W' =(1,0.947, 0.585, 0.416)"

Now, we can compute the normalised weight vector W by taking the transpose of W’
utilising Equation (21)

1 0947 0.585 0.416)T

W == 7 4 7
(2.948 2.9487 2.948" 2.948
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Therefore, as depicted in Table 18, the metric weights are computed. The outcomes
show that the QoS metric has gained the highest weight value for trust evaluation in
Scenario 1. In the same manner, the other metric and sub-metric can be prioritised for
Scenario 2. Tables 17 and 18 show the results for metric and sub-metric measurements.

Table 18. FSE (S;) value for trust metrics.

Trust Metrics S;

QoS 0.125,0.382,0.779
QoD 0.141,0.341,0.861
Past reputation 0.064,0.181,0.459
Recommendation 0.054,0.152,0,289

5.5. Evaluating the Priorities of Universal Weights of Trust Metrics

The trust metric for Scenario 1 and Scenario 2 are shown in Tables 19 and 20, which
depict native and universal weights, respectively. The computed universal weight (UW)
using fuzzy AHP of each trust metric reflects its priority over other metrics. The UW of
every metric is the product of its native weight (NW) and level 1 metric weightage. The
NW depicts each metric’s impact on another metric in the same category. For instance, the
LW of SM2 is 0.287, and it is the top graded metric in the class of QoS because of its weight
vis-a-vis the others at the same level.

Table 19. Summary for the evaluation of trust metric for case 1.

. . . . . Native Universal Universal
Metric Weight Sub-Metric Native Weight Ranking Weight Ranking
SM1 0.280 2 0.0957 4
SM2 0.287 1 0.0981 3
QoSM1) 0.342 SM3 0.183 4 0.0625 10
SM4 0.251 3 0.0878 6
SM5 0.284 1 0.0911 5
SM6 0.259 2 0.0831 7
Qob(M2) 0.321 SM7 0.231 3 0.0741 8
SM8 0.223 4 0.0715 9
Reputation(M4) 0.198 - - - 0.198 1
Recommendation(M5)  0.141 - - - 0.141 2

Table 20. Summarization for the evaluation of trust metric for case2.

Metric Weight Sub-Metric Local Weight Local Ranking ‘?Vizgﬁi RC;LOIZ;Ig
SM9 0.290 1 0.1566 3
Social SM10 0.253 2 0.1366 4
Relationship(M3) 0.540 SM11 0.238 3 0.1285 5
SM12 0.218 4 0.1177 6
Reputation(M4) 0.204 - - - 0.204 1
Recommendation(M5)  0.256 - - - 0.256 2

From the previous discussion, it is clear that recommendation and past reputation
indicate IDT value, whereas QoD and QoS signify DT for scenario 1 and social relationship
for scenario 2. Therefore, it can be observed that SM2 is the high-rank global metric
for scenario 1, while past reputation gains the highest rank among all. In scenario 2,
honesty (SM9) achieved the highest rank globally for the DT metric, while recommendation
overall ranked high. Within level 1 for scenario 1, QoS is the top-rated metric whereas
recommendation achieves the lowest rank (Table 19). In level 1 of the scenario, social
relationships emerged as the highest prioritised metric because of their maximum weight
from examining other metrics, whereas reputation seems to be the lowest one (Table 19).
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6. Overall Impacts Assessment

The present research article ensures the identification, categorisation, and performance
ranking of essential metrics for trust evaluation for truthful friend computing in SIoT. This
social object can collaborate with other social objects to select a trustworthy and reliable
social IoT object for delivering secure services. By investigating the literature, we have
identified five metrics and twelve sub-metrics, and we then prioritise the metric and sub-
metric by utilising the fuzzy AHP method. The application of a pair-wise comparison
matrix depicts the importance of metrics and sub-metrics. The fuzzy AHP approach also
determines the order in which each metric and sub-metric should be used.

6.1. Results

On the basis of the result depicted in Figure 5, latency is the top-graded metric locally,
and it is rated as the higher metric globally for performing DT computation and achieves
the third rank overall. This signifies that experts have taken latency as an important metric
while computing direct trust for secure offloading and achieving TFS in the SIoT environ-
ment. The other most important metrics are transaction time, intrinsic data, accessibility,
and reliability. Each of these has a natural weight of 0.280, 0.284, 0.259, and 0.251.

- pMMetric

m Sub-metric
o.4

o.=s 0.342

03

o025

0.z

0.15

Weight

o1 9 00741 00715

005

Sub-metric

Figure 5. Ranking of Metric for scenario 1.

Moreover, in the case of indirect trust evaluation, past reputation performs better than
the recommendation. This scenario points out that the experts considered the significance
of past reputation over recommendation while receiving inputs from nearby nodes. In
addition, recommendation and past reputation have no further sub-metric, so they obtained
a higher rank among sub-metrics. So, reputation based on past communication obtained
the top overall rank.

As depicted in Figure 6, locally honest has gained the highest rank and highest top-
rated sub-metric for DT evaluation. This implies that experts recognise the importance of
honesty in determining the trustee’s trust in social objecttosocial object collaboration in
TFS. Again, honesty is the highest-ranked sub-metric as compared to all others, with a UW
of 0.1666. In the case of an IDT, the recommendation obtained a higher rank than the past
reputation. This means that respondents agree that recommendations are more effective
than reputation gained through past communication between social objects. Since there are
no other factors for recommendation and reputation, they both have the highest values in
the UW evaluation. Overall, recommendation received the highest rank.
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Figure 6. Ranking of Trust Metric for scenario 2.

6.2. Computation and Comparison

In order to compute the effectiveness of truth-friend computing in social IoT networks
utilising TMS, five metrics and twelve sub-metrics were scrutinised for scenarios 1 and 2. To
encapsulate the ambiguity and uncertainty involved in the human verdict, the fuzzy-AHP
technique was used. To identify trusty nodes in a SIoT environment where the social IoT
node is highly mobile and dynamic with a high degree of uncertainty, inaccuracy, and
equivocation, fuzzy-AHP is most effective for imitation of numerous metrics for TMS
since its throughput is quite impactful at reasonable MCDM. QoS and QoD are the most
effective trust metrics in scenario 1. This signifies that the respondents have considered
QoS and QoD to be protective metrics while performing friend computing among social
objects by granting end-user access to desired services deployed in the SIoT network. In the
category of QoS metrics, latency is the most desired parameter to obtain reliable services
from a SIoT server.

For the SIoT server to compute the trustworthiness of a social object, social relation-
ships appear to be the most significant parameter. The expert opinion relied on by the SloT
server must be focused on interaction and experiences related to the end-user rather than
recommendations received from neighbouring SIoT objects. The social-object relationship
between sub-metrically rated high honesty and then cooperativeness. To build a strong
social relationship between two social objects, the degree to which they depend on each
other is one of the most important factors. This is the highest weight factor.

In ref. [15], Alemneh et al. state that the contribution of an IDT score cannot exceed
fifty percent as compared to the inclusive trust of the SP. According to the outcomes of
our investigation, indirect trust contributes 31.5 percent for scenario 1 and 49.5 percent for
scenario 2, respectively. The result says that the DT calculation of trust is more prominent
than the IDT computation using past reputation and recommendation. The author in [47]
considered that the weights of past reputation and recommendation are 0.3 and 0.4, re-
spectively. In the same way, our results show that in Scenario 2, the IDT metric for past
reputation is 0.204, which is exactly the same as what was seen for recommendation (0.256).

The maximum trust value escalates the speed of convergence by utilising recommen-
dations through nearby social objects [48]. However, the weightage of the reputation based
on prior interaction is 0.198, which is greater than the value observed for recommendation
(0.141) in the case of service providers. The answer is that SR is more confined to SIoT
servers to provide secure and efficient services, while SP is mostly associated with rela-
tionships among social objects. For instance, in [49], the weightage of 0.8 is given as a past
trust value to an end-user, while 0.5 is associated with recommendations received from
neighbour social objects and SloT servers.

The computation of truthful friend computing in SIoT needs maximum data quality
(QoD) as compared to QoS. The truthfulness of social objects emulates the criteria of QoS
requirements despite affecting QoD protocols and service level agreements. Based on
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the result obtained in Table 18, the weight of QoD is 0.321, which is nearest to the value
observed for QoS (0.342). When more weight is used in DT, the integrity and convergence
of the trust value get better. It is clear from Tables 19 and 20 that the weight given to DT
is greater as compared to IDT. The weight of the DT value for scenario 1 is 0.663, while
scenario 2 has a weight of.540.

Since DT introspection and reputation based on prior communication using trust
gradually influenced the presence of untrustworthy social objects in SIoT networks [46,49],
a score represents a proper explanation of SP’s (overall trust). As shown in Tables 18 and 19
and Figures 5 and 6, the results show that the self-observation trust scores for scenarios 1
and 2 are 0.861 and 0.744, respectively.

The QoD metric is responsible for delivering data quality services consisting of in-
trinsic, accessibility, contextual, and representational as the most important sub-metrics
of a SIoT server, which must have the level of data quality to be transmitted since QoD
revolves around these four criteria [50]. Based on what we found, the weights for intrinsic,
accessibility, context, and representational are 0.284, 0.259, 0.231, and 0.223, respectively.

Furthermore, appropriate access control policies for SIoT servers should be enforced
in order to detect anomalous social object behaviour and prevent unauthorised access.
For the same reason, honesty is the highest-ranked sub-metric in the category of social
relationship, which determines the QoS delivered by service providers, since it has merits
like wrong recommendation detection and prevention, detection of a malicious social
object, and prevention against trust attacks [35]. Table 19 shows that the weights of
honesty (SM9) are higher than cooperativeness, the Col, and centrality, which are 0.253,
238, and 0.218, respectively.

7. Conclusions

The authors used the fuzzy AHP technique to find and rank trust formation metrics in
SIoT. This helped them perform “truthful friend” computing. The result shows that in the
consideration of trust formation for scenario 1, QoS is the highly prioritised metric, having
a weight value of 0.342, followed by QoD with a weight of 0.321, while recommendation
gains the least weight. On the other hand, for scenario 2 regarding trust formations, social
relationships are the top-ranked metric with a weight value of 0.540 while reputation is the
least significant metric. In the QoS category, the sub-metrics make sure that latency has the
highest rank with a weight of 0.287, followed by transaction time, and that scalability has
the lowest rank. In the category of QoD, intrinsic has the highest-rated parameter weighting
(0.284) by accessibility, while representational achieves the lowest rank in the same category.
The outcomes of the findings of our work show that latency is the best metric for direct trust
formation, with a UW of 0.0981 in scenario 1, while scalability is the lowest-ranked factor.
In scenario 2, with a UW value of 0.1566 for DT formation, honesty is the best sub-metric
for everyone, while centrality gets the least preference overall. In scenario 1 (SR to SP),
the indirect trust score shows that reputation is more important than the recommendation
from the nearby social object. In scenario 2 (SP to SR), the opposite is true.

The present research work shows that the fuzzy AHP mechanism in MCDM works
well for choosing honest friends in a SIoT environment, and it can be used as an important
tool for the social object in SIoT to find trust-building factors. In our work, we have utilised
a limited number of trust metrics and have a small data sample size. So, including some
other appropriate and effective trust metrics and a large sample data size that deals with
the truthfulness of the social object can produce more refined results. Therefore, various
strategies can be integrated with fuzzy logic for the identification and ranking of trust
metrics for truthful friend computing in SIoT. So, in the future, researchers can think about
using different MCDM techniques, like ANP, ELECTRA, TOPSIS, PROMETHELUS, etc., for
comparing results.
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Appendix A

Table A1l. Sample responses.

Responses from Experts

Ques

1

N U1 B W N

Ques
1
2
3

Concerning goal

No. Trust metrics

M1
M1
M1
M2
M2
M4

Concerning goal

No. Trust metrics

M3
M3
M4

How much one trust metric is trusty over another

Not Trusty V?Frr}lllit‘;ss Less Trusty 5%32%}’ Ver}%litgg;gly A"Il?r Slfsltl;te Trust metrics
v M2
Vv M4
N4 M5
v M4
v M5
v M5
Responses from experts
How much one trust metric is trusty over another
Not Trusty Vgrrr}lll;;ss Less Trusty Sp}rr?gtg;y Ver}%lit:?;gly A"Il')r Slfsltl;,te Trust metrics
v M4
N4 M5
Vv M5

Appendix B. Question and Sample Response

e  Concerning goal- Determining trust score for secure offloading in truthful friend
computing.
(1) How trusty is quality of service (M1) compared with the quality of Data (M2)?
(2 How trusty is quality of service (M1) compared with a past reputation (M4)?
(3) How trusty is quality of service (M1) compared with recommendations (M5)?
4) How trusty is the quality of Data (M2) compared with M4?
®) How trusty is the quality of QoD compared to M5?
(6) How trusty is past reputation compared with M5?

e  Concerning goal -Determining trust score for a social object to social object collabora-
tion in truthful friend computing.

1) How trusty is Social relationships (M3) compared with M4?
2 How trusty is M3 compared with past M5?
©)] How trusty is past reputation compared with M5?

See Table Al.
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