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Abstract: The Internet of Things (IoT) market is currently one of the most dynamically developing
branches of technology. The increase in the number of devices and their capabilities make them
present in every area of life—from construction to medicine. Due to flourishing industrial automation
and wireless connectivity, all devices in buildings can be networked, which significantly improves
comfort, energy efficiency, and thus significantly affects the promotion of the idea of sustainable
development. This article proposes to build a system to monitor an energy management system by
collecting information about temperature, humidity and pressure. The concept of the system is based
on the Message Queue Telemetry Transport (MQTT) communication protocol, a wireless network, an
ESP8266 microcontroller and a BME280 sensor. Sensors and actuators are connected to the ESP8266,
and a Mosquitto-based MQTT broker is placed on the RPi and set up for remote monitoring and
control. An innovative approach to the use of database systems dedicated to time series on the
example of InfluxDB and data visualization in the Grafana environment was also presented. The
proposed system was built in laboratory conditions in 2022 and used to monitor and control energy
consumption in real time, depending on Polish weather conditions.

Keywords: Message Queuing Telemetry Transport (MQTT); ESP8266; Mosquitto; measurement
system; monitoring and controlling in energy management

1. Introduction

Reducing energy consumption and reducing waste are issues of increasing importance
to the EU [1]. In 2007, EU leaders set a target of reducing the EU’s annual energy con-
sumption by 20% by 2020. In 2018, the Clean Energy for All Europeans package set a new
target of reducing energy consumption by at least 32.5% by 2030 [2–6]. Ensuring energy
efficiency is increasingly recognized not only as a means of ensuring a sustainable energy
supply, reducing greenhouse gas emissions, increasing security of supply and reducing
energy import expenses but also as promoting the EU’s competitiveness. Energy efficiency
is therefore a strategic priority of the Energy Union [7]. In July 2021, the Commission
proposed a revision of the Energy Efficiency Directive (COM(2021)0558) as part of the
Reaching the European Green Deal package and in line with the new climate ambition of
reducing EU greenhouse gas emissions by at least 55% by 2030 compared to 1990 levels
and achieving climate neutrality by 2050 [8]. It proposes to increase the primary and final
energy consumption reduction targets to 39% and 36%, respectively, by 2030, as measured
by updated 2020 baseline projections. In absolute terms, EU energy consumption by 2030
as proposed will amount to no more than 1023 and 787 million tons of oil equivalent for
primary and final energy by 2030. In September 2022, the European Union again tight-
ened the regulations on reducing electricity consumption by another 10%. This price was
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imposed on units of the public finance sector in connection with the current crisis in the
market of energy carriers, resulting from the geopolitical situation. The intention of the
Act is to strengthen the exemplary role of the public finance sector in the field of energy
savings, and thus encourage a wide range of recipients to take effective measures to reduce
electricity consumption. Joint actions of public sector entities should significantly reduce
energy consumption and thus strengthen energy security. Significant actions to improve
energy efficiency include, among others: [9]:

(1) Limiting external lighting, turning off the daily or holiday illumination of buildings;
(2) Striving to ensure the temperature of the rooms: when heating the building at the level

of 19 degrees Celsius, when cooling the building at the level of 25 degrees Celsius;
(3) Modernization or replacement of lighting;
(4) The use of measurement, monitoring and control systems as part of the implementa-

tion of energy management systems;
(5) Introduction of organizational improvements as well as educational and information

activities rationalizing energy consumption by office employees;
(6) Use of waste heat from the server room to heat the occupied buildings.

This, in turn, highlights the growing need for data collection for monitoring and
control as part of the implementation of energy management systems. It should be added
that the exchange of information must take place in various types of devices, due to age,
technology and type of communication [10]. Another aspect is the ease of implementing
the new system in old devices. The solutions used so far must be compatible with those that
are older. A large amount of data also requires some aggregation so that the information
is useful to the end user. The purpose of this article is to use the MQTT protocol as a tool
for distributed measurement communication and to develop a measurement system using
data processing in microprocessor systems using Node-RED as an innovative approach to
programming, using database systems dedicated to time series on the example of InfluxDB
and visualization data (measurements, diagnostics, reports) in the Grafana system.

The major contributions of this paper are the following:

– Explains designing and development of a power management system that is based
on open-source solutions so the system is economical but also secure and reliable as
MQTT has built-in SSL security features;

– Monitoring and control can be done from remote locations; this system is connected
via Wi-Fi;

– This solution is adapted to all devices, regardless of time or technology;
– Designing and installing the server on a local machine and communication channel

makes it useful in remote locations without Internet access.

The rest of the article is organized as follows. Section 2 describes the work done so
far in the field of MQTT in IoT networks. Section 3 contains detailed information on the
components used. Section 4 contains the problem statement and illustrates the proposed
system architecture. Conclusions and future direction of work are presented in Section 5.

2. Review of Related Publications

The MQTT protocol is currently particularly applicable due to fast and reliable data
exchange as well as communication encryption and security mechanisms [11–24]. In the
article [11], the authors proposed a communication platform for a Multi-Microgrid (MMG)
energy management system using a combination of communication protocols in a hier-
archical architecture. In the proposed platform, an Internet of Things (IoT) gateway has
been designed the purpose of which is to connect many micro-networks and the MQTT
protocol has been adopted for communication between the central controller and the cloud.
In the work [12], Message Queue Telemetry Transport (MQTT) was used as a way to de-
velop intelligent control of home appliances using resource-constrained devices to measure
environmental parameters, such as temperature, gas, humidity, and presence detection, but
even an integrated power grid analyzer. The manuscript [13] has proposed an Internet of
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Things (IoT)-enabled multiagent system (MAS) for residential DC microgrids (RDCMG).
The MAS has consisted of smart home agents (SHAs) which used message queuing teleme-
try transport (MQTT) publish/subscribe protocol via MQTT brokers to cooperate each
other to alleviate the peak load of the RDCMG and to minimize the electricity costs for
smart homes. The communication encryption, integrity and authentication with minimal
impact on protocol performance and MQTT simulated on the power system was analyzed
in [14]. Chien and Wang have designed a new OTA model based on MQTT where the IoT
application manager can fully control the OTA process via an end-to-end (E2E) channel.
This model is based on the new features and functions of MQTT 5.0. In the work [15], MQTT
was used in facilitating the over-the-air (OTA) updating mechanism in many IoT platforms.
An analysis of the technological progress brought by the Internet of Things (IoT) in terms
of communication in the Ministry of Economy was written in [16]. The paper proposes a
wireless communication architecture based on the Message Queuing Telemetry Transport
Protocol (MQTT) and shows how the current control structures of the potential energy
management system seamlessly integrate with the proposed communication based on the
MQTT protocol. The authors in the work [17], presented a data collection architecture
for situational awareness (SA) oriented microgrids. A prototype has been developed that
can provide a great deal of data collection from smart meters, which is collected using the
MQTT protocol. The following papers [18–25] address the incorporation of MQTT systems
into custom key agreement schemes as a two-phase authentication mechanism. There are
papers that focus solely on authentication mechanisms for MQTT, such as [26–30]. There
are also studies that propose a distributed architecture for MQTT without focusing on
security solutions [31–35].

Contrary to previous works, the aim of this article is to develop a solution capable of
transmitting data obtained by external sensors to a centralized server using multiple wire-
less technologies, using the pub-sub paradigm via the MQTT protocol, thus enabling the
collection of information from distributed devices and the use of open source technologies
to build a measurement, monitoring and control system as part of the implementation of
energy management systems.

3. Materials and Methods

The MQTT protocol is based on the publication/subscription pattern working on
top of the TCP (Transmission Control Protocol) / IP (Internet Protocol) layer. It is a
lightweight data transmission protocol designed for transmission for devices that do not
require high bandwidth [36]. By limiting the transmission speed, the protocol provides
greater reliability. This protocol is ideal for machine-to-machine connections, the Internet
of Things (IoT), mobile devices, and where bandwidth and energy savings are required.
The MQTT protocol was created by Andy Stanford-Clark from IBM and Arlen Nipper
from Arcom (now Eurotech) in 1999. The central element of communication is the MQTT
broker (acts as a server), which is responsible for sending all messages between senders
and waiting recipients. Each client that wants to send a message through the server in
the MQTT protocol nomenclature is a Publisher (publisher/sender). The broker filters
incoming messages and sends them to clients interested in receiving the messages. Clients
who register with a broker and are interested in specific types of messages are known as
Subscribers. Therefore, both publishers and subscribers establish a connection with the
broker [37]. The MQTT server is responsible for the authentication and authorization of
MQTT clients. After successful authorization and authentication, customers will be able to
become publishers as well as recipients. Grafana is a tool installed on the server, whose only
task is to read data from a selected source and visualize them using various types of charts
or tables. This tool in itself will not provide the ability to prompt the server, retrieving
information directly about the infrastructure—this is where InfluxDB, a database designed
to collect time-based metrics, comes in handy. At the moment, the creators provide three
different versions of the software, which can be selected depending on the needs [38].
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Grafana Cloud is a version of the cloud service, due to which we do not have to
install Grafana on our own server, but we will use the SaaS version hosted in the client’s
infrastructure [39]. The second available product is, of course, Grafana in the Enterprise
version, for large organizations that need full and quick support in implementing the tool
in their organization.

The last version is, of course, Community, or simply the Open Source version, which
we can easily install on any of our servers. During the installation, remember that monitor-
ing tools, such as Grafana, should not be hosted on the same instances as our application,
because then we lose the possibility of effective monitoring and notification of exceptional
situations [39].

Grafana can be installed in the environment of our choice (MacOS, Windows, Linux),
and detailed installation instructions can be easily found in the official documentation.

InfluxDB was built from scratch as a time series database [30]. InfluxDB is part of a
comprehensive platform that supports the collection, storage, monitoring, visualization and
alerting of time series data. The entire InfluxData platform is built with an open source core.
There are four fields that are part of the TICK stack: (Telegraph, InfluxDB, Chronograph,
and Kapacitor). Each of these tools has a very specific role: collecting metrics, storing data,
visualizing time series or having defined post-processing functions on data (Figure 1).
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Figure 1. InfluxDB database, source [40].

Node-RED is a programming environment in which we can create a program algorithm
using blocks. Node-RED is based on node.js (JavaScript—scripting language). The project,
which was initiated by IBM and handed over to the community, is currently developing
very dynamically. The project works on all platforms, i.e., Windows, MacOS and Linux,
and allows you to easily enter the world of the Internet of Things, as shown in Figure 2.
Node-RED runs locally on http://localhost:1880. It also offers options to quickly build
a live data dashboard using the Node-RED user interface module. The user interface is
accessible from http://localhost:1880/ui using a browser [41]. Node-Red flow can be made
by using simple drag and drop options and flow can also be saved, imported and exported
as a JSON file.

http://localhost:1880
http://localhost:1880/ui
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4. Results

The climatic situation in the world forces the inhabitants of apartments and houses to
have greater control over the electricity or heat consumed, due to high energy prices and
its availability. In order to meet this need in a modern, easily accessible and easy-to-use
way, the article presents a system for wireless communication and data collection from
measurement and control devices. Thanks to this solution, it is possible to connect many
devices in a common network, as shown in Figure 3.
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This solution improves the level of comfort of users, can have a significant positive
impact on improving energy efficiency, and also increases the level of safety of flats and
houses and reduces expenses on energy sources.

The Raspberry Pi 3 model 3+ microcomputer was used to create the system. The mi-
crocontroller itself was just because of the very good cooperation with the above programs,
low energy consumption and support for wireless Internet due to the built-in WiFi module.
Figure 4 shows the used microcomputer in a casing.
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The system also uses systems with the ESP 8266 microcontroller with built-in WiFi
module, which will work perfectly in the presented system. This model of the device was
chosen because of a very good development environment, which is the Arduino IDE, which
allows you to easily and quickly download the necessary libraries required to write the
code. The microcontroller itself consumes very little electricity, has a small size and is easily
available on the market. The model of microcontrollers used is presented in Figure 5.
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The tested system will collect information about the state of the environment, i.e.,
temperature and humidity. As an example and presentation of the system’s capabilities, the
BME280 sensor will be used. This sensor was chosen because of the very good cooperation
from the above ESP8266 microcontroller and high level of measurement accuracy. The BME
280 sensor is shown in Figure 6.

An additional assumption of the project is the high ability to configure the system for
your own needs, which is why the only devices required in the system are the Raspberry
pi and the ESP8266 microcontroller, and instead of the BME280 sensor, it is possible to
connect other types of measuring devices. This solution extends the usability and the area
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of application of the proposed solution. The entire system was mounted on the prototype
board shown in Figure 7.

Electronics 2022, 11, x FOR PEER REVIEW 7 of 12 
 

 

 
Figure 6. BME 280 sensor, own study A. Wycisk. 

 
Figure 7. ESP8266 and BME280, own study A. Wycisk. 

The microcontroller module, using the program code, connects to the wireless net-
work and sends the data collected from the environment by the BME280 sensor via the 
MQTT protocol to the broker, which is the configured Raspberry Pi 3 model B+ [43]. 
Through a program written in the Node-Red environment (Figure 8), the measurements 
from the sensors are sent to the InfluxDB timer database. Grafana, shown in Figure 9, is 
used to display data in an intuitive and legible way. 

Figure 6. BME 280 sensor, own study A. Wycisk.

Electronics 2022, 11, x FOR PEER REVIEW 7 of 12 
 

 

 
Figure 6. BME 280 sensor, own study A. Wycisk. 

 
Figure 7. ESP8266 and BME280, own study A. Wycisk. 

The microcontroller module, using the program code, connects to the wireless net-
work and sends the data collected from the environment by the BME280 sensor via the 
MQTT protocol to the broker, which is the configured Raspberry Pi 3 model B+ [43]. 
Through a program written in the Node-Red environment (Figure 8), the measurements 
from the sensors are sent to the InfluxDB timer database. Grafana, shown in Figure 9, is 
used to display data in an intuitive and legible way. 

Figure 7. ESP8266 and BME280, own study A. Wycisk.

The microcontroller module, using the program code, connects to the wireless network
and sends the data collected from the environment by the BME280 sensor via the MQTT
protocol to the broker, which is the configured Raspberry Pi 3 model B+ [43]. Through
a program written in the Node-Red environment (Figure 8), the measurements from the
sensors are sent to the InfluxDB timer database. Grafana, shown in Figure 9, is used to
display data in an intuitive and legible way.
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The image from Grafana can be displayed on any device with a display and connected
to the same wireless network as Rpi (Figure 10).

The article describes innovative solutions enabling efficient and safe management of
services in metering systems for monitoring and controlling energy management. In the
era of energy crisis, which is associated with the collapse of the fuel and energy market but
also with the rising prices of carriers, such as electricity, gas and coal, the need for energy
management is growing. This need can be addressed with advanced IoT technologies that
are suitable even for older devices. This article proposes a system that is able to monitor
and collect data in real time through the proper use of various communication technologies
(e.g., MQTT), devices (e.g., ESP8266, Android, Raspberry PI) and software technologies
(e.g., Node-Red). The ability to use commonly used devices, such as Android smartphones,
as well as making the entire system code available on an open source basis, allows for
quick implementation of the proposed solution in smart city scenarios. This proven viable
solution also relies on flexible open source software that enables support for future services.
The systems proposed so far are the main IoT solutions based on ad hoc data collection,
which lack flexibility and scalability. However, the solution proposed in this article shows
that using typical, ready-made elements, it is possible to design a highly scalable and flexible
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IoT system, which, although used for monitoring and controlling energy management,
can also be used for other purposes, even with data collected by the same set of sensors.
We also hope that showing the complete workflow for this type of interfaces can foster
the development of large-scale IoT systems of interest not only to scientists but also to
enterprises. The next steps in expanding the system will include the introduction of multiple
users who can act as both publisher and subscriber to enable a user-to-user communication
paradigm and privacy and security concerns of the system need to be addressed. At the
moment, the solution covers basic online security mechanisms, but it is widely known
that MQTT requires additional security mechanisms [44,45], which will become part of
the project in the future. The presented system meets the imposed requirements, which
were based on the use of modern wireless control technologies in industry [46–48]. The
solution is characterized by a very small number of required elements, which makes it easy
to implement in already existing industrial systems. This solution has great possibilities
that will reduce the amount of energy consumed, which will have a positive impact on the
natural environment and will help entrepreneurs meet the requirements of the European
Union.
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5. Conclusions

This article presents a measurement system for monitoring and control in the imple-
mentation of open source energy management systems based on the Internet of Things
(IoT). The hardware implementation of the proposed solution using energy-saving, open
source and easily available components was also presented. When designing the system,
care was taken to ensure data security and integrity as well as system reliability. These so-
lutions have been implemented through the use of Raspberry Pi. Therefore, the server was
hosted locally and self-managed in the network, due to which security and data integrity
measures, such as authentication, authorization, and access control, are self-managed by the
system administrator. We also showed the use of the lightweight MQTT protocol for data
transmission. At the moment, the solution covers basic online security mechanisms, but the
additional security mechanisms will become a part of the project in the future. Although
the proposed system has only been tested in a laboratory setting, it can be used in other
applications requiring real-time data acquisition, remote monitoring and supervisory con-
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trol, such as power trans-mission and distribution systems, and home energy and climate
management systems. The SMART concept, which has been presented in this article, is a
proposal for a measurement, monitoring and control system as part of the implementation
of energy management systems. This idea can become the basis for changing traditional
buildings into interactive objects, using sensors and controllers of systems, such as air
conditioning, central heating, ventilation, lighting, electronics and household appliances or
alarm systems. The controlling elements and sensors communicate with the control panel,
which can cooperate with all devices, regardless of the manufacturing technology. This
makes the proposed system very versatile. Another advantage of the solution is the fact
that the building is no longer a dead solid and starts to communicate with the environment,
sending information and accepting commands. The new concept allows you to control
devices and monitor their status from any place with Internet access. It was also indicated
that this is a method of using information technologies, including the Internet of Things,
the use of which may increase energy efficiency, as well as improve the degree of use
of electricity. It should be added, however, that their use requires the development of
algorithms that enable effective control of electricity consumption by these devices.
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