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Abstract: With the increasing emphasis on security and privacy, video in the cloud sometimes needs
to be stored and processed in an encrypted format. To facilitate the indexing and tampering detection
of encrypted videos, data hiding is performed in encrypted videos. This paper proposes a novel
separable scheme for encryption and reversible data hiding. In terms of encryption method, intra-
prediction mode and motion vector difference are encrypted by XOR encryption, and quantized
discrete cosine transform block is permutated based on logistic chaotic mapping. In terms of the
reversible data hiding algorithm, difference expansion is applied in encrypted video for the first
time in this paper. The encryption method and the data hiding algorithm are separable, and the
embedded information can be accurately extracted in both encrypted video bitstream and decrypted
video bitstream. The experimental results show that the proposed encryption method can resist
sketch attack and has higher security than other schemes, keeping the bit rate unchanged. The
embedding algorithm used in the proposed scheme can provide higher capacity in the video with
lower quantization parameter and good visual quality of the labeled decrypted video, maintaining
low bit rate variation. The video encryption and the reversible data hiding are separable and the
scheme can be applied in more scenarios.

Keywords: encrypted video; reversible data hiding; sketch attack; difference expansion; QDCT;
permutation; embedding capacity

1. Introduction

With the rapid development of the internet, a large number of videos are stored in the
cloud [1]. To protect the video content, these videos are stored in encrypted format [2]. To
achieve the goals of fast retrieval of encrypted video and protection of video after decryp-
tion, data hiding is combined with encryption to embed label information into encrypted
video [3]. Furthermore, in order to realize the lossless recovery of video, reversible data
hiding in encrypted videos emerges as the times require [4].

Recently, reversible data hiding in encrypted images has been widely studied [5-7].
However, due to the different structures of video coding, most schemes of reversible data
hiding in encrypted images are difficult to apply to video. Therefore, the research on
reversible data hiding in encrypted videos (RDH-EV) develops slowly and the framework
used is singular. In [4], the first RDH-EV scheme is presented. The intra-prediction mode
(IPM), the sign of motion vector difference (MVD), and the sign of quantized discrete cosine
transform (QDCT) coefficient are encrypted by RC4. Histogram shifting (HS) is imple-
mented to embed information in the encrypted QDCT coefficient. The scheme achieves the
separation of encryption and reversible data hiding, which means that decryption and data
extraction can be performed in any order. The most recent studies [8-11] apply the separa-
ble framework and focus on the improvement of data hiding. The scheme presented in [8]
focuses on the embedding capacity of data hiding and adds a scale factor for embedding
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zone selection to expand according to different capacity requirements. In [9], the authors
estimate the distortions caused by embedding information into the QDCT coefficient and
set different priorities of the QDCT coefficient for embedding to decrease the interframe
distortion drift. This work focuses on imperceptibility of data hiding. In [10], every two
adjacent coefficients are grouped into pairs and information is embedded in the pairs
by two-dimensional histogram shifting. The scheme utilizes the correlation of adjacent
QDCT coefficients and provides high capacity. In [11], the authors translate the framework
to H.265. In the scheme, the amplitude of MVD is encrypted by displacing vertical and
horizontal components and the signs of MVD and QDCT coefficients are encrypted by
RC4. The conventional HS is used for embedding information into QDCT coefficients.
In [12], a robust framework based on multidomain embedding is proposed. In the scheme,
partial QDCT coefficients of I-frame are permutated by logistic chaotic scrambling and then
used for robust embedding. The QDCT coefficients of P-frame are encrypted by the ZUC
algorithm and then used for reversible embedding. The scheme focuses on the robustness
of data hiding.

To the best of our knowledge, above are all papers in this field in recent years. Al-
though some literature [13-15] combining video encryption and data hiding techniques
has been published in recent years, the kind of their data hiding algorithms is traditional
steganography [16] and not reversible, so those schemes do not belong to the scope of this
paper. It can be seen that in current schemes, there are not many encryption and reversible
data hiding techniques used in combination. In terms of encryption technique, IPM and
the signs of MVD and QDCT coefficient are usually encrypted by stream cipher in the
schemes. In 2017, Minemura et al. [17] presented a novel sketch attack for encrypted video,
and attackers can obtain the rough outline of the original video directly from its encrypted
counterpart. Unfortunately, the encryption methods used in the current schemes cannot
resist the attack. This means that the schemes will not be applicable to application scenarios
with high security requirements, such as military. Therefore, RDH-EV needs to adopt
more secure encryption methods. In terms of reversible data hiding, only HS is adopted to
combine the encryption methods. Conventional reversible data hiding techniques include
HS [18-20], difference expansion (DE) [21-23], and integer transform [24,25]. At this stage,
how to achieve more diversified combination of reversible data hiding and encryption
is also the focus of the field. Based on the above two considerations, a novel scheme
combining logistic chaotic scrambling and DE is proposed for RDH-EV in this paper. QDCT
blocks (4 x 4) in each frame are permutated by logistic chaotic scrambling. In order to
further enhance the visual confusion effect, IPM and MVD signs are also encrypted by XOR
encryption. Then information is embedded in fixed regions of each 4 x 4 QDCT block of P
frame by DE. The highlights of this paper can be summarized as follows:

e Interms of encryption, the proposed scheme can resist the sketch attack and has better
visual security than the existing ones while maintaining format compliance and the
bit rate.

e Interms of reversible data hiding, DE is applied to RDH-EV for the first time and can
provide labeled video with good quality.

e  Encryption and reversible data hiding in the proposed scheme are separable and can
be performed in any order, which can be applied in more application scenarios.

The rest of the paper is organized as follows. In Section 2, related work about the
separable framework is summarized. The proposed scheme is described in Section 3. The
experimental results are shown in Section 4. Section 5 concludes the paper.

2. Related Work

In past decades, many works on video encryption [26-28] and reversible data hid-
ing [18-25] have been done. However, few RDH-EV schemes were put forward and the
framework used is singular. In this section, we summarize the framework used in the
current schemes.
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In most schemes, IPM and MVD sign are encrypted only for content distortion. The
separable framework in the schemes is mainly realized by encryption and embedding in
QDCT domain. In this framework, the signs of QDCT coefficients are flipped through
stream cipher encryption and the amplitudes of QDCT coefficients are used for data embed-
ding. An origin-symmetric histogram shifting algorithm is designed and combined with
sign encryption algorithm to achieve separability. The strategy of this shifting algorithm is
shown in Figure 1. Its prominent feature is symmetry about the origin. In the embedding
phase, the bit embedded by shifting “1” to “2” is consistent with the bit embedded by
shifting “—1” to “—2.” The bit embedded by shifting “1” to “1” is consistent with the
bit embedded by shifting “—1” to “—1.” In this way, in the information extraction phase,
the information extracted from the symmetrical points will be consistent, as shown in
Equation (1). This makes the information extraction independent of the sign encryption
algorithm, which means the extraction operation can be performed in both encrypted video
and decrypted video. For example, in the encryption phase, the sign of the coefficient
“1” is flipped by XOR encryption and “1” is encrypted to “—1.” In the embedding phase,
the information will be embedded in the encrypted coefficient “—1.” According to the
different bit to be embedded, the encrypted coefficient “—1” will be shifted to different
values. If the bit to be embedded is “1”/”0,” the encrypted coefficient “—1" will be shifted
to “—2”/”—1."” If the information extraction phase is performed in the encrypted video, the
information bit “1”/”0” can be extracted from the encrypted shifted coefficient “—2"/”—1.”
If the information extraction phase is performed in the decrypted video, the encrypted
shifted coefficient “—2”/”—1" will be decrypted to be the decrypted shifted coefficient
“2”/71” and then the information bit extracted from the coefficient “2”/”1” is still “1”/”0.”
Similarly, the strategy of 2DHS satisfies Equation (2).

Extract(+x') =m 1)

where Extract( ) denotes data extraction algorithm; x” denotes a modified QDCT coefficient;
m denotes bit “0” or “1”.
Extract(+x', £y') = mymy )

where x” and y” denote a pair of modified QDCT coefficients.
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Figure 1. Origin-symmetric histogram shifting.

It can be seen that the framework perfectly realizes the separation of encryption and
data hiding, and is easy to implement. However, because the encryption method used by
the framework cannot resist sketch attacks, there is an urgent need for a new separable
framework that combines higher visual security encryption methods.

3. Proposed Scheme

The proposed scheme is shown in Figure 2. The proposed scheme includes three
parts: video encryption, reversible data hiding in encrypted video, and data extraction
and video recovery, which will be elaborated in this section. In video encryption stage, the
video owner parses original bitstream and encrypts IPM, QDCT block and MVD to obtain
encrypted bitstream. In the data embedding stage, the data hider embeds label information
in the encrypted bitstream by DE. Finally, the receiver can extract the label information
from encrypted bitstream or decrypted bitstream and restore the original bitstream. As
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shown in Scenario II, the labeled encrypted bitstream will be decrypted to labeled bitstream.
The labeled bitstream can be normally decoded to play and the video quality is good.
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Figure 2. Scheme flow.

3.1. Video Encryption

As mentioned in Section 2, it is difficult to resist the sketch attack by using the encryp-
tion methods that IPM and the signs of QDCT and MVD are encrypted by XOR operation
(I-Q-M encryption). In this section, the sketch attack presented in [17] is analyzed, and then
an effective encryption method is proposed.

3.1.1. Sketch Attack Using Macroblock Bitstream Size (MBS)

As described in [17], the complexity of a macroblock can be inferred from the bitstream
size required for encoding the macroblock. Specifically, the more complex the macroblock
is, the larger the bitstream size needed to encode the macroblock is, and vice versa. Based
on this feature, the following formula can be used to attack encrypted video to obtain the
outline of original video:

S b(i, f)
¢(i,j) = round (255 X nmx{b(z,])}) 3)
where b(3, j) denotes the number of bits spent on encoding the (i, j)-th macroblock, max{ } is
the maximum function, round( ) is the rounding function, ¢(7, j) denotes the (i, j)-th pixel
value of the sketch image.

It can be seen from Equation (3) that MBS attacks mainly obtain plaintext information
by calculating the encoding bitstream size of each macroblock. The attack effect is shown
in Figure 3. The partial content of original video can be obviously seen from the sketch
image obtained by MBS attack. The I-Q-M encryption does not change the bitstream size,
so it cannot resist MBS attacks. Obviously, the encryption algorithm can resist MBS attacks
through two operations: One is to change the code bitstream size of each element by using a
specific replacement operation. In the most ideal case, the bitstream size of each macroblock
will tend to be consistent, so the bitstream size of each macroblock cannot reflect its own
complexity. Another method is to scramble the positions of each macroblock, so that the
sketch image is scrambled. Due to the complexity of video coding structure, it is difficult to
adjust the bitstream distribution to an ideal state while maintaining format compatibility.
Therefore, the scrambling encryption method is used to improve the security in this paper,
while keeping the bit rate unchanged.
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(a) G (©)

Figure 3. MBS attack effect. (a) Original frame, (b) I-Q-M encrypted frame, (c) sketch image obtained
by MBS attack.

3.1.2. Permutation of QDCT Block

Through analysis, the bitstream size spent on encoding a macroblock mainly depends
on that spent on encoding the QDCT block. In this paper, the QDCT blocks are permutated
instead of the macroblocks that are permutated in [26]. In this way, the sketch image will
be scrambled and decoding error of IPM will not occur.

Chaotic mapping is generally used in scrambling algorithms to generate random
sequences. Chaotic systems have very complex dynamic behaviors and are widely used in
the field of secure communications [29,30]. The one-dimensional logistic mapping formula
is as follows:

Xpy1 = A xu(1—xp) 4)

where A€(0,4] is logistic parameter x,€(0,1). When 3.57 < A < 4, the map is in a chaotic
state. The closer A is to 4, the more uniformly the x range is distributed at (0,1). Therefore,
A is equal to 4 in this paper.

When x is given, a random sequence can be generated according to Equation (4),
from which the random sequence 5= (sy, . .., 5;-1, 5;) with length [ can be intercepted. Then,
the index sequence K = (ky, ..., k1.1, k;) can be obtained according to Equation (5) and will be
used for permutation.

[S",K] = Sort(S) (5)

Let B; ; denote the (i, j)-th QDCT block in a frame that has M x N QDCT blocks. The
QDCT blocks in a frame are divided into two sequences Qg and Q; as follows:

Qo = (B1,1) (6)

Q1 = (B1o,...,Bin,B21,.--,Ban, -, Brma, .-, BuN) ()

The permutation process is shown in Figure 4. The sequence Q; will be permutated to
generate the permutated sequence Q;’ according to Equation (8) with the index sequence
Kj. The QDCT block will be rearranged according to Q1.

Ql’(n):Ql(Iq(n)), 11:1,2,...,M><N—1 (8)

where K; (1) denotes the n-th number in the permutation key K; and Qi (n) denotes the
n-th B; ; in the sequence Q.
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Figure 4. Permutation of QDCT block.

3.1.3. Encryption of MVD Sign

The MVD codeword structure is encoded as [M zero][1][INFO] using Exp-Golomb
code in the video encoding process [31]. INFO is the information value of M bit. The M
and INFO can be calculated as follows:

M = floor(log, [codeNum +1]) ©)
INFO = codeNum +1 —2M

where codeNum is calculated according to the value k to be encoded, as follows:

20k, k<O

2k —1, k>0 (10)

codeNum = {

The characteristics of the codeword are shown in Table 1. It can be seen from the table
that the codewords of the opposite numbers are different only in the last bit. Therefore, the
last bit of the MVD codeword is encrypted by XOR using stream cipher to realize MVD
sign encryption in this paper. It should be noted that an MVD contains horizontal and
vertical components, and two components are encrypted independently, as follows:

—mod_h;, if $1(2i —1)
mvd_hi, if 51 (Zi - 1)
—muvd_v;,  if $1(2i) =
mod_v;, if 51(2i) =

=1
0

muod;(mvd_h;, mvd_v;) = (11)

0
0
where mvd; denotes the i-th MVD; mvd_h; and mvd_v; represent the horizontal and vertical
components of MVD respectively; S; is generated by the ZUC algorithm [32] with the
key Kj.

Table 1. Exp-Golomb codeword of MVD.

MVD Exp-Golomb Codeword
0 1

1, -1 010, 011

2, -2 00100, 00101

3,-3 00110, 00111

4, -4 0001000, 0001001

3.1.4. Encryption of IPM Codeword

To enhance visual safety, the encryption of IPM is added. As in most schemes, XOR
encryption is performed on the following three codewords when flag is 0, as shown in
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Figure 5. The IPM of the first row or column will not be encrypted because it may cause
decoding errors. The encryption method is as follows:

pi’ = pi @ Sa(i) (12)

where p; denotes the i-th bit of the whole IPM codewords in a frame and S; is generated by
ZUC algorithm with the key K3.

Extract
010100110 - ol 100 |

Original bitstream

K, —{ zuC o 010 XOR

Encrypted bitstream

Re-encode
==010110110--- 0 1 10

Figure 5. IPM encryption.

3.1.5. Adaptive Key Generation

In order to further strengthen the security of the encryption method and facilitate key
management, each frame of the video will be encrypted with a different permutation key
Ky, which is adaptively generated based on the data of each frame and an initial seed 5
with 256 bits. The steps of adaptive generation are as follows:

Step 1: Arrange the DC coefficients of all QDCT blocks in a frame into a one-dimensional
sequence from large to small D = (dcy, dcy, ... , deyn).

Step 2: Calculate the adaptive value x, of the frame according to Equation (11).

MN/2
{21 dcgi—q
Yo= S (13)
Y dc
i=1

Step 3: Generate a chaotic sequence (x;);-_ by logistic mapping using A and x,. Extract
(xk),lijégg from (xy);~, and generate binary random sequence Sy, according to Equation

(12).
1, x% <05
SP(’){O, x> 05 14)

Step 4: XOR Sp, and S to generate a new sequence Sy.
Step 5: Divide S, into 16 subsequences Sy,; (i =1, ... , 16), each of which has a length
of 16 bits. Calculate xj of the frame according to Equation (13).

16 16 )
xo = Y_mod <2 Sni(j), 10) 107" (15)
i=1 j=1

Step 6: Calculate the permutation sequence Ky of the frame according to Equations (4)
and (5) using A and xg.
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3.2. Data Hiding in Encrypted Videos
3.2.1. Embedding Region Selection

As mentioned in Section 3.1.2, the complexity of macroblocks can be inferred according
to the bitstream size spent on encoding its QDCT block. The human visual system is less
sensitive to small changes in complex texture regions. Therefore, the QDCT block with
large bitstream size is selected as the embeddable region to achieve better imperceptibility.
In this paper, QDCT blocks, of which DC coefficients are not 0 and of which AC coefficients
are not all 0 are selected for information embedding. In these blocks, AC1y and ACy, of
each QDCT block form a pair of coefficients, as shown in Figure 6.

The region for data hiding

Figure 6. The region for data hiding.

3.2.2. Difference Expansion in Encrypted Videos

Let (x, y) denote the coefficient pair. The average value a and difference / of the
coefficient pair can be calculated as follows:

— | *ty
4= ZL (16)
h=x-y,
The inverse transformation of the above formula is as follows:
X=a + M ,
{ 2 J (17)

h
!
The difference 1 will be expanded and one bit m can be embedded in the expanded

difference I/, as follows:
W =2h+m (18)

Then, the original coefficient pair will be modified as follows:

, , (19)
5]

The whole embedding process as shown in Algorithm 1.
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Algorithm 1. Embedding algorithm (Single frame)

Input: Encrypted bitstream F, label information m
Output: Encrypted bitstream containing label information F’

1. for Q' in F do://Traverse the QDCT block in the encrypted video stream

2. DC < The DC coefficient of the QDCT block

3. NZ < Number of non-zero AC coefficients excluded AC10 and AC12 in QDCT block
4. if DC>0and NZ >0 then

5. (.Xi, yl) — AC10 and AC12 of the i-th QDCT block in Qll

6. a;,h; < the average value 4 and difference h of (x;,y;) calculated by Equation (14)
7. W; <+ the expanded difference calculated according to Equation (16) and m

8. (x';,y;) + the modified coefficient pair calculated by Equation (17)

9. Qi < Replace (x;,y;) with (x';,y;)

10. end if

11. end for

12. F” < Reencode Q' into bitstream

13. return F’

3.3. Information Extraction and Video Recovery

Information extraction is the inverse process of data hiding. Information can be
extracted as follows:
m = mod(H,2) (20)

The original difference /1 can be obtained according to Equation (19). Then the original
coefficient pair (x, y) can be recovered by Equation (15).

- |2 @

The extraction operation can be implemented in encrypted video or decrypted video.
The original QDCT block can be accurately restored to recover the original video.

3.4. Application Scenario

If an RDH-EV scheme is separable, it can be applied to more application scenarios.
Assume the original bitstream, the label information to be embedded, the encryption
operation, the encryption key, the data-embedding operation, the encrypted bitstream, the
labeled bitstream, the decryption operation and the data-extraction operation as O, M, E,
K¢, H, Og, Oy, D and R. If video encryption and reversible data hiding are separable, the
following equation must hold [13]:

OEH = H(E(O,Ke),M), (22)
Our = E(H(O,M),Ke)

R(D(Ogg, Ke)) = D(R(Ogg), Ke) = R(D(Ogg, Ke)) = D(R(Ogn), Ke) = (O,M)  (23)

Specifically, the data embedding, data extraction and video recovery can be imple-
mented in both plain and encrypted domains. As shown in Figure 2, the proposed scheme
can realize these operations. It indicates that the scheme in this paper is separable. Figure 7
shows three application scenarios in cloud environment.
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Figure 7. Application scenarios in cloud environment.

1.  User 1 only owns the encryption key. User 1 can download the labeled encrypted
bitstream from cloud and decrypted the bitstream to obtain labeled bitstream. The
labeled bitstream can be normally decoded to play video with good quality.

2. Cloud provider only owns the hiding key. Cloud provider can directly extract the label
information from the encrypted bitstream to complete indexing and authentication or
other operations.

3. User 2 is authorized by user 1 and cloud provider, and owns the encryption key and
the hiding key. User 2 can not only extract the label information for management, but
also decrypt the bitstream to obtain the original video.

4. Experimental Results with Analysis

The effectiveness of the proposed scheme has been investigated through a series of
simulation experiments. Section 4.1 introduces the video sequence used, the experimental
runtime environment and the methods used for comparison. The experiments for the
encryption method are analyzed in Section 4.2, Section 4.3, Section 4.4, Section 4.5. The
visual effect of encryption method is analyzed in Section 4.2. The ability of resisting
sketch attack is shown in Section 4.3. Section 4.4. analyzes computational complexity. The
encryption space is analyzed in Section 4.5. Section 4.6, Section 4.7, Section 4.8, Section 4.9
are the experimental analysis of the embedding algorithm. The visual quality of labeled
decrypted video is deeply analyzed in Section 4.6. The embedding capacity is analyzed in
Section 4.7. Section 4.8 describes the robustness. The reversibility is analyzed in Section 4.9.
Section 4.10 reports the bit rate variation caused by the encryption or embedding.

4.1. Experiment Setting
1. Video sequences

For the objectivity of the experimental results, nine standard common intermediate
format (352 x 288) video sequences (container, stefan, coastguard, foreman, news, akiyo,
bus, flower and bridge-close) are used for simulation. These video sequences can be
obtained on the YUV Video Sequence website [32]. The nine video sequences selected are
rich in content, including fast motion, slow motion, complex texture and simple texture
scenes. In this paper, the luminance components of the first 100 frames of each video
sequence are used for experiments.
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2. Experimental operation environment and parameter setting

All experiments in this section were simulated on a computer equipped with an Intel
i7-8550U 4 GHz CPU and 8 GB memory. The simulation experiment runs in MATLAB
H.264 codec [33]. The group of pictures (GOP) is set to “IPPP” with length of 20, which
means that the first frame is encoded as I frame and the rest 19 frames are encoded as P
frame. The default quantization parameter (QP) is 28.

3.  Contrast experiment setting

In terms of encryption algorithm, it is compared with the encryption algorithm com-
monly used in the current scheme [4,8-10] (IPM, QDCT coefficient sign and MVD sign
encryption, recorded as I-Q-M encryption). As far as we know, the difference expansion
algorithm is applied to the encrypted video for the first time in this paper, and no other ex-
pansion algorithm in encrypted video that can be used for comparison exists. Therefore, in
terms of the embedding algorithm, this paper makes longitudinal comparative experiments
as detailed as possible.

4.2. Visual Encryption Effect

The visual encryption effect of encryption algorithm is mainly evaluated by subjective
video quality and objective evaluation metrics. The objective evaluation metrics include
peak signal-to-noise ratio (PSNR) and structural similarity (SSIM) [34,35].

The subjective video quality experiment results are shown in Figure 8. It can be seen
that the content of the original frame cannot be perceived from the encrypted frames.
Compared with the I-Q-M encryption method, the visual effect of the proposed encryption
method is smoother and shows less texture. This is because the proposed encryption
method scrambles the QDCT blocks, thus further confusing the texture in the video.

Figure 8. Encryption effect comparison. (a) Original frame, (b) I-Q-M encryption, (c) proposed encryption.

As shown in Table 2, PSNR and SSIM before and after video encryption are given. It
can be seen that the PSNR and SSIM of the frame encrypted by proposed method shall
not exceed 13.03 dB and 0.1015. Compared with I-Q-M encryption, the PSNR and SSIM
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of the frames encrypted by proposed method are similar. In addition, the histograms of
the two kinds of encrypted videos are statistically analyzed. As shown in Figure 9, the
histogram of the encrypted frame is different from that of the original frame, indicating
that the proposed encryption algorithm has good performance. From the perspective of
subjective video quality and objective standards, the encryption method used in this paper
achieves a better visual confusion effect and meets the requirements of visual security.

Table 2. Comparison between PSNR and SSIM after encryption.

PSNR/dB SSIM
Video Proposed Proposed
Sequence Original I;Q-l\fif:- Encryp- Original I;Q-I\:[if::- Encryp-
yP tion yP tion
container 37.94 10.51 8.47 0.9977 0.0754 —0.0011
stefan 37.69 9.03 11.21 0.9971 —0.0022 0.0509
foreman 38.67 7.01 7.93 0.9985 —0.1358 0.0306
news 39.54 10.83 13.03 0.9986 —0.0578 —0.0726
akiyo 40.80 11.69 11.32 0.9988 0.1306 0.0103
bus 36.78 10.91 12.37 0.9967 0.1397 0.0913
flower 37.71 10.60 11.01 0.9984 0.2790 0.1015
bridge-close 36.98 8.61 8.38 0.9983 0.1405 0.0429
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Figure 9. Video frame histogram. (a) Container, (b) Stefan, (c) news, (d) bus.

4.3. Resistance to Sketch Attacks

Resisting sketch attacks is a remarkable characteristic of the proposed encryption
method. At present, none of the encryption methods used in RDH-EV has this characteristic.

Figure 10 shows the result of sketch attack on videos encrypted by the I-Q-M method
and the proposed method. It can be clearly seen that the I-Q-M encryption method cannot
resist the sketch attack, and the outline of the original video content will still be stolen
under the ciphertext state. Some information of video content can be easily obtained from
these outline images, such as characters, scenes and vehicles. Under the sketch attack, the
sketch image of the video encrypted by the proposed method is a noisy image without
obvious information, from which any content of the original video cannot be distinguished.
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Figure 10. Effect of resisting sketch attack. (a) Original frame, (b) I-Q-M encryption, (c) proposed encryption.

4.4. Computational Complexity Analysis

The proposed encryption method includes three parts: IPM encryption, MVD sign
encryption and QDCT block permutation. IPM encryption and MVD sign encryption are
XOR encryption of codewords, and their time complexity mainly depends on the number of
corresponding codewords. In a 4 x 4 macroblock, the IPM codeword used for encryption
is 3 bits. Therefore, in a frame containing M x N macroblocks, the time complexity of IPM
encryption is O (3(M—1)(N—1)). In terms of MVD, the maximum number of sign bits in P
frame is 2 x M X N, so the time complexity of MVD sign encryption is O (2MN). Scrambling
QDCT blocks requires sorting and scrambling operations, and the time complexity is O
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(MNlogrMN+MN). Since 3(M—1)(N—1) and 2MN are much smaller than (MNlogoMN+MN),
the total time complexity of the proposed encryption operations is O (MNlogyMN).

The I-Q-M encryption method [4,8-10] includes IPM encryption, QDCT sign encryp-
tion and MVD sign encryption. The time complexity of the IPM encryption and the MVD
encryption is consistent with that of our encryption methods. The time complexity of the
IPM encryption is O (3(M—1)(N—1)) and of the MVD encryption is O (2MN). Signs of non-
zero AC coefficients will be encrypted by XOR in the QDCT sign encryption and the time
complexity of this encryption depends on the number of non-zero AC coefficients. Since
the non-zero AC coefficients of a 4 x 4 macroblock cannot exceed 15, the time complexity of
the QDCT sign encryption is O (15MN). To sum up, the total time complexity of the I-Q-M
encryption is O (MN), which is lower than that of the methods proposed in this paper.

The encryption method proposed in this paper is based on the coding bitstream. First,
some elements, IPM and QDCT coefficients in the bitstream, are decoded, and then the
corresponding encryption is performed. Finally, the encrypted bitstream is obtained by
re-encoding the encrypted elements. Although the complexity of the proposed encryption
method is higher than that of the I-Q-M encryption method, the proposed encryption
method only partially decodes and encodes in the whole process and the time cost in the
actual operation process is not too large.

4.5. Encryption Space Analysis

Generally speaking, the encryption space should be large enough to resist brute force
attacks. As described in Section 3.1, the encryption keys used in proposed encryption
method include Kj, K and K3. The size of the keys is all 256 bits and they are used to
generate random sequences by ZUC algorithm, which is difficult to attack [32]. However,
the attacker may attempt to enumerate the encryption operations instead of the encryption
key. Therefore, the encryption space of I frame and P frame is analyzed. Let ms denote the
number of MVD sign bits and mg denote the number of non-zero AC coefficients sign bits
in a frame. For the proposed encryption method and the I-Q-M encryption, the encryption
space of I frame is calculated by the following formula:

EProposecl = (MN —1)! x 23(M71)(N71),

I
E%’Q’M — oM 5 93(M—1)(N-1) (24)
The encryption space of P frame is calculated by the following formula:
Pr d
Ep P% = (MN —1)! x 2'"s, 25)

EL-Q™M — gmg » s

It can be seen from Equations (22) and (23) that, for the proposed encryption method,
the size of encryption space mainly depends on the number of macroblocks and the number
of MVD. For the I-Q-M encryption, the size of encryption space mainly depends on the
number of macroblocks, the number of MVD and the number of non-zero AC coefficients.
As shown in Table 3, although the encryption space of the P frame will be smaller than that
of the I frame, the encryption space of both the proposed method and the I-Q-M encryption
is large enough to resist brute force attacks. In addition, P frame content is decoded based
on the I frame content. As long as I frame encryption is not cracked, even if P frame
encryption is cracked, P frame content cannot be obtained. Accordingly, the subsequent
decryption of the encrypted P frame requires the complete content of the forward P frame,
otherwise the original content cannot be recovered. To sum up, for the proposed encryption,
the encryption space of i-th frame in a GOP can be calculated as follows:

E; = (MN —1)! x 22M=DIN=1) s (; _1)(MN —1)! x 2"s (26)
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When i = 1, E; takes the minimum value Eq, which is equal to E;. In other words, the
minimum encryption space to crack a frame in a GOP is Ej, which is large enough to resist
the brute force attack.

Table 3. The encryption space of I frame and P frame.

Proposed Method I-Q-M Ecnryption
Video Sequence
Ep Ep E; Ep
container 6335! x 218531 6335! x 21031 236034 25042
stefan 6335! x 218531 6335! x 21188 245511 215327
foreman 6335! x 218531 6335! x 21200 230947 26298
news 6335! x 218531 63351 x 21112 231119 24540
akiyo 6335! x 218531 6335! x 2938 225694 22227
bus 6335! x 218531 6335! x 21115 248383 217894
flower 63351 x 218531 6335! x 21088 253570 214067
bridge-close 6335! x 218531 6335! x 21366 239816 212370

4.6. Visual Quality of Labeled Decrypted Video

Because there is no difference expansion algorithm in the ciphertext domain to com-
pare, this paper uses PSNR and SSIM to evaluate the visual quality of labeled decrypted
video under different QP coding as vertically as possible.

Table 4 shows the average PSNR and SSIM of original video and labeled video with
QP of 24, 28, and 32. The data in the table are obtained in full embedding. It can be seen
from the table that the PSNR and SSIM of the embedded video have decreased compared
with those of the original video, but the decrease is not large. The average PSNR value
decreases by 3.57dB at most, and the average SSIM value decreases by 0.0027 at most,
which can meet the requirements of good visual quality. Figure 11 shows the PSNR and
SSIM changes of the container video sequence after embedding. It can be seen that, in a
GOP, the PSNR and SSIM of labeled videos decrease slowly, reaching the lowest in the
last frame. In other words, the visual quality of the last frame in a GOP is the worst. As
shown in Figure 12, the 20th frame (GOP length in this paper is 20) of each labeled video
sequence is given. As can be seen from the figure, even in the 20th frame, it is difficult to
see the traces of information embedding. In the cloud environment, when authorized users
directly decrypt videos for rough browsing, the embedding algorithm in this paper can
provide good video quality.

Table 4. Average PSNR and SSIM before and after embedding.

Video PSNR SSIM

Qp APSNR ASSIM

Sequence Original Embedded Original Embedded
24 40.81 39.36 —1.45 0.9988 0.9984 —0.0005
container 28 38.05 37.31 —-0.74 0.9978 0.9974 —0.0004
32 35.18 34.69 —0.49 0.9957 0.9952 —0.0005
24 40.65 38.31 —2.34 0.9986 0.9975 —0.0011
stefan 28 37.60 35.92 —1.68 0.9971 0.9957 —0.0014
32 34.33 33.12 -1.21 0.9938 0.9918 —0.0020
24 40.97 39.54 —1.43 0.9991 0.9987 —0.0004
foreman 28 38.53 37.75 —0.78 0.9984 0.9981 —0.0003
32 35.91 3543 —0.48 0.9971 0.9968 —0.0003
24 42.25 39.88 —2.37 0.9993 0.9987 —0.0006
news 28 39.72 38.27 —1.45 0.9987 0.9981 —0.0005
32 36.83 36.04 —0.79 0.9974 0.9969 —0.0005
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Table 4. Cont.
. PSNR SSIM
Video or APSNR ASSIM
Sequence Original Embedded Original Embedded
24 43.26 41.97 —1.29 0.9993 0.9991 —0.0002
akiyo 28 41.11 40.47 —0.64 0.9989 0.9987 —0.0002
32 38.49 38.11 —0.38 0.9980 0.9978 —0.0002
24 39.92 37.12 —2.79 0.9986 0.9973 —0.0013
bus 28 36.94 34.83 —210 0.9972 0.9955 —0.0017
32 33.84 32.10 —1.74 0.9943 0.9916 —0.0027
24 41.09 37.52 —3.57 0.9993 0.9983 —0.0010
flower 28 37.71 35.64 —2.07 0.9984 0.9974 —0.0010
32 34.15 32.97 -1.17 0.9963 0.9952 —0.0011
brid 24 40.09 37.22 —2.87 0.9992 0.9983 —0.0008
1"11 ge- 28 37.23 35.18 —2.05 0.9984 0.9974 —0.0010
close 32 34.42 33.21 —1.21 0.9969 0.9959 —0.0010
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Figure 11. PSNR and SSIM before and after embedding. (a) PSNR before and after embedding,

(b) SSIM before and after embedding.



Electronics 2022, 11, 3505

17 of 21

MPEG4
WORLD

Figure 12. 20th frame of each labeled decrypted video.

4.7. Embedding Capacity

Embedding capacity is a basic evaluation metric of data hiding. The full embedded
capacity of each video sequence is shown in Table 5. From different video sequences, video
sequences with complex textures, such as stefan, bus and flower, have relatively large
embedding capacity. The embedding capacity of video sequences with simple texture, such
as akiyo and container, is relatively small. This is because the specific QDCT blocks are
selected for embedding, of which DC coefficients are not 0 and AC coefficients are not all 0.
The more complex the texture of the video sequence is, the more QDCT blocks can be used
for embedding, and the larger the full embedding capacity. In video compression coding,
the larger the QP value is, the more QDCT coefficients will be quantized to 0, resulting in
fewer embeddable QDCT blocks and smaller full embedding capacity. According to the
change of SSIM following QP in Table 4, the embedding capacity of this algorithm is large
when the QP value is small, but the SSIM of embedded video will not decrease significantly.
It shows that the embedding algorithm in this paper is more suitable for video encoded
with low QP.

Table 5. The max embedding capacity of each video sequence.

Video QP Embedding Video QP Embedding
Sequence Capacity Sequence Capacity
24 44,015 24 14,910
container 28 17,615 akiyo 28 6465
32 7705 32 2700
24 194,965 24 195,160
stefan 28 136,535 bus 28 129,165
32 87,580 32 79,545
24 102,230 24 133,255
foreman 28 51,605 flower 28 86,250
32 23,800 32 49,105
24 32,570 24 118,815
news 28 17,340 Bridge-close 28 59,450
32 9285 32 27,610

4.8. Robustness Analysis

Robustness refers to the ability not to lose hidden information due to some changes
in the carrier. Without any attack on the video containing information, the information
embedded by the proposed embedding algorithm can be accurately extracted from the
video. However, if the video is attacked by various attacks, such as recompression, the
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embedded information will not be extracted effectively. For example, after recompression,
the coefficients of some QDCT blocks containing information may be fully quantized
to 0, so these QDCT blocks containing information will be skipped during information
extraction, resulting in information extraction errors. In addition, even if the QDCT block
is not quantized into an all zero coefficient, the coefficients a and b will probably change,
making it impossible to accurately extract information. In addition, even if the coefficients
of the QDCT block are not all quantized to zero, the coefficients a and b will probably
change, making it impossible to accurately extract information. Therefore, the embedding
algorithm in this paper is not robust. This means that the scheme in this paper is not
suitable for scenarios with high robustness requirements, and can be applied to content
authentication, data indexing and other fields.

4.9. Reversibility Analysis

The reversibility of the embedding algorithm refers to the property that the carrier
can be recovered without loss after information extraction. In this paper, the classical
reversible algorithm, difference expansion, is used. The algorithm uses the difference
between coefficients to extract and restore the carrier. Figure 13 shows the original PSNR
and the PSNR after information embedding and extraction of news, container and bus video
sequences. It can be seen from the figure that the two PSNR polylines corresponding to
each video sequence coincide. It shows that the carrier can restore to the original value after
extracting information and restore the original video quality, proving that the embedding
algorithm in this paper is reversible.

42
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Figure 13. The original PSNR and the PSNR after information embedding and extraction.

4.10. Bit Rate Variation

In order to further evaluate the performance of this scheme, the bit rate variations
caused by the encryption and information embedding are analyzed. Bit rate variation can
be calculated as follows:

BR_e — BR_ori o
BR_var = T BRon X 100% (27)
where BR_e denotes the bit rate after encryption or embedding; BR_ori denotes the original
bit rate. The larger the BR_var is, the greater the bit rate variation caused by the operation,
which affects the compression performance.

The encryption method in this paper includes three aspects—QDCT block permutation,
IPM encryption, and MVD sign encryption—and it is implemented at the code stream. The
QDCT block permutation only changes the location, not the coefficients in the QDCT block,
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so it will not cause bit changes. IPM encryption is to perform XOR encryption on three
codewords in the code stream without changing the code length. The encryption of the
MVD sign will only cause the reversal of its sign codeword, and will not increase the bit.
Therefore, the encryption method proposed in this paper will not lead to changes in bit
rate. The embedding algorithm used in this paper will change amplitude of some QDCT
coefficients, so it will inevitably lead to the variation of bit rate. The more information is
embedded, the greater the bit rate change.

Table 6 shows the bit rate variation caused by encryption and embedding of each video
sequence under different QP conditions. It can be seen that the experimental results are
consistent with the above analysis. In different video sequences encoded by different QP,
the bit rate after encryption is always consistent with the original bit rate. As for the bit rate
change caused by embedding, we can analyze it from two perspectives: video sequence
and QP value. From the perspective of video sequence, the bit rate of video sequence with
complex texture changes more. From the perspective of QP, the bit rate of video sequence
with low QP changes more. Through analysis, the reason is that video sequences with
complex texture or low QP contain more embeddable QDCT blocks, and more coefficients
are modified, resulting in greater changes in bit rate.

Table 6. Bit rate variation caused by encryption and embedding.

0,
Video Sequence Qr BR_var/%
Encryption Embedding
24 0 29142
container 28 0 1.8050
32 0 1.2280
24 0 4.2299
stefan 28 0 4.2577
32 0 4.1354
24 0 4.9393
foreman 28 0 4.3054
32 0 3.2288
24 0 3.0628
news 28 0 2.2776
32 0 1.7547
24 0 2.2069
akiyo 28 0 1.3957
32 0 0.8569
24 0 4.0076
bus 28 0 4.0006
32 0 4.0473
24 0 3.3235
flower 28 0 3.1360
32 0 2.6917
24 0 3.4948
bridge-close 28 0 3.1446
32 0 2.6155

5. Conclusions

In this paper, a novel separable scheme for encryption and reversible data hiding is
proposed, which has improved security in encryption method. In the encryption stage, the
QDCT blocks are permutated by logistic chaotic scrambling and the partial codewords of
the IPM and the MVD are encrypted by XOR encryption, which will not lead to bit rate
variation. In the reversible data hiding stage, difference expansion is applied for the first
time and ACy9 and ACqy in 4 x 4 QDCT block of the P frame are selected as coefficient
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pairs for embedding. The experiments show that compared with the encryption method
used in other schemes, the proposed encryption method can resist sketch attack and has
better security. The reversible data hiding algorithm can provide good visual quality of
the labeled decrypted video, of which the average PSNR decreases by 3.57 dB at most and
the average SSIM decreases by 0.0027 at most. The encryption and the data hiding in the
proposed scheme are separable and the proposed scheme can be applied to more application
scenarios, as described in Section 3.4. Based on the above conclusions, users concerned
about data privacy can safely store video data in the cloud and can directly decrypt the
video in the cloud to quickly browse the content. In addition, due to the high security of
the proposed scheme, it may be applied to telemedicine or military fields. Of course, the
proposed scheme can be further improved. Although the permutation encryption can resist
contour attacks, the increased computational complexity makes the scheme less immediate.
In future work, we focus on how to combine faster secure encryption techniques and
reversible data hiding techniques.
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Abbreviations

RDH-EV reversible data hiding in encrypted video
IPM intra-prediction mode

MVD motion vector difference

QDCT quantized discrete cosine transform

HS histogram shifting

DE difference expansion

I-Q-M encryption  IPM encryption, QDCT sign encryption and MVD sing encryption
MBS macroblock bitstream size

GOP group of pictures

QP quantization parameter

PSNR peak signal-to-noise ratio

SSIM structural similarity
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