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Abstract: With the expansion of the Industrial Internet of Things (IIoT), real-time data collected by
smart sensors deployed in factories are shared over open channels , which may cause unauthorized
access of transmitted messages by adversaries, thus causing the problem of privacy leakage. User
authentication is the first line of defense for security protection in the IloT environment. In this paper,
we propose a cloud—assisted authentication scheme based on Chebyshev polynomial encryption, in
which only authorized users can access the sensing devices in the Internet of Things (IoT) to obtain
real-time data. The scheme uses fuzzy extraction technology to verify biometric characteristics. There
are three factors to verify the user’s login request: the smart card, password and the user’s personal
biometrics. The commonly adopted formal security analysis, the ROR model, is applied to prove
the semantic security of session key, and a detailed informal security analysis is performed to show
that the proposed scheme can withstand multiple known attacks. Compared with other related user
authentication schemes, the proposed scheme provides several extra functionality features, including
offline sensor node registration, updating user passwords and biometrics, adding new sensor node
deployment, user anonymity and untraceability. In addition, the cost of computation, communication
and security is compared with similar schemes, and results show that our scheme has more security
performance while the cost is acceptable.

Keywords: key agreement; protocol; sensor; authentication; security

1. Introduction

The Internet of Things (IoT) uses sensors to connect any device over the Internet to
share information, with the growth of the number of mobile devices and the development
of 6G technology (which, in comparison with 5G technology, has greatly improved in
data rate and transmission delay [1,2], making it more suitable for the application of the
IoT) [3], IoT can connect to billions of devices and to provide the foundation for systems
such as telemedicine, smart homes, and industrial monitoring [4]. However, sensors with
limited computing and storage resources cannot support the utilization of large quantity
of heterogeneous data generated by a massive amount of IoT devices. In order to avoid
resource waste and make better use of the data obtained by devices in the IoT in the
monitoring or production process, the sensor can periodically transfer the data to the cloud
for storage, so that users can use the strong computing power of cloud servers to analyze
and process the data. In addition, cloud computing technology [5] can provide almost
unlimited computing power and storage to compensate for resource limitations of the
IoT [6]. At the same time, IoT also brings a lot of real data to cloud computing. The merger
of cloud computing and the IoT brings new opportunities and security challenges, such as
information leaks caused by data stored in cloud servers being accessed by illegal attackers.
Among all kinds of security measures, user authentication is an effective method to ensure
system security.

The Industrial Internet of Things (IloT) is one of the most important features of the
development of industry 4.0 in the 21st century and also a major driving force for the
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application and promotion of the IoT. It has been widely used in many industries, including
medical automation, transportation, and environmental protection. For example, it can
help realize real-time monitoring, vehicle tracking, and intelligent parking in the field
of intelligent transportation. In addition to the above applications, IIoT has been widely
used to improve the production efficiency of industrial products and help enterprises
utilize automatic and intelligent manufacturing. In the process of industrial production,
we use cloud computing technology to process and store a large amount of data generated
by sensors, so as to extract the results of industrial production guidance suggestions to
improve production efficiency. However, the secure production of the IloT is faced with two
key problems: first, data stored on cloud servers may be accessed illegally by competitors,
which leads to information leakage; and, second, when users need to access information,
we need to provide users with privacy protection and achieve user anonymity.

1.1. Motivation

In the IIoT environment, sensors deployed in the factory can detect the surrounding
environment in real time, and the sensors upload the monitored data to the gateway node
(GWN) through the public network. However, the data are transmitted through open (inse-
cure) channels, which means that all kinds of attacks are possible [7]. For example, attackers
can eavesdrop, modify, intercept communication messages, or impersonate trusted entities,
which threatens the security and privacy of messages. Furthermore, there is the possibility
of physical and irreparable damage, such as an adversary issuing malicious instructions to
the sensor. The design of an authentication protocol can ensure the mutual authentication
of communication participants in an open and chaotic network environment, and establish
an exclusive session key for secure access later.

This paper designs a user authentication scheme based on Chebyshev polynomial
encryption for IloT constructs mutual authentication among communication participants,
and establishes session keys between users and sensors. The proposed scheme uses the
user’s biometric characteristics, password, and smart card as three factors to authenticate
legitimate users. At the same time, the protocol needs to be able to resist some common
attacks and can guarantee the security of session keys even when temporary secret values
are disclosed.

1.2. System Model

Network models and threat models are described for cloud-assisted IloT systems in
this section.

1.2.1. Network Model

The cloud-assisted IIoT model is shown in Figure 1, and the main components are:
sensors, base stations, gateway node, users, and the cloud server. We deploy a set of sensors
in the target area of the factory to monitor the environment, collect information about the
production of the product or the operation of the production equipment, etc. Then, sensors
send the collected information to GWN through the base station [8]. GIWN sends the massive,
heterogeneous data that it collects to the cloud server. Meanwhile, in this factory, there will be
a need for users of different identities to access the data in the sensors in real time, such as the
personnel on duty who can detect the sensors to determine whether the factory equipment is
abnormal, or the manager who can use the information to make decisions or analysis.

The process of information transmission through the public channel is as follows: firstly,
the user sends the login information to GWN, and GWN verifies the validity of the user’s
identity. Secondly, if the authentication is successful, GWN sends the encrypted authentication
information to the sensor, which returns the key exchange information to the user. Finally, the
session key is generated for future communication between user and sensor.
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Figure 1. Cloud-assisted authentication model in IIoT.

In the cloud-assisted IIoT architecture, the sensor sends the collected information
to GWN, which periodically uploads it to the cloud server via the Internet. It should be
noted that the sensitive information uploaded is through a pre-shared security mechanism
between GWN and the cloud server. In this model, by treating the cloud server as a node
and granting a unique identity, and performing a sensor-like registration process, mutual
identity authentication can be performed with users, and establish session keys with each
other. After successful authentication, users can access massive amounts of data stored in
the cloud server. This mechanism helps users to systematically analyze previous data and
is also of great benefit to decision-making and forecasting.

1.2.2. Threat Model

The scheme uses the widely used Dolev—Yao (DY) threat model [9]. According to
the definition of the model, the adversary is allowed to insert, delete, and modify the
transmitted information on any two parties through a common channel. Due to some
malicious attack, an adversary may be able to capture the sensors deployed in the factory
and obtain information stored therein. GWN is believed to be a trusted third party entity
in the model. Smart cards accidentally lost by users or stolen by adversaries can be used
to perform sophisticated power analysis [10] to extract secret credentials stored in them.
Additionally, the widely accepted ROR model uses rigorous mathematical analysis to verify
the security of the scheme.

1.3. Contribution

The contributions of the paper are summarized as follows:

* A user authentication scheme based on Chebyshev polynomial encryption in cloud-
assisted IIoT environment is proposed, which can help users and sensor nodes to
complete mutual authentication and negotiate session keys. The scheme uses smart
cards, passwords, and biometrics to detect the identity of legitimate users. Further-
more, the scheme also allows users to update passwords and biometrics locally, revoke
smart cards, and deploy new sensors.

*  Mutual identity authentication and session key agreement can be achieved between
the cloud server and users, which can prevent unauthorized users from accessing
resources from the cloud server.



Electronics 2022, 11, 1652

40f17

¢  The security of the scheme is proved by formal (mathematical) and informal security
analysis. The formal security proves the semantic security of the proposed scheme
and guarantees the security of the session key between the user and the sensor node
(described in Section 4.1). In addition, the proposed scheme is demonstrated to be
secure against other possible multiple known attacks through the use of informal
security analysis (discussed in Section 4.2).

e The proposed scheme has advantages in security performance and functional features
(described in Section 5) under the premise of lower cost.

1.4. Paper Outline

Section 2 gives a brief overview of the related work. Section 3 describes the mathe-
matical preliminaries used in the protocol and the detailed phases of the proposed scheme.
Section 4 provides the ROR model proof and informal security analysis . Section 5 gives the
comparison between the proposed scheme and the related schemes in terms of overhead,
performance, and functional features. Section 6 presents the conclusions.

2. Related Work

Das [11] mainly summarized some security defects and inefficient problems existing
in Jiang et al. [12] ’s scheme and improved it on the basis, making it more applicable to
actual scenarios. Chang and Le [13] designed two authentication protocols for sensing
devices with limited resources, therein which P1 is lightweight because only hashing and
XOR operations are used, and P2 uses the elliptic curve encryption (ECC) algorithm, P2
has higher cost, but can also meet higher security features. Li et al. [14] proposed an
authentication scheme to protect user anonymity in the IloT, which applied biometric fuzzy
extractor features and solved the problem of fault tolerance in user biometric information
extraction. Wazid et al. [15] proposed a solution to meet various safety performances in a
smart home environment, which used only some lightweight operations and is ideal for
smart appliances with limited computing resources.

Das et al. [16] designed an authentication protocol to enable users to access data stored
in wearable devices in real time, and the simulation results of various network parameters
(such as delay, throughput, etc.) display that can be used in real scenarios. Liu et al. [17]
proposed a protocol based on cross authentication, which realized security authentication
and synchronous authentication at the same time, and can integrate two related devices
into one session. However, Srinivas et al. [18] pointed out that Liu et al. [17] did not
have functions such as dynamic wearable devices and changing users’ mobile terminals.
In order to eliminate these limitations, Srinivas et al. [18] proposed an authentication
protocol applicable to the medical monitoring system. In this scheme, user registration was
performed in the big data registry, and the authentication process with wearable devices
was completed with the assistance of the cloud center.

Chatterjee et al. [19] designed an authentication scheme based on Chebyshev chaotic
mapping, biological hashing, and symmetric key encryption/decryption for multi-server
environments, which allowed users to manage authentication for different servers with
a single identity and password. Srinivas et al. [20] proposed an anonymous user authen-
tication scheme using fuzzy extraction technology for biometric authentication in IIoT.
Three-factor authentication was used in [19,20]. Yu et al. [21] introduced an effective uni-
versal three-factor authentication framework, which can upgrade two-factor to three-factor
authentication on the premise of maintaining user anonymity, and improve the security of
the system. Wazid et al. [22] proposed a solution that would allow real-time access to data
monitored by unmanned aerial vehicle. Chatterjee et al. [23] have developed an authentica-
tion protocol that uses identity-based encryption, physical non-clonable function (PUF),
and hash function, and a secure video surveillance camera model has been established
based on this protocol.

To sum up, most of the user authentication schemes proposed for the IoT have some
defects, such as insecurity against various known attacks and inability to provide security
protection for user anonymity. Most of the encryption technologies used in existing schemes
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are hash functions or XOR operations, which are lightweight but not secure, while ECC
algorithms require more overhead. At the same time, we also noticed that these solutions
support users to access the sensor in real time, but do not take into account the data storage
generated by the sensor, which cannot provide users with previous data for analysis,
resulting in a waste of resources. Inspired by the above references and [24], IIoT needs a
user authentication scheme, compared with other user authentication protocols before, and
the proposed scheme can provide higher safety and extra features while meeting lower
overhead, and the data generated by the sensor can be stored, for example, uploaded to the
cloud server. After mutual authentication between the user and the cloud server, users can
securely access the cloud server.

3. The Proposed Scheme

The proposed scheme is a three-party authentication protocol based on Chebyshev
polynomial encryption, and includes three stages: sensor node registration, user regis-
tration, and authentication key exchange. In this section, we first give the mathematical
preparations used in this paper, and then present the detail process of the proposed scheme.
and Table 1 introduces the mathematical notation in the scheme.

Table 1. The mathematical symbols.

Symbol Description
IDcwnN Identity of GWN
U;,SN; ith user and jth sensor, respectively
ID;,IDsy; Identity of U; and identity of SN, respectively
PW; Password of Uj;
SC; smart card of U;
BIO; Biometrics of U;
0i, T Biometric secret keys of U; and public replication parameters, respectively
Gen(-), Rep(-) Fuzzy extractor generation and reproduction methods, respectively
t Fuzzy extractor threshold parameter
Ty (x) Chebyshev polynomial of degree n
I, ® Bitwise XOR & concatenation, respectively
h(-) hash function
A Adversary

3.1. One-Way Hash Function

h:{0,1}" — {0,1}" is a one-way hash function that compresses an input message of
arbitrary length into a fixed-length output [25].

Definition 1. Adv’ﬁ”h(rt) = Pr[(ny,n2)€r A : ny # ny, h(ny) = h(ny)|, where the input pair
(n1,np)€r A indicates that A randomly selects two numbers nq and ny, Adviﬂ‘f”h(rt) is denoted
as the probability that A finds a hash conflict within the running time rt. An (g, rt)— adversary A
attacking the collision resistance of h(-), which implies that the running time of A is at most rt and
AdviﬁfSh(rt) <¢.

3.2. Chebyshev Polynomial

Chebyshev polynomials not only have much lower computational overhead than
traditional ECC algorithms, but also meet our security requirements [19,20]. In this paper,
the basic concepts of Chebyshev polynomials are introduced to design our scheme. The
recursion of the improved Chebyshev polynomial is shown below:

1 n=20
Tn(x) = X n=1
2xTy—1(x) = Tp2(x) n=2.

where x € (—o0,400), T (Ty(x)) = Tup(x) = Tp(Tu(x))(mod p), and p is a large prime
number, the computational problem associated with Chebyshev polynomial is in Definition 2.
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Definition 2. Given any x and y, it is hard to find an integer n that satisfies T,,(x) = y(mod
p). It is known as the chaotic map-based discrete logarithm problem (CMDLP). The probability
advantage of A associated with CMDLP is

Adv S MPIP (1)) = Pr[A(x,y) =n:n € Z,*,y = Ty(x)(mod p)]

where Zp,* = {r[0 < r < p,ged(r,p) = 1} = {1,2,...,p — 1}. Pr|E] is the probability of
an event E. An (g, t)-adversary A breaking CMDLP means that Adv s\“MPLP () < ¢ at most
within the running time t1.

3.3. Sensor Node Registration

During the sensor node registration phase, GWN selects a 160-bit random number
as the master key s, and assigns the unique identity IDsy; to each deployed sensor node

SN;, then calculates temporal credential of I DSN]- as TCSN], =h (I DSN], I s). GWN stores
{TCS N/ IDg N]} into SN;’s memory before it was deployed to the IoT environment, and

stores information{ IDgwn, s, TCs N;/ IDg N]-} into its database.

3.4. User Registration Phase

The process of registering a user with GWN is done offline, and the following is the
process and is shown in Figure 2:

*  Regl : U; chooses her/his own ID; and PW;, selects a 160-bit random numbers #1,, and
calculates RID;=h(ID; || n,) and RPW; = h(PW; || ID; || na), then securely transmits
the registration request (RID;, RPW;) to GWN.

*  Reg2 : Upon receipt of the request from the U;, GWN calculates C; = RID; & RPW; & h(s ||
IDgwy ) and distributes a smart card SC; = {C;, h(-)} to U; through a secure channel.

*  Reg3:U; imprints her/his biometrics BIO; on the sensor of the specified device after re-
ceiving SC;, and computes (0;, T;) = Gen(BIO;), A; = n, ® h(ID; || 0;), B = h(ID; ||
PW; || o), Ci' = C;® h(o; || ID;). Then, U; replaces C; with C;’ and stores A;, B;, C//, 0},
7, Gen(-), Rep(-) and t into SC;, where SC; = {A;, B;,C/, h(-), Gen(-), Rep(-), T, t}.

U, GIN
Input ID,, PW,.

Selete random numbers 7, .
Compute RID, = h(ID, || n,),
RPW, = h(PW D, || n,).

RID, RPW, Compute C, = RID, ® RPW,
secure channel ®h(s || IDGWN)'
(G ()}
secure channel

Imprint biometrics B/O, and

compute (o,,7,) = Gen(BIO,),

A =n,®hID,| o),

B =h{ID, || P, || o),

C'=C ®ho, || ID,).

Replace C, with C/,

SC, = A4,B,,C/,h(-),Gen(-), Rep(-), 7,1

Figure 2. The user registration phase.

3.5. Login Phase
The following shows the detailed U; login process:

* Logl : The SC; is inserted by U; into the reader of the terminal equipment, and U;
inputs his/her ID;, PW; and BIO;*. When the hamming distance between BIO; and
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BIO;* does not exceed the threshold value t, SC; calculates 0;* = Rep(BIO;*, 7;),
Bi* = h(IDj || PW; || 0i*) .

Log2 : SC; checks whether B;* = B;, if the equation does not hold, the ID;, PW;
and BIO;* entered by U; is considered to be an invalid authentication information
and the login request is rejected. Otherwise, U, is considered to be a legitimate user
and proceeds with the next step, SC; further calculates n,* = A; ® h(ID; || o;*),
RID; = h(ID; || n,*), RPW; = h(PW; || RID;), C; = C/ @ h(o;* || IDy), D; =
C; ® RID; ® RPW;, then U; selects the [ DSN/. of the sensor node SN; in the IoT that
he/she wants to access.

Log3: 5C; then generates a random number #; and the timestamp TS of the current
system, and calculates E; = h(D; || h(ID; || PW;) || TS1), My = T, (RID; || IDgn; I
E), My’ = My & h(RID; || D; || TS1), Aug = h(RID; || My || IDsy, || TS1), Ei' =
E; ®h(RID; || D; || TS1), RID; = RID; ® h(IDs, || TS1), IDSN]./ = IDsn, @ h(E; ||
D; || TSy). Uy’s login request message MSG1 = {E;, RID;, Ayc, IDSNj/,Tsl,Ml/} is
sent to GWN over a public channel.

3.6. Authentication and Key Agreement Phase

The user and sensor will authenticate with each other and share a session key with the

assistance of GWN in this stage, and the specific steps are as follows:

AK1: When GWN receives the user’s login request message MSG1 at TS, the condi-
tion | TSll — TS1| < AT is checked, where AT is the maximum transmission delay.
If the inequality is not met, GWN rejects the login request; otherwise, it calculates
G; = h(x || IDGwn), IDsn; = IDs; @ h(E; || G; | TS1), RID; = RID;" & h(IDsy; |
TSy) and My* = My @ h(RID; || Gi || TS1). Then, GWN checks whether the equa-
tion Ayc = h(RID; || M1™ || IDsnj || TS1) is true; if not, the process is terminated.
AK2 : Otherwise, GWN generates a timestamp T'S; for the current system, and com-
putes Ei = Ei/ SP) h(RIDl H Gi H TSl), Mz = ETCSN]’ (RIDI, Ml*r El) and
Ags = h(TCSNj I IDsn; | Mi* || TSz). Then, GWN transmits the message
MSG2 = {My, Ags, TS} to SN through a public channel.

AK3 : After receiving the message MSG2 from GWN at time TS,, SN; determines
whether the condition ‘TSZ/ — TSZ‘ < AT is satisfied. If the validation fails, SN; rejects
GWN. Otherwise, SN; uses the secret key TCSNj to decrypt (RID;, M;*, E;), then
calculates whether this satisfies the equation Agg = h(TCSN/. | I Dsn; || M1* || TSy).
AK4 : If the validation fails, SN; rejects MSG2. Otherwise, SN; picks a random value n;
and the timestamp TS3; of the system at the moment, and computes
F = Ty (RID; || Dgn; | E;). Then, SN; generates and saves the secret key of the
session SK;; = h(Tn;(M1") || RID; || IDgn; || TS3), which is used for subsequent com-
munication between SN; with U;. Finally, SN; calculates Ays = h(SKj;j || Fj || TS3),
P]-/ = F; @ h(RID; || IDgn, || TS3), and transmits the message MSG3 publicly to U;.
AKS5 : As soon as U, receives MSG3, the message is checked for freshness | TSgl —
TS3| < AT, where TS3, is the time when the MSG3 is received. If the condition is
met, U; computes F; = Fj/ @ h(RID; || IDgn; || TS3), and generates the session key
SK;i* = h(Ty,(F;) || RID; || IDsn; | TS3) with SN;. Then, U; verifies that equation
Ays = h(SK;;* || F; || TS3) is satisfied; if the authentication passes, U; saves the
session key SK;;*, and U; and SN; can communicate securely using SK;;*. The specific
login and authentication process is shown in Figure 3.
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U. GWN SN,

i
J
Insert SC; into a card reader.

Compute ;" = Rep(BIO, 7, ),
B’ =h(ID, || PW. || 5,")

check if B =87 .
: i - <aT?
Compute n,” = 4, ® h(ID, || 5;°), Check if |78, =T, [<aT"?

RID, = h(ID, || n,"), Compute G, = h(x|| IDgpy),
RPW, =h(PW, || RID,), IDgy = IDgy ®h(E, || G, [ITS)).
C,=C ' ®h(o; |IID,), RID, = RID; ® h(IDg, ||TS)),
D.=C, ®@RID, ® RPW.. * '

G ORID SR M, = M, ®HRID, | G,|ITS)).

Then U, selects the IDg, of the SN; .
! ’ 1 = . . 92
that needs to be accessed. Check if Ay = h(RID; | M, || [D”Nf 75,7

Generate random number n, & Compute E, = E, ®(RID, || G, || TS,),
timestamp 75,. Compute : generate timestamp 7.5, compute
E, = h(D; || h(ID; || PW)) | TS,), M, =E. (RID,,M, ,E,),

M, =T, (RID, || IDy. || E,), .
=5 (R0 1 P, 1) Ags = h(TCqy || IDg, || M| TS,).

M, =M, ®h(RID,|| D, TS,), MSG2={M,.45.TS,}

AUG =h(RID, I ]\,[I Il IDSN, I TSI), public channel

E/ = E;®h(RID, || D;||TS,),

RID, = RID, ® h(IDy ||TS,), Check if |TS, - TS, [<aT?

Dy, ' =Dy, @ h(E;, || D, ||TS)). Decrypt (RID,,M,", E,),
MSGI={E] \RID; Ay, 1Dgy, TS, .My } check Ags = H(TCsy || IDgy || M, 1| TS,)?

public channel .
Generate random number 7; & timestamp 7.S;.

Compute F; =T, (RID, || IDgy || £,),
SK,; = h(T, (M,")|| RID, || IDgy, || TS5),
AUS = h(SKrJ “ F'] ” TS})a

F = F,®h(RID, || IDgy, || TS5).

Check if |TS; TS, [<aT?

Compute F, = F; @ (RID, || Iy || TS,).
SK, = (T, (F) || RID, | IDg, [IS,),
verify Ag; = h(é:lif I #1175,)? MSG3={As.F, TS}
If so, store SK;; (= SK,,). public channel

Figure 3. Login and authentication phases.

3.7. Password and Biometric Update Phase
Registered users can update their passwords and biometric keys by following these steps.

*  Stepl: After inserting SC; into the reader, U; enters his/her ID; and previous pass-
word PW,°" and biometric key BIO;*™, SC; then computes ;%% = Rep(BIOl-Old, t),
ng = A;®h(ID; || 0°"),RID; = h(ID; | ng), RPWM = n(PW°? || RID;),
h(s | IDgwn)=RID; & RPW; & C/ & h(0;*'? || ID;), B/ = h(ID; || PW, || oi°d)
and checks the equation B;° = B;. If this matches, this means that U; is legal and can
update password and biometric key (if necessary).

e Step2: U; enters a new password PW;"*“ and biometric key BIO;"*”, then SC; com-
putes (079, T,1€0) = Gen(BIO;™"), RPW;"¥ = h(PW;"® || RID;), A" = n, &
h(ID; || 07"®), B{"* = h(ID; || PW;"™ || 6;"%), C" = h(s || IDgwn) & RID; &
RPW;"% ¢ h(o_inew || ID;).

e Step3: SC; finally updates A;, B; and C;’ with A;"*”, B;"** and Ci/new in its memory,
respectively.

3.8. Smartcard Revocation Phase

A registered user who has lost his/her smart card can perform the following steps to
obtain a new smart card SC;"*%.
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e Stepl: Uj enters the previous ID;, but selects a different password PWl-/, U; then selects
a random number 1, and computes RID; = h(ID; || n,' ), RPW; = h(PWi/ || RID;)
and submits the revocation request { RID;, RPW;} to the GWN via a safe channel.

e Step2: GWN receives the message and checks the availability of RID; in the database.
If RID; is not available, then GWN assigns a new smart card SC;"“ to U;.

e Step3: Upon receipt of the smart card SC;"*“, U; imprints biometrics BIO; and com-
putes (07, 7;) = Gen(BIO;), A; = ny ® h(ID; | o), B; = h(ID; | PW; || o;) and
C/ = C;@h(o; || ID;). U; replaces C; in SC;"*” with C,, and stores A; and B; into
SC;"“’s memory. Thus, SC;"“ = {A;, B;,C{/, h(-), Gen(-), Rep(-), T, t}.

3.9. New Sensing Node Deployment Phase

By performing the following steps, GWN can deploy new IoT sensor nodes SN;"*"
into an existing network while offline.

*  Stepl: GWN assigns a unique identity IDsy;"*" to the new sensor nodes SN;"** and
then uses its own master key s to calculate TCsn;"*” = h(IDgn;"" || s).

e Step2: GWN stores the credentials TCsy;"“" and IDsy;"* into SN;"*"’memory prior
to its deployment. GWN also stores TCsy;" and [Dsy;"" in its database. Finally,
GWN broadcasts information about the newly deployed sensor nodes SN;"** to all
the registered users, who can access it according to their own needs.

4. Security Analysis

The formal and informal security analysis of the scheme will be demonstrated in this
section.

4.1. Formal Security

The security of the session key is proved by detailed and rigorous mathematical analysis
of protocol using an ROR model (given in Theorem 1). We also provide primitives related to
ROR models. The proposed scheme mainly involves three participants, namely sensor node
SN;, user U;, and GWN. The following is a detailed description of the ROR model [20,26].

Participants: the instances 1, v and t of U;, GWN and SN are represented as [T}, I TGwn

and [T% D’ respectively, which are known as oracles.

Accepted state: When the instance [’ receives the last message during protocol com-
munication, then its state changes to the accept state. [T’ concatenates all the communicated
messages sequentially, and [T’ forms the current session identifier (sid).

Partnering: Instances [ and [ are partners to each other as long as they meet
the following three conditions: (1) They are in a state of acceptance; (2) [T and [T are
mutually authenticated and share sid. (3) They are partners of each other.

Freshness: The instances ]—ILL‘L, or Hg p, are considered fresh if A does not acquire SKjj

through using the following Reveal([T') query.

Adversary: Assume that A has complete control over all communication in the system
and can not only intercept messages but also tamper with them. In addition, A can also
perform the following queries.

e Execute(TT, TT% IT°): A can carry out an eavesdropping attack under this query
because A can intercept all communications of three party entities during protocol
execution.

e Reveal(TT"): A can obtain the session keys created by the two instances by executing
the query.

e Send(Il',msg): A can send a message msg to the instance I through this query, In
response, A also can receive a message from instance IT".

e CorruptSC (H‘L‘L,): A can obtain credentials stored in the smart card through this query,
which is modeled as the smart card loss attack.
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e CorruptSN([T§ Nj): It is an attack in which the secret TCg N; stored in the sensor
divulges to A. CorruptSC and CorruptSN are both weak-corruption models, where
the internal information related to the instance and the temporary key is not corrupted.

o test(IT"): Toss an unbiased coin c, the result of which determines the output of the test
query and is known only to A, who executes the test query on the premise that SK;; is
fresh, the instance I—[t returns SKl-j at ¢ = 1 or a random number at ¢ = 0; otherwise, it
prints L (null).

Random Oracle: All communication participants including A have access to the hash
function k() (which is described in Section 3.1), a random oracle modeling #(-), say hash.

Theorem 1. Let A represents an adversary running in polynomial time t versus our proposed
protocol P. In addition, gg,.,,q and qy, represent the number of Send and hash queries, respectively.
|hash| the range space of the hash function, m indicates the number of bits of the biological key o7,
|D| is used to represent a uniformly distributed password dictionary, AdvSMPLP represents the

P
probability that A breaks our protocol” s semantic security in run time t and is estimated as

2
qn Gsend CMDLP
<
Advp(t) < lnash] + 21D +2Adv (1)

Proof . The proof is similar to that proved in [18,26]. There are five games, say Game;,
i=0,1,2,3,4in total. succ; is used to represent the probability that .4 correctly guesses bit
c in the Game;. The games are defined in the following:

Gamey : In the execution game, A follows the ROR model to make a real attack on the
proposed protocol P. A must guess bit ¢ before the game begins, it follows that

Advp(t) = |2.Pr[succo] — 1| (1)

Game; : This game simulates .4 using Execute query for eavesdropping attack. A
performs the test query to check whether the result is a real session key or a random
number at the end of the game. Note that the SKj; is calculated as SKj; = h(Ty;(M1”) ||
RID; || IDgy; || TS3), where RID; = h(ID; || n,*), F; = Ty (RID; || IDs; | E;),
E; = h(Dl || h(IDl || PWI) H TSl), D; = C;® RID; & RPW; = h(x H IDGWN)- Because
SKijj contains the long-term secrets x, IDgwn, RI Di/, I DSN/./, and short-term random
secrets n; and n;. Without these secrets, the probability of A’s winning Game; is not

changed by eavesdropping the messages MSG1 = {Ei,,RIDi,,AUG, IDSN/,,, TSl,Mll},

MSG2 = {My, Ags, TS2} and MSG3 = {Ays, Fj/, TS3} to compute the session key SK;;. It
follows that
Prlsuccy] = Pr[succy] 2)

Gamey : Game is transformed into Game, by adding Send and hash queries, where
A tries to trick the participants into receiving the error messages. Under this game, A
can perform hash queries repeatedly to check for conflicts in the hash digest. All the
communication messages MSG1, MSG2, and MSG3 contain the identity information of the
entities, random nonces, timestamps, and long-term secrets. Therefore, there is no conflict
when A makes the Send queries. The birthday paradox gives the following results:

|Pr[succ;] — Prlsuccy]| < g5,/ (2|hash|) (©)]

Games : Game, is transformed into Games by simulating CorruptSC(ITy;,) query.
Under this game, A will obtain the credentials A;, B; and C;’ stored by SC;. A tries to
utilize the dictionary attacks from these credentials to guess right ID; and PW;. Since
A; =n, ®h(ID; || 0;), B; = h(ID; | PW; || 07), and A also needs other secret parameters
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such as 1, and 0;. Suppose the system specifies the number of times an incorrect password
can be entered. Then, the results are as follows:

|Pr[succy] — Pr[succs]| < qsena/ (2".| DY) 4)

Gamey : This is the last game, where A can physically capture a sensor by simulating
the CorruptSN query, then A can retrieve the information {TCS N/ IDg Nj} stored in the
SD;. A wants to calculate the SK;j, wherein SK;; = h(T,,,(M1") || RID; || IDgn; || TS3) =
h(Ty, (F;) || RID; || IDgn; || TS3), suppose A also intercepts all messages MSGi(i = 1,2,3).
It is clear that A needs RID; and Ty, (M;*) or Ty, (F;), but A can not get random numbers
nj or n;. A needs to solve CMDLP in run time £; for this case, the probability is at most

|Pr[succy] — Prlsuccs]| < Ado®MPLP(¢) (5)

All the random oracles are simulated; A only needs to guess bit ¢ after executing the
Test query to win the game. Thus, we get the following:

Pr[succy] =1/2 (6)

From Equations (1), (2), and (6), we have

1

Pr(succy] — ;‘ = |Pr[succy] — Pr(succy]| (7)

Using Equations (3)—(5) gives the following:

1
EAd’Up(t) < |Pr[succy] — Prlsuccy]| + |Pr[succy] — Pr[succy]|

< |Pr[succy] — Prlsuccy]| + |Pr[succy] — Pr[succs]| + |Pr[succs] — Prlsuccy]| 8)
< qﬁ/(2| hash |) + gsena/ (2™.|D|) + Ado“MPLP (1)

O

4.2. Informal Security Analysis
4.2.1. Stolen Smart Card

Under this attack, assuming the adversary .4 has acquired a registered user U;’s smart
card, power analysis is used to extract information {A;, B;, C/’, h(-), Gen(-), Rep(-), 7, t}
from the SC;, however, it is almost impossible for A to figure out ID; and PW; from the
one-way hash function without knowing random number #1,. In addition, if A intends to
get ID; and PW; from A;, B;, C/, it is almost impossible to compute the ID; and the PW; if
A does not know n,.

4.2.2. Privileged-Insider Attack

Assume that A is a malicious internal user who has obtained the trust of GWN. In the
stage of user registration, U; sends a registration request message { RID;, RPW;} to GWN
in a secure manner. Even if A knows this information, without knowing the random secret
keys n, and ID;, it is impossible to calculate PW; for the collision-resistant properties of
h(-). Hence, our scheme can effectively defend against privileged insider attacks.

4.2.3. User Impersonation Attack

A can intercept the login message MSG1 sent by the user in this attack. A attempts
to get some useful information from MSG1 to deceive GWN that he/she is a legal user.
To deceive GWN, A utilizes the existing information to generate a valid login request, but
without knowing the parameters D; and IDgy; used to calculate parameters such as Ei/
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and M; . Therefore, A is nearly impossible to get a valid request login message, so our
protocol can resist this attack.

4.2.4. GWN Impersonation Attack

Let A intercepts the messages MSG2 = {Mj, Ags, TSz} to SN;, and attempts to
generate a valid authentication message MSG2 to convince SN; that it is a real GWN.
However, A cannot get the secret TCg N; shared with SN; and M;i*. Thus, our solution is
secure enough to resist GWN impersonation attack.

4.2.5. Sensing Node Impersonation Attack

Suppose A intercepts the message MSG3 = {Ays, F/, TS3} sent by the sensor to the

user. A needs to generate a valid MSG3 to masquerade as a real sensor node. However,
A cannot obtain parameters E;, F; and random secret 1; to computeAys, F/ and SKjj,
so a valid response message cannot be generated. Therefore, it is not computationally
feasible for A to impersonate SN;. Combined with the above, our scheme can resist sensor

impersonation attacks.

4.2.6. User Anonymity and Untraceability

If A intercepts all communications messages MSG1, MSG2, and MSG3. However, in
the case that A does not know the secret credentials E;, D;, My, and #;, it is difficult to
calculate the correct user identity ID; only from the intercepted messages. Therefore, our
scheme can protect the user’s identity from disclosure and protect user anonymity.

4.2.7. Resilience against Sensing Node Capture Attack

Suppose the sensor SN; deployed in the factory is physically captured by .A and the cre-
dentials IDg N; and TCs; stored therein are also extracted by .4, where TCg N, = h(IDg N; Il 's),
because the identity IDg N; of each sensor node SN is unique, and .A cannot calculate the session
key between other uncaptured sensors and users from the captured SN;’s memory. Therefore,
even if some sensors are captured, the session key between other normal sensors and the user will
not be compromised or affected. Thus, the scheme can resist sensor capture attack.

4.2.8. Mutual Authentication
U;, GWN, and S Nj authenticate each other in the following three ways in this paper:

1.  The mutual authentication between U; and GWN mainly relies on shared secret
credentials D; = C; @ RID; @ RPW;=h(x || IDgwn) and Ay = h(RID; || M; |
IDsn; | TS1). When receiving login request message from U;, GWN can use the
stored information to calculate G; = h(x || IDgwy) and MSGI1 to verify Ayg;

2. The key to mutual authentication between GWN and SN; is the secret credential

TCsn; = h (IDSNj I s) that they previously shared, since M, = Ercgy; (RID;, M1*,E;),
Ags = h(TCSN], [ IDsn; | Mi* || TS2), SN; can decrypt M, using TCsn; stored dur-
ing registration, then verifies Agg with the received MSG2;

3. U can directly verify SN; and establish session key by checking Ays. Therefore, our
protocol can provide mutual authentication.

4.2.9. Replay Attack

Let us assume that .A wants to intercept messages MSGi(i = 1,2,3) during communi-
cation. Because of the timestamp added to these messages, and AT is typically very small,
the replay message will be invalid because it fails to pass the timestamp threshold valida-
tion. Upon receiving the message, participants validate the attached current timestamp,
which ensures that our solution is resistant to replay attacks.
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4.2.10. Man-in-the-Middle Attack

Suppose A wants to intercept and tamper with the messages MSGi(i = 1,2,3) to
convince the participant that the information received is real. .A must obtain parameters
RID; and IDgy, to calculate RID;, Ayc, IDSN],/, and M; to modify MSG1. Similarly, A
cannot modify other messages MSG2 and MSG3 for the same reason. Therefore, the
scheme can resist man-in-the-middle attack.

4.2.11. Ephemeral Secret Leakage (ESL) Attack

After mutual authentication as shown above (Section 4.2.8), both U; and S N; establish
a shared session key SKj; = h(T,;(M1") || RID; || IDsy; || TS3)(= SK;j*), we now consider
session key security in two cases:

1. Now suppose that .A knows the short-term secret credentials 7; and 7, but .A cannot
create the session key SK;; because it lacks the long-term secrets RID;, I Ds Nj X, IDcwN
and TCSN]. ;

2. If the long-term keys RID;, I DSN/, x, and IDgwy are accidentally leaked to 4, but
only knowing these without knowing the temporary secret credentials 1; and n;, A
also cannot calculate the correct session key.

From what has been discussed above, the session key SKj; can be calculated only
when A obtains both the short and long-term secret credentials. Furthermore, even if for
some reason SK;; is compromised, previous and future session keys are different because of
long-term secrets and dynamically generate random numbers, thus protecting the forward
and backward security of session keys. Previous and future session keys are not affected
if some session keys are compromised under some attacks. Thus, our scheme is still safe
under ESL attack.

5. Comparative Analysis

We compare the proposed scheme with other related works in the aspects of computing
and communication overhead in this section. In addition, we also analyzed safety performance.

5.1. Comparison of Computation Costs

Table 2 summarizes the computational overhead of our scheme and other schemes [13-15].
The data are based on the results of experiment [19,20,27]. The running time of different
operations are Tecyy ~ 0.063075 s, Ty, ~ 0.00032's, Ty, ~ 0.063075 s, Tg/p ~ 0.0056 s, Tc =~
0.0171 s, and the schemes of Chang-Le [13], Li et al. [14], Wazid [15], and ours are approxi-
mately 259.02, 259.34, 92.515, and 150.035 milliseconds, respectively. Our scheme requires
less computational overhead than scheme [13,14]. Although our scheme requires a bit
more computational overhead than scheme [15], we can provide more security features.
Figure 4 shows the computational overhead of each scheme on user, GWN, and sensor.
The overhead of GWN in our scheme is relatively low, which means that we can process
user login requests more quickly. In Chang-Le [13]’s solution, GWN has a lower computa-
tional overhead, but sensors occupy higher computational resources, our solution is more
acceptable for resource-constrained sensors in the IloT environment.

Table 2. Computation costs comparison.

Scheme User GWN Sensing Node
Chang-Le. [13] 2Teem + 7T}, 9Ty, 2Teem + 5Ty,
Liet al. []4] 9Th + 2Tecm + ng 9Th + Tgcm 4Th
Wazid [15] Tfe + 71, +Tp 8Ty + 2Tg 7Ty, +Tp
Our. Tfe + 13Ty, + 2Tem 6T, + Tr 2Tem +4T, + Tp

Teem: the time of an ECC point multiplication; Tfe: the time for a fuzzy extraction operation; Tj: the time for a
one-way hash function; Tg,p: the time for an encryption/decryption using symmetric cryptographic technique;
Tem: the time of a Chebyshev chaotic map operation.
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Figure 4. Computational overhead.

5.2. Comparison of Communication Costs

The communication costs of this scheme and other related schemes during the user
login and authentication phases are shown in Table 3. We use 160 bits for random numbers,
160 bits for identities, 128 bits for symmetrically encrypted or decrypted block (using
AES-128 algorithm [28]), 160 bits for hash digests (using SHA-1 hashing algorithm [29]),
and 32 bits for timestamp. The number of bits consumed in the three messages transmitted
by the scheme is [MSG1| = 160 + 160 + 160 + 160 + 32 + 160 = 832 bits, | MSG2| = 160 + 32
+ 384 = 576 bits, [MSG3| = 160 + 160 + 32 = 352 bits, respectively, the total communication
overhead is 1760 bits.

Table 3. Communication Cost Comparison.

Scheme User GWN Sensing Node Total (Bits)
Chang-Le. [13] 672 512 1088 2272
Lietal. [14] 1120 1120 320 2560
Wazid [15] 512 1088 384 1984
Our. 832 576 352 1760

It is reasonable that the communication overhead of some nodes in our scheme is
slightly higher than that of others under the condition of satisfying more security perfor-
mance and resist more attacks (see Table 4). Firstly, schemes [13,15] do not support stolen
smart card attacks, resulting in a slightly lower communication overhead of users than our
scheme. In order to achieve this function, it is necessary to perform multiple disguises on
the user’s identity, which will consume more communication overhead. Secondly, since
scheme [13] does not support GWN impersonation attack, but in our scheme, TCsy; stored
in GWN is an important certificate to identify the identity of GWN, and TCgy;, needs to
be encrypted and transmitted, so the GWN communication cost of scheme [13] is lower
than ours. Finally, for sensor nodes, because scheme [14] does not support adding new
sensor device functions, its communication overhead is also low. Moreover, our solution
has the lowest total communication cost. Figure 5 intuitively shows the communication
consumption of each scheme on user, GWN, and sensor, respectively.
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Table 4. Safety performance and function comparison.

Feature Chang-Le. Wazid. Li et al. Our.
SF1 X X x vV
SF2 X V4 x vV
SF3 v v v v
SF4 x v v vV
SF5 v v v v
SF6 v Vv v v
SF7 v v v v
SF8 v v v v
SF9 v Vv v v
SF10 v v v v
SF11 X X x Vv
SF12 X Vv v V4
SF13 x Vv x v

SF1: Stolen Mobile/Smart card attack; SF2: Privileged-Insider attack; SF3: User Impersonation Attack; SF4: GWN
Impersonation Attack; SF5: Sensing Node Impersonation Attack; SF6: User Anonymity and Untraceability; SF7:
Sensing Node Capture Attack; SF8: Mutual Authentication; SF9: Man-in-the-Middle Attack; SF10: Replay Attack;
SF11: ESL Attack; SF12: Support Password and Biological Key Update; SF13: Supports Adding Sensor Devices.
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Figure 5. Communication overhead.

5.3. Comparison of Security and Functionality Features

Informal security analysis shows that our scheme can resist most known attacks
(see Section 4.2), while also supporting password and biometric key changes, smart-
card revocation, and adding new sensors’ deployments. The security and functional
features of our scheme are compared with those in [13-15] as shown in Table 4. According
to the table, none of the other schemes can resist ESL attack except ours. In addition,
neither scheme [13] nor [14] can satisfy the dynamic sensor node addition function. Com-
pared with other solutions, ours can meet better security performance and function.

6. Conclusions

This paper designs a user authentication scheme based on Chebyshev polynomial
encryption and fuzzy extraction operation for cloud-assisted IloT, which can realize mutual
authentication and key agreement between users and sensors. Furthermore, users can also
implement the scheme to authenticate with the cloud server for access to the data in the
cloud server. The protocol supports password /biometric updates, smart card reactivation,
and new IoT sensor device addition without the involvement of GWN. A detailed formal
(mathematical) and informal security analysis of the scheme shows that it can withstand
11 known attacks. Rigorous mathematical analysis also proves that the probability of the
session key between the user and the sensor node being cracked by the adversary is almost



Electronics 2022, 11, 1652 16 of 17

slim. Compared with other schemes, our scheme can meet higher security performance, and
the communication cost is the lowest, and the computing cost is also within the acceptable
range, which is more suitable for the IIoT environment.
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