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Abstract: The advancements in the technology landscape and software development in recent years
mandate paying attention to Software Quality Assurance (SQA) because it is becoming significantly
important and complex. SQA is a set of activities within the software development lifecycle that
aims at reducing development and testing costs, improving the quality of the software systems,
and increasing customer satisfaction. Thus, the objective of this paper is to build a SQA maturity
model, particularly in the telecommunication industry. To achieve this, this research identified
perspectives and factors based on a comprehensive literature review and experts’ inputs using
Hierarchical Decision Modeling (HDM) as the methodology. The proposed model consists of five
perspectives, which are requirements validation, testing, software change management control,
technology, and organization and culture with every perspective containing relevant factors. The
factors and perspectives are validated and quantified using SQA inputs from subject matter experts.
The findings of this study suggest that requirements validation is the most important perspective.
Two case studies were conducted to identify the maturity score for each case, demonstrate the
practicality of the research model, identify areas of deficiencies, and propose corrective actions. This
paper provides an in-depth look at software quality factors and their relative importance, targeting to
help SQA practitioners understand and assess their SQA practices.

Keywords: software quality assurance; maturity model; Hierarchical Decision Modeling

1. Introduction

Developing successful software systems requires paying close attention to software
quality assurance (SQA). SQA encompasses various activities that are carried out through-
out the software development process. When these activities are performed well, the
outcomes are software systems that meet requirements and expectations with quality and,
in return, greater user satisfaction. There are various benefits of developing well-established
SQA practices such as reducing development and testing costs, improving the quality and
productivity of the software systems developed, and increasing customer satisfaction [1].
Organizations pay close attention to software development as high-quality products meet
customer needs, protect their reputation, and improve business operations [2]. A recent
study suggests that the success rate in software projects is 37%, in which further efforts
should be placed during software development [3]. SQA activities include planning, defin-
ing and implementing quality standards, reviewing and auditing, testing, and reporting
on the outcomes. Requirement validation is considered the cornerstone, with prototyping,
inspection, knowledge-oriented, test-oriented, modeling and assessment, and formal mod-
els as important elements [4]. The trend in validation techniques is toward solutions that
combine machine-learning techniques with knowledge from dictionaries and ontologies [4].
Machine learning has been used for quality risk assessment and error detection [5]. The
majority of difficulties in software development revolve around how to express require-
ments and respond to client feedback. Quality assurance involves other areas such as SQA
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techniques, tools, programming languages used, professional demographics, certification,
capabilities, and education [6,7]. Other studies suggest that software systems are evaluated
based on their efficiency, effectiveness, compatibility, and traceability while factors such
as security, availability, performance, conceptual integrity, and usability may go unper-
formed [8]. Another study looked at the new product delivery and new service delivery
based on TQM, which is divided into four categories: strategic, tactical, operational, and
product with the goal of tracking the progress of software development in order to achieve
the desired outcomes [9]. The literature suggests that the majority of issues are related
to human factors and that there are significant knowledge gaps due to the rise of the IT
market, technological advancement, and the rising number of individuals with non-IT
backgrounds [7]. Various tools and standards have been developed in recent years to cope
with the advancements in software development such as agile delivery methodologies and
white box testing approaches [6,10].

This research has examined SQA practices and models as the foundation of this
research. At first glance, this may imply that business divergence from an industrious
background would result in a variety of points of view and a disjoint of quality needs and
objectives. For some organizations, it is either jurisprudence or partial effort of the software
quality aspect. For many reasons, some organizations lack knowledge and awareness;
for other organizations, due to severe competition and product delivery, they may have
to skip many steps or only apply the minimum,; for others, the main barrier is applying
SQA as a standalone function [11]. In some instances, the SQA team may only emphasize
the development scope but overlook overall activities in the entire software development
life cycle [2]. Lastly, for some organizations, a lack of resources would consider quality
assurance a luxury, and a preliminary level of quality practices would be sufficient. The
authors of [12] support the fact that, in IT overall, there is uncertainty when it comes
to quality assurance of the return of investments of quality factors such as investing
in automation testing. As a result, there has not been enough literature and models
investigating the SQA practices and models, both comprehensively and in a structured
way. The literature review of this paper provided a wide overview of SQA, and where it
is standing in both the point of view of the research and the industry. It is noticeable that
most software quality application practices focus on one area and disregard others, such
as completing the technical aspect and neglecting the human aspect such as leadership
or focusing on the standard or the process and not taking testing metrics seriously. We
promote this as the research gap and our expected outcome was to deliver a model that can
assess SQA maturity, which will cover various aspects and perspectives. In this research, we
have considered the telecommunication industry as the main segment and the lens of this
study. Thus, the goal of this research is to develop a structured and comprehensive model to
assess the gap, help telecommunication companies understand the most important factors,
and pinpoint areas where they need to focus their effort to improve their SQA practices’
maturity. The foundation of this research is based on an extensive literature review and the
real-world experience of SQA experts, demonstrating the gap of not all quality practitioners
being unified or, perhaps, coming to the same standing when it comes to perusing SQA.
The expected outcome of this research is to structure a maturity model for SQA that can be
used in assessing SQA practices in the telecommunication industry.

Paper Organization

The paper is organized as follows: the literature review is the starting phase of this
research framework. Secondly, the methodology is presented. Following this, an initial
model based on the literature has been structured, followed by the formation of expert
panels that include a variety of experts” backgrounds and knowledge bases. Then, the
model development phase includes validation and quantification. The paper will then
test the model against case studies to examine its practicality. Finally, the result will be
analyzed and the findings showcased.
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2. Related Work

The literature review covers the SQA topics in both theoretical and practical aspects,
which includes quality assurance standards, testing techniques, testing tools and platforms,
quality assurance metrics, quality assurance models, quality assurance process, procedures,
and practices. Also, it has been extended to cover maturity models.

2.1. Software Quality Assurance Overview

There have been various models and standards that have been researched in the
literature. ISO standards have been noted as a major foundation on which researchers have
built their studies in various areas and perspectives of software quality [13,14]. ISO has
defined the metrics for SQA. Based on these metrics, researchers have built models and
studied software quality to comply with these software quality ISO metrics. In [13], the
author states that modern software development increasingly relies on software testing to
regularly deliver high-quality software, based on the authors’ systematic literature reviews.
The author has created a complete model for capturing test case/suite quality dimensions
that are important from a variety of perspectives based on the ISO/IEC 25010:2011 version.
The test artifact quality model given in the study, as suggested by the author, can be utilized
in practice to enable test artifact quality assessment and improvement. Furthermore, the
model can be used to record context characteristics to make study findings more accessible
to academics and practitioners. The demographics and diversity of the IT market and
industry can have a market-specific impact on ISO quality adoption. In [14], the authors
have spotted the Chinese market in the quality assurance study as a reflection of the rapid
growth that has taken place in the Chinese economy and the massive opening to both
promising potential and challenges at the same time, due to the huge population count
with higher growth, which increases the demand for technology and services. In China,
ISO/IEC 25010:2011, Systems and software engineering: Systems and Software Quality
Requirements and Evaluation (SQuaRE), is in use, which is a localization due to the need for
Chinese market-specific standards and compliance. The Chinese local model promoted the
need to reexamine the software code, which ultimately proved successful in ensuring the
quality of the software with higher quality assurance. The author also advised considering
more scientific research, the definition and improvement of quality standards, and the
need to further explore new testing approaches and automation software testing tools,
along with improving testing process mechanisms. On the other hand [15], the author has
examined the Indian version of ISO 9000’s software engineering policies, processes, quality
assurance procedures, and measurement techniques. Even though each of the associated
operations has been computerized, the author is highly considering the tester’s ability to
remain a requirement for reasonably accurate solutions.

The agile delivery method is becoming very trendy in modern software engineering
practice and product developments [6]. Agile can support late and urgent ad-hoc delivery
with limited time and cost because agile offers more visibility of the developments in
case any risk or issue occurs halfway through the development of features or deliverables,
since feedback can be detected at the earliest and fixed at that time. Agile can improve
team communication and collaboration in large organizations to eliminate any gaps or
misalignments. Agile is an enabler for the five dimensions of project development, which
are organizational, personal, technical, process-oriented, and project-oriented. In addition,
agile would significantly influence software quality due to the implication of teamwork
practices, engineering practices, documenting practices, management practices, and testing
practices. One of the best-known agile processes that contributes to ensuring quality is
Scrum. This process can offer a high welcome to changes of the requirements on late and
short notice to keep competitor advantage toward the customer, while also paying attention
to technical excellence and quality enhancements.

In [16], the authors studied quality assurance from a process and practice viewpoint
and believe that the agile methodology will help with software quality. The author studied
and examined five aspects of software quality (quality model, quality attributes, quality
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metrics, critical success factor, and agile practices) in order to validate what are the key
success characteristics for an agile development project, what measures are utilized to assess
the quality of software, and which agile principles were utilized by the investigated models.
The results show that agile characteristics are most closely related to quality attributes
such as “maintainability” and the ISO metric, offering great support for testability and
reusability in the development process. This aligns with the finding of [17]. The authors
underline that software processes are continuously calibrated and enhanced for better
performance using software process improvement methodologies. It includes improving
the quality of the software product, decreasing time, and reducing changes, among other
things. Lean software development supports process improvement by detecting process
waste and evaluating interactions in the software development process. The authors of [18]
emphasized that in the new software development industry, a mix of agile methodology
and automation testing in the software quality process has resulted in what is known as the
Agile Genome, which may provide full use of agile methodologies as well as automation
technologies to enhance the finest outcome of quality delivery in the software industry.
However, not every segment can fully benefit from a given quality assurance method
and technique; it may be narrow in scope. Further study can be conducted to investigate
the most frequent quality assurance procedures in order to make them universal and
applicable to a wide range of industries. Also, as indicated by [19], Development and
Operation (DevOps), by its definition, is a quality-oriented approach that takes culture,
collaboration, automation, measurement, and monitoring as enablers for software quality.
DevOps is mainly focused on using automation and increasing feedback to reduce the
number of resources involved in the release, which should reduce the failure rate. The
analysis showed that DevOps features have a stronger impact on the quality and success
of software development and offers fast feedback to developers which in return provides
better quality. This analysis shows stronger links between DevOps software architecture
and quality assurance.

There are many factors to consider when using technology for SQA, mainly the
technology setups that can be in alignment with standards and practices. Several concepts
that would fulfill the quality factors can be considered. For instance, infrastructure setup is
an important element where it requires a developer environment (DEV) for the developer’s
tasks, User Acceptance Test (UAT) for pre-release testing to see how clients interact with the
software, and a pre-production environment to be in high sync with production. Taking up
this measure will fulfill maintainability, portability, and so on. Putting automation in place
will be an enabler here. Automation tools are gaining popularity, and they are trustworthy
in pursuing quality, where the reputation exclusion of the test cases is no longer the case,
due to the high coverage of probability in both happy and negative scenarios. Also, a
performance tool can be used that can run a large number of concurrent transactions that
measure performance and compatibility. This comes in alignment with the finding of [12].
According to the authors, automation testing is challenging to achieve in organizations,
with only 6% of professionals believing it is possible. Executives are looking forward to
automating the execution of test cases in order to save money, time, and boost reliability
by discovering defects early on. In conducting the survey, the author focused on the
return on investment in automated testing, taking into account the following criteria: test
coverage, test efficacy, test strategy, tools, cost of test automation, and people, which were
distributed to professionals from various product and service organizations. According
to the findings of this study, testing accounts for 28% of total IT spending for the last
five years due to product and service management, as well as the ability to automate the
appropriate test [12]. According to the study, unit testing with adequate automation should
deliver technical richness that provides faster, cleaner, and higher quality outputs with very
minimal maintenance costs. In [20], according to the author, white box testing approaches
have grown in recent years to automate and plan the design and execution of test cases. The
author investigated the search-based technique, which provides an opportunity to test the
explosion of conditions and pre-condition failures. However, the majority of the research
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work has gone toward unit testing and integration testing, which defines the requirement
to solve technical problems when transitioning from the unit level to the integration level.
Based on the above literature review, we can conclude the three dimensions of our study:
First, SQA factors and standards; second, SQA in using management and delivery methods;
and finally, SQA in using technology.

2.2. Maturity Model’s Overview

Maturity models are vital tools that help organizations evaluate the effectiveness of
various aspects, and they can be applied to improve business processes. The authors of [21]
outline that maturity models are representations of an organization’s ability to manage
continuous improvement in a particular discipline to achieve growth and further prosperity.
There are several maturity models outlined in this paper, and they are vital for several
reasons. First, they allow organizations to assess and evaluate their internal performance to
adopt the best practices that can be implemented to close performance gaps and improve
maturity. Secondly, maturity models are important because they help organizations striving
for competitive advantage and identify areas of weaknesses to attain their business goals.
Also, maturity models assist organizations in making better and well-informed decisions
because they determine what resources are needed to move from one level of maturity to
the next. As this study investigates the maturity of the SQA practices, we shed light on the
maturity models applied in the technology and software spaces.

2.2.1. Business Process Maturity Model (BPMM)

The business process maturity model (BPMM) is considered an effective framework
to help organizations achieve success. According to [22], BPMM is a framework that
assists an organization in comparing its current practices against the market’s standard,
allowing it to initiate plans for improving its business procedures. By using BPMM,
an organization can efficiently manage its procedures, allowing it to accomplish its set
targets and objectives. The business environment is constantly changing, and organizations
must innovate and improve their business processes to keep up with these changes. The
BPMM framework helps an organization implement a business strategy that enhances
the work performance and productivity of its workforce. Most unsuccessful software
applications cost organizations significant resources, and these failures are often associated
with technology issues. However, the main cause of these failures is inefficiencies in the
business processes. The BPMM was developed to eliminate flaws in business processes by
allowing organizations to attain uniform standards, establish standardized processes, and
determine weaknesses in workflows. BPMM was developed using the process maturity
framework (PMF) [22]. Regardless of these benefits, BPMM has its limitations. There are
limited empirical studies that confirm the usefulness and validity of BPMM [23]. As a
result, the applicability of the model may be limited since it may not meet the security
standards imposed by some organizations. Besides that, the model does not consider
certain requirements that some organizations might have in place, such as data security.

2.2.2. Capability Maturity Model (CMM)

CMM is a framework utilized to refine and develop software advancement procedures.
According to [24], CMM outlines a five-stage evolutionary path of maturity and identifies
key areas of software development. The framework was developed to evaluate the capabil-
ity of an organization to develop software, but the model has been applied in other areas,
including safety design. The five-stage evolutionary path of CMM helps an organization
prioritize its improvement and development efforts. When an organization accomplishes
each level of maturity outlined under the CMM framework, it establishes a different aspect
of the software process. Through CMM, an organization increases its process capability.
Organizations can implement CMM to attain their goals and objectives for cost, schedule,
quality, and functionality. The paradigm of CMM encompasses a five-level developmental
path. The first level is the initial level. According to [25], most procedures at the initial



Systems 2023, 11, 464

6 of 34

level are not recorded and are changed constantly. The second developmental stage is
the repeatable level where organizational processes can be repeated and tend to provide
steady results. The defined level is the third developmental stage and all processes in
this level are defined and recorded. The fourth developmental stage is the managed level
where organizations tend to have significant control over their processes and can monitor
them. The last developmental stage is the optimizing level in which organizations tend
to implement continuous improvements to their processes by monitoring their activities
and developing new and creative processes that enhance organizational efficiency. CMM is
beneficial to an organization since the framework allows it to identify problems in process
development operations. Also, the model allows an organization to reduce the cost of
software development since it facilitates the efficient management of data. Regardless
of these benefits, CMM has its limitations. When an organization implements CMM, it
evaluates each level as a target [25]. In doing so, the organization can lose its perspective
which is to improve its processes, by becoming fixated on reaching the next level. Another
drawback of CMM is that it does not outline a specific method of attaining its set targets.
Just because one organization has achieved success by implementing CMM, it does not
guarantee that the framework will be successful since other factors are involved.

2.2.3. Information Quality Management Maturity Model (IQM3)

IQMBS is applied to an organization’s information systems to evaluate its level of
information quality management maturity. According to [26], the model identifies the
most critical information management processes (IMPs) of an organization, especially those
processes that cause problems that impact the performance of the organization. Once
these critical IMPs have been identified, they are accessed using the Methodology for the
Assessment and Improvement of Information Quality Management (MAIMIQ), which
is based on the continuous improvement idea. The main aim of MAIMIQ is to address
the gaps between the IMP under evaluation and the ideal IMP outlined by IQM3 [26]. In
doing so, the methodology improves the information quality of an IMP and requires higher
maturity levels. IQM3 is developed using several maturity levels that address a specific
information quality management goal and is used by organizations to improve the quality
of their information, enhancing their business performance. The limitation of the model is
that it is too complex since various key performance areas must be satisfied for it to work
efficiently [27]. Another downside of the model is that various techniques related to human
resources management and coaching may be required.

2.2.4. Complex Product Systems (CoPS) Maturity Model

According to [28], CoPS are vital projects and they represent a significant amount of
annual capital investments in most countries. Various competencies, skills, and capabili-
ties are required in CoPS, including business and innovation capabilities, among others.
Under the CoPS maturity model, business capabilities are essential because they allow
an organization to identify and solve strategic problems, exploit new technologies, and
develop a business plan. The other requirement of CoPS is innovation capabilities [28].
CoPS maturity model enhances the strategic networking process and improves innovation
across organizational boundaries. With innovation capabilities, an organization using the
CoPS maturity model can manage vital environmental and technological changes and
increased global competition. The CoPS maturity model allows leaders to improve their
leadership skills, enabling them to adapt effectively to environmental and technological
changes that impact their organizations. In addition to improving leadership skills, the
CoPS maturity model allows project managers to be able to manage change in complex
environments [28]. Regardless of these benefits, the model has some limitations. One
of these limitations is that project managers using the model must be knowledgeable to
create teams that can work innovatively and productively toward achieving set targets in
changing environments. Also, some other project manager capabilities such as delegation
skills, among others, are necessary for CoPS projects.
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2.2.5. Organizational Change Readiness Maturity Model (OCRMM)

OCRMM outlines the level of capacity that an organization has to change. According
to [29], the model allows managers and other involved people to assess an organization’s
level of maturity and the organization’s capacity to implement new practices either through
technological or structural change. The model allows organizations to measure their readi-
ness when it comes to accomplishing their organizational goals through structural and
technological improvements. In the current and contemporary business environment,
organizations are facing uncertainty and complexity on a larger scale than before due
to constant changes in market dynamics. Despite these constant changes in market dy-
namics, some businesses operate as usual without implementing strategies to manage
the change [30]. Thus, OCRMM is developed within organizations to help them adapt
to market dynamics as well as manage competitive challenges. Through OCRMM, orga-
nizations can become agile, allowing them to counter various challenges. The reason is
that OCRMM facilitates informed leadership and coordination among the entire workforce.
Since the model describes various practices, behaviors, and processes of an organization,
it can be used by organizations to manage change and attain sustainable outcomes [29].
Lastly, the model is developed by establishing a strong organizational culture, effective
leadership, monitoring of changes, and implementing change initiatives founded on the
collaboration and feedback of the whole organization. One of the limitations of the model
is that it may not address all the readiness gaps that are critical to implementing change.
On most occasions, organizations are faced with poor change readiness and the model does
not outline strategies to address these gaps. Due to this limitation, the model may result
in unsuitable change implementations, resulting in poor change efforts, and incomplete
realization of the benefits associated with the change.

2.2.6. Service Systems Maturity Model

The service systems maturity model presents organizations with the opportunity to
create additional value by merging smart products with smart services. With increasing
advancements in technology, organizations are facing many challenges to finding the most
suitable solutions for planning [31]. The reason is that these organizations are experiencing
many strategic challenges when it comes to minimizing operating costs while fulfilling
industrial service demands. In comparison to other models, the service systems maturity
model involves the application of various information technology solutions in product
and service development. It is beneficial to an organization since it influences its business
processes. Also, the model is important to organizations because it allows them to collect
ideas for new services. With those ideas, they can implement strategies to improve their
business objectives. One of the main limitations of this model is that there is a high risk
of collecting low-quality data. Although the model allows for the collection of ideas for
new services, low-quality data can negatively influence the effectiveness of the product-
service system.

Table 1 shows the differences between various maturity models, highlighting the
purpose, benefits, and limitations of each one:
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Table 1. Maturity Models review.

Model Purpose Benefits Limitation Reference
. Developed to eliminate
flaws in business processes = Allows organizations to
2 by allowing organizations gain greater insights into The model does not
g to attain uniform their current consider certain
=) standards, establish business processes. requirements that some
S s p q
S standardized processes, . Allows organizations to organizations might
§ &= and determine weaknesses define the processes and have in place. 93
e %/ in workflows. capabilities needed It may not be [22,23]
ol s BPMM provides to improve. compatible with other
0;’3 = organizations with a . Minimizes the cost of organizational
g reliable method for transactions since it frameworks and
M measuring the maturity of helps simplify tasks business processes
business workflows within an organization
and processes.
" CMM framework allows
g . Was developed to evaluate it to identify problems in An organlzat}on can
3 o process development lose perspective, which
= the capability of an operations is to improve its
2 organization to p ) - p .
R " Allows an organization processes by becoming
22 develop software. to reduce the cost of fixated on reaching the
S CMM is implanted in Or & [24,25]
S 3 - P g ftware development tlevel '
S to attain its goals and sottware deve opmen fext eves. .
2 obiectives for cost since it facilitates efficient CMM does not outline
IS scl]1e dule. qualit ! management of data. a specific method of
g s quatty . The framework allows an attaining its set targets.
S and functionality. L o
O organization to minimize
post-release defects.
L] IQM3 is applied in an . The model is complex
organization’s information " .IQM3 can umprove due to various key
> information quality
>E systems to evaluate . performance areas that
=5 . . . using MAIMIQ.
T Ea information quality . I . are needed for the
5 ® " IQM3 is beneficial as it
as % management level enables information model to work
e of maturity. . efficiently.
S g§=
= ?3) T L] IQMS3 can be used by g;ii};tz r:caigzgers to It has various [26,27]
£ % s organizations to improve informlz tion qualit techniques related to
e g = the quality of their issues b ma?chin Y them human resources
5 § information enhancing . y '8 management and
. . with the appropriate key -
their business performance. coaching may
performance areas. :
be required.
@ . CoPS maturity model - CoPS maturity model Project managers using
S descri ; allows leaders to
9 escribes various improve their leadershi the model must be
e competencies that project b . P knowledgeable to
£ — skills, enabling them to
S managers need to have to . create teams that can
£ . adapt effectively to
@ § be successful in environmental and work together and
9N different industries. . productively toward
g2 ) o technological changes o [28]
=R " The model is applied in that impact their achieving a set of
5 % project-based or anizF; tions targets in a changing
~ S organizations that require & L environment along
< , g . CoPS allows project . rps
Q< people’s capabilities to MAnaeers to managze with other capabilities
E" handle different forms chan i in com lexg such as
S of CoPS. 6 p delegation skills.
environments.
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Model Purpose Benefits Limitation Reference
The model is developed to The rr}odell allows an .
deal with changes and to organization to assess its
% help to adapt to the market T‘eadmess to
Eo dynamics as well as implement change.
i) = o . It presents organizations
3 E manage competitive ith th tunity t
P challenges within wh ¢ opportunity to
& 8 oreanizations foster successful change = The model may not
8= & L by achieving broad address all the
3 The model is developed by . .
oS . commitment from all the readiness gaps that are [29,30]
] establishing a strong ) . o
T > N involved parties, critical to
c organizational culture, . . . .
c & . . including employees. implementing change.
g effective leadership, R
g5 o . It allows organizations to
N £ monitoring of change, and . .
IS . . identify problems that
s > implementing change
o0 L obstruct the
S initiatives founded on the implementation of
collaboration and feedback chfn e management
of the whole organization & &
programs.
The model presents
organizations with the
opportunity to create . It is beneficial to an
additional value by organization since it
merging smart products influences its business . There is a high risk
with smart services. processes. of collecting [31,32]

Service Systems Maturity Model

This model is commonly
used by manufacturing

Allows organizations to
collect ideas for

low-quality data

companies aiming to

new services.

exploit the opportunities of
digital transformation.

3. Research Methodology
3.1. Hierarchal Decision Modeling (HDM)

In this paper, we propose a maturity model to assess SQA maturity in the telecommu-
nication industry by examining the software quality factors, which were identified based
on the literature review that had a rigorous assessment and point of view of the quality
assurance practices within the IT industry. Each factor is embedded within perspectives,
and the widget of each factor should be evaluated to understand the level of importance in
the SQA model [33-35]. In order to address the multidimensionality of developing a robust
maturity model of SQA practices, this research uses the multi-criteria decision approach,
namely the Hierarchical Decision Model (HDM), to accomplish this task. In 1981, Cleland
and Kocaoglu introduced HDM [36]. HDM is used to structure the decision/maturity
model into a hierarchy of assessment perspectives and factors that require the elicitation
and evaluation of the subjective judgment of the subject matter experts in the software
development space [37,38]. Depending on the complexity and logical sequence of the
problem, the levels of the decision tree are determined and constructed. It evaluates the
factors against each other in order to rank them based on their level of importance to the
maturity model and goal of this research using pairwise comparison [37,39,40]. The subjec-
tive judgments expressed in pairwise comparisons are used to derive numerical weights to
identify the relative importance of each factor and provide a systematic approach to deci-
sion making and improve the decision and assessment quality. Pairwise comparisons are
performed using a constant-sum measurement scale (1-99 scale) for comparing each two
decision factors. HDM assigns numerical values to the perspectives and factors in which
each factor will have a global weight and local weight within their respective perspective.
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HDM is validated and proven to be a reliable approach in addressing the multi-criteria
decision problem such as the one under investigation and has been applied at case from
different industries [41-44].

The following are the steps of the methodology applied:

1. With the definition of HDM, we established the model perspectives and factors for
assessing SQA practices’ maturity. The objective of this research is to develop and
maturity model to assess SQA practices. The perspectives identified are the testing
perspective, requirements validation perspective, technology perspective, software
quality management control perspective, and organization and culture perspective
with 25 factors under these perspectives.

2. Create a survey using Qualtrics, first for the validation phase then for the quantifica-
tion phase to collect the inputs from the experts.

3. Use the Pairwise Comparison tool to determine the weights for perspectives and
factors from the survey responses.

4. Considering the relative importance of the various perspectives and factors in deter-
mining SQA. The perspectives and factors with the highest weights are viewed as
being the most important to SQA. Perspectives and factors are ranked against one
another to determine which would be preferred based on experts’ points of view and
their responses.

5. Develop the desirability curves to understand the dynamics of each factor that shows
the different levels where companies can fall into. Desirability curves are used to
calculate the final maturity score.

6.  Then, we apply the model to assess the maturity of the two well-established telecom-
munication companies and calculate the maturity levels of each case. Using the factors’
weights and the company’s weights in the desirability curves, the final maturity score
is calculated.

The methodology employed in this research has the ability to fulfill the research objec-
tive of developing a maturity model for SQA practices by developing a scoring model that
assesses SQA practices’ maturity in the telecommunication industry. HDM, as the method-
ology selected for this study, has the ability to break down complex and multidimensional
problems such as the one in this research into smaller and manageable tasks. The HDM em-
phasizes the incorporation of subject matter experts’ inputs in order to provide a dynamic
and best representation of reality. It allows for the development of a comprehensive and
structured model, ensuring all SQA practice maturity elements are captured and accounted
for. This approach provides the necessary tool for telecommunication companies to assess
their SQA practice maturity with a score, pinpoint areas of strengths and weaknesses, and
decide where to focus their efforts.

3.2. Desirability Curves

The desirability curves are used to understand the dynamic of each factor by develop-
ing different levels for each factor and determining where companies fall concerning that
specific factor. Experts are to identify possible statuses and levels where an organization
might fall into based on their experience. Then, the expert assigns values for the typical
situations. It helps decision makers understand where they are now and where they need to
reach in terms of maturity. Experts are asked to assign a value between 0 and 100 points to
each level with the factors for the basis of how desirable the category is. Desirability curves
are used to identify how desirable or valuable a metric is for a decision maker. Companies
will be evaluated for their maturity and tested using their performance level based on
assessing their maturity on the desirability metrics scale. In terms of how companies are
going to use the desirability curves to assess their existing situation, the companies will
evaluate the company’s current situation and capabilities for each factor in the model.
Each company can be assigned to a level that best fits each factor. Desirability curves
provide significant flexibility to the model where it can help evaluate multiple companies
and situations.
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Figure 1 below presents an example of a desirability curve for the Performance factor:

120 Performance 100

100
>
Z g0 70
T 60
g 40 20
S 20 0

0 —— Desirability
very complex complex Reasonable Simple
The ability to forecast hardware utilization with the system design and
test performance KPIs

Figure 1. Desirability curve for the Performance factor.

Further descriptions of the desirability curve definitions and values for each factor are
presented in the Appendix A in the end of the document.

3.3. Maturity Score

In the case of this research, the maturity score is calculated by multiplying the weight
of each factor with its desirability value using the equation below:

M = Zf:l ]]‘lf:l Py > Cjge < D @
where:

M is the ‘Maturity Score’, K is the ‘Number of Perspectives’, | is the ‘Number of
Criteria’, Py is the "Weight of Perspective (k), k=1... k", Cj is the ‘Relative importance of
Criterion (jth) for Perspective (kth) (k),j=1...jandk=1...k’, Dj is the ‘Desirability value
(Maturity Assessment Value) of Criterion (jth) for Perspective (kth)’ [39,45-48].

3.4. Inconsistency and Disagreement

In HDM, the inputs from the experts were tested and validated for input consistency
and panel disagreement. Inconsistency in an expert’s judgment arises when the expert’s
judgments or comparisons are not consistent. The inconsistency is calculated using the
average standard deviation method and is presented by the HDM software (Version:
Beta 2.0). On the other hand, disagreements among experts occur when the experts in the
panel show different quantifications to the same analysis [49]. The acceptable threshold for
inconsistency and disagreement is 0.10 as indicated by previous studies [47,50].

3.5. Expert Panel Selection and Formation

In order for this research to validate and quantify the model elements and to rank the
relative importance of each factor, inputs from subject matter experts are needed to validate
the model and then quantify the factors using the pairwise comparison method. Experts
were identified using direct connections from the academic research community and the
professional environment in the IT industry with special expertise in software development.
Professional social network channels such as LinkedIn also offer accessibility to experts
from several IT organizations, especially from the telecommunication industry. This will
add more value to the research contribution and the survey result.

3.6. Expert Panel Formation

After identifying all experts, the experts were distributed across multiple panels for
participation in validating and quantifying different aspects of the proposed maturity
model. The experts can participate in one or more panels. The following Table 2 shows the
experts’ involvement.
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Table 2. Expert Panels.

Panel Number Task Number of Experts Instrumentation
Panel 1 Personal Interview 2 Direct interview on the model validation
Panel 2 Validation of the model 19 Online survey (Microsoft forums)
Model perspective level Pairwise comparison using Qualtrics,
Panel 3 A 23
Quantification analyzed by HDM tools
. . e Pairwise comparison using Qualtrics
Panel 4 Testing P t tificat !
ane esting Perspective Quantification 5 analyzed by HDM tools
Panel 5 Requirement Validation Perspective 9 Pairwise comparison using Qualtrics,
Quantification analyzed by HDM tools
Software change management Pairwise comparison using Qualtrics,
Panel 6 : e 10
control Perspective Quantification analyzed by HDM tools
Panel 7 Technology Perspective 5 Pairwise comparison using Qualtrics,
Quantification analyzed by HDM tools
Panel 8 Organization and Culture 10 Pairwise comparison using Qualtrics,
Perspective Quantification analyzed by HDM tools
Experts were distributed across multiple panels based on their area of expertise as
shown in Table 3 below:
Table 3. Experts’ contributions across panels.
Number  Expert Designation Panel1l  Panel2  Panel3  Panel4 Panel5 Panel6 Panel7  Panel8
1 Sr Quality assurance leader . . . . .
2 Head of Delivery . . . .
3 Software Quality Assurance Expert ° ° ° °
4 Software Quality Assurance Expert ° ° °
5 Software Quality Assurance Expert ° ° °
6 Software Quality Assurance Expert ° ° .
7 Senior ICT Solution Design . . . .
8 Software Quality Assurance Expert ° ° °
9 CISCO Service Manager . . . .
10 CTO . . . .
11 Solutions Architect . . . .
12 BSS Director . . . .
13 Business analyst . . .
14 Digital Executive GM . . . .
15 ICT expert ° . .
16 software Quality Assurance engineer . .
17 software Quality Assurance engineer . .
18 software Quality Assurance engineer . .
19 Sr Business Analyst . .
20 Sr system Analyst . .
21 system Analyst . .
22 system Analyst . .
23 Sr system Analyst . .
24 Sr Quality assurance Engineer .
25 IT system analyst .
26 Expert Tester .
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Table 3. Cont.

Number  Expert Designation Panel 1 Panel 2 Panel 3 Panel 4 Panel 5 Panel 6 Panel 7 Panel 8

27 Sr software quality engineer .
28 VAS and integration GM .
29 Technology director .
30 Regulatory Affairs VP .
31 System Integration Manager .
32 Architecture and DevOps .
33 Applications Operations head .
34 Digital products director .
35 Digital products director .

o The expert participated in the panel.

4. Research Model Development and Results

Based on an extensive literature review of the SQA domain, the model’s important
factors were classified into five perspectives, namely:

Testing Perspective

Requirements validation Perspective

Technology Perspective

Software quality management control Perspective
Organization and Culture Perspective

AR

4.1. Proposed Maturity Model
The following Tables 4-8 present the model factors extracted from the literature review.

Table 4. First Perspective: Testing.

Factors Definition References

This factor measures the coverage of test cases, test
Test artifact scenarios (Test Suites) to the newly developed [12]
function, or applied change to the systems.

The mix of the testing levels to reach an accuracy of

Test level the implementation and efficiency

[12,51]

This factor measures the degree of precision of the
expected result of the applied testing activity to
achieve the testing objective, such as acceptance
Testing objective testing, compatibility testing, execution time testing, [12,52,53]
penetration testing, quality of service testing,
regression testing, robustness testing, safety testing,
security testing, Ul testing, usability testing.

This factor measures the organization’s application
of the needed sequential testing activities and
required efforts of the software testing (test case
Testing activity design, test case execution, test case generation, test [12]
case prioritization, test case selection, test coding,
test data generation, test script generation, test
script repair).

The clear objective of selecting and understanding
the testing approach, either block box testing, white
box testing, or both, and being aware of the
implications and necessity of this selection.

Testing approach [12,52]
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Table 5. Second Perspective: Requirement validation.

Factors Definition References
Level of certainty that requirement documents contain all
Competency the requirements and updates and their [13,54]
accompanying constraints.
The level of the measurements and procedures in place for
. the required items to prevent contradicting other
Consistency requirements related to the existing and/or other software [8,54-58]
features and functions.
This factor measures the acceptable degree of mutual
Correctness understanding of the requirements, which implies to be [13,52,54]
mapped with compliance to policies, standards, and laws.
This factor measures the alignment on how the system
Validity functions and what needs to be performed based on what [13,52,53]
is proposed by stakeholders.
Realism This factor measures Fhe awareness of projects or changes [13,59]
constraints, defining the achievable requirements.
This factor measures the precision level of what the
Verifiability demonstrated and tested has been implemented as per the [13,53]
specified requirements
Table 6. Third Perspective: Technology.
Factors Definition References
The level of automation within the testing methods,
with the level of ability to perform automation
Automation level actlylty such as test Casg executlon,htest case ‘ [4,19,60]
generation, test data generation, test script execution,
test script generation and repair as well as the
automation degree.
The ability to forecast hardware utilization with the
Performance . [12,19]
system design and test performance KPIs.
The availability of testing tools used in test case
Testing Tools generation, testing execution, testing tracing, and [12,51]
defect logging.
The level of integration and the sync of the
Framework and . .
- components during all delivery phases (Dev Env, [12,56]
environment structure .
UAT Env, pre-prod Env, and production).
Table 7. Fourth Perspective: software change management control.
Factors Definition References
Agile The organization’s readiness to adopt agile delivery [4,55]
methodology.
The organization’s adoption of the DevOps delivery
DevOps methodology, which offers fast feedback as the main [19]
DevOps features
This factor measures the level of awareness of the relevant
Release stakeholders about the changes and the implementations: [54]
it can be fast track or a 4-5 week cycle
Internal Process the facilitation level of the internal process, approval, [54]

SLAs to the change management.
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Table 8. Fifth Perspective: Organization and Culture.

Factors Definition Reference

The degree of top management support of
Leadership quality assurance and the role of leaders in [29]
enabling SQA

The organization’s ability to put together a
dedicated /appropriate team with efforts and
support toward quality assurance activities and
approaches, which include the availability of
developers, software engineers, testers, and
product owners.

Team building [6,61]

The reporting efforts and level of communication
undertaken between stakeholders such as testing
Reporting quality reports, defect reports, performance reports, [51]
frequency of reports, and management exposure
to the reports.

The awareness of the importance of keeping the
traceability of the documentation versions
among teams, and accessibility to the
document’s repository and templates.

Documentation [55,62,63]

The availability of clear definitions of the
required technical skills, with the ability to
provide suitable training and quality [7,64,65]
assurance-related certificates such ISQTB and
programming and technical skillset.

Certification and
technical skills

Does the organization keep up and be well
Quality standard informed about the quality assurance standards [1,4,11,13-15,57,66]
and practices such as ISO and ISQTB?

4.2. Result: Validation and Quantification

Subject matter experts were invited to validate and quantify the model construct. A
total of 35 experts participated in the validation and quantification phase of this research.
Experts were distributed based on their area of expertise across eight expert panels as
explained in the methodology section.

4.2.1. Validation Phase

Based on the constructive review of the literature review, we identified the factors
believed to serve as the foundation to develop the initial maturity model. This paper then
validates the factors throughout the selected experts in the SQA field. If 2/3 of the experts
agree that the specific factor is important and should be included in the model, then it
is kept otherwise, the factor is deleted. The experts were given the chance to propose
new perspectives and factors to be added. In this stage, the goal is to capture the expert’s
opinions, which will ensure that the model considers the most important perspectives and
their embedded factors that can offer the best representation of the reality. The objective
of this validation process is to include all the important factors for developing the SQA
practice maturity model and ensure a generalizable and reliable model that can be used in
different companies in the telecommunication industry. Thus, the researcher distributed the
validation survey to 19 subject matter experts. The following section presents the findings.

In the overall model perspectives, the 2/3 threshold of the experts’ validations con-
clude the degree of agreement that testing, requirement validation, software change man-
agement control, technology, and organization and culture perspectives are helpful and
significant in assessing the maturity level of the SQA practices within their organization.
This can be seen in Figure 2 for the perspectives:
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Figure 2. Result of the Model Validation.

The validation of the factors included in the model and the list of experts who partici-
pated in this phase are shown in Tables 9 and 10 below:

Table 9. Expert Validation result.

Perspective Factors Validation %
Test artifact 84.2%
Testing Perspective Test le\'/el . 89.5%
(100.0%) Testing objective 100%
Testing activity 100%
Testing approach 78.9%
Competency 89.5%
Consistency 100%
Requirement Validation Perspective Correctness 94.7%
(89.5%) Validity 94.7%
Realism 73.7%
Verifiability 84.2%
Automation level 89.5%
Technology perspective Environment Performance 100.0%
(89.5%) Testing Tools 94.7%
Framework and environment 94.49%
structure
Leadership 94.7%
Team building 94.7%
Organization and culture perspective Reporting 100%
(94.7%) Documentation 73.7%
Certification and technical skills 94.7%
Quality standard 89.5%
Agile 100%
Software change management control DevOps 94.7%
Perspective (94.7%) Release 78.9%
Internal Process 89.5%
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Table 10. Panel (2): Experts participated in the model validation.

Number Expert Code Expert Designation
01 02-01 Sr Quality assurance Engineer
02 02-02 IT system analyst
03 02-03 Expert Tester
04 02030608-05 BSS Director
05 02-04 Sr software quality engineer
06 02-05 VAS and integration GM
07 02-06 Technology director
08 02030608-06 Digital Executive GM
09 02030407-01 Head of Delivery
10 02030608-02 CISCO Service Manager
11 02-07 Regulatory Affairs VP
12 02-08 System Integration Manager
13 02-09 Architecture and DevOps
14 02030608-01 Senior ICT Solution Design
16 02-10 Applications Operations head
16 02-11 Digital products director
17 02030608-04 Solutions Architect
18 02030608-03 CTO
19 02030407-02 Software Quality Assurance Expert

The outcomes of the validation phase are shown in the finalized model. The experts
provided constructive feedback that included validating the proposed factors and redefin-
ing some factors to meet the objective of the research. All the feedback and comments
received from the experts were incorporated into the final model. The following tables
show some of the feedback received and the figure below shows the finalized model.

Based on the validation phase, the model has not been changed in structure. How-
ever, the experts have provided insightful feedback on the definitions with respect to the
telecommunication industry. Figure 3 shows the validated model:

Assessment of Software Quality Assurance maturity model Toward : Telecom industry

d v
i Software Change o
5 Requirements
Testing guiren Technology Management Organization &
Validation e Culture

Automation

Test Artifact Consistency Agile Leadership
level

Document
Testing Activity Completeness Performance DevOps g et

Testing Level Correctness Testing Tools Release Reporting
Te Framework & I | Certification &

esting Validity 4 nternal rtification
Approach Environment Processes Technical skills

Structure
Testing Quality

Objective pecistiity Standard (1SO)
Realism Team Building

Figure 3. SQA Finalized model.

4.2.2. Quantification Phase

The goal of this phase is to define the relative importance of all the model factors
within their main perspectives, in addition to applying the assessment of quality assurance
maturity. A total of 23 experts participated in the quantification phase. Qualtrics survey
is used to capture the expert judgments and they are analyzed using the HDM tool. The
HDM tool helps in conducting and analyzing the pairwise comparison against every factor
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within the same perspective from the importance point of view of the expert judgment.
The outcome of this phase is a ranking of the factors important in the maturity of the
SQA practices.

The inputs from the experts were tested and validated for input consistency and panel
disagreement. All experts showed consistency in their judgment and all experts within
each expert panel show a high level of agreement on the ranking of the maturity factors.

At the perspectives level, requirement validation is the most important perspective
to assess the quality assurance maturity within the telecommunication industry, and this
indicates that more attention should be drawn in addition to level-up quality. On the
other hand, technology was the perspective that has the least influence on reaching quality,
meaning that other practices that have more human tendency, such as organization and
culture or product management methods, have more weight in terms of software quality
influence. Figure 4 shows the quantification results for the perspectives. The green color
shows the highest ranked perspective and the red color for the lowest ranked perspective.
Figure 5 shows the overall ranking of the factors with the green color for the highest ranked
factors and the red color for the lowest ranked factors:

Model Perspectives

018 0.18
D | D
nanagen 1

Figure 4. Overall ranking of the perspectives.
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Figure 5. Overall ranking of the model factors.

5. Case Studies
5.1. Telecommunication Industry in Saudi Arabia

The goal of this study is to identify and rank the factors impacting the maturity of
SQA practices in the telecommunication industry and help companies realize the areas
of strength and weakness. The developed model is applied to two real-world cases of
telecommunication companies, which helps in ensuring the robustness of the research
model. The telecommunication industry in Saudi Arabia has grown and developed at a
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rapidly increasing rate in recent years. The telecommunication market is dominated by
three companies namely: the Saudi Telecom Company (STC), Mobily, and Zain. The com-
petition among these companies has increased and contributed positively to the economic
growth of the Kingdom of Saudi Arabia. The government has been putting much effort into
boosting the telecommunication industry and companies as well as seeking international
growth. This research applied the maturity model at two of these top three companies.
Both cases have been developing successful software systems, and there is much potential
to improve their maturity in terms of software development. In assessing their maturity, the
results of the factors’ quantifications and desirability curves will remain constant; however,
the two cases will be tested against these results using their performance based on the
desirability metrics scale. The goal is to develop a model that can help telecommunication
companies assess their SQA practices’ maturity and offer recommendations on how to
improve their practices. Tables 11 and 12 shows the maturity scores for the cases:

Table 11. Maturity Scores for case studies.

Perspective Factor Global Weight Case1VS* Case 1 FS ** Case2 VS Case 2 FS
Test artifact 3.430% 95 3.26 45 1.54
Test level 4.893% 95 4.65 45 2.20
Testing Perspective Testing objective 5.168% 95 491 75 3.88
Testing activity 5.031% 80 4.02 20 1.01
Testing approach 4.390% 70 3.07 30 1.32
Competency 3.650% 95 3.47 35 1.28
Consistency 5.171% 75 3.88 30 1.55
Requirement validation Correctness 4.289% 90 3.86 85 3.65
Perspective Validity 3.863% 90 3.48 65 2.51
Realism 3.285% 90 2.96 70 2.30
Verifiability 4.076% 90 3.67 85 3.46
Agile 5.253% 50 2.63 20 1.05
Software Change DevOps 4.347% 50 2.17 75 3.26
Ma“%ge‘irsr:;ttsgmrd Release 3.458% 95 3.29 45 156
Internal Process 3.392% 90 3.05 35 1.19
Automation level 2.979% 75 2.23 20 0.60
Performance 4.504% 40 1.80 70 3.15
Technology Perspective Testing Tools 5.426% 95 5.16 10 0.54
enviromment siueture 487 0 13 w0 19
Leadership 2.985% 95 2.84 20 0.60
Team building 3.148% 95 2.99 30 0.94
Organization and Culture Reporting quality 3.332% 80 2.67 45 1.50
Perspective Documentation 3.435% 75 2.58 10 0.34
ﬁiﬂ%ﬁfﬁ;ﬁiﬁﬁd 2.535% 70 177 20 0.51
Quality Standards 3.026% 85 2.57 45 1.36
Final Result 100% 81.31 43.22

*VS: Value Score, ** FS: Final Score.
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Table 12. Case studies performance.

Perspectives Case 1 Case 2
Testing Perspective 19.91 9.94
Requirement validation Perspective 21.31 14.75
Software Change Management Control Perspective 11.14 7.05
Technology Perspective 13.53 6.22
Organization and Culture Perspective 15.42 5.25
Maturity Scores 81.31 43.22

5.2. Results of the Case Studies

i Maturity Scores
ii  mprovement Simulation

Enhancement scenarios for both cases based on their performance in the maturity
scores as proposed are shown in the following table. Companies can follow conservative
or moderate approaches or even go all in to make changes. The IT team should realize
their existing status and plan where they need to make improvements. Table 13 shows the
enhancement areas for selected factors where improvements are needed:

Table 13. Enhancements for the case studies.

Global New VS Case 1FS New VS Case 2 FS Recommendations and

Perspective Factor Weight CS1 Score CS2 Score Improvement Suggestions

Case 2: Needs to achieve at least
Testing o average-to-high application of the
activity 5.031% 80 4.02 50.00 252 needed sequential testing activities and
required efforts of the software testing.

Testing Case 2: Needs considerable awareness
Perspective and a clear objective of selecting and
understanding the testing approach,
4.390% 70 3.07 60.00 2.63 either block box testing, white box
testing, or both, with awareness of the
implications and necessity of
the selection.

Testing
approach

Case 2: Needs to operate at the level
where the medium-majority of
requirements are documented

and available.

Competency 3.650% 95 3.47 55.00 2.01

Requirement
validation
Perspective

Case 2: Needs to have at least a medium
level of the measurements and
procedures in place for the requirements
Consistency 5.171% 75 3.88 60.00 3.10 items to prevent contradicting other
requirements related to the existing
and/or other software features
and functions.

Case 1 and 2: The ability of the
telecommunication companies to
Agile 5.253% 80 4.20 60.00 3.15 perform the test artifact procedure at the
highest level should be performed at
least at a medium-to-high level.

Software Change

Management Case 1: the DevOps delivery
Control DevOps 4.347% 80 3.48 75.00 3.26 methodology should be utilized and
Perspective adopted frequently.

Case 2: should have at least medium
support/facilitation level of the internal
3.392% 90 3.05 55.00 1.87 process, approval, SLAs to the new
implementation and
change management.

Internal
Process
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Table 13. Cont.

Perspective

Factor

Global New VS Case 1FS New VS Case 2 FS Recommendations and
Weight CS1 Score CS2 Score Improvement Suggestions

Technology
Perspective

Automation
level

Case 2: should improve the level of
automation within the testing methods,
with a high level of ability to perform
automation activity.

2.979% 75 223 45.00 1.34

Performance

Case 1: should have the ability to
forecast hardware utilization with the
system design and test
performance KPIs.

4.504% 60 2.70 70.00 3.15

Testing Tools

Case 2: should have the dedication to
ensure the availability of the testing
5.426% 95 5.16 55.00 2.98 tools used in test case generation, testing
execution, testing tracing, and
defects logging.

Organization
and Culture
Perspective

Leadership

Case 2: should seek the support and
2.985% 95 2.84 75.00 2.24 involvement of top management in the
quality assurance activities and practices

Team building

Case 2: should have a medium-to-high
ability to put together a
3.148% 95 2.99 65.00 2.05 dedicated /appropriate team with efforts
and support toward quality assurance
activities and approaches.

Documentation

Case 2: should have a high level of
awareness of the importance of keeping
the traceability of the documentation
versions among teams, and accessibility
to the document’s repository
and templates.

3.435% 75 2.58 70.00 240

Certification
and technical
skills

Case 2: should have a high level of
availability of clear definitions of the
required technical skills, with the ability
to provide suitable training.

2.535% 70 177 70.00 1.77

Final
Improved
Results

100% 85.09 60.37

6. Discussion

In this section, the 35 SQA and IT Expert responses were utilized. All of them have
agreed with a positive level of assertiveness that the proposed model will be useful and
helpful to assess the SQA and there is a significant need for such a model due to the fact
there is no standing point to pursue software quality end-to-end in some organizations.

As a starting point, experts in the field of SQA have been personally interviewed to
enhance the understanding of the SQA practices landscape. The objective of this interview
was to determine two preliminary inquiries: first, whether there is a need to develop a SQA
maturity model within the telecommunication industry. Furthermore, to initially confirm
the usefulness of the proposed model through the full review of the proposed model. Both
inquiries come with affirmative responses, confirming the high need to have a maturity
model for software quality assessment practices, which the proposed model would help
achieve. Then, 19 subject matter experts in the field went through the proposed model,
validating twenty-five factors embedded within the five perspectives. The validation
phase objective is to confirm the main concept, structure, and model elements as well as
ensure that the model provides a great representation of the landscape. The result for this
phase confirmed that the model is appropriate and useful for assessing the maturity of the
SQA practices.

Furthermore, 23 subject matter experts were asked to contribute to quantify the
research model, assign weights to all perspective’s level, and assign weights for the included
factors within the different perspectives. In the quantification phase, the objective is to
gain more insight into the importance of both perspective level and factor level. The result
declares that the requirement validation perspective as the most important perspective
across the model. This perspective holds the highest relative weight of 25.75%. The
requirement validation is a common practice but is not necessarily empowered during the
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delivery phases. The testing perspective comes next with a relative weight of 22.19%. The
third perspective is the software change management control perspective with a relative
weight of 17.57%, followed by organization and culture as fourth with a relative weight
of 17.81%. The last important perspective is technology, with a relative weight of 16.81%.
Practices that have more human tendency such as organization and culture or product
management methods showed higher importance in terms of software quality influence.

In the testing perspective, the testing objective factor is ranked as the most important
factor with a relative importance of 23%. This is consistent with what the author emphasized
in [12], which is that the testing objective is mainly focused on defining the purpose of
the testing, such as acceptance testing, quality of service testing, and regression testing.
The testing objective has been marked as a quality factor 20 times in a study count, as per
the finding in this paper. The second most important factor in this perspective is a testing
activity with a relative importance of 22%. The third raking factor is the testing level with
a relative importance of 21%. At the testing level, the main interest for this factor is how
far testing should be conducted, either unit testing, system testing, or integration testing.
As indicated by [51], the ideal testing level should be mostly focusing on unit testing, then
integration testing, followed by system testing “GUI”. Supported by automation testing
tools, the fourth-ranking factor is the testing approach with a relative importance of 18%.
Lastly, the test artifact factor takes the lowest rank in the testing perspective with 15%.

For the requirement validation perspective, consistency is ranked as the most impor-
tant factor, with a relative importance of 21%. Correctness comes second, with a relative
importance of 18%. This result comes in alignment with the findings of [13], where the
author described these two factors as the main quality requirements. Also, those two factors
will jointly come into tandem in favor of the verifiability factor, which is the third-ranking
factor with a relative importance of 17%. The validity factor comes as the fourth-ranked
factor with a relative importance of 16%. Lastly, with a relative importance of 14%, realism
comes as the lowest factor of validation requirement perspective. Adaptive behaviors of
keeping requirement validation factors presented across the delivery process and technique.
The author in [13] believed that starting from an initial requirement gathering, passing by
prototyping a testing-oriented activity such as test case generations, will deliver a decent
and acceptable threshold in validating the software requirements.

In the technology perspective, testing tools are the most important with a relative
importance of 31%. From a technology perspective, the testing tool is the largest enabler
of software quality. According to [12], using testing tools and products with service
management tools along with the right test will adhere to quality. The study shows that
using testing tools in unit testing will deliver technical wealth that will offer faster, cleaner,
and better-quality deliverables, which require a very low cost of required maintenance.
The second-ranked factor is the framework and environment structure with a relative
importance of 27% and the third-ranked factor is performance with relative importance
of 25%. The last-ranked factor is automation level with 17% of relative importance. As
concluded by the author in [12], based on a survey, automation testing is difficult to
achieve in organizations and only 6% of professionals think it is doable. Executives are
looking forward to executing the test cases in an automated manner to save cost and time
and increase reliability by detecting defects in early stages. Automation testing needs
to be adopted more and more in organization practices. On the other hand, the authors
in [12] indicated in their research the need to set a proper return on investments while
applying automated testing, and this should be considered by following the metrics: test
coverage, teat effectiveness, test strategy, tools, cost of test automation and peoples. As
for designing the survey, which was distributed among professionals from products and
service organizations, the result showed that testing represents 28% of overall IT spending
in 5 years [12], and automation has a low contribution of return on investment, which is a
sign for baring more attention into this factor.

In a software change management control perspective, agile has ranked as the most
important factor with a relative importance of 32%. This finding comes in alignment
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with the result presented in [16], which states that agile nowadays is associated with a
productive method of delivery and is directly enabling testability, maintainability, and
reusability of the development process of software. The study shows that the agile method
has a positive impact on the organization’s targets and measurement of the level of satisfac-
tion. Furthermore, the result of analyzing the quantitative data of 325 participants in [67]
showed the real added value through the use of agile, which has been accepted in many
corporate cultures in various areas such as structure, methods discipline, direction, or work
instruction, cooperation executive and team. The second important factor is DevOps with a
relative importance of 26%. DevOps has a stronger impact on the quality assurance concept.
According to DevOps features, automation process, sharing, and direct measurements
contribute to quality favors. In DevOps, fast feedback assuring quality can be reached by
practices not only in a theatrical context [19]. The next factor in rank is the internal process
with a relative importance of 21%. The author in [54] concluded that constant review and
management of internal process improvement attempts make the software process more
operational and raise the quality of the software product. On the other hand, the release
factor has the same level of importance with 21%. According to [68], the sequence of project
changes can be viewed as small projects because they may have their own impact and
business case feasibility, as well as a unique method of execution and testing, business
acceptance, and documentation. All the preceding changes are essential to keep the quality
of this change. Furthermore, any changes should not be regarded as separate units when
they are connected with other units to provide collaborative activities or duties. A priority
for the scope of modifications, essential and noncritical, must be determined and scheduled
within the releases. A release may include more than one change request. A change request
scope must be signed, developed, and accepted by the change requester before it can
be documented.

In the organization and culture perspective, the documentation factor is the most
important in this perspective with a relative importance of 19%. The documentation aspect
has become a more and more emerging aspect when it comes to quality. The finding in [68]
showed that the quality of documenting user stories for testing, requirements, changes,
documentation of code, and amendment comes as an insightful practice of the ISO/ICE
19761 guide, and with other ISO version guides as well. In addition, the result in [55]
emphasized that documentation is becoming a required aspect in rapid delivery methods
such as agile. The second factor is reporting with a relative importance of 18% and the third
factor is team building with a relative importance of 17%. According to [6], team building
is a very important topic in quality as a team should consist of business analysis developers
and software testers. The “know-how” is a primary driver to improve the quality. Quality
standards and leadership are the two factors that come in the fourth rank with 16% of
relative importance. The quality standard refers to the followed quality foundation and
practices within an organization, as referred to ISO with the verity of versions or ISQTB, in
many factors such as agile and DevOps, which we have studied above. To those factors,
human interpersonal skill is a game-changer when it comes to enabling those factors
in favor of quality assurance. Interpersonal skills and lack of leadership is an area that
needs further studies and examination in the existing models as highlighted by [16]. As
indicated by [7], the educational background would be an accelerator to the software quality
domain, since the tendency of professionals emerging with non-IT domain practices and
backgrounds due to high growth and demand in the IT industry. The study showed that
this might produce a knowledge gap because of the differences, which might cause a risk of
quality due to these challenges between two aspects: technology and humans. On the other
hand, another human factor that comes in the lowest rank in this perspective is technical
skills, which is a certificate with a relative importance of 14%. This factor is the lowest
factor in this model.

The model has been applied in two real-world case studies to test its reliability and
applicability. Thus, it has proved its capability to measure the maturity of the SQA practices.
A few insights can be stated from the cases to show how these two cases performed in the
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model. Case 1 scored/performed better in all perspectives (Testing, Requirement valida-
tion, Software Change Management Control, Technology, and Organization and Culture)
compared to Case 2. This is due to that Case 1 is a well-established telecommunication
company with a history of developing software systems as well as it being considered
as the leading telecommunication company in the telecommunication industry in Saudi
Arabia and has benefited much from government support in the early days of its launch.
Case 2 was established decades after Case 1 and the competition was intense with Case 1.
Yet, Case 2 has much potential in improving and benefiting from this research outcome.

7. Conclusions

The intensive literature review on the SQA practices along with conducting interviews
with IT experts and survey applications showed the high need for having a quality as-
surance maturity model within the telecommunication industry practices with respect to
software development. A complete view of the maturity is established by incorporating
multiple perspectives into the model for the benefit of software development. Therefore,
this study is intended to propose a maturity model that assesses SQA maturity in the
telecommunication industry. The proposed maturity model classifies the important factors
into five perspectives: Testing, Requirements validation, Technology, Software quality
management control, and Organization and Culture, in which the importance level of
each factor in the SQA model was determined based on its evaluated weights. This pro-
posed model has been reviewed and validated with the help of 35 SQA and IT experts, in
which the responses have confirmed that the model is appropriate and useful to assess
the maturity of the SQA practices. Moreover, the model has been quantified by 23 of the
involved experts where weights have been assigned to all the perspectives level, along
with the included factors within these perspectives. The result of the quantification phase
showed that the most important perspective across the model is the requirement validation
perspective with a relative weight of 25.75%. Technology is the least important perspective
with a relative weight of 16.81%, which means that technology is the least to worry about
when it comes to the maturity of the practices than other perspectives. This research
allows for a better understanding of the different dimensions of SQA practices. It helps
in increasing the knowledge of how telecommunication companies assess their software
development maturity. With respect to the research gaps, it provides a structured and
comprehensive investigation of the important factors and assesses their impact on the SQA
practice maturity in a multi-perspective approach using both quantitative and qualitative
metrics. On the practical side, this research helps software developers and decision makers
in the telecommunication industry to classify and organize their priorities and pinpoint
areas of strength and weakness in order to develop successful software systems.

It is important to note the limitations of this study. The outcomes of this research
are time and context dependent, in which the dimensions examined may change in the
future due to technological advancements and the software development landscape as
well as the continuous advances in the SQA practices. This model was applied to two
telecommunication companies, yet applying it to more cases should certainly improve
its accuracy and ensure a robust and more generalizable model. Furthermore, finding
knowledgeable and qualified experts is one of this approach’s challenges. The quality of the
outcomes depends on the quality of the expert’s inputs. While experts invited to participate
in this research were selected carefully to ensure better results, experts’ judgments may be
impacted by human biases, interests, and errors. This issue was controlled by conducting
proper selection procedures for the expert panels. Also, the model considers a large
number of factors that were grouped into perspectives. The factors” weights are calculated
using pairwise comparisons performed by experts. The more factors an expert is asked to
perform pairwise comparisons for, the more they tend to feel bored and lose concentration,
resulting in the accuracy being impacted. This research design tried to avoid this issue
by constructing multiple expert panels and breaking down the model into smaller and
manageable tasks to facilitate the experts’ judgments.
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For future research, this model can be expanded to go beyond the telecommunications
industry that it was intended for by incorporating input from subject matter experts from
other industries. The model can be applied to other industries and sectors to test its validity
and make the necessary changes accordingly. Other SQA maturity factors can be added to
the model as the SQA maturity models advances. In the future, pairwise comparisons can
be repeated by new experts in order to keep the model weights relevant and up-to-date as
SQA practices advance.
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This factor measures the degree of precision of the expected result of the applied testing
activity to achieve the testing objective
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this factor measure the alignment on what the system function and what needs to
perform based on what is proposed by stakeholders.
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