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Abstract: With the advancement of IT technology, intelligent devices such as autonomous vehicles,
unmanned equipment, and drones are rapidly evolving. Consequently, the proliferation of defense
systems based on these technologies is increasing worldwide. In response, the U.S. Department of
Defense is implementing the RMF (Risk Management Framework) to ensure the cybersecurity of
defense systems and conducting cybersecurity T&E (test and evaluation) concurrently. However,
RMF and cybersecurity T&E conducted during the acquisition phase of defense systems often result in
fragmented cybersecurity assessments, excluding the operational environment of the defense systems.
This omission fails to account for the complex network integration, data exchange functionalities,
and mission-specific requirements in actual cyber attack scenarios. For these reasons, vulnerabilities
in defense systems that remain unidentified during the acquisition phase can potentially pose
significant cybersecurity threats during operational phases, necessitating substantial costs and efforts
for remediation. Therefore, this paper proposes a mission-based cybersecurity T&E model using a
Multi-Cyber Range to effectively apply these two systems in a practical manner. The Multi-Cyber
Range integrates independently operated cyber ranges into a network to expand the evaluation
environment, which better reflects the mission environment of defense systems. The proposed
model’s effectiveness is validated using a cyber attack simulation system targeting a virtualized
arbitrary defense system. This paper not only presents an enhanced model for mission-based
cybersecurity T&E, but also contributes to the advancement of cybersecurity T&E methodologies by
providing a concrete application process.

Keywords: cybersecurity T&E (test and evaluation); Multi-Cyber Range; RMF (Risk Management
Framework)

1. Introduction

In recent times, there has been a steady increase in the emphasis on cybersecurity
across various sectors, including private, public, and defense domains internationally. The
U.S. Department of Defense is strengthening cybersecurity by developing the RMF (Risk
Management Framework) as a next-generation cybersecurity framework and applying it to
the entire life cycle of defense systems along with cybersecurity T&E (Test and Evaluation).
Similarly, in South Korea, various security measures are being implemented at different
stages of the defense system’s acquisition and operation. These measures include “reliability

testing”, “ ‘security measurement”,
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interoperability assessment”,
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security strategy review”,
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“vulnerability analysis and evaluation”, and more. Different institutions are applying
diverse security protocols to address potential cyber threats effectively.

In recent times, notable cybersecurity frameworks applied to defense systems within
the international community include the United States” RMF and cybersecurity T&E
methodologies. These global trends are actively underway to enhance the cybersecurity of
defense systems. As an illustrative example, ref. [1] proposed a mission-based cybersecurity
T&E model integrated with the RMF for domestic application. Furthermore, ref. [2] intro-
duced the concept of the Multi-Cyber Range, which amalgamates cyber ranges operated
by each branch of the military to establish a comprehensive and immersive cyber training
facility. This model aims to heighten fidelity and realism, facilitating three-dimensional
joint training and interoperability assessments.

In addition, ref. [3] developed cybersecurity in the IoT environment, which is widely
used in vehicles, industrial control, medical care, and national defense. For this, active
research is in progress, such as proposing and simulating ransomware detection techniques.

Research on the application of mission-based cybersecurity T&E, in association with
RMF and utilizing the Multi-Cyber Range, suggests a model that can be implemented
by countries adhering to the RMF on an international scale. This model facilitates the
execution of cybersecurity T&E procedures for defense system acquisition, enabling a more
comprehensive assessment process within the Multi-Cyber Range environment.

The proposed model in this paper consists of four sequential stages, with each stage
leveraging the utilization of the Multi-Cyber Range. In this paper, we define the proposed
four-step process of the mission support system, focusing on a virtual defense system.
During this process, we perform simulated experiments utilizing a cyber attack simulation
system, specifically focused on the operational framework of the Multi-Cyber Range.
These experiments are conducted based on a resource-depletion type of malicious code
attack scenario. The role of the Multi-Cyber Range in this paper is to conduct simulated
experiments using the same cyber attack simulation system utilized in [2].

The simulated experiments using the cyber attack simulation system are conducted
throughout the proposed model’s stages, specifically from the third to the fourth stage,
totaling four iterations. During the four iterations of simulated experiments, the evaluation
assesses the severity of identified vulnerabilities, derives optimal protective measures, and
verifies the effectiveness of the applied security measures. With confidence, we believe that
these simulated experiments will demonstrate the same level of effectiveness when the
proposed model is applied within the Multi-Cyber Range environment.

Following the introduction in Section 1, Section 2 discusses relevant studies, while
Section 3 proposes the Multi-Cyber Range application model for cybersecurity T&E in
association with the RMF. Subsequently, Section 4 describes the simulated experiments on a
virtual mission support system, a representative defense system, to validate its effectiveness.

In Section 5, this paper presents its contributions, limitations, and future research directions.

2. Related Works

The related works within this study delve into the fundamental concepts and processes
of the United States’ cybersecurity framework, known as the RMF, as well as the domain
of cybersecurity T&E. These form the foundational backdrop against which the model
proposed in this paper is situated. Furthermore, this section explores the pivotal concept
of the Multi-Cyber Range, which serves as a central theme in our research. In addition
to these discussions, we delve into the domain of MBCRA (Mission-based Cyber Risk
Assessment). Here, we bring to light a significant issue: the existing guidelines in this area
often lack specific execution methodologies. This underscores the paramount importance
of the evaluation model and methodology that we concretize in this paper. They provide
a solid foundation for deeper research in this field, emphasizing the need for a more
comprehensive and practical approach.
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2.1. RMF (Risk Management Framework)

In 2007, the U.S. DoD (Department of Defense) developed the RMF as an enhance-
ment to the DIACAP (Department of Defense Information Assurance Certification and
Accreditation Process). This development was undertaken to meet the requirements of
the FISMA (Federal Information Security Management Act) effectively. The RMF is de-
signed to perform cybersecurity risk management for all types of information systems in a
technology-neutral manner. One advantage is that it does not require specific modifications
for particular technologies. The RMF strengthens information security and enhances the
risk management process.

It manages cybersecurity risks through a series of stages, including system categoriza-
tion, security control selection, security control implementation, security control assessment,
authorization, and monitoring [4].

In recent times, there has been a rapid and significant advancement in Al (artificial
intelligence) technologies, leading to continuous progress in research related to ensur-
ing cybersecurity reliability in Al-integrated systems. As a testament to this ongoing
development, AI RMF 1.0 has been published, showcasing the dedication to enhancing
cybersecurity measures in systems incorporating Al [5].

In particular, the U.S. Navy is actively conducting research on how to concretely
implement cybersecurity and risk management for Al and machine learning applications
during the process of acquiring naval defense systems [6]. Furthermore, research is un-
derway on context-based adaptive RMF, which offers a more flexible, simpler, and easily
implementable alternative to complex frameworks [7]. In the field of the IoT, [8] studied
the IoT cyber risk management framework for human-centered vulnerabilities.

Consequently, in the future, there will be a growing demand for various model studies
that provide specific and practical approaches to cybersecurity implementation. These
studies will play a crucial role in offering concrete solutions for enhancing cybersecurity
measures effectively.

2.2. Cybersecurity T&E (Test and Evaluation)

The United States applies cybersecurity T&E to various systems and domains, includ-
ing defense business systems, national security systems, defense systems, and industrial
control systems acquired by the U.S. DoD. This process commences before system deploy-
ment and continues throughout the entire lifecycle, with the objective of identifying and
mitigating cybersecurity vulnerabilities that could potentially impact military capabilities.

Safety, survivability, and security are all encompassed within this goal. The early de-
tection of system vulnerabilities enhances military resilience while aiding in cost, schedule,
and performance optimization.

The cybersecurity T&E process consists of six phases, as follows [9]:

Phase 1. Understand Cybersecurity Requirements: Understand the cybersecurity,
cyber survivability, and operational resilience requirements of a system.

Phase 2. Characterize the Cyber Attack Surface: Identify vulnerabilities and attack
vectors that adversaries can use in cyber attacks to develop an assessment plan.

Phase 3. Cooperative Vulnerability Identification: Implement an assessment plan
in a collaborative environment to identify vulnerabilities and determine necessary
mitigation actions.

Phase 4. Adversarial Cybersecurity DT&E: Assess the cyber viability and operational
resilience of systems in hostile environments.

Phase 5. Cooperative Vulnerability and Penetration Assessment: Use data during
operational testing and evaluation to evaluate cybersecurity and system resilience from an
operational perspective.

Phase 6. Adversarial Assessment: A certified red team evaluates the protection
systems, layered defenses, and defense capabilities for critical missions.

The United States seamlessly integrates the RMF and cybersecurity T&E throughout
the entire process of defense system acquisition. Figure 1 illustrates the step-by-step
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progression of the RMF and cybersecurity T&E in various phases of the U.S. military’s
defense system acquisition process [10,11].

Milestone A Milestone B Milestone C : N
ACQUlIJSSITION ’svloT:::nl e E/Tagr:?x?:cltlzﬁnz Production & | Operations
PHASES Analysis Risk Reduction Development ‘ Deployment | & Supporf//
Phase1[ } Understand Cybersecurity Requirements
Cybersecurity Phase2 |Characterize Cyber Attack Surface
T&E Phase3:]Cooperative Vulnerability Identification
Phase4[:] Adversarial Cybersecurity DT&E
Phase5 [:]Cooperative Vulnerability & Penetration
Step1 Phase6 : Adversarial Assessment
RMF Step2 | Select controls |
Step3 | Implement Controls |
Step4 Assess Controls |
Step5| Authorize
Stepb Monitor Controls

Figure 1. U.S. military’s cybersecurity activities by phase of defense system development.

2.3. The Multi-Cyber Range

According to the NIST (National Institute of Standards and Technology) in the United
States, a cyber range is defined as an interactive simulation of an organization’s local
network, systems, tools, and applications. It provides a secure and lawful environment for
acquiring real-world cybersecurity skills and conducting safe environments for develop-
ment and security testing [12].

DARPA in the United States has been operating a cyber training range since 2009 and
has further developed to facilitate its use in actual training and test evaluation, and the
test space in the security area is connected to the cyber range to provide training and test
evaluation in a multi-level security environment [13].

The cyber range was built to train procedures for analyzing threats in real-world
environments based on cyber threat scenarios in a more real-world cyber-physical envi-
ronment rather than a theoretical approach to cybersecurity education [14]. In addition to
this, the cyber range was built with a mixture of physical equipment, simulation models,
and emulation models to develop a distributed intrusion detection system applied to the
industrial control system environment [15].

This Multi-Cyber Range comprehensively simulates the Joint Chiefs of Staff’s battle-
field environment and each military branch’s tactical environment, enabling realistic and
comprehensive assessments.

The Multi-Cyber Range is designed with a focus on the Joint Chiefs of Staff’s battlefield
environment, where various sub-systems are interconnected using the LVC (Live Virtual
Constructive) concept. This design facilitates mission-based cybersecurity training and
defense system testing and evaluation, providing the capability to conduct comprehensive
assessments. The Multi-Cyber Range concept involves the interconnection and information
exchange among sub-ranges in a manner that closely resembles real-world environments.

The Multi-Cyber Range is composed of a main range and several sub-ranges. The
main range facilitates training and evaluation activities, interconnecting with multiple
sub-ranges while sharing resource states. Additionally, the sub-ranges are designed to
operate independently, providing flexibility in their operations. The main range utilizes
the Range Management Channel to oversee the management of sub-ranges, while the CDS
(Cross-Domain Solution) securely controls the exchange of information through the Packet
Flow Channel to accurately reflect the operational environment. Figure 2 illustrates the
concept of interconnection and network within the Multi-Cyber Range in this paper.
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Figure 2. Networking architecture for connecting ranges.

It is proposed that by constructing the Multi-Cyber Range to closely resemble real-
world training environments, it enables practical training effectiveness and facilitates the
evaluation of defense system acquisition’s interoperability during real-world scenarios.
This paper suggests a hybrid approach that enhances efficiency by collecting actual op-
erational traffic for training and interoperability evaluation. This approach involves the
integration of a red team’s attack activities to create a realistic operational environment.
Based on the consideration that interoperability evaluation is feasible, it is deemed possible
to extend this capability for RMF assessment. Therefore, in this study, a model is proposed
for conducting mission-based cybersecurity T&E within the Multi-Cyber Range.

In recent similar research cases, for IoT devices, due to the diversity of vendors,
architectures, firmware, and other hardware, it has been proposed to construct a hybrid
cyber range for loT security. This hybrid approach combines digital emulators and actual
hardware to enhance the effectiveness of IoT security testing and evaluation [16].

This form will serve as a valuable reference model for the Multi-Cyber Range in
various defense systems composed of diverse embedded devices.

In addition, active research is being conducted on creating simulation environments
for secure cybersecurity testing and evaluation in advanced connected cars, using virtual
machines to assess security measures in a real-life environment. This demonstrates the
ongoing efforts to establish realistic cybersecurity T&E environments [17].

2.4. MBCRAs (Mission-Based Cyber Risk Assessments)

MBCRAs (Mission-based cyber risk assessments) are a pivotal methodology for as-
sessing and prioritizing cybersecurity risks in currently operational defense systems. The
Department of Defense’s “DoDI 5000.89” directive mandates the utilization of this method-
ology throughout the developmental lifecycle of systems under development, emphasizing
the importance of planning and testing within real-world contexts and mission impacts.
However, these guidelines do not provide detailed instructions on how to evaluate the
methodology [18].

As part of ongoing efforts to establish evaluation criteria for the MBCRA methodol-
ogy, the IDA (Institute for Defense Analyses) has conducted recent research into MBCRA
methodologies. Furthermore, there is an active investigation into which MBCRA method-
ologies are widely employed in the field of cybersecurity T&E.

In this paper, we present a concrete approach to mission-based cybersecurity T&E for
defense systems, allowing for the consideration of real-world environments and mission
impacts. This represents a significant advancement in addressing the limitations of previous
guidelines, which have not provided specific evaluation methodologies.
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We introduce a specific methodology that utilizes the Multi-Cyber Range as a means
to achieve this.
Table 1 shows a comparison of the characteristics of defense system cybersecurity systems.

Table 1. Comparison of characteristics of defense system cybersecurity systems.

Division RMF T&E MBCRA

Vulnerability,
Penetration test
Security Requirements

Evaluation focus Security controls Risk assessment

Factors to consider Security level Environment, Mission

Approve/

Evaluation results . Fit/Not Fit Priority
Disapprove
Methodology Provide criteria Not presented Not presented
Cooperation Not presented Not presented Not presented

In this paper, we model and introduce previously unaddressed collaboration and
specific execution methodologies in defense system cybersecurity frameworks. We validate
their effectiveness through limited simulations.

3. The Multi-Cyber Range Application of Cybersecurity T&E in Association with RMF

This paper proposes a model for conducting cybersecurity T&E, in association with
the RME, during the defense system acquisition process, utilizing the Multi-Cyber Range.
The Multi-Cyber Range integrates independently operated cyber ranges from the Joint
Chiefs of Staff and each military branch into a network, facilitating data exchange among
interconnected segments, emulating the operational environment of actual defense systems.
This approach provides a safe yet practical support for cybersecurity T&E. The proposed
model is performed through the procedures of Step 1 (threat modeling), Step 2 (attack
surface listing), Step 3 (attack surface-oriented vulnerability analysis and evaluation in the
Multi-Cyber Range), and Step 4 (simulated penetration based on ROE in the Multi-Cyber
Range). Figure 3 illustrates the four-stage procedure of the proposed model.

N

Security controls
select draft

Step1 | Categorize

|

i‘é‘gséﬁgﬁ Previous Exploration & System Production & Operations B
PHASES studies Development development ‘ Deployment & Support /
]
Phase1[ Threat modeling ]
(Proposal) Phase2| Attack surface listing Atta}cklsurfzce-o;'ie:lted Y“L’;sri;’”:?
. analysis and evaluation in the Multi-
The Multl‘-Cy‘ber Range Phase3 Cyber Range
Application of
cybersecurity T&E Threat Attack | Security Phase4C] Simulated penetration
in Association information surface | controls based on ROE in the Multi-
with RMF result review Cyber Range
» Multi-Cyber
‘ Multi-Cyber Range Range
) Attack application
Tenagorzd e

Security
controls result

Step2 ‘ Select Controls

RMF Step3 | Implement Controls

Simulated penetration
evaluation results
v (Security plan supplements)

Step4 |

Assess Controls

Assessment

|
Steps| Authorize I

result

Steps | Monitor Controls |

Figure 3. Conceptual diagram of the Multi-Cyber Range application of cybersecurity T&E in associa-

tion with RMF.

The details of each stage of the proposed model are as follows.

3.1. Threat Modeling

In the first phase, threat modeling, the defense system is divided into layers based
on assets, functions, operational tasks, and missions. For each layer, potential threats
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from an attacker’s perspective are identified, and expected threat scenarios are derived.
This process aims to enhance the understanding of potential risks and vulnerabilities
throughout the defense system’s structure. During this phase, the proposed model receives
security classification results for the defense system from the RMF and utilizes the Multi-
Cyber Range to support the identification of potential threat scenarios” components. By
leveraging the capabilities of the Multi-Cyber Range, various elements within the threat
scenarios are identified, enabling a comprehensive understanding of the system’s security
vulnerabilities. This integration of the RMF and the Multi-Cyber Range enhances the
accuracy and effectiveness of the threat-modeling process, contributing to a more robust
cybersecurity evaluation for the defense system.

3.2. Attack Surface Listing

In the second phase, the model focuses on listing and specifying the attack surfaces of
the defense system. These attack surfaces represent the entry points through which external
attackers can access the cyber domain of the defense system. By thoroughly identifying
and detailing these attack surfaces, the model gains a comprehensive understanding of the
system’s potential vulnerabilities, which is crucial for conducting effective cybersecurity
evaluations. The Multi-Cyber Range plays a pivotal role in facilitating this process, as
it enables a realistic and secure environment for assessing the identified attack surfaces
and their potential impact on the system’s security. The compiled list of attack surfaces is
provided to the RMF for consideration during the selection of security control items. By
doing so, the model ensures that the identified attack surfaces and potential threats are
appropriately accounted for when determining the security control measures. Through a
thorough review and evaluation of the initial selection of security control items, additional
enhancements and measures to bolster the system’s security are identified. The collabo-
ration between the proposed model and the RMF helps to ensure a comprehensive and
robust cybersecurity evaluation, ultimately strengthening the overall security posture of the
defense system. In the Multi-Cyber Range, threat scenarios are developed by simulating
the attack surface and specifying the process of inflow and propagation of cyber threats,
and the developed threat scenarios can be supplemented by feedback to the selection of
security control items.

3.3. Attack Surface-Oriented Vulnerability Analysis and Evaluation in the Multi-Cyber Range

In the third phase, attack surface vulnerability analysis and evaluation, is to identify
vulnerabilities on the attack surface in connection with the RMF’s third step, security control
item evaluation. Attack surface vulnerability information is provided in the RMF step 3 and
used for security control item evaluation to analyze mission impacts by drawing vulnerable
assets, functions, operational tasks, and missions based on identified vulnerabilities using
the Multi-Cyber Range, and conducting simulations based on threat scenarios. It derives
protection measures to mitigate the mission impact on cyber threats, and selects the most
effective protection measures by repeating simulations for each possible protection measure.

3.4. Simulated Penetration Based on ROE in the Multi-Cyber Range

In the fourth phase, rule-of-engagement-based simulated penetration using the Multi-
Cyber Range is performed in conjunction with the RMF step 4, security control item
evaluation, and simulated penetration is conducted in the Multi-Cyber Range by setting
threat scenarios for each attack surface as rules of engagement. In order to verify the effec-
tiveness of the protection measures by using the Multi-Cyber Range, the effectiveness of the
protection measures is verified by conducting the simulation again using the threat scenario
as a rule of engagement while the protection measures are supplemented. Verification
results are used for the adjustment of RMF security control items, defense system approval,
and future supplementary plan establishment. At this time, when weaknesses are continu-
ously identified or the effectiveness of protective measures is evaluated to be insufficient,
the safe state of the defense system can be guaranteed by performing re-verification through
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retesting to ensure the defense system’s safety before deployment. In addition, by setting
the threat scenario that can occur in the defense system as a rule of engagement, rather
than a random simulated infiltration, it becomes a standard for effective cybersecurity T&E
to ensure the cyber safety of the defense system.

4. The Multi-Cyber Range Simulation for Virtual “Mission Support System”

In this chapter, a virtual defense system, “Mission Support System” is defined, and a
simulation experiment is conducted to apply cybersecurity T&E associated with the RMF
to the Multi-Cyber Range. The simulation in this paper replaces the Multi-Cyber Range
and uses the same cyber attack simulation system as the simulation method conducted
in [2]. The mission support system, a virtual defense system, is defined to be “a system that
requests operational support effectively from lower echelons to upper echelons using enemy
information and target information” to identify missions, operational tasks, functions, and
assets. Based on this, the procedure of the proposed model is performed step by step.

Phase 1, threat modeling, performs RMF security classification, identifies threats by
layer of the mission support system, and identifies expected threat scenarios. Phase 2,
attack surface cataloging, specifies the RMF security control items and attack surface.
Phase 3, attack surface-based vulnerability testing and evaluation in the Multi-Cyber Range,
identifies vulnerabilities on the attack surface and conducts first and second simulations
of resource depletion-type malicious code attack scenarios using a simulation system.
Through this, the mission impact is derived by identifying vulnerable assets, functions,
operational tasks, and missions. Through the third simulation, possible protection measures
against cyber threats are reviewed to derive the optimal protection measures. In phase 4,
simulated penetration based on ROE in the Multi-Cyber Range, the effectiveness of the
protection measures is verified by conducting the fourth simulation experiment with the
previously identified threat scenarios as the rules of engagement and with the protection
measures in place.

The specific details of each step are as follows.

4.1. Threat Modeling of “Mission Support System”

In the first phase, threat modeling for the mission support system defines the defense
system by dividing it into layers of assets, functions, operational tasks, and missions, and
identifies threats. The results of threat modeling are shown in Table 2.

Table 2. Classification of “Mission support system” by hierarchy.

Division Content/Threat Mission Range

Mission M1 Emergency dispatch order Main
T1 Request to upper department Main

Operational Task T2 Division request review Sub

T3 Legion request review Sub
F1 Operatlonal enylronment Main

analysis

Functi F2 Target identification Main
unction F3 Request decision Main
F4 Fill out the request form Main

F5 Request a request form Sub

Al Regiment server/malware Sub

Regimental commander

A2 PC/malware Sub

Asset A3 Division server/malware Sub
A4 Ally information Main
A5 Enemy information Main

A6 Target information Main




Information 2024, 15, 18 9 of 20

In step 1 of the RMF, the mission support system is defined as a system that conducts
operations based on enemy and target information. Therefore, the security classification of
the mission support system is classified as “high” for confidentiality, “high” for integrity,
and “medium” for availability, considering the information [19]. A total of 169 security
control items were selected based on this in the second stage of the RMF, as shown in
Table 3 [20].

Table 3. Selected security control items.

Division Details Count
AC-1~8, AC-10~12, AC-14,
Access Control AC-17~22 18
Awareness and Training AT-1~4 4
Audit and Accountability AU-1~12 12
Security Assgsrr}ent and CA-1~3, CA-5~9 3
Authorization
Configuration Management CM-1~11 11
Contingency Planning CP-1~4, CP-6~10 9
Identification and TA-1-8 8
Authentication
Incident Response IR-1~8 8
Maintenance MA-1~6 6
Media Protection MP-1~7 7
Physical and Enylronmental PE-1~6, PE-8~18 17
Protection
Planning PL-1~2, PL-4, PL-8 4
Personnel security PS-1~8 8
Risk Assessment RA-1~3,RA-5 4
System and Service SA-1-5, SA-8~12, SA-15~17 13
Acquisition
System and Communications SC-1~5, SA-7~8, SA-10, SA-12~13, 1
Protection SA-15,SA-17~24, SA-28, SA-39
System and In.formatlon SI-1~8, SI-10~12, SI-16 12
Integrity
Total 169

If each layer of the virtual mission support system is divided into the mission range of
the Multi-Cyber Range, it is shown in Figure 4.

Mission

Operational
Task

Function

Asset

Attack
Surface

Main Range Sub Range

Figure 4. Classification of mission support system layer into the Multi-Cyber Range.
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4.2. Attack Surface Listing of “Mission Support System”

In the second phase, the mission support system layer is divided into mission, opera-
tion task, function, and asset to identify resource depletion-type malware attack threats
using the attack surface. A cyberthreat enters through the attack surface, and a threat sce-
nario is specified by identifying an asset and a possible propagation path. Figure 5 shows
the attack surface, inflow path, and possible propagation path in the Multi-Cyber Range.

Mission / ANV \ / \

Operational
Task

Function

Asset

Attack
Surface

\

Main Range Sub Range

Figure 5. Attack surface shown in the Multi-Cyber Range, inflow path, and path through which cyber
threats can propagate.

4.3. Attack Surface-Oriented Vulnerability Analysis and Evaluation

In the third phase, vulnerability analysis and evaluation on the attack surface of the
mission support system identifies vulnerabilities, and simulates a threat scenario in which
a resource depletion-type malware attack occurs, targeting the attack surface in the cyber
attack simulation system.

Connectable paths are identified for each hierarchical node of the mission support
system, and random weights are assigned to each path as shown in Table 4, considering
the characteristics of the mission.

Table 4. Weight by node path.

Node Path Weight
Al — (F1, F2, F3, F4, F5) 0.1,0.1,0.2,0.2,04
A2 — (F3, F4) 0.6, 0.4
A3 — (F5) 1
A4 — (F1, F3, F5) 04,04,0.2
A5 — (F1, F2, F4, F5) 0.3,0.3,0.3,0.1
A6 — (F1, F2, F3, F4) 0.2,0.2,0.3,0.3
F1 — (T1) 1
F2 — (T1) 1
F3 — (T1) 1
F4 — (T1, T2, T3) 04,0.3,03
F5 — (T2, T3) 0.5,0.5
T1 — (M1) 1
T2 — (M1) 1
T3 — (M1) 1
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In order to evaluate the impact on the mission of each asset node, a correlation matrix,
such as Equations (1)—(3), is defined.

01 01 02 02 04
0 0 06 04 0
0 0 0 1

EAsr=1lo4 0 04 0 o2 @
03 03 0 03 0.1
02 02 03 03 0

1 0 0

1 0 0
Epsr=1]1 0 0 )

04 03 03

0 05 05

—_

1
Erom = [ ] 3)

In this case, Ex_,y means the degree of influence of elements of set X on elements of
set Y. In order to determine the influence of the lower node from the viewpoint of the upper
node, the normalization process as shown in Equation (4) is performed.

—_

ai]'
n
Y—1 Ak

nom(A) = l 1 where A = [a] 4)

Equations (5)—(7) show the effect of operational tasks on missions, functions on opera-
tional tasks, and assets on functions, respectively.

0.10 0.17 0.11 0.22 0.24
0.00 0.00 033 044 0.00
0.00 0.00 0.00 0.00 0.59

nom(Er~4) = 1040 000 022 000 012 ®)
030 050 017 0.00 0.06
020 033 017 033 0.11
029 0 0
029 0 0
nom(Er—p) = {029 0 0 (6)
0.12 038 038
0 063 063
0.33
nom(Ep_,1) = [0.33 (7)
0.33

The impact of the asset on the mission can be calculated as in Equation (8), and the
result is as in Equation (9).

nom(Ep4) = nom(Ep_, 4) - nom(Er_ ) - nom(Ep—7) (8)
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0.20
0.16
0.25
nom(Epi_4) = 011 )
0.12
0.17

From this, it can be seen that the asset that has the most impact on the mission is
A3, and the asset that has the least impact is A4. In this paper, the impact on the mission
is quantified by generating an IER (information exchange requirement) according to the
degree of influence from the lower node to the upper node. Figure 6 shows the amount
of IER received from the asset node to the functional node. The asset node generates an
IER equal to the weight of each function X 10 Kbps (exponential distribution), and it is the
result of measuring the average IER received per function.

O M Received Traffic by Function 1 (bps)
X E Received Traffic by Function 2 (bps)
* O Received Traffic by Function 3 (bps)
- O Received Traffic by Function 4 (bps)
IER(bps) O Received Traffic by Function 5 (bps)
18,000

17,000+

16,000 -
15,000
14,000+

o -
400 500 00 700 00 a00 1,000
time (sec)

Figure 6. Received IER volume per function sent by assets.

Table 5 shows the statistical values of IERs received by functional nodes from asset
nodes. As a result of the simulation, it can be confirmed that all functional nodes receive
IERs of about 10 kbps.

Table 5. Statistics of received IERs per function sent by assets.

. . Received IER
Function Received IER (Average) (95% Percentile)
F1 9996.72 bps 9560.62~10,415.10 bps
F2 9666.64 bps 8770.88~10,452.53 bps
F3 10,689.82 bps 9925.04~11,467.84 bps
F4 9781.26 bps 8956.02~10,566.29 bps
F5 10,442.90 bps 9724.00~11,198.19 bps

Figure 7 shows the IER received by the task nodes from the function nodes.
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O M Received traffic by Task 1 (bps)
X B Received traffic by Task 2 (bps)
IER(bps) @ Received traffic by Task 3 (bps)

20,000
19,000
18,000
17,000
16,000
15,000
14,000
13,000
12,000
11,000

400 500 500

700

800

00 1,000
time (sec)

Figure 7. IER volume received to task nodes sent by function nodes.

The function node forwards IER X weight X 10 kbps received from the asset node to
the task node. Therefore, the task node must receive an IER of about 10 kbps in the normal
state. As a result of the simulation, it can be confirmed that all operational task nodes

receive an IER of 10 kbps on average.

Figure 8 is the result of measuring the IER received by the task node for each task node.

M Object: Task_1 --> Mission_1

X M Object: Task_2 --= Mission_1

IER(bPS) « @ Object: Task_3 --= Mission_1
7,000

Line : average
Dot : instant value

6,500

6,000

5,500
*

5,000+

45004 X
X

4,000

3,500 'w : M\

3,000
2,500 *
2,000 X *
1,500
1,000

500 X

0 T T T T
500 550 600 650 700

750

500

850

00 950 1,000
time (sec)

Figure 8. IER volume received by mission node at normal state. (Line means average value and dot

means instant value.).
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The line is the average IER received by the task node for each operational task node,
and the point is the instantaneous IER value. As a result of the measurement, it can
be confirmed that the task node normally receives an IER of about 3.3 kbps for each
operation task node. The second simulation test uses the identified attack surface to
perform a resource depletion-type malware attack; measures the IER of each node; identifies
vulnerable assets, functions, operational tasks, and missions; and derives the impact on the
mission. Figure 9 is the IER of a mission node under malware attack.

O M Object: Task_1 --= Mission_1

B Object: Task_2 --= Mission_1

IER(bps) g Object: Task_3 --> Mission_1
5,000

Line : average
Dot : instant value

4,500

4,000

3,500

3,000

—
2,500 o]
® ®©
% ®©
2,000 . ®
; X X o
1500 o X I : - B
S :
® 8 > X = .
1,000 X X XS R X
v X
X
X I X
500+
500 550 600 650 700 750 800 850 900 950 1,000

time (sec)

Figure 9. IER volume received by mission node when asset 1 and 3 are compromised by malware
attack. (Line means average value and dot means instant value.).

Through Equation (9), a resource depletion-type malware attack is performed on Al
and A3, which are the assets that have the highest impact on the mission, and the IER
reception amount of the mission node is shown in Figure 9.

Comparing Figures 8 and 9, it can be seen that when asset 1 and asset 3 are attacked,
operational tasks T2 and T3 are most affected. Figure 10 shows the amount of IERs received
by mission nodes and operational task nodes with and without cyber attacks.

As a result of the simulation, when A1 and A3 were attacked, it was confirmed that
the IER reception decreased by about 44.61% compared to the normal state (average IER
reception in the steady state: 9655 bps, attack state: 5348 bps), and through this, the
performance of the mission support system decreased to 56% compared to the normal state.
In addition, it can be seen that T2 and T3 are most affected when subjected to a cyber attack.

Table 6 statistically shows the operation task and the IER reception of the mission node
in the normal state without a cyber attack and the state in which a cyber attack occurred.

The third simulation experiment is conducted by supplementing the protection mea-
sures that can mitigate the impact of missions on resource depletion-type malicious code
attacks, and through this, the optimal protection measures are derived. As protection
measures to respond to resource depletion-type malicious codes, protection systems such
as interlocking sections (e.g., firewall) and terminal protection systems such as anti-virus
systems are classified and proposed as protection measures. Figure 11 is a configuration
diagram supplemented with protective measures.
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Figure 10. (a) Received IER at mission node. (b) Received IER at Taskl node. (c) Received IER at
Task2 node. (d) Received IER at Task3 node. (Blue line is normal situation and red line is cyber

attack situation).

Table 6. Statistics of received IER with and without cyber attack.

Nodes Normal Situation Cyl?er A'ttack Ratio
Situation

Mission Node 9665.63 bps 5348.12 bps 55.39%

T1 Node 10,416.31 bps 9124.12 bps 87.60%

T2 Node 10,689.82 bps 4259.96 bps 39.85%

T3 Node 9862.49 bps 4004.18 bps 40.60%
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Function
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Attack
Surface
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Figure 11. Configuration diagram supplemented with protective measures.

Figure 12 is the result of measuring the IER received by the mission node from the
operational task node when the derived protection measures are applied.

OMObject: Task 1 - Mission_1 P OM Object Task_1 - Mission_1
X Object Task_2-» Mission_1 Line : average X Otject: Task 2 -» Misson 1
ER(bPS) @ Objct: Task_3 = Mission_1 Dot : instant value ERopy Bt Task 3 s Mission_1
6000 i PR e
5000 time_window_average (in Traffic Received (bitsisec))
5500
5500
5000 [
5000
4500
[} S} 4500
0]
4000
@ 4000
3500 @ o
S 3500
3000 ° ) CERaa ey R et
7 0 o 3,000
Y ° ®
2500 5 = 2500
X %
2000 X —0 k8 2000
- ® ;
5] X X ] x X : A X
Hwba—.c\/{x&_&___"____ 10
' X P X X ; X
1,000 e X e 1,000
X y X
500 % 500
S0 S0 B0 e 70 70 80 G0 w0 S0 100 500 800 700 800 500 1,000
time (sec) time (sec)
(a) (b)

Figure 12. (a) Interlocking section protection measures such as firewall. (b) Protection measures for
terminals such as anti-virus.

As a result of the simulation, it can be confirmed that it is difficult to defend against
attacks from resource depletion-type malicious codes with only the protection system of
the interlocking section. It can be seen that the method of reinforcing the countermeasure
against resource depletion-type malicious code is the method of detecting and blocking
abnormal behavior at the terminal node where the attack surface exists. Based on these
results, the optimal protection measures are selected and the RMF security control items
are supplemented.
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4.4. Simulated Penetration Based on ROE in the Multi-Cyber Range

In the fourth phase, simulated penetration based on ROE in the Multi-Cyber Range,
the effectiveness of the protection measures is verified by conducting the fourth simulation
experiment with the protection measures derived in the third step, complemented by
taking the resource depletion-type malicious code attack on the previously identified attack
surface as a rule of engagement.

Figure 13 is the result of measuring the IER reception of the mission node when a
cyber attack is introduced with protection measures applied.

OM Object: Task_1 --= Mission_1
X @ Ohject: Task_2 --= Mission_1
* 0 Object: Task_3 --» Mission_1
IER(bps) = -
5000 time_window _average (in Traffic Received (bitsisec))
4,500+
4,000+
3,500+
3,000+
2,500+
2,000
1,500
1,000
5004
a T T T T
500 600 700 800 900 1,000
time (sec)

Figure 13. IER volume received by mission node after applying protection measures.

Comparing Figure 13 with Figure 8, it can be confirmed that there is a response effect
against cyber threats with an IER of about 3.3 kbps.

4.5. Summary of Simulation Results

In Chapter 4, a virtual defense system, “Mission Support System” was defined, and
the proposed Multi-Cyber Range application model of cybersecurity T&E while carrying
out the RMF procedure was simulated using a cyber attack simulation system. A total
of four simulations were conducted over the third and fourth stages of the cybersecurity
T&E proposed in this paper. Through the first and second simulation experiments, it
was possible to judge the operational impact on cyber threats by performing a resource
depletion-type malware attack on the attack surface. Optimal protection measures could
be selected through the third simulation experiment, and the fourth simulation experiment
confirmed the effectiveness of the protection measures derived by taking the resource
depletion-type malware attack scenario as a rule of engagement according to the fourth
stage, simulated penetration based on ROE in the Multi-Cyber Range. Table 7 shows the
comparative evaluation of the strengths of the model proposed in this paper and similar
studies conducted in the past.
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Table 7. Comparison of strengths of previous studies and the proposed model.
Division Key Feature by Model Strength
In conjunction with RMF Evaluated via performance
1] Cobaonur .
ybersecurity Test Assessment calculation
Interoperability evaluation using Practical cyber training and
[2] . )
the Multi-Cyber Range evaluation concurrently
Proposal Cybersecurity evaluation using Simulation evaluation close to
P RME, the Multi-Cyber Range real environment

Table 8 shows the comparative evaluation of previous studies and the proposed model
in terms of performance.

Table 8. Comparison of strengths of previous studies and the proposed model.

Division [1] [2] Proposal

Cybersecurity evaluation
Selection of optimal protection measures
Verification of protective measures
Proximity to real value

X O X0
O xXx0O
0000

5. Conclusions

In this paper, we propose a model that applies mission-based cybersecurity T&E, in
association with the RMEF, to the Multi-Cyber Range. This model can be applied by all
countries implementing the RMF during the defense system acquisition phase and supports
practical cybersecurity testing and evaluation by integrating and enhancing the currently
operational cyber ranges.

In particular, this study was able to propose a specific application model for the Multi-
Cyber Range by conducting simulations using a cyber attack simulation system. This serves
as a practical approach to applying cybersecurity to emerging defense systems.

The proposed model measured the impact of cyber attacks on the attack surface
through simulations of resource-depleted malware. Based on this, optimal protective
measures were derived through comparative evaluations of possible protection measures.
The effectiveness of the derived protection measures was verified through a simulation
experiment, establishing them as standards for cybersecurity T&E during defense system
acquisition and improving the cybersecurity of the defense system.

The vulnerabilities and protective measures identified through the simulation ex-
periment will be integrated into the security control items of the RMF. This integration
ensures that cybersecurity T&E and the RMF can complement each other organically,
further enhancing the cybersecurity of the defense system.

This paper has contributed to the development of research in the field of researching
or operating cybersecurity systems by conducting simulations that apply core cybersecurity
activities performed in the defense system acquisition stage to virtual defense systems. The
method proposed in this paper can be used dually in the civil and defense sectors and will
not cause any harm.

In future research, we will study a hybrid cybersecurity T&E model that links the
Multi-Cyber Range with various modeling and simulation (M&S) systems operated by the
military. This approach will enable more practical and secure cybersecurity T&E, conducted
separately from actual defense systems, and strive to materialize plans to actively respond
to cyberthreats. As predicted in [21], these efforts are expected to apply even digital twin
technology to cyber range construction technology in the near future.

We explain the potential dual uses of this technology and that it is harmless.
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