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Abstract: Low-orbit satellite internet (LOSI) expands the scope of the Industrial Internet of Things
(IIoT) in the oil and gas industry (OGI) to include areas of the Far North. However, due to the
large length of the communication channel, the number of threats and attacks increases. A special
place among them is occupied by relay spoofing interference. In this case, an intruder satellite
intercepts the control signal coming from the satellite (SC), delays it, and then imposes it on the
receiver located on the unattended OGI object. This can lead to a disruption of the facility and even
cause an environmental disaster. To prevent a spoofing attack, a satellite authentication method
has been developed that uses a zero-knowledge authentication protocol (ZKAP). These protocols
have high cryptographic strength without the use of encryption. However, they have a significant
drawback. This is their low authentication speed, which is caused by calculations over a large module
Q (128 bits or more). It is possible to reduce the time of determining the status of an SC by switching
to parallel computing. To solve this problem, the paper proposes to use residue codes (RC). Addition,
subtraction, and multiplication operations are performed in parallel in RC. Thus, a correct choice
of a set of modules of RC allows for providing an operating range of calculations not less than the
number Q. Therefore, the development of a spacecraft authentication method for the satellite internet
system using RC that allows for reducing the authentication time is an urgent task.

Keywords: Industrial Internet of Things (IloT); low-orbit satellite internet systems; spoofing interference;
zero-knowledge authentication protocols; residue codes

1. Introduction

The Internet of Things (IoT) is a technology that integrates devices into a computer
network to solve problems of collecting, analyzing, processing, and transmitting data to
other objects through software, applications, or technical devices [1]. The use of the concept
of IoT can significantly improve many areas of human lives and help to create a more
comfortable, smarter, and safer world. In addition, the IoT acts as a driver and basis for
the realization of scientific and technological breakthroughs in almost all areas of modern
society. Therefore, there is currently a large-scale increase in the number of connected IoT
devices. The number of connections was in the range of 17 billion in 2022 [1], and their
number will exceed 41 billion by 2027. The economic profits from the introduction of IoT
technology could increase to USD 11.1 trillion by 2025 [2].

Along with the consumer segment of the Internet of Things, the Industrial IoT (IIoT)
segment is rapidly developing. Interest in IloT technology is determined by a number
of its advantages [3,4]. Firstly, switching to IIoT technology helps to reduce costs caused
by equipment downtime due to failures and malfunctions. This is achieved by the fast
processing of data coming from sensors, which allows using new methods of forecasting
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and preventing emergency situations in production. Secondly, thanks to IIoT technology,
it is possible to increase the productivity of enterprise personnel, reducing the time it
takes to work out and make more effective decisions. Thirdly, the Industrial Internet of
Things helps to reduce production costs through more efficient use of energy. Finally, IloT
technology can improve workplace safety and reduce the negative impact of production on
the environment.

A qualitative leap in the expansion of IIoT applications is the use of low-orbit satellite
internet (LOSI). The use of LOSI makes it possible to expand the geography of the IloT
to a significant extent, ensuring its effective application even in areas of the Arctic Ocean.
However, the transition from 4G and 5G wireless technology to LOSI leads to a dramatic
increase in IloT cybersecurity challenges. This is due to the fact that the LOSI data channel
has a fairly long length. This entails an increase in the number of threats and attacks on the
communication channel. A special place among the destructive impacts on the LOSI from
an intruder satellite is occupied by relay spoofing interference. During the execution of this
attack, the intruder satellite first intercepts the signal, which the LOSI satellite transmits
to the unattended control point of hydrocarbon production and transportation. Then,
it imposes this signal to the receiver, which is located at the unattended facility. Since
the parameters of the imposed signal are fully consistent, the receiver perceives it as a
“friendly signal” and passes the control command for execution. As a result, the equipment
of the unattended hydrocarbon production and transportation control point can go into
abnormal mode and even go out of order. Under certain conditions, this can lead to an
environmental disaster.

The paper presents the developed method of spacecraft authentication, which provides
imitation resistance of low-orbit satellite internet to relay spoofing interference. The use
of this method does not allow an intruder satellite to execute a spoofing attack on the
LOSI, as the authentication of this satellite is carried out before the communication session.
The communication session will be provided only when the satellite is a “friend”. The
paper proposes the joint use of zero-knowledge authentication protocols (ZKAP) and
residue codes (RC) to improve the imitation resistance of the LOSI to spoofing interference.
The originality of this method is based on the integration of cryptography methods and
methods of constructions of parallel arithmetic codes. The use of authentication protocols
with zero-knowledge proof allows to provide high resistance to the brute-force selection of
the responder signal, and the use of RC leads to a reduction in time costs for determining the
status of the satellite due to paralleling the calculations at the level of arithmetic operations.
In this case, the use of RC allows us to achieve this result without reducing the level of
cryptographic strength of the protocol due to the correct choice of a set of code modules.

2. IIoT Technology in the Oil and Gas Industry

The expansion of IIoT technology has affected one of the most promising and high-
tech areas, the oil and gas industry. Let us look at the main areas of development of this
technology. As in other industrial areas, the application of IloT technology is primarily
aimed at increasing the efficiency of process control. The underlying application areas of
IoT, with sources that highlight issues that can be solved with this technology, are shown
in Table 1.

Table 1. Basic applications of IIoT in the oil and gas industry.

Application Area Sources

1. Construction and operation of automated drilling rigs [5,6].

1 Production automation 2. Automation of obsolete drilling rigs [7,8].

3. Automation of the process of injecting solutions into wells [9,10].
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Table 1. Cont.

Application Area Sources

2 Monitoring and control of technological processes

1. Monitoring of the operation of pumping station equipment [11,12].
2. Increase in the level of technological safety using intelligent video
surveillance cameras [13,14].

3. Pipelines’ protection from unauthorized access using intelligent
sensor networks [15].

1. Personal protective equipment with sensors supporting the Internet
of Things technology [16,17].

3 Improvement of labor safety at enterprises
2. Use of IIoT technology to monitor the health status of
personnel [18-20].
‘ . . . its [21-231.
s Development and use of digital twins 1 CreatTon of digital twm's c.)f hyd%‘ocarbon .d?pom.ts .[2 2. ]'
2. Creation and use of a digital twin of a drilling rig in training [24].
5 Transportation logistics 1. Application of IIoT in solving logistics problems at oil and gas

enterprises [25,26].

The emergence of low-orbit satellite internet (LOSI) will provide a qualitative leap
in the expansion of applications of IIoT technology in the oil and gas industry [27]. This
is due to the fact that only with the help of low-orbit satellites it is possible to provide
high-speed and reliable communication with subscribers located anywhere on Earth. LOSI
can provide subscribers with broadband high-speed internet access with minimal signal
time delay [28-30].

The promising use of LOSI and IIoT in the oil and gas industry is determined by the
presence of large oil and gas deposits located on the Arctic Ocean shelf. According to
scientists, these fields have a high potential for use, as they contain more than 20% of the
total hydrocarbon reserves [31]. The efficient development of o0il and gas resources in the
Arctic region will increase the economic potential of the northern regions and countries of
the region, as well as contribute to the development of their modern infrastructure.

One of the main constraints for the widespread development of such hydrocarbon
deposits is difficult natural conditions. The Arctic Ocean is covered with ice seven months
of the year, the temperature drops to minus 46 degrees Celsius, and the wind speed reaches
20 m per second. In addition, hydrocarbon fields are located in sparsely populated and
hard-to-reach areas of the Far North. It is possible to minimize these negative factors and
reduce the cost of production through the use of automated systems of remote control of oil
and gas fields (ASRCOGF) [32]. The facilities involved in the production and transportation
of hydrocarbons are unattended in such systems. In this case, only LOSI can be used to or-
ganize reliable and up-to-date data exchange between IloT devices located at such facilities
and the operations support center. Since the orbit of the satellites does not exceed 1500 km,
the constellation of modern LOSI Starlink contains more than 2100 satellites [33,34].

The expansion of the number of countries and corporations planning to develop
hydrocarbon deposits on the Arctic Ocean shelf leads to an increase in constellations of
low-orbit satellites. In this case, there may be a situation of an effective attack of malicious
satellites on the communication system used in IloT technology. As a result, there may be
disruptions in the technological processes of hydrocarbon production and transportation.
This can lead to an environmental disaster, the consequences of which will have a negative
impact on the ecosystem of the Far North.

The conducted research has shown that the most possible destructive impact on
LOSI by an intruder satellite would be the imposition of relay spoofing interference. It
is possible to provide an effective counteraction to such interference by increasing the
imitation resistance of the LOSI system (LOSIS) on the basis of the application of the satellite
identification system. The interrogator is installed on an unattended fortification object. The
responder is placed on board the satellite. The use of a “friend-or-foe” identification system
in the LOSIS allows the satellite to be authenticated before starting a communication session.
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If the satellite turns out to be a “friend,” it will be given a communication session with an
unattended control object. If the satellite turns out to be a “foe,” it will be denied a session.
As a result, an intruder satellite will not be able to impose a relay spoofing interference.

Obviously, the faster a spacecraft is authenticated, the less time an intruder satellite
will have to guess the correct transponder signal. This, in turn, will reduce the probability
of imposition of a relay spoofing interference to the control object. To solve this problem, it
is proposed to use residue codes (RC).

The novelty of this approach is that the solution is at the junction of two scientific
fields—the theory of design of cryptographic authentication protocols and the theory of
parallel computing. The use of authentication protocols with zero-knowledge proof allows
to provide high resistance to the brute-force selection of the responder signal, and the use
of RC leads to a reduction in time costs for determining the status of the satellite due to
paralleling the calculations at the level of arithmetic operations. In this case, the use of RC
allows us to achieve this result without reducing the level of cryptographic strength of the
protocol due to the correct choice of a set of code bases.

The purpose of the article is to reduce the time required to identify the satellite due
to the joint use of the zero-knowledge authentication protocol and residue codes. The
developed authentication method will increase the imitation resistance of the LOSI to relay
spoofing interference imposed by an intruder satellite.

The structure of the paper is as follows. Section 3 analyzes attacks on the LOSI and
methods to counter them. Section 4 discusses cryptographic authentication methods that
can be applied to the satellite identification system. Section 5 presents the implementation
of a zero-knowledge authentication protocol using residue codes. Section 6 presents the
results and discussion of the performed tests. Section 7 presents conclusions and prospects
for the development of this scientific direction.

3. Analysis of Destructive Impacts on the LOSIS and Ways to Prevent Them

Based on the fact that most of the facilities and enterprises of the oil and gas industry
are located in remote and sparsely populated areas of the Far North, low-orbit satellite
communication systems are used to ensure the uninterrupted exchange of information
with such facilities. This means that low-orbit satellites” orbits do not exceed 1500 km and
they are within the receiver’s visibility range for not more than 15 min. That is why there
are more than 2000 satellites in the Starlink constellation now [35]. Such a system allows
to ensure uninterrupted delivery of information from anywhere, including beyond the
Arctic Circle.

The use of the new satellite communication system for data transmission has led to
the following contradiction. On the one hand, the use of low-orbit satellite internet allows
to greatly expand the scope of IloT technologies in the oil and gas sector, which contributes
to a reduction in production costs and additional profits. On the other hand, due to the
large length of LOSIS communication channels, new vulnerabilities and attacks arise, the
implementation of which can lead to significant economic losses. Let us consider the main
destructive impacts on the LOSIS channel and ways to prevent them.

One of the first destructive impacts is the control of LOSIS channel traffic. To counter
attacks that perform statistical analysis of traffic, methods for preserving traffic flow confi-
dentiality (TFC) are used [36,37].

Refs. [36,37] present the results of research on countermeasures against traffic analysis
attacks. To counter traffic analysis attacks, it is proposed to use the method of forced traffic
filling. The main disadvantage of this method is a decrease in the data transfer rate due to
the transmitting of “false” packets.

An attack on the confidentiality of information transmitted via the satellite channel
is also among the destructive impacts. One of the often proposed ways to improve the
security of the LOSIS is encryption.
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Since most IIoT systems have small embedded computing resources, it is advisable to
use lightweight cryptography to counter a privacy attack. The lightweight cryptography
standard [38] proposes to use three block ciphers to protect data from unauthorized access.
The first one is the PRESENT block cipher. It is a classic SP-net (Substitution Permutation
Network) with a 64-bit information block. The recommended key length is 80 or 128 bits.
The number of encryption rounds is 32. The second block cipher is CLEFIA. It uses a
generalized Feistel scheme, in which a 128-bit information block is split into 4 subblocks.
The recommended key length is 128, 192, or 256 bits. Depending on the key length, the
algorithm has 18, 22, or 26 encryption cycles, respectively.

The third block cipher is LEA. It has an input plaintext block size of 128 bits. The
recommended key lengths are 128, 192, or 256 bits. Depending on the key length, the LEA
cipher has 24, 28, or 32 encryption cycles, respectively.

Stream lightweight ciphers are presented in the standard [39]. This standard recom-
mends the use of two stream ciphers. This standard includes the Enocoro byte-oriented
stream cipher (Enocoro-80 and Enocoro-128v2), operating with 80-bit and 128-bit keys
respectively. The standard [39] recommends the Trivium cryptographic algorithm as the
second stream cipher. This is a hardware-oriented cipher that uses an 80-bit key.

Data integrity attacks can also be used as a destructive impact in modern LOSIS. One
way to prevent such an attack is the use of electronic digital signatures (EDSs) in modern
IIoT ecosystems.

It should be noted that EDSs also allow for effective authentication of the message
source. Using EDSs, the ASRCOGF’s decision-making center will be able to unambiguously
identify the IIoT device from which the information comes. Different types of digital
signatures can be used for this purpose:

Joint signature [40];
Group signature [41];
Circular signature [42];
Blind signature [43];
Proxy signature [44].

ISO/IEC 29192-4:2013 offers three simplified asymmetric cryptographic transforma-
tions for EDS calculation:

One-way authentication based on discrete logarithms on elliptic curves;
Authenticated lightweight key exchange (ALIKE) scheme for one-way authentication
and session key establishment;

e  Identity-based signature mechanism.

As satellite constellations increase and space information networks (SINs) expand,
the problem of satellite authentication becomes more and more urgent. It is known that
secret key encryption systems have higher performance than public key infrastructure
(PKI) systems. The disadvantage of this approach is the need to periodically change secret
keys. When the next secret key is delivered to the satellite, it may be intercepted by an
intruder. As a result, the whole system will be compromised. The generation of session
secret keys directly on board the satellite and the control object allows for eliminating this
disadvantage. For this purpose, a primary secret key obtained from the network control
center (NCC) is used. This approach is shown in [45].

The feasibility of using generated secret session keys for authentication in SINs is
discussed in [46]. The authors point out that when the session key is intercepted, the
attacker will be able to guess the correct responder signal only in the current session. A
similar approach is discussed in [47]. A third-party network control center (NCC) is used
in this authentication protocol. In this case, the shared session key is generated at the NCC
and delivered to the subscribers.



Information 2023, 14, 407

6 of 21

The principles of operation of tripartite authentication protocols in space information
networks are discussed in [48-50]. The tripartite protocols presented in [48,49] have a
drawback. These protocols use password authentication for legitimacy verification, which
has low cryptographic strength. In [50], a third party, which is a global offline trusted third
party (TTP), is used to generate public and secret keys for each NCC. With the help of these
keys, NCCs perform authentication.

The analysis of the works has shown that despite the different approaches to authen-
tication in SINs, their implementation will require significant financial costs. This is due
to the fact that the majority of unattended hydrocarbon production and transportation
facilities are located in sparsely populated and remote areas of the Far North.

Since low-orbit satellite communications systems use a radio channel to transmit data,
it is obvious that an intruder satellite can try to block this channel with active and passive
interferences [51-53]. However, given the peculiarities of the power supply of low-orbit
satellites, we can conclude that the intruder satellite does not have enough energy coming
from the solar panels to effectively block the signal transmission through the radio channel.
Therefore, the most likely destructive impact on the LOSIS is the imposition of relay
spoofing interference [54,55]. To impose a relay spoofing interference, an intruder satellite
must do the following. Firstly, it needs to intercept the signal that comes from the satellite to
the target. Secondly, it has to transmit the intercepted signal in the direction of the receiver.
Since the parameters of the imposed signal coincide with the parameters of the “friend”
signal, the receiver transmits the control command to the subscriber terminal, which
controls the object. As a result, the technological process performed by the unattended
object is violated. This, in turn, can lead to a man-made disaster.

It is possible to reduce the effectiveness of relay spoofing interference by using a
satellite identification system. This system performs satellite authentication before the
communication session. A communication session will be granted only when the satellite
confirms its “friend” status. Thus, an intruder satellite will not be able to transmit a spoofing
jam to the receiver. Obviously, the effectiveness of the “friend-or-foe” identification system
depends largely on the authentication protocol. At the same time, the protocol must have
sufficient imitation resistance to signal guessing and must not require large time costs for
satellite authentication.

4. Analysis of Cryptographic Authentication Methods

The many authentication protocols in use can be divided into three groups [56,57].
The first group includes password authentication protocols. In these protocols, the prover
(P) and the verifier (V) know the secret (password). Both reusable and one-time secret
passwords can be used to authenticate the prover. A description of password authentication
methods is presented in sufficient detail in [57]. The advantage of these protocols is the
small time and hardware costs to perform authentication. Because of this, password
authentication methods have found widespread use. However, password authentication
protocols have the disadvantage that the prover and verifier must have a list of secret
passwords to determine the status of the prover. In addition, they have relatively low
resistance to “protocol participant spoofing” attacks.

The second group includes challenge-response authentication protocols [56,57]. In
the authentication process, the prover must provide a response to the verifier’s challenge
that depends simultaneously on the secret and the given challenge. At the same time, the
challenge must change periodically. Usually, random numbers are used as challenges. These
authentication protocols have a higher cryptographic resistance to attacks. This is achieved
by using symmetric and asymmetric encryption methods in the authentication process.

The main disadvantage of the authentication protocols of the second group is the use
of secret keys, which must be periodically delivered to the spacecraft. As a result of their
interception, an intruder can break into the authentication system [56].
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The third group is zero-knowledge authentication protocols (ZKAP). The main feature
of these protocols is the ability to handle the identification of the prover without the use of
encryption systems. At the same time, the protocols provide high resistance to the process
of guessing correct responses for challenges from the verifier [56,57].

The distinguishing feature of these authentication protocols from those previously
discussed is that the secret is known only to the prover (P). The protocols are designed in
such a way that as a result of the challenge-response exchange, the verifier can be sure that
the prover possesses the secret. However, the secret itself remains unknown to him.

The high cryptographic strength of ZKAP protocols is achieved in either of two ways.
The first one is performing calculations modulo large prime number Q or the product
of two prime numbers g and r. The second way is based on the fact that some ZKAP
protocols require performing several authentication rounds. The iterative nature of the
protocol execution allows to provide the required value of the probability of authenticating
an intruder.

Due to their advantages, zero-knowledge authentication protocols have found appli-
cations in a wide variety of fields. These include:

o IoT (IloT) [58-60];
e  Systems of automatic identification of objects using RFID tags [61-63];
e  Vehicular ad-hoc networks (VANET) [64-66].

Let us consider the main zero-knowledge authentication protocols. FS ZKAP is
presented in [56,67]. The authors of the protocol are Fiat et al. High cryptographic
strength is achieved by using the product of two large prime numbers and performing
at least 20 authentication rounds. Let us consider the protocol’s preliminary stage and
one authentication round.

The generation of public and secret protocol keys, as well as their delivery to the prover
and the verifier, is handled at the preliminary stage of the protocol. The Key Distribution
Center (KDC) is used for this purpose.

The preliminary stage.

1.  KDC chooses two large prime numbers, q and r, and then calculates their product:

Q=q-r. <y
2. KDC generates a prime number M, which is the prover’s secret key, where
M<Q, gd(MQ)=1 @
3. KDC finds the number H, which satisfies the following conditions:

H = M*modQ, (3)

H-H™'=1modQ. (4)
4. KDC delivers the secret key M to the prover and the public key (Q, H) to the verifier.
The authentication stage (one round).

5. The prover P chooses a random number S that satisfies the condition1 < S < M —1
and performs the following calculation:

E = $?modQ. (5)

Then, the prover P sends the number E to the verifier.

6. The verifier V chooses a random number B from the condition B € {0,1}, which is
passed to the prover P.
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7. Given the number B, the prover P performs the following calculation:

Y = SMPmodQ. (6)
The result of the calculations is passed to the verifier.

8.  After receiving the response, the verifier performs the following calculation:

L = (Y?H)modQ. )

The prover P will be considered a “friend” at this stage of authentication only if the
following condition is satisfied:
L = EmodQ. (8)

Since the verifier’s challenge can only take values B € {0, 1}, this authentication stage
is performed several times. Therefore, if the number of rounds is D = 30, the probability
of authenticating an intruder will be P = 1/2P = 1/23% = 9.31 x 10~1°. Obviously, this
protocol has a significant time cost for authenticating the prover because of the large number
of rounds. Therefore, it is not reasonable to use it in the satellite authentication system.

FFS ZKAP reduces the time cost of authentication [56,68]. The authors of the pro-
tocol are Feige et al. This protocol has fewer authentication rounds than FS ZKAP. This
is achieved by increasing the size of the challenge generated by the verifier. So, if the
challenge contains five numbers B = {Bl, B,, B3, By, B5}, i.e., C = 5, then it is sufficient
to perform M = 6 rounds to achieve the probability of authenticating an intruder equal to
P =9.31 x 10710, In other words, we have P = 1/2MC€ = 1/230 =931 x 10~19. However,
despite reducing the time cost of the prover’s authentication, this protocol is not feasible to
use in a satellite identification system.

Non-iterative ZKAP can reduce time costs. These protocols use only one round of
authentication. Refs. [56,57] show an authentication protocol, which is a modification of the
Schnorr algorithm for electronic digital signature generation. Ref. [69] shows the prospects
of using this authentication protocol in RFID within the Internet of Things in healthcare in
COVID-19 conditions. The use of the Schnorr protocol for agent authentication in a multi-
agent system is considered in [70]. The use of AVISPA software product has confirmed the
effectiveness of this protocol.

The principles of the Okamoto authentication protocol are shown in [71]. The advan-
tage of this protocol is the ability to provide resistance to participants’ keys compromises
through the use of redundancy in the key set. Due to this property, it is proposed in [72] to
use the Okamoto authentication protocol when performing Diffie-Hellman key exchange
to reduce the effectiveness of “man in the middle” attacks.

GQ ZKAP based on the RSA scheme is described in [73]. The authors of this protocol
are Guillou et al. The application of the GQ protocol for smart card authentication is shown
in [74]. The possibility of using the GQ protocol in a zero-knowledge identity verification
scheme based on visual images is shown in [75].

However, these authentication protocols have one drawback. Their implementation
requires the use of both public and secret keys. Secret keys are delivered to all provers,
which are placed on board LOSIS satellites. Public keys are transmitted to verifiers, which
are placed on unattended hydrocarbon production and transportation facilities. Thus, if
the secret keys are intercepted when they are being changed, an intruder can easily mimic
the prover’s signal. As a result, he will be provided with a communication session and will
be able to impose a relay spoofing interference.

The keyless zero-knowledge authentication protocol eliminates this drawback [76].
This protocol uses the prover’s true and distorted statuses and three responses to the
verifier’s challenge in order to authenticate the prover. The protocol also uses session
keys V(k) (where k is the session number) to increase the resistance to answer guessing. In
addition, this protocol has a mechanism that allows us to determine the fact of re-use of the
session key V(k) by the parameter E(k). All calculations are performed modulo large prime
number Q. Let us consider this zero-knowledge authentication protocol.
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The preliminary stage.
1. This protocol uses the following secret parameters:

The prover’s secret key G, where G < Q;

The satellite’s session key V(k);

E(k), i.e., the number by which the decision-making center will be able to establish the
fact of re-use of the session key V(k).

The following condition is satisfied for these parameters:
{G,AV(k), AE(k)} < ¢(Q), ©)

where ¢(Q) is the value of the Euler totient function at Q.
Secret parameters are kept by the prover.

2. The prover calculates his true status:

Alk) = (uCu¥® R YmodQ, (10)
where u is the generator of a multiplicative group modulo Q; k = 1, 2, . .. is the session number.

3. The prover generates random numbers AG(k), AV (k), AE(k), which satisfy the fol-
lowing condition:
{AG(k), AV(k), AE(K)} < ¢(Q), 11)

Using these numbers, the prover calculates distorted secret parameters:
G" (k) = G+ AG(k)mod¢(Q),

v (k) = V (k) + AV (k)modg(Q), (12)
E" (k) = E(k) + AE(K)modg(Q),

wherek =1, 2,....

4.  The prover calculates his distorted status:

Al (k) — (uG/// (k)uV/// (k)uE/// (k) )mOdQ, (13)

wherek =1, 2,....

This ends the first part of the keyless ZKAP. The second part of the protocol performs
the prover authentication procedure.

The authentication stage.

5. The verifier generates a random number, which satisfies the following condition:

B(k) < ¢(Q). (14)

This number is the challenge. The challenge is given to the prover.

6. The prover receives the challenge B(k) and proceeds to calculate three responses:

W (k) = (G" (k) — B(k)G)mod¢(Q), (15)
W2(k) = (V" (k) — B(k)V (k))mod¢(Q), (16)
W3(k) = (E” (k) — B(k)E(k))mod¢(Q).- (17)

The prover sends the following signal to the verifier:

{aGIi A @) (W) (W2m)1H (W) }- (18)
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7. Given the number B, the prover P performs the following calculation:

X(k) = (A(k))PE W E®) W2 E) W2 E) mod Q. (19)

The result of (19) is compared to the distorted status of the prover. If they match, the
prover is authenticated as a “friend”.

The advantage of this protocol is that it requires fewer operations during the authenti-
cation stage compared to ZKAPs presented above.

However, this protocol has disadvantages. This is due to the use of a large number Q
for the authentication process of the prover. Using a large number increases the imitation
resistance of the authentication system. However, it also increases the computational
complexity when executing the protocol. It is known that the larger the size of the operands,
the more time it takes to perform a multiplicative operation. Therefore, multiplication by a
large modulo will increase the time to determine the status of the prover. However, this
operation is an essential one in the considered protocol. As a result, it also increases the time
during which an intruder can guess correct responses to the given challenge. This leads
to an increase in the probability of authenticating an intruder. Therefore, it is necessary to
reduce the time required to execute the authentication protocol.

The most simple solution is to reduce the size of Q. Obviously, decreasing the size
of module Q, on the one hand, will reduce the time spent on protocol execution, which
will lead to a decrease in the probability of the intruder guessing correct responses of
the prover. On the other hand, such a decrease in the size of module Q increases the
probability of authenticating an intruder by reducing the number of possible responses to
the given challenge.

It is possible to solve this contradiction by transitioning to parallel computations in
the zero-knowledge authentication protocol. Parallelization of arithmetic operations is
provided by residue codes.

5. Implementation of the Satellite Authentication Method Using Residue Codes

The principles of construction of residue code are defined from the name of the code itself.
RC consists of modules, which can be either integers p1, p2, ..., pn [77-79] or irreducible
polynomials p1(x), pa(x), ..., pa(x) [77,80]. Since RCs are arithmetic codes, they perform
addition, subtraction, and multiplication operations modulo the modules of the code. In
this article, residue codes with prime numbers py, ps, ..., pn will be considered.

Let us consider the principles of construction of RC. In order to do this, the modules
are chosen, for which the greatest common divisor is equal to one. After that, the modules
are placed in the following order:

p1<p2<...<pn, (20)
where gcd(p;, pj) = 1.

i#]
The product of the chosen modules determines the operating range of the RC:

n
P =TT @
i=1

To obtain an RC code combination, you must choose an integer Y, the value of which
does not exceed the operating range, and then determine residues of its division by RCs
modules. As a result, we get a tuple of residues

Y = (Y1, Y2+ Yu-1, Yn), (22)

where Y < P;y; = Ymodp;;i =1,..., n.
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Since RCs are arithmetic codes, they can be used to effectively perform modular
operations, which include addition, subtraction, and multiplication. In this case, the
following equations are valid for two numbers Y and A:

A+Y = lay+yly o+ valy oo 18+ Yl (23)
A=Y= |’11—}/1|;1/ |ﬂz—y2|;r2r~~/ |80 = Yul (24)
A-Y:|a1~y1|;1, |”2'y2|p+2f-~-/|“n'yn by (25)

where A < P;;a; = Amodp;;i=1,..., n.

Expressions (23)—(25) clearly show the advantages of RCs. Firstly, these operations are
performed in parallel. Secondly, there are no transfers between the modules of RC during
calculations. Thirdly, operands y;, a; (Wherei = 1,..., n) have less size than integers Y and
A. Summing up, it can be concluded that the RC supports parallel computations. At the
same time, there is an opportunity to replace the execution of modular operations with the
selection of results from the LUT-tables due to the small size of the operands. Thus, using
RC, it is possible to increase the speed of performing additive and multiplicative operations.

The analysis carried out in Section 4 showed that zero-knowledge authentication
protocols use exactly such operations. Taking this into account, it is possible to put forward
the following hypothesis. Implementation of zero-knowledge authentication protocols
using RC will reduce the time for identification of the prover.

In addition, RC will allow to provide cryptographic strength not lower than the single-
module authentication protocols. For this purpose, it is necessary to choose RC’s modules
in a way that the following condition is satisfied:

Q<P,. (26)

Then, according to the isomorphism of the Chinese remainder theorem, the calcula-
tions that are performed on large modulo Q can be implemented using RC.

These hypotheses were the basis for the developed authentication method, which is
an integration of the keyless zero-knowledge authentication protocol and RC.

The limitations of this method are determined by the choice of bases of the residue
code. A number of works [77-79] propose to use pairwise coprime numbers of the form
2" —1,2", 2" +1 as RC’s modules. This choice of bases allows us to reduce time and
hardware costs to perform the direct conversion (from positional code to RC) and the
reverse conversion (from RC to positional code). In the developed authentication method,
such bases cannot be used. This is due to the fact that generating elements are used during
the calculation of the true and distorted digests, as well as the verification of the signal of
the prover. Therefore, it is necessary to choose only prime numbers as RC’s modules. Let
us consider the developed authentication method.

In the preliminary stage of the developed zero-knowledge authentication protocol
using RC, the Certificate Authority (CA) generates secret parameters, which are then passed
to the prover and the verifier. Let us take a look at this stage.

The preliminary stage.

1. The CA chooses the modules of the RC, which are prime numbers. The choice of
modules is determined by the size of the prover’s signal, which includes the true
status, the distorted status, and three responses to the given challenge, all calculated
modulo the prime number Q. A generator u; is determined for each i-th module of RC:
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CA: pr<py<...<py (27)
n
CA: P, =]]ps (28)
i=1
CA: log, P, > log, Q, (29)

where P, is the operating range of RC; log, Q = L/5; L is the bit depth of the prover’s signal.

2. The CA presents the secret parameters of the authentication method in RC with the
chosen modules:

G=1(Gy, Gy..., Gy, (31)
V(k) = (Vy(k), Va(k), ..., V,(k)), (32)
E(k) = (E1(k), Ex(k), ..., E,(k)), (33)

where G is the satellite’s secret key; V(k) is the satellite’s session key; E(k) is the number by
which the decision-making center will be able to establish the fact of re-use of the session
key; {G, V(k), E(k)} < P, —2; G; = Gmodp;; V;(k) = V(k)modp;; E;(k) = E(k)modp;;
k=1, 2,...1is the serial number of the authentication session.

3.  The secret parameters presented in RC are written into the memory of the prover on
board the satellite and the verifier located at the unattended control facility.

The main stage of the method.

The developed authentication method consists of two parts. Its first part is used to
calculate the true and distorted statuses of the SC, which are used in the process of checking
the satellite status.

4.  The responder, using his secret parameters, calculates the true status of the SC for the
k-th authentication session:

A0 = (7)) modp,,
: (34)
G, V,(k) E,(k
A, (k) = (un”un”( )un"( ))modpn,
where u; is the generator of a multiplicative group modulo p;;i =1, ..., n.
Since calculations in RC occur in parallel on the modules, generators may not coincide.

5. The prover proceeds to distort the secret parameters before calculating the distorted
status. To do this, he chooses three random numbers AG(k), AV (k), AE(k) for which
the following condition is satisfied:

n

{AG(k), AV (k), AE(k)} < [¢(p;) — 1, (35)
i=1

where ¢(p;) is the value of the Euler totient function at p;;i =1, ..., n.
Using these numbers, the prover calculates distorted secret parameters:
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G/ (k) = G; + AG;(k)modg(p;),
V" (k) = V;(k) + AV, (k)modg(p,), (36)
E{' (k) = E;(k) + AE,(K)modg(p,),

1

where AG; (k) = AG(k)modp;; AV;(k) = AV (k)modp;; AE;(k) = AE(k)modp;i=1,..., n.

1

6. The prover proceeds to calculate the distorted status of the SC using the distorted
secret parameters:

AT (k) = (ufl (k)u¥1 (k)ulE] (k)))modpl,
: (37)

AT (k) = (uSr Y OB Oy

This ends the first part of the developed authentication method. The second part of
the developed method performs the satellite authentication procedure.

7. After the satellite appears in the line of sight of the verifier, the latter generates the RC
code combination:

B(k) = (By(k), By(k), ..., B,(k)) (38)

where B;(k) < p;i=1,..., n
This code combination plays the role of the challenge. This challenge is transmitted to
the prover.

8. The prover proceeds to calculate three responses to the given challenge
B(k) = (B, (k), By(k), ..., By(K)):

Wi (k) = (G (k) — B;(k)G,)mod¢(p;), (39)
W7 (k) = (V{" (k) — B;(k)V;(k))mod¢(p,), (40)
W3 (k) = (E/" (k) — B;(k)E;(k))mod¢(p,), (41)

wherei =1,..., n.
The prover transmits his responses to the verifier:

{11 (A7 ) (W) I (W20 1T (WP (k) ) } “2)

9.  After receiving the prover’s signal, the verifier proceeds to its verification:

X, (k) = (4,(0) M OOy Omodp,,

: (43)

X, (k) = (A, (k)P0 0 Wik y Wi ) modp,,.

The result of (43) is compared to the distorted status of the SC. If the following
equation holds:

(X, (k), X(k), ..., X, (k) = (A (k), Ay (K), ..., Ay (K)). (44)

then the SC is authenticated as a “friend” and is given a session with the unattended control
object. Figure 1 shows how this authentication method works.
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The preliminary Certificate Authority

stage of the method 1) P <P<<p,; 2) P, = ﬁpi .
3) log, P, >log, 0; 4) u<p,.
G=(G,,G,,..,G,) where G, =Gmod p, ;

@ Vk)=¥, (k),....V, (k) where V, (k)=V(kymodp,;
E(k)=(E, (k),... E,(k)) where E,(k)=E(k)modp,.

The prover (responder) The verifier (interrogator)

{p ke, 16 1 0L E, W} - > 3%

The first part of

A ()= u) ©Pu " ymod p, the main stage

A, () = (" u, QM ymod p,,
]
1) {4G(k), AV (k), AE(R)}< T o(p.) -1

@ G” (k)=G, + 4G, (k)moclizlgo(p[ ),
2) V7 (k)=V, (k)+ 4V, (kymodp(p, ),
E7 (k)=E, (k)+ AE, (k)ymod ¢(p, ),
I

A7 ()= uf" Ou P ymod py

” — (;, O (k) VT (k) ET (k)
An (k) - (un un un )mOd pn'

The second part of
the main stage @ B(k) = (B, (k),..., B, (k)) where B, (k)< p,
(authentication) Challenge
- B, (b).... B, ()}

W0)=(G7 ()~ B, ()G, )modg(p, )
W20 = (07 (0= B, ()Y, ()modg(p,)
W20) = (B (0= B, ()E, () mod ().

Response

{1 (o)1 7 o)1 (072 o) 07 ) )} ——

®

B, Wi, W), Wik

X, (k)=(4,(k)) mod p,,

B, (k
X k)=, 0)) " OO mod

Y

Figure 1. The developed authentication method.
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6. Research Results and Discussion of the Performed Tests

An FPGA Kintex UltraScale (xcku3p-ffva676-1-e) was used to carry out a comparative
analysis of the time cost of executing FS protocol in the single-module and RC implemen-
tations, the single-module keyless protocol, and the developed authentication method
implemented using RC. CAD Xilinx Vivado-HLS 2018 was used to obtain the time cost of
authentication.

The setup is as follows:

The size of the prover’s signal is 160 bits;

FS protocol is performed for 20 rounds;

The modular exponentiation operation is based on the Montgomery algorithm;

The time of transmission of signals over the communication channel is not taken
into account.

Ll

Let us consider the implementation of zero-knowledge authentication protocols with-
out the use of RC. Therefore, the time cost of FS protocol implementation for a given setup
is 21.134 us.

Let us consider the implementation of zero-knowledge authentication protocols using
RC. To fulfill Condition (26), a set of modules was chosen, which consists of 10 prime
numbers. They are presented in Table 2. The maximum size of the module from this set is
18 bits.

Table 2. A set of RC’s modules for FS protocol.

P1 P2

P3 P4 ps Pe p7 ps P9 P10

131 131063

131071 131101 131111 131113 131129 131143 131149 131171

The studies of the prototype showed that the use of residue codes for performing
the authentication of the prover provided a reduction in the time cost for the satellite
identification without reducing the cryptographic strength. This is achieved by performing
parallel calculations on RC’s modules. When implementing FS protocol using RC, the
satellite authentication time is 4957 ns. Thus, the use of RC reduced the time of satellite
identification by 4.26 times compared with the single-module protocol.

Let us consider the implementation of the single-module keyless protocol and the
developed authentication method implemented using RC. The setup is as follows. The
size of the prover’s signal is 160 bits. Taking into account that this signal contains true and
distorted statuses and three responses, the size of Q is 32 bits. Therefore, we choose a prime
number Q = 4294967291.

It is known that the execution time of multiplicative operations is proportional to the
size of operands. Therefore, three sets of modules will be chosen.

The first set of RC’s modules contains one 17-bit number and one 16-bit number:
p; = 65029, p, = 66047. Then, the operating range is equal to P, = 4294970363. Thus,
Condition (26) is satisfied.

The second set of RC’s modules contains three 11-bit numbers: p; = 2053,
p, = 2063, p; = 2069. Then the operating range is equal to P; = 8762916391. Thus,
Condition (26) is satisfied.

The third set of RC’s modules contains one 9-bit and three 8-bit numbers: p; = 149,
p, = 251, p; = 241, p, = 509. Then the operating range is equal to P, = 4587697931. Thus,
Condition (26) is satisfied.

The fourth set of RC’s modules contains six 6-bit numbers: p; = 37, p, = 41, p; = 43,
ps = 47, ps = 53, ps = 59. Then the operating range is equal to P, = 9586934839. Thus,
Condition (26) is satisfied.

The issues of optimal selection of RC’s modules are not considered in this article. The
choice of RC’s modules was determined only by Condition (26). Obviously, the optimal set
of modules should provide such an operating range for which Condition (26) is satisfied,
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and the value P, is as close as possible to the number Q. It will allow to reduce hardware
costs for implementation of the satellite authentication system.

Let us carry out a comparative analysis of the first parts of the developed method and
the single-module keyless protocol. The following operations are performed during their
execution: calculation of the true status, distortion of secret parameters, and calculation of
the distorted status. Table 3 shows the execution costs of the first part of the method and
authentication protocol.

Table 3. The costs of executing the first parts of the developed method and authentication protocol.

RC’s Modules Dsp! FF 2 LUT3 Time Cost, ns
Single-module protocol (32-bit) 29 679 1585 1803
The first set (17-bit) 21 605 1461 1395
The second set (11-bit) 13 562 1362 968
The third set (9-bit) 5 519 1310 825
The fourth set (6-bit) 2 495 1274 540

! Digital signal processing elements. 2 Flip-flop triggers. 3 Lookup tables.

Based on the analysis of the data shown in Table 3, the following conclusions can be
made. The hypothesis about the joint use of ZKAP and RC has been confirmed. Parallel
execution of modular operations allowed to reduce time costs of satellite authentication
in comparison with the prototype. Thus, when the first set of RC’s modules is used, the
execution time of the first part of the authentication method is 1395 ns, which is reduced by
1.29 times compared to the single-module protocol. Reduction of the size of RC’s modules
has a positive effect on the time cost. Thus, when the second set of RC’s modules is used,
the execution time of the first part of the developed method is 968 ns, which is 1.86 times
less than for the single-module protocol. When the developed method is implemented
using the third set of RC’s modules, the execution time of the first part is 825 ns, which is
2.18 times less than for the single-module protocol. The transition to 6-bit RC’s modules
(the fourth set) allows us to reduce the execution time of the first part of the developed
method to 540 ns, which is 3.33 times less than for the single-module protocol [76].

Let’s carry out a comparative analysis of the second part of the developed method
and the single-module keyless protocol. The following operations are performed during
their execution: calculation of three responses to a given challenge and verification of these
responses. The calculation of the responses is performed in parallel. Table 4 shows the cost
of the second part of the method and the authentication protocol.

Table 4. The costs of executing the second parts of the developed method and authentication protocol.

RC’s Modules DSP FF LUT Time Cost, ns
Single-module protocol (32-bit) 68 2446 4100 2109
The first set (17-bit) 36 2223 3671 1615
The second set (11-bit) 18 2182 3490 1334
The third set (9-bit) 11 2154 3403 1185
The fourth set (6-bit) 5 2128 3366 1060

Based on the analysis of the data shown in Table 4, the following conclusions can
be made. When the first set of RC’s modules is used, the execution time of the second
part of the authentication method is 1615 ns, which is reduced by 1.30 times compared
to the single-module protocol. As with the execution of the second part of the developed
authentication method, the decrease in the size of RC’s modules has a positive effect on
the time cost. Thus, when the second set of RC’s modules is used, the execution time of
the second part of the developed method is 1334 ns, which is 1.58 times less than for the
single-module protocol. When the developed method is implemented using the third set of
RC’s modules, the execution time of the second part is 1185 ns, which is 1.77 times less than
for the single-module protocol. The transition to 6-bit RC’s modules (the fourth set) allows
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us to reduce the execution time of the second part of the developed method to 1060 ns,
which is 1.98 times less than for the single-module protocol [76].

Let’s carry out a comparative analysis of the developed authentication method with
the previously used zero-knowledge protocols in IIoT. Figure 2 shows the time cost of
authentication using FFS protocol, single-module keyless protocol, and the developed
zero-knowledge method with four sets of RC’s modules.

Authentication duration, ns
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Figure 2. Time costs for authentication of the prover.

Figure 2 shows that the use of parallel computing based on RC allows to reduce the
time cost of satellite authentication. Thus, implementing FS zero-knowledge authentication
protocol allows to carry out authentication for 4957 ns. Authentication time is 3912 ns when
a single-module zero-knowledge authentication protocol is used. There is a decrease in
the time cost of satellite identification when the developed authentication method is used.
The use of the first set of RC’s modules reduces the authentication time to 3010 ns, which is
1.29 times less than in the case of using the single-module protocol. The use of the second
set of RC’s modules reduces the authentication time to 2302 ns, which is 1.69 times less than
in the case of using the single-module protocol. The use of the third set of RC’s modules
reduces the authentication time to 2010 ns, which is 1.94 times less than in the case of using
the single-module protocol. The use of the fourth set of RC’s modules the authentication
time to 1600 ns, which is 2.44 times less than in the case of using the single-module protocol.

Thus, the obtained research results showed that the implementation of the zero-
knowledge authentication protocol using residue codes allows to reduce the time cost
of satellite identification. It should be noted that the efficiency of the developed method
will only increase with an increase in the size of the prover’s signal. In this case, the
correct choice of a set of RC’s modules will allow to provide cryptographic strength
of the developed method not less than the single-module authentication protocol. It is
obvious that the application of the developed method leads to a reduction in time costs
for authentication. As a result, the time interval for an intruder to guess the correct
prover’s signal is reduced. In this case, the probability of an intruder satellite imposing the
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intercepted and delayed satellite signal is reduced. This will provide increased imitation
resistance of low-orbit satellite internet to relay spoofing interference.

7. Conclusions

The emergence of low-orbit satellite internet (LOSI) was a qualitative leap in the
expansion of IIoT technology applications in the oil and gas industry. The promising use of
LOSI and 1IoT is determined by the presence of large oil and gas deposits located on the
Arctic Ocean shelf. ASRCOGFs are used for the effective development of these fields. Since
the fields are located in hard-to-reach areas with difficult climatic conditions, most of the
hydrocarbon production and transportation facilities will be unattended. Therefore, the effi-
ciency of ASRCOGF’s operation is largely determined by reliable and timely data exchange
via LOSI. The expansion of the number of countries and corporations planning to develop
hydrocarbon fields on the Arctic Ocean shelf leads to an increase in low-orbit satellite
constellations. In this case, there may be a situation of effective attack of intruder satellites
on the communication system used in IloT technology. Studies have shown that LOSIS is
susceptible to spoofing attacks. To prevent the possibility of relay spoofing interference, the
article proposed the use of a satellite identification system. This system performs satellite
authentication before starting a communication session. The session will be granted only
if the satellite obtains “friend” status. In order to improve the efficiency of the satellite
identification system, an analysis of cryptographic authentication protocols was carried
out, which showed the promise of using zero-knowledge authentication protocols. Despite
having high cryptographic strength, these protocols have a significant disadvantage—a
large time cost for the authentication of the prover. To eliminate this disadvantage, the
article proposed a method of authentication with zero-knowledge proof implemented using
RC. The use of RC will reduce the authentication time by paralleling the calculations, which
are performed independently on RC’s modules. In this case, the choice of the correct set
of RC’s modules allows to provide cryptographic strength of the authentication method
comparable to the single-module authentication protocol. The article presented a descrip-
tion of the developed zero-knowledge authentication method implemented using RC. A
Kintex UltraScale FPGA (xcku3p-ffva676-1-e) was used to perform a comparative analysis
to evaluate the effectiveness of the developed method. Analysis of the results of circuit
modeling showed the prospects of using RC for satellite authentication. Thus, when a set of
6-bit RC’s modules was used, the authentication time was reduced by 2.44 times compared
to the single-module protocol [76]. At the same time, the efficiency of the developed method
will only increase with an increase in the size of the prover’s signal.

There are several prospective directions for the development of this scientific direction.
Firstly, the independence of the computations performed on the MRRC’s modules and
the lack of data exchange between them are the basis for the construction of redundant
RC. With the help of these codes, it is possible to detect and correct errors arising in the
process of system functioning due to failures and malfunctions. That is, it is possible to
increase the fault tolerance of the satellite authentication system at a lower hardware cost
in comparison with the “2 of 3” method of structural redundancy. Secondly, redundant
RCs can be used as error correction codes. In this case, it will be possible to give up the
use of cascade codes, which will also reduce hardware costs for the implementation of the
satellite authentication system.
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