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Abstract: A phishing attack is one of the less complicated ways to circumvent sophisticated technical
security measures. It is often used to exploit psychological (as as well as other) factors of human
users to succeed in social engineering attacks including ransomware. Guided by the state-of-the-arts
in a phishing simulation study in healthcare and after deeply assessing the ethical dilemmas, an SMS-
based phishing simulation was conducted among healthcare workers in Ghana. The study adopted
an in-the-wild study approach alongside quantitative and qualitative surveys. From the state-of-the-
art studies, the in-the-wild study approach was the most commonly used method as compared to
laboratory-based experiments and statistical surveys because its findings are generally reliable and
effective. The attack results also showed that 61% of the targeted healthcare staff were susceptible,
and some of the healthcare staff were not victims of the attack because they prioritized patient care
and were not susceptible to the simulated phishing attack. Through structural equation modelling,
the workload was estimated to have a significant effect on self-efficacy risk (r = 0.5, p-value = 0.05)
and work emergency predicted a perceived barrier in the reverse direction at a substantial level of
r = —0.46, p-value = 0.00. Additionally, Pearson’s correlation showed that the perceived barrier was a
predictor of self-reported security behaviour in phishing attacks among healthcare staff. As a result,
various suggestions including an extra workload balancing layer of security controls in emergency
departments and better security training were suggested to enhance staff’s conscious care behaviour.

Keywords: security practice; healthcare; phishing attack; social engineering; smishing

1. Introduction

Digitization refers to a holistic transformation of different sectors by adopting IT
systems [1,2]. The systems that are commonly used in the transformation include software
applications, networks, and hardware systems. This has been an ongoing course of action
in the eHealth space, such as electronic health records (EHRs), medical devices, decision
support, and telemedicine, among others. The recent COVID-19 has expedited the adoption
rate and expanded the use of information communication technology (ICT) in the healthcare
sector. The World Health Organization (WHO) confirmed this by indicating that there
has been a tremendous increase in the use of mobile devices such as smartphones, tablets,
embedded devices [3,4], and laptops for the self-management of healthcare, diagnosis,
treatment, and disease surveillance [5].

Countries in Africa such as Ghana are not left out in the digitization drive in healthcare.
Many healthcare facilities have adopted various kinds of ICT systems [6-8], including EHR,
to improve their healthcare delivery. The major threat in digitization relates to issues of
cyber security, especially the human aspect of information security.

Verizon [9] recently reported that human factors across the globe accounted for a
woeful 85% of the cyber security incidents in 2020, suggesting that the human element is
now the leading targeted mode of entry into healthcare systems.
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According to Healthcare IT News [10], healthcare systems are ideal destinations for
cyber criminals to launch ransomware attacks because healthcare provision is associated
with time sensitivity and urgency when accessing patient records, especially during an
emergency. This creates a sense of urgency for management to pay a ransom in ransomware
attack scenarios in order to rescue data. Furthermore, there are many human vulnerabilities
in healthcare that can enable attackers to gain illegitimate access to systems. For instance,
the healthcare environment consists of people (staff, end users, developers, etc.), working
under busy and intensive conditions that can compel them to unintentionally click on
malicious links or miss security measures. Most ransomware attacks start with the human
as they present the main vulnerability in the hospital. This observation was supported by
Chernyshev et al., who identified ransomware to be the most common type of malware
in use, of which phishing was the most popular technique often used in data breaches in
healthcare [11]. In a ransomware attack, criminals can encrypt data or deny service and
demand for ransom to be paid before releasing the service [12]. Phishing methods are
often used, which involve sending a malicious message to the targets that aimed to deliver
payload into the IT system with the anticipation that at least a one of them would become
victims. It is one of the easier ways to circumvent sophisticated technical security measures
by exploiting psychological factors of the human elements to gain unauthorized access.
The mode of communication that is often used to lure targets includes social engineering-
based phishing such as email, SMS (smishing), and voice (vishing) communication. Social
engineering-based phishing attacks include deceptive, spear, and whaling approaches.
Deceptive phishing involves targeting a larger group of persons, spear phishing targets
specific organisations or groups of people, and the whaling approach targets a high-level
professionals (including the CEO and the CTO) [13]. The phishers usually craft their
messages so that they have a various range of tones such as greed, urgency, curiosity,
helpfulness, and fear with the goal of luring the target persons into taking the baits.

This study therefore examined the phishing susceptibility level among healthcare
staff in Ghana amidst work and perception factors. It seeks to determine the effect of
work factors and perception of healthcare staff and their phishing appraisal threat levels
and the ability to resist phishing bait. Such knowledge may help hospital authorities to
adopt better strategies to improve upon the security practices of the healthcare staff in a
way towards mitigating real attacks. This is a combined study which assesses the targets’
actual phishing susceptibility behaviour together with their self-reported security practice
relating to phishing. To achieve a better phishing simulation study, a comprehensive
literature review on phishing simulation attacks was first conducted to assess and analyse
already-used techniques or methods and tools and to determine gaps in the existing
studies. Additionally, ICT and cyber security practices were observed in the hospital. This
provided better knowledge for the researchers to launch a simulated SMS-based phishing
attack termed as smishing [14,15]. This study contributes to the body of knowledge in
various ways. The relationship between the actual and self-reported phishing behaviour
of the healthcare staff was assessed. Furthermore, our study examined the relationship
between work factors and psychological factors on self-reported behaviour relating to
phishing. The psychological constructs which met the needs of the study objective were
drawn from the health belief model (HBM) [16,17] and protection motivation theory (PMT).
The state-of-the-arts pertaining to phishing simulated studies in healthcare was provided.
Ethical aspects of in-the-wild studies were also assessed. Furthermore, the reasons why the
healthcare staff fell victim to the attack were also collected and examined. To the best of
our knowledge, this is the first of its kind within the healthcare space that we conducted
such an intensive study, guided by the state-of-the-arts studies. The paper is structured
as follows. The background of psychological and work factors in a phishing simulation
study is presented. This is followed by the study approaches. Findings on the state-of-the
art, click rates, and surveys are then shared. The results are subsequently discussed and a
conclusion is presented.
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1.1. Perception and Work Factors with a Phishing Simulation Study

Falling victim to a phishing attack is more dominant in security attacks because
attackers tend to exploit the psychological factors of their target persons into clicking the
links [18]. However, various studies [19-23] in phishing susceptibility in healthcare have
not explored these psychological theories, except a study by Jalali et al. which explored
the theory of planned behaviour and collected felt trust [24]. This gap in the literature
provides a basis for our study in which we explore the relationship between work factors
and psychological factors that can be influenced to improve security behaviour relating
to a phishing attack. This study therefore explores perception constructs in HBM and
PMT. Perception relates to the mindset and psycho-socio-cultural effects of users from an
IT infrastructure and how that affects cyber security practice. HBM and PMT theories
have been extensively used to explain human behaviour and have been found useful in
assessing other information security practices among users [17,25,26]. For instance, Ng
et al. investigated the computer behaviour of users having used the HBM. They study
identified perceived susceptibility, benefits, and self-efficacy to be determinants of email
related to security behavior [17]. Anwar et al. showed that gender has an effect on security
self-efficacy. Moreover, Humaidi et al. proposed a comprehensive framework for analysing
security practice based on various perception theories [26]. In fact, a mapping review on
related theories to assess security practice was conducted by [27] and identified various
perception constructs including perceived vulnerability and perceived barriers. As these
studies showed that perception constructs are widely used for assessing motivation in
information security research, the specific context (i.e., phishing in healthcare) can have
major influence on the behavioral intention of users [24]. For instance, the perception of
the severity of impact of a non-critical infrastructure may be lower than that of a critical
infrastructure such as healthcare in data breach scenarios that violates the availability trait.

In assessing security practices related to phishing among healthcare staff, we therefore
opine that it is necessary to explore perception factors in relation to phishing susceptibility.
Such factors can then be improved for better security practice in phishing through various
intrinsic and extrinsic motivations [28,29]. To this end, psychological constructs that were
used in HBM and PMT were deemed suitable to achieving this study objective.

In HBM, the predictor of a person’s possible health-related behaviour is dependent
on the belief of health threats (illness disease) and the effectiveness of the recommended
actions (treatments and medicines) [17,30]. Back in the 1950s, this was derived to prevent
sicknesses or help already-sick persons to recover. HBM has been widely used in the health-
care sector as people can perceive the severity of disease and the recommended action to
make better health behaviour choices. HBM has found its way into observing information
security practice in the human aspect of information security [27,31]. For instance, the hu-
man aspects are normally observed for their security susceptibility perception and their
belief in the organization’s cyber security policy to predict their likelihood behaviour [17].
HBM consists of perceived susceptibility or vulnerability (PV), perceived severity (PS),
perceived benefit (PBf), perceived barriers (PBs), cues to action (CA), and self-efficacy (SE).
PV is the risk perception of contracting a disease or falling victim to a cyber attack while PS
is the perception of the adverse impact of the respective disease (death, disability, family
life, or social relation) or security attack (loss of data, punishment, etc.). PBs are viewed
as obstacles that are to be overcome in order to follow recommended solutions. In the
same trend, the assessment of one’s ability or confidence level to follow the recommended
solutions is known as perceived SE. Additionally, CA refers to internal or external stimuli
that influence one to adapt to the recommended solution. Stimuli include pain, disorders,
advice, and knowledge of the situation of victims. PBf includes the perception of the
available opportunities of the recommended course of actions. Common drawbacks that
have been opined include its limitation to measure attitude, habitual behaviour, or environ-
mental or economic factors with the assumption that the threat knowledge is known by
all persons.
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PMT on the other hand consists of threat and coping appraisals which are used in
decision making by persons under stressful or harmful circumstances [32-34]. The decisions
usually involve protecting oneself. The threat appraisal consists of PV and PS, which the
person who is involved in the stress or harmful situation uses to appraise the level of the
threat. PV measures the level of susceptibility of the person while PS is used to gauge
the level of severity of the threatening event. Furthermore, the coping appraisal consists
of response efficacy (RE), SE, and the response cost (RC). Within the context of PMT, RE
refers to the perception of the effectiveness of the recommended action, while RC is the
cost component of the recommended measures.

1.2. Work Factors and Security Practice

In addition to the psychological factors, the work of healthcare staff is characterized
by erratic workload [24,34,35] and work emergency [27,36].Work factors in this study
refer to work-related events, such as workload and work emergency that are associated
with the use of IT systems in healthcare. Workload consists of the quantum of tasks that
one has to perform within a given period, while work emergency refers to the urgency
used to accomplish a given task [37]. Particularly in healthcare, time is an important
factor where therapeutic measures can be required in a timely manner, without which
lives can be lost. In some situations, patients can queue for many hours, waiting to
be seen by scarce healthcare professionals. All these create work-related stresses which
can have an impact on the phishing-related behaviour of the healthcare worker. Even
though various research activities [25,26,31,38] dealt with the perception aspect of security
practice in healthcare, little is known about how work factors (workload, work emergency)
contribute to cyber security practice among healthcare workers. Jalili et al. made efforts
to address this by analysing how workload contributes to cyber security behaviours in
phishing [24]. However, work factors in healthcare were not completely addressed as
work emergency was not included in the study. Moreover, workload that was included
only served as a moderating variable and was not related to the perception variables to
assess the effects. That is why we ague that since workload and work emergency are
mostly associated with healthcare, especially in the COVID-19 pandemic, security practice
can be impacted either directly or indirectly. This gap was also realized and proposals
for empirical studies [27,34,36]. Relying on the aforementioned thoughts, the following
research questions and hypotheses were formed:

*  RQI: What is the state-of-the arts in phishing simulation studies in healthcare?

¢ RQ2: How can phishing attack simulation study be conducted successfully in health-
care without interfering with the hospital’s normal operations and exposing their
system to potential attacks?

*  RQ3: Are healthcare workers susceptible to phishing attacks?

¢ RQ4: What circumstances trigger healthcare workers to click on malicious links?

*  RQ5: What is the relationship between the actual behaviour and self-reported be-
haviour among healthcare workers?

¢ RQ6: What are the ethical requirements for an in-the-wild-field study in phishing
simulation?

In a similar study, Jalili et al. estimated the effect of self-reported behaviour on the
actual behaviour related to phishing attacks [24]. In that vain, we tried to compare the self-
reported security behaviour related to phishing and the actual behaviour of healthcare staff
of having clicked the link. As this study focuses on assessing threats of phishing attacks
among healthcare staff and their ability to counteract, we expect that staff of hospitals have
a good perception of security practices. Therefore, healthcare staff can appraise security
threats and overcome risky perceptions to comply with the security policy amidst work
factors and perceptions, as shown in Figure 1. Based on this objective, we hypothesized that:

¢ HI1: Work emergency has a negative influence on perceived barrier.
¢ H2: Work emergency negatively influences perceived vulnerability.
e H3: Work emergency has a negative influence on self-reported security behaviour (IB).
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H4: Work emergency is negatively related to perceived severity risk.

H5: Work emergency has a negative effect on perceived self-efficacy.

He6: Workload has adverse influence on perceived barrier.

H7: Workload is negatively related to perceived vulnerability.

H8: Workload has a negative effect on self-reported security behaviour.

HO9: Workload has negative influence on perceived severity.

H10: Workload has a negative influence on perceived self-efficacy.

H11: Perceived barrier has a negative influence on self-reported security behaviour.
H12: Perceived vulnerability has a positive influence on self-reported security be-
haviour.

H13: Perceived severity has a positive influence on self-reported security behaviour.
H14: Perceived self-efficacy has a positive influence on self-reported security be-
haviour.

H15: Perceived barrier has a negative mediating effect on work emergency and self-
reported security behaviour.

H16: Perceived barrier has a negative mediating effect on workload and self-reported
security behaviour.

H17: Perceived vulnerability has a positive mediating effect on work emergency and
self-reported security behaviour.

H18: Perceived severity has a positive mediating effect on workload and self-reported
security behaviour.

H19: Perceived self-efficacy has a positive mediating effect on work emergency and
self-reported security behaviour.

H20: Perceived self-efficacy has a positive mediating effect on workload and self-
reported security behaviour.

H21: Perceived vulnerability has a positive mediating effect on workload and self-
reported security behaviour.

H22: Perceived severity has a positive mediating effect on work emergency and
self-reported security behaviour.

H23, H24, and H25 are respectively moderating variables of experience, gender, and
position that have potential effect on self-reported behaviour.

o Self-reported
plbehavior

Moderating variables:

Gender

Position

Experience

Figure 1. Research model for SMS-based phishing simulation study.

As shown in Figure 1, the latent variables of security perceptions, including PV, PS,

PB, SE, work emergency, and workload, are related to the intended security behaviour
construct. Additionally, the model also showed the mediating effect of the perception
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factors between the work factor constructs and the IB. Position, work experience, and
gender were considered as the moderating variables.

2. Research Methodology

Four approaches were used in this study, as shown in Figure 2.

Scoping Review Observation Simulation Design Statistical Survey
and Attack

Figure 2. Study processes.

First, a scoping review was conducted that aims to identify phishing simulating study
methods/techniques, tools, and study gaps in practically assessed literature. Gray literature
was also searched for phishing simulation tools.

This was followed by observing hospitals to understand the ICT and security practices
in the hospital. Guided by these, an SMS-based phishing simulation study was set up and
deployed. The deployment was carried out alongside a survey of both qualitative and
quantitative approaches. The details of each approach are provided in the following sub-
sections.

2.1. Scoping Review

The aim of the review was to address the state-of-the-arts by identifying, assessing,
and analyzing the various approaches and techniques for use in critical infrastructure such
as healthcare. A scoping review was adopted as the study aimed to assess, analyse, and
evaluate topics relating to phishing simulation in healthcare, as categorized in Table 1. We
therefore searched for phishing-related practical studies in healthcare in PubMed, Google
Scholar, Science Direct/Elsevier, IEEE Explore, and ACM Digital. The scoping review took
place between September 2021 and December 2021. The following keywords and phrases
were used to combine the keywords: ‘phishing attack’, ‘social engineering’, ‘healthcare’,
‘information security practice’, and ‘information security behavior’. Boolean functions of
‘AND’, ‘OR’, and ‘NOT’ were also used. Peer-reviewed journals and articles were con-
sidered. Articles were first selected through a quick read-through of the titles, abstracts,
and keywords for records that seem to match the inclusion and exclusion criteria. Dupli-
cates were removed and the rest of the articles were fully read and assessed. Additionally,
phishing related tools were further explored in grey literature with the key phrase “phish-
ing tools” in the Google search engine. The findings were reported by adapting to Preferred
Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA) flow diagram [39].
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Table 1. Data categorization and definitions.

No Categorisation Definitions

1 Methods/Technique The scientific approach which was used
in the study (e.g., a survey, simulated
attack, interview)

2 Tools Social engineering tools which were
used in the study (e.g., gophish,)

3 Psychological, social, and demographic  Social engineering theories used to co-

(PSC) factors erce targets into clicking on malicious

links (PMT, TPB, and TTAT)

4 Storyline strategy Context within which adversaries craft
phishing messages to bait targets

5 Cue This defines the clue used in the study

6 Security and privacy measure of tools ~ This describes the behaviour of the
tools (e.g., whether the tool collects
some sensitive data of the target hos-
pital and targeted persons in the study)

7 Ethical measures This defines the consideration of the
relative effect on participants (e.g.,
whether participants consented to the
study)

8 Risk measures and measures to be

adopted to conduct risk-free assess-
ment in the target environment.
9 Social demographic factors Factors such as gender, workload, and
emergency situations which were con-
sidered in the attack
10  Situational context of healthcare staff This defines what the healthcare work-
prior to clicking the link ers were immediately engaged in prior
to clicking the link
This defines the reasons for clicking the
link by the staff
Analysis of the characteristics of health-
care workers who only clicked the link
without considering those who did not
click the link.

11 Susceptibility reasons

12 Survivors bias

2.1.1. Inclusion and Exclusion Criteria

Only articles that were practically implemented in phishing-related studies in health-
care were included in the study. Articles outside the scope including literature in other
languages, except English, were excluded.

2.1.2. Data Collection, Categorization, and Analysis

In line with the objectives of this study, data collection and categorization were de-
veloped based on authors” discussions. The categories were defined purposely to assess,
analyze, and evaluate the studies, as shown in Table 1.

The identified articles were processed based on the categorize that were defined in
Table 1. A number of counts (n) and proportions were computed on each category.

2.2. Observation at the Hospitals

We adopted a ‘fly-on-the-wall approach’ by observing unnoticed healthcare workers’
security practice. So, the researchers were introduced to the healthcare workers as temporal
staff of the IT department who were to collect feedback on issues relating to the information
systems that were being used by the healthcare staff. We presume that healthcare workers
would not behave in their usual way if they were aware that their security practices were
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being observed [40]. We observed general security practice, but much attention was paid to
physical security, internet use, email use, social media use, password management, incident
reporting, information handling, and mobile computing, as these areas are prone to security
policy violations within the context of the human element [34,41-43]. The purpose of
this observation was to complement the review approach to answer RQ2, and thus to
understand effective methods of safely and effectively conducting phishing simulation
studies in healthcare.

2.3. Phishing Simulation Design and Attack

With regard to social engineering tests, the goal was to determine if healthcare workers
using IT systems are able to identify phishing-related malicious messages amidst work
factors and their perception. This approach was to find answers to RQ3 and RQ4 together
with the hypotheses. Guided by findings from the observations, SMS-based phishing
was adopted in this simulation attack because the hospitals had not configured corporate
email systems, but rather uses mobile devices such as laptops and mobile phones in their
provision of healthcare services. Since this was a simulated study, we did not want to use a
critical infrastructure such as healthcare as a test range. Instead, these tests were conducted
through the mobile contacts of the healthcare staff. We opined that if healthcare staff can be
security-conscious on their cellphones, the healthcare environment can improve. So the
plan was that healthcare staff will receive a “malicious message” with a “malicious link”.
If the target person clicks on the link, the click event would be registered in a database and
the person would be redirected to a questionnaire instrument. While other studies have
used multiple clicks in similar studies [13,20], the goal of those studies is mainly to access
the effectiveness of phishing-related training and education. In this study, a click of the link
was used, just as in a recent study conducted by [24]. This is because the goal of Jalali et al.
and other current studies is geared towards assessing the effects of theoretical factors.

The questionnaire instrument was used to support in the identification of current
circumstances that lead to the clicking of the link together with the behavioural intentions
of that user. A secured domain name was registered to look similar to the hospitals’
domain, except that the domain name type was different (i.e., information instead). This
was the major phishing cue or clue that the researchers wanted to observe from the target.
So, a secured online questionnaire tool, created by Nettskjema [44], was used to design
a questionnaire for this test. Nettskjema is deemed secured and safe for developing
questionnaires as compared to other online forms. Additionally, a website was developed
with a database to collect the click events of users. To comply with privacy and security
regulations, each click event was encrypted with SHA-256. The click events were collected
alongside their date and a time stamp in order to know when each click event occurred.
The website was hosted with the registered domain and the link, together with the phishing
message, was sent to the targets via SMS. The phishing message was chosen to reflect
events that were ongoing at the hospital, including those relating to COVID-19, as shown
in Figure 3. The simulation attack began on the 24 November 2021 and ended on the 8th of
December 2021. After a week, we closed all responses to the questionnaire and made phone
calls to participants to collect qualitative data relating to why they clicked the phishing link.
Only participants who remembered having received the SMS and read the content were
given audience to provide their responses.

If a respondent clicked on the link of the questionnaire, the click event was first
registered in the database and then the questionnaire was opened. To understand the
security practice of the respondents, information was collected from the respondents
concerning what he or she was engaged in just before clicking the link. The purpose of
collecting the information was to understand why the user clicked on the link. For example,
the respondent was busy serving patients, etc. This will provide input into providing the
needed training with regards to phishing attacks. The personally identifiable records of
respondents were not to be stored in the database, and, of course, the link was not actually
malicious, as depicted in Figure 4.
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Hello,

Your name came up during contact tracing of a
victim diagnosed with the delta variant of the
coronavirus.

Kindly click the link www. (i ——
-.info for more detailed information and
complete the form to enable the team reach out
and assist you with treatment.

Kindly remember to keep this information
confidential and private and talk to the team if
you have any queries.

Regards, . Covid-19 Management Team

Figure 3. Deceptive message for SMS-based phishing simulation.

PN - T
- e ~ \ e I
7 ¢ \ /// AN
1. Respondent receives \ " 3.If the link is clicked, it will N\
SMS from GHS with the \ // open a questionnaire and \\
heading, Example, «This is ] / says the follwing: This is an \
information about COVID- /& / information security test |
19 contact tracing in which \ / research questionnaire, ,‘
your name came up » J / designed by this hospital |
. . X - /
2. The SMS text will say, ~ /’ " and Norwegian university /
«open www.https:// \ / of science and technology. /
L S ,V \ Kindly proceed to answer / 4.The
for more details» /’ \ the questions as follows if // Questionnaire is as
‘ I // \ you consent to this. follows:
\ /T . 7 | fs Iformation Securty Practice on Social
S A // - o — Ereng gy
\;7 \\J 1‘ ﬁ/—¥ _

- @& NTNU

Norwegian University of
< Science and Technology

In a research collaboration on Healthcare Security Practce with the following hospitas in Ghan:

“Tis questionnaie isto understand your security practice in healthcare inrlaton o socialengineefing
(phishing atacks)

Social Demographics

Jaff i healthcare

Figure 4. Framework for SMS-based phishing simulation.

2.4. Statistical Survey

A total of 167 healthcare staff agreed to join the study through a convenience sam-
pling. Due to ethical, privacy, and security concerns, the identity of these hospitals and
the respondents were not disclosed in this paper. To deal with survival biases [24,45],
participants who did not click the link and those who clicked the link but failed to fill out
the questionnaire were contacted by phone to find out their reason for doing so.

The questionnaire instrument in this study has a social demographic section that
collected attributes such as gender, position at work, and length of years of experience
of the respondents. Another section collected data on the work situation such as the
workload, work emergency, what the participant was engaged in, and his or her expectation
prior to clicking the link. Security practice items relating to perceived barrier, perceived
vulnerability, perceived severity, and perceived self-efficacy were also included in the study,
as shown in Table Al. A Likert scale of five options was used. The questionnaire was crafted
to cover security practice relating to internet use, email use, password management, and
social media use. These aspects of security practice are mostly prone to security violations
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by the human element [27,34,41]. These questionnaire items were adapted from existing
questionnaire and modified for this study, as shown in Table A1 in Appendix A.

2.5. Ethical, Privacy, and Security Measures

When participants realize their behaviour is monitored, they tend to behave differently.
On the other hand, when they are monitored without consent, researchers are accused of
breaking the laws [40,46]. Researchers have intentionally refused to disclose some of the
research procedures and purpose in order to have an unbiased study [40]. Meanwhile,
studies involving deceptiveness are proven to be effective because they assess the real re-
sponses to phishing and the potential threat attacks that are yet to occur, and can effectively
measure the success rate of countermeasures that are yet to be deployed [40,46].

Many ethical committees fail to approve phishing-related studies because they believe
that deception in research contradicts informed consent and is potentially harmful to
participants, invading privacy, breaking participants’ rights, and limiting their control
of risks (such as stress or psychological damage) associated with the research. However,
the research community opposed this view. Various studies have stated that deception in
research is not ethically wrong and the reason for withholding such information is what the
ethical committee should be assessing instead [46,47]. They also explained that people in
the clinical sector enjoy deception in research if it is likely to educate them. The participants
were even interested in participating in similar deceptive researches [40,46].

Psychological association supported the debate and said it may be impossible to
study some psychological constructs without withholding certain information about the
true purpose of the study or deliberately misleading the participants [40]. The British
Psychology Society also agrees with deception in research and said that the awareness of
participants about some aspects of the study could likely compromise its validity [40,46].

In essence, using deception as a research method is justified to have valid inference if
it has a kind of road map. The road map is as follows:

*  Pre-launch of phishing: prepare fraudulent text, issue press release to administrators,
and pre-inform consent;

¢ Launch of the attack: consider data protection, consider the well-being of the partici-
pants;

¢  Post-launch: consider debriefing, post informed consent and data protection.

Having followed these measures, the participants volunteered and consented to the
study and also shared their phone numbers for this research. The healthcare facilities that
joined this study also adopted full electronic health record systems in their operations and
were elected to join the study through an invitation. Ethical clearance was obtained in
Ghana. Following that, research coordinators were appointed to liaise with the manage-
ment of these hospitals to facilitate the study. For instance, the facilitators identified SMS
platforms and sent the phishing SMS messages together with the phishing links to the
targets. Because of the high cost of internet data bundles in Ghana, the target participants
who filled the questionnaire after clicking SMS received a reimbursement of their internet
data amounting to GHS 10.00 each (which is about USD 1.67). Prior to filling out the form,
participants were debriefed and reminded of their earlier consent to take part in the study.
In addition, they were still given the opportunity to opt out if they changed their mind.

3. Findings of this Study

This section presents findings from the literature study, observation, simulated phish-
ing attacks, and the statistical survey results.

3.1. Scoping Review Findings

As presented in Figure 5, 60 papers were initially identified from scientific databases,
of which 2 were duplicates. Additionally, 16 sources of tools for phishing simulation studies
were identified. Through readings, 23 records were excluded, leaving 51 records which
were eligible for a full reading. In the end, 29 records were further removed because these
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papers were not specifically in the healthcare domain (e.g., [48-51]), not precisely within
the scope of phishing simulation (e.g., [52,53]). These were not clear in the identification
stage until the full assessment stage.

) Records identified from:
< Databases (n =60) Records remqved
=§ Other sources i.e., grey befﬂ[e screening:
5 literature for phishing rDeL:ry?gsztde(LeEgr)ds
2 tools (n =16) B
J’ »| Records excluded
) Records after through further
duplicate removal reading
(n =74) (n =23)
k=2
£
c
&
5
w
E?ﬁgiﬁf assessed for Reports excluded with
(ng=51)y reasons: (n =29)
T Studies included in
T review
E (n=22)

Figure 5. Report of literature: PRISMA diagram [39].

In the end, 22 studies (as shown in Figure 5) comprising 6 scientific articles (shown
in Table 2) and 16 grey literature sources (shown in Table 3) were included in the study.
From the six articles, one study was used only for the survey, four studies were used only
in-the-wild field study with an email-based phishing attack, and one of them combined
both email-based methods and literature surveys [24].

Additionally, three groups (third-party companies, custom-developed software tools,
and commercial tools) emerged in the usage of a total count of five in-the-wild field phishing
simulation tools. Gordon et al. [21] used commercial cloud-based phishing simulation tools
(representing 20%), but [20,23] used custom-developed tools while [22,24] used third-party
companies (each representing 40%) to conduct their phishing attack based on simulated
studies. Out of a total of five simulated types of payloads that were used in the study, four
(80%) of them simulated a malicious link, while one (20%) study [22] simulated credential
harvest. The storylines that were used include health concerns [19], disposition to trust and
risk-taking tendency [22], marketing, advertising potential employment position, and [23]
offers of IT support services. Amidst various attack types such as email-based, voice-based
and SMS-based types, all the studies (except [19] that did not indicate the attack type)
used email-based attack types, as shown in Table 1. Slonka et al. further indicated that the
phishing cue in the domain name type avoided the storage of clients’ passwords, and used
SSL to secure the interactions with clients [23] as measures towards enhancing ethics,
privacy, security, and risk measures. Jalali et al. also submitted a questionnaire to those
who click the link and those who did not click the link in a way to observe survival bias.
In addition, the investigators did not collect contact information of the healthcare staff in
an effort towards observing security and privacy measures [24].

Furthermore, out of the 16 phishing simulation tools (see in Table 3) that were iden-
tified, 7 (43.7%) were open-source, while the remaining 9 (56.3%) were commercial tools.
Additionally, 6 (37.5%) could be deployed on the company network premise (premise-
based), but the remaining 10 (62.5%) were cloud-based and inherited the cloud-related risks.
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Table 2. Literature review categorization results.

Article Method Tool Payload Story Line Attack Types
1.in-the-wild field . . .. . .
[24] study, 2. survey third-party company simulated malicious link email
health, concerns, dispo-
[19] survey sition to trust, and risk-
taking propensity
[20] in-the-wild field custom-developed soft- simulated malicious link email
study ware tools.
in-the-wild field Cofense, formerly . .. . .
[21] study PhishMe (commercial ) simulated malicious link email
[22] in-the-wild  field third-party compan credential  harvesting, néiii(:itell?gr,n ?(;i ‘;flztrllilnog- email
study party pany batch files obfuscated po! ploy P
sitions
[23] in-the-wild  field  custom-developed soft- simulated malicious link  IT support request email
study ware tools
Table 3. Phishing simulation tools.
No  Tool Name Type Cloud/On-Premise
1 GoPhish [54] OpenSource On-premise
2 Phishing Frenzy [55] Open-source On-premise
3 King Phisher [56] Open-Source On-premise
4 Simple Phishing Toolkit (sptoolkit) [57] =~ Open-source On-premise
5 Social Engineer Toolkit (SET) [58] Open-source On-premise
6 SpeedPhish Framework (SPF) [59] Open-source On-premise
7 SpearPhisher BETA [60] Open-source
8 Barracuda Phishline [61] Commercial Cloud
9 Cofense [62] Commercial Cloud
10 Hoxhunt [63] Commercial Cloud
11 InfoSec [64] Commercial Cloud
12 IronScales [65] Commercial Cloud
13 Lucy [66] Commercial Both
14 Mimecast [67]
15 KnowBe4 [68] Commercial Cloud
16 Proofpoint [69] Commercial Cloud

3.2. Observation Study

In terms of how to launch a simulated attack in the hospital, it was realised that the
hospitals did not configure corporate email addresses and their network was limited to a
local area network (LAN). Their healthcare staff could only access the EHR systems within
the hospital premises without internet connections. The hospital’s network had an internet
connection to enable access to APIs and also to enable remote desktop access to the EHR.
Additionally, the healthcare staff used mobile devices such as laptops and mobile phones in
deliver healthcare services. Observational findings in other areas such as physical security,
password management, incident reporting, and information handling were less relevant in
this phishing study and were not reported in this paper.

3.3. Phishing Clicks

Out of a total of 167 healthcare staff who were targeted in the SMS-based phishing
simulation study, 102 (61.1%) clicked the simulated malicious link, but 65 (38.9%) healthcare
staff were not susceptible to the attack. Furthermore, 25 (24.5%) participants, out of the
102 who clicked the link, answered the questionnaire whose link was embedded in the
study. So, a total of 77 (75.5%) failed to answer the questionnaire. The clicking behaviour
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was high at the start of the simulation attack, but sharply decreased after the first 2 days, as
shown in the graph in Figure 6. Additionally, the intended phishing security behaviours
were generally lower (as shown in Figure 7) than their actual behaviour across all the roles
of the healthcare staff who participated in the study.
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Figure 6. Phishing click statistics.
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Figure 7. Comparing actual clicks with intended phishing behaviour of healthcare workers.

4. Statistical Analyses

The population profile of participants who clicked the link and answered the question-
naire is shown in Table 4. The proportion of males (44%) and females (56%) was similar, but
the age range between 30 and 40 was the highest (72%). Nurses constituted the majority
of the participants’” population by 52%. None of the participants had less than one year
of work experience. An almost-equal proportion of the participants were off-duty (56%)
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and on-duty (44%), and 32% engaged in patient care and administrative duties (8%) while
the rest (40%) failed to disclose what they were engaged in. A total of 17 (68%) out of the
25 participants believed in the subject of the phishing message, 6 (24%) were curious and
only 2 (8%) did not disclose their expectations prior to clicking the link.

Table 4. Descriptive statistics of healthcare staff who clicked on the simulated malicious link and
answered the questionnaire.

Category Value Freq. %
Gender Male 11 44.0
Female 14 56.0
Age range 20-29 6 24.0
30-39 18 72.0
50-59 1 4.0
Position Pharmacists 2 8.0
Doctor 2 8.0
Nurse 13 52.0
IT personnel 1 4.
Lab personnel 1 4.
Data manager 1 4.0
Public health 4 16.0
Others 1 4.0
Work experience <1 Year 2 8.0
1-5 Years 11 44.0
6-10 Years 6 24.0
11-15 Years 5 20.0
21-25 Years 1 4.0
Total 25 100.0
Click location Off-duty 14 56.0
On-duty 11 44.0
Total 25 100.0
Engaged in Not disclosed 10 40.0
Patient care 8 32.0
Admin duties 2 8.0
Leisure 3 12.0
House chores 2 8.0
Expectation Believed in the subject of the message 17 68.0
Was curious 6 24.0
Not disclosed 2 8.0

4.1. Reliability, Validity, Fit, Structural Model, and Correlation

The reliability of the constructs was assessed with Cronbach’s alpha(CA) and compos-
ite reliability (CR), as shown in Table 5. All the CR values of the constructs were greater than
0.700. Additionally, the values of all the constructs of the average variance extracted (AVE)
were greater than 0.500, which thereby met the convergence validity. The validity results are
also presented in Table 5. The discriminate validity was assessed with the Fornell-Larcker
criterion, the heterotrait-monotrait ratio (HTMT), and the cross factor loading of all the
items. Having assessed the entire model, the values of R? were computed to be 0.369, 0.116,
0.086, 0.293, and 0.554 for the perceived barrier, perceived severity, perceived vulnerability,
self-efficacy, and self-reported behaviour variables, respectively, while the values of Q?
were obtained to be 0.312, 0.036, 0.003, 0.229, and 0.405 for the respective variables.
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Table 5. Reliability and validity assessment.

Construct Reliability and Validity Discriminate Analysis: Heterotrait-Monotrait Ratio (HTMT)
CA rho_A CR Average Variance Extracted (AVE) IB PB PS PV SE WE WL
1B 0.835 0.934 0.886 0.664
PB 0.799 0.826 0.881 0.714 0.578
PS 0.746 1.043 0.839 0.638 0.400 0.666
PV 0.772 0.921 0.892 0.805 0.248 0.444 0.652
SE 0.701 0.703 0.834 0.626 0.596 0.613 0.434 0.494
WE 0.667 0.675 0.857 0.750 0.364 0.715 0.415 0.163 0.277
WL 0429 0.572 0.758 0.619 0.789 0.730 0.071 0.367 0.765 0.371

The model was then used to further test our hypothesis to determine the significance
of the relationship. As shown in Figure 8 and Table 6, all hypotheses from H1 to H14 were
evaluated to determine if PV, PS, PB, SE, WE, WL, and all mediating effects (from H15
to H22) have a significant effect on self-reported cyber security behaviour (IB) related to
phishing among healthcare workers. Additionally, the model was used to assess the effect
of gender, position, and work experience as moderating variables, as shown in Figure 8
and Table 6. The findings shown in Figure 8 and Table 6 reveal that work emergency had a
significant negative effect on perceived barrier risk, as defined in the first hypothesis (H1)
with a value of —0.46 at p-value = 0.00. Additionally, workload had a significant positive
effect on perceived self-efficacy, as defined in H10 with a value of 0.50 at a p-value = 0.02.
Aside from this, none of the constructs (PV, PS, PB, and SE) had a significant effect on IB
risk. Moderating variables of gender, position, and years of work experience also showed
no significant impact on IB.

Furthermore, as shown in Table 7, Pearson’s correlation of the valid constructs showed
that perceived barrier (PB) was positively correlated with the self-reported behaviour inten-
tion (r = 0.571, p-value = 0.01). Additionally, workload (WL) was also realized to have a sig-
nificant positive correlation with perceived self-efficacy (r = 0.494, p-value = 0.05). However,
perceived self-efficacy (SE) risk negatively correlated with IB (r = —0.483, p-value = 0.05).
Similarly, work emergency had a significant negative correlation with PB risk at (r = —0.401,
p-value = 0.05).

Views of Targets Who Did Not Click the Link

In efforts to enrich this study, we had a phone conversation with participants who
clicked the link but did not answer the questionnaire and those who did not even click
the link. From Figure 6, out of 167 healthcare workers who were targeted in the study,
142 failed to fill the questionnaire. Out of these, 28 provided feedback as to the reasons
why they clicked the phishing simulation link without answering the questionnaire or why
they did not even click the link. Eight of these respondents were males and the remaining
twenty who provided the feedback were females, as shown in Figure 9.

The respondents who did not click the link said the message was malicious and some
said they were busy and did not click the link. Some of those who did not click the link also
claimed that there were many questionnaire items and others said they did not have time
to fill out the questionnaire. Eleven individuals in total (eight females and three males) saw
the message as suspicious. Two males and four females, were busy and did not click the
link. Additionally, two males and four females claimed that there were many questionnaire
items, while four females and two males did not fill out the questionnaire because they
were busy. The female proportion was generally high (71.5%) as compared to the males
(28.5%). Similarly, the proportion of females was higher in all as compared to the males.
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Table 6. Structural model.

Original Sample Standard
Path Hypothesis Deviation p Values
Sample (O) Mean (M) (STDEV)
Work emergency -> Perceived barrier H1 —0.46 —0.48 0.14 0.00
Work emergency -> Perceived vulnerability H2 0.13 0.12 0.25 0.60
Work emergency -> Self-reported behaviour H3 0.18 0.15 0.26 0.49
Work emergency -> Perceived severity H4 0.35 0.35 0.26 0.18
Work emergency -> Self-efficacy H5 0.13 0.09 0.24 0.60
Workload -> Perceived barrier Heé —0.31 —0.32 0.19 0.10
Workload -> Perceived vulnerability H7 —-0.27 —0.20 0.30 0.38
Workload -> Self-reported behaviour HS8 —0.13 —0.17 0.30 0.66
Workload -> Perceived severity H9 —0.03 —0.03 0.28 091
Workload -> Self-efficacy H10 0.50 0.52 0.21 0.02
Perceived barrier -> Self-reported behaviour H11 0.31 0.27 0.32 0.32
Perceived vulnerability -> Self-reported behaviour H12 0.42 0.35 0.29 0.14
Perceived severity -> Self-reported behaviour H13 —0.53 —0.45 0.34 0.12
Self-efficacy -> Self-reported behaviour H14 —0.34 —0.34 0.32 0.29
Indirect effect
Work emergency -> Perceived barrier -> Self-reported His _0.14 _013 016 037
behaviour
Wor.kload -> Perceived barrier -> Self-reported be- Hi6 ~0.10 —0.09 013 0.47
haviour
Work emergency -> Perceived vulnerability -> Self- Hi7 0.05 0.05 0.12 0.66
reported behaviour
Wo?kload -> Perceived severity -> Self-reported be- H18 0.02 0.04 017 0.92
haviour
W01jk emergency -> Self-efficacy -> Self-reported be- H19 _0.04 —003 011 071
haviour
Workload -> Self-efficacy -> Self-reported behaviour H20 —0.17 —0.19 0.21 0.41
Worklgad -> Perceived vulnerability -> Self-reported Ho1 _011 —0.06 0.15 045
behaviour
Work emergency -> Perceived severity -> Self-reported Hoo _018 0417 0.18 0.30
behaviour
Experience -> Self-reported behaviour H23 —0.06 —0.01 0.18 0.86
Gender -> Self-reported behaviour H24 —0.31 —0.32 0.96 0.34
Position -> Self-reported behaviour H25 —0.29 —0.26 0.32 0.38
RZ Q2
Perceived barrier 0.369 0.312
Perceived severity 0.116 0.036
Perceived vulnerability 0.086 0.003
Self-efficacy 0.293 0.229

Self-reported behaviour 0.554 0.405
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Figure 8. Research model with estimations. ** Correlation is significant at the 0.01 level (two-tailed).

Table 7. Correlation between self-reported phishing behavior (IB) perception variables and work factors.

Correlations
WL WE PB PS SE PV IB
WL -
WE 0.458 * -
0.021
PB —0.334 —0.401 * -
0.102 0.047
PS 0.023 0.208 —0.566 **
0.912 0.319 0.003
SE 0.494 * 0.241 —0.441* 0.038 -
0.012 0.245 0.027 0.857
PV 0.003 0.291 —0.441* 0.450 * —0.102
0.987 0.157 0.027 0.024 0.627
1B —0.391 -0.197 0.571 ** —0.238 —0.483 * 0.015
0.053 0.346 0.003 0.252 0.014 0.944

** Correlation is significant at the 0.01 level (two-tailed). * Correlation is significant at the 0.05 level (two-tailed).
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Figure 9. Feedback from respondents who fail to fill out the questionnaire and those who did not
click on the link.

5. Discussion

The human aspect of cyber security practice has become a major window in recent
times for cyber criminals to disturb healthcare organisations” operations through unau-
thorized accesses and data breaches [9]. In terms of ransomware, the human element is
often baited through phishing attacks to click on malicious links. The victims may there-
fore compromise healthcare cyber systems if they happen to be susceptible. They may
end up installing remote connection tools and malware, or may even provide their user
credentials to the attackers, enabling them to move forward with their attack. Healthcare
staff can fall victim to phishing attacks due to the nature of their work. They are often
occupied with a heavy workload due to the high patients-to-staff ratio and their work
is sometimes characterized by emergency situations, thereby increasing their cognitive
load [70]. Additionally, healthcare workers may have poor information security knowledge
and training and poor perception, possibly causing them to undermine better cyber security
hygiene in phishing attacks [71]. Since most hospitals in Ghana are adopting EHR, many
questions are being asked in the context of cyber security relating to a phishing attacks.
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To provide significant answers to these questions, a smishing simulation study backed by
state of-the-art studies was conducted among healthcare workers in Ghana and insight into
the findings is discussed in the following sections.

5.1. Principal Findings

The principal findings in this study are shown in Table 8.

In preparation for the implementation of this phishing simulation study, the hospital’s
environment was physically observed to gain an understanding of its IT systems and how
the healthcare workers use these tools to provide healthcare. Before that, a systematic review
was conducted to provide the state-of-the-arts on various teams in a phishing simulation
attack context. The attack was subsequently launched together with a statistical survey.
In the scoping review, six scientific papers were identified to have been practically assessed
in phishing simulation studies in healthcare. A further search for phishing simulation
tools in grey literature revealed 16 different types of phishing simulation tools. Email-
based phishing attacks with in-the-wild studies and surveys were the two methods being
used to conduct phishing simulated studies in healthcare. Out of this in-the-wild study,
email-based was the most common, as shown in Table 2. Third-party companies, custom-
developed tools, and commercial tools were being used in the state-of-the-arts, of which
third-party companies and custom-developed software tools were often used. A simulated
malicious link was often used as the payload and storylines, including health concerns,
marketing, and advertising for potential jobs, and IT support was used. Reconnaissance
and intelligence gathering indicated that the hospital did not use incorporate an email
system and most of the healthcare staff had not configured corporate emails. So, the
hospital used mobile devices such as laptops and phones in communications and accessing
EHR in their healthcare delivery.

From the 167 targeted healthcare staff who were sent the simulated phishing messages,
more than half (61.1%) fell victim to the attack but only 25 (24.5%) of the victims filled a
questionnaire and indicated varying reasons for their susceptibility. For instance, 7 (68%)
out of the 25 participants believed in the subject of the phishing message and 6 (24%) were
curious. The CA of workload and work emergency were slightly lower with CA values of
0.667 and 0.429, respectively; however, their corresponding CR values were above 0.700. It
has been noted that if the number of questionnaire items measuring the construct is 10 or
more, the coefficient of CA is expected to be 0.6 or higher [72,73]; otherwise, it is usual for
the CA values to be around 0.5. Based on the view that just one click is needed in phishing
susceptibility attack to achieve the adversary’s goal, 167 participants, resulting in a 61.1%
susceptibility rate, met the significant requirements. Other related phishing simulated
studies have similar or lower participants [74,75].
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Table 8. Principal findings.

Research Ques-
tion (RQ) and
Hypothesis (H)

Principal Finding

Remark

RQ1

Six scientific papers were identified in this study, as shown in
Table 2.

Five of them employed an in-the-wild field study.

One of the studies used only survey, while Jalili et al. adopted both
a survey and an in-the-wild study [24]

Only Jalili et al. conducted their study based on theories i.e., PMT
and collective felt truth [24].

Five of the studies used email-based study.

Third-party tools and custom-developed tools were used in this
work.

16 phishing simulation tools were also identified, as shown in
Table 3.

RQ2

Avoid collecting sensitive information from participants.
Encrypt data received from participants.
Avoid using actual malicious links.

RQ3

RQ4

102 (61.1%) healthcare staff clicked the simulated malicious link.

Some staff were busy and did not click the link.

Others suspected the message to be fake.

7 (68%) out of the 25 participants believed the subject of the phishing
message.

Six (24%) were curious.

RQ5

Self-reported behaviour and perception risks were generally lower than
their actual behaviour, as shown in Figure 7

RQ6

Deceptiveness can be used in research but certain procedures are needed.
These include:

Pre-launch procedure;

Consideration of data protection;
Consideration of well-being of participants;
Perform debriefing;

Provide post-inform consent.

H1

Significant estimate (value —0.46, p-value = 0.00) between work emer-
gency and perceived barrier.

This was confirmed
with Pearson’s correla-
tion coefficient (—0.494,
p-value = 0.00).

H10

Significant estimate (value 0.5, p-value = 0.02) between workload and
self-efficacy.

This was confirmed
with Pearson’s correla-
tion coefficient value
0.494, p-value = 0.05).

5.2. Work Factors and Perception Risks in Relation to Self-Reported Phishing Risk Behaviour

In the report, all the factor loading values were greater than their corresponding cross-
loading, indicating valid discriminate validity [76]. Moreover, the HTMT values were below
the limit of 0.9, indicating the discriminate validity of the constructs [76,77]. Additionally,
the variance inflation factor values were below the threshold of five, indicating no issues of
multicollinearity [77].
R? refers to the effect or changes in the dependent variable’s influenced by the inde-
pendent variables, which is expected to be equal to or greater than 0.10 in order for the
related construct to be adequate for predictions [78]. Aside from perceived vulnerabil-
ity (PV) which recorded an R? of 0.086, all the dependent constructs of PB, PS, SE, and
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self-reported behaviour met the 0.10 threshold, as shown in Table 6. Though the R? of PV
is slightly lower than 0.01, other sources [79,80] indicate that such a model can be used
for explaining the relationship between variables other than prediction. Q? measures the
predictive relevance of the model, of which the value is expected to be greater than 0 in
order for it to be relevant [81]. To this end, the model was generally fit and was used for
the estimation, as shown in Table 6 and Figure 8 using structural equation model (SEM) of
SmartPLS [82]. SEM is used for estimating causality among variables in the structures of
various equations [83].

Assessing the contribution of work factors and perception variables with self-reported
cyber security behaviour, the results showed that work emergency (WE) negatively pre-
dicted PB (r = 0.46, p-value = 0.00) and this supported H1. The remaining hypothesis
were not significantly predicted with the SEM model. Furthermore, workload significantly
predicted PS in the positive direction, as opposed to our hypothesis H10, as shown in
Table 6 and Figure 8. Additionally, a validation with Spearman’s correlation showed that
workload also significantly predicted self-efficacy risk (r = 0.494, p-value = 0.05) and work
emergency predicted perceived barrier risk in the reverse direction at the significance of
r = —0.401, p-value = 0.05. These predictions were similar with that of the SEM.

Additionally, workload (WL) was also observed to have a significant positive correla-
tion with perceived self-efficacy (r = 0.494, p-value = 0.05). This is in contradiction with our
initial assertion of H10. Thus, as the workload of the healthcare staff increases, they tend
to struggle to cope with additional responsibilities of security practice, thereby increasing
their perceived self-ability risk of complying with security regulations. The healthcare
staff could, as a result, be susceptible to phishing tricks. This also supports our initial
assumption. A similar study by Jalali et al. also found a causal effect of workload on
the phishing risk behaviour of healthcare staff [24]. Similarly, work emergency had a
significant negative effect with PB risk. This translates that higher work emergency among
healthcare staff corresponds to lower risks of PB. Consequently, a lower risk of PB is also
a significant positive predictor of phishing susceptibility behaviour, as shown in Table 7.
This can possibly be related to findings in Table 9, where a qualitative finding revealed that
six of the healthcare staff were busy and did not click the link. Though not proven to be
statistically significant, it could mean that, during an emergency, the healthcare workers
tend to prioritize patient care and subsequently fail to be susceptible to a phishing attack.
So, further training and awareness could possibly boost efforts of conscious care behaviour.

A further step of analysis with correlation showed that PB was positively correlated
with IB at (r = 0.571, p-value = 0.05). This contradicts our hypothesis H11, as we originally
presumed that PB negatively correlates with IB. Perceived barriers are obstacles that can
inhibit secure phishing-related security behaviour. The results, therefore, suggest that
higher perceptions of obstacles to secure phishing practices are related to an increase in
self-reported conscious care phishing security behaviour. If the relationship was a causal
effect, the removal of perceived barrier risks will improve phishing security-conscious
care behaviour. Related studies on cyber security behaviour and awareness [17,25] did
not show statistically significant results to support this or otherwise. Additionally, SE
risk negatively correlated with IB (r = —0.483, p-value = 0.05), as shown in Table 7, which
translates that the perceived risk of the assessment of the healthcare workers’ ability to
comply with phishing security policy decreases with corresponding increases in their
phishing security risk behaviour. This contradicts the initial assertion (H14), as we expected
SE to positively correlate with phishing-related security behaviour. This could therefore
mean that healthcare workers who think they have the ability to overcome phishing tricks
do not, why is why they were susceptible to this attack in the first place.

However, all mediating and moderating variables were assessed and they did not have
any significant effects on the study. This indicates that the effect of those variables are statis-
tically equal to zero. With regards to phishing simulating studies in the healthcare context,
this is the first which draws specific variables from the HBM and PMT to design this model.
A related study that used constructs from the theory of plan behaviour showed a positive
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prediction of attitude, subjective norm, and perceived behavioural control [24]. That study
further indicated that workload was positively correlated with phishing-related practice.
Relating to the study, the sample size in this work was relatively small; therefore, further
studies with an adequate sample size are required to arrive at a more valid conclusion.

5.3. Phishing Attack Methods, Tools, Risks Measures, Payload, and Storyline

From the state-of-the-art, six scientific studies were published on phishing practical
studies in the area of healthcare. Some of the studies [20-23] used the in-the-wild study
approach, but [19] used a questionnaire-based survey, while [24] combined both in-the-wild
and the questionnaire survey. With these few studies, it is clear that there is a huge gap
in the practical assessment of healthcare workers” phishing simulation studies. So, little
knowledge has been contributed so far in the scientific community towards understanding
security practices in phishing security conduct among healthcare workers. This might have
possibly contributed significantly to the knowledge gap of healthcare staff and resulted in
the numerous successes in ransomware attacks in healthcare. The low account of phishing
simulation studies in healthcare might have been due to the critical nature of healthcare and
the strict regulatory requirements needed to conduct such studies. Furthermore, according
to Salah et al., the phishing simulation study consists of three types: a self-reported survey,
a laboratory experiment, and an in-the-wild study [40]. Self-reported surveys are ineffective
due to biases from participants and researchers. Laboratory-controlled experiments are
also known to be unreliable as they create an artificial environment for participants. An
in-the-wild field study is considered reliable since participants are observed in their natural
environment. The challenges associated with the in-the-wild study are ethical-based,
as it involves deception. Another issue involves how to collect feedback from targeted
participants in a phishing simulation study. To overcome these issues, recommended road
maps for safely conducting the study and survey instruments with follow-up contacts can
be used as part of an effective study.

Email-based phishing is one of the preferred attack methods used by cybercriminals
to launch phishing attacks [84,85]. Malicious links are usually embedded in the emails
and sent to the targets with messages enticing them to click the links. The links are
usually associated with payloads, such as malware installations, malicious attachments,
harvesting of sensitive information (such as credit card numbers), personal identification
numbers (PINs), social security numbers, and other bank details. Email-based attacks are
popular in this state-of-the-art, merely due to the widespread usage of email systems among
organisations. Unfortunately, the healthcare systems that were involved in this study had
not begun to use corporate email systems. However, as phishing attacks include VOIP and
SMS, instant messaging, and social networking sites, SMS-based phishing was therefore
adapted in this study combined with a questionnaire-based survey. Both SMS-based and
questionnaire studies were very essential in this work because the SMS helped to measure
the susceptibility level (click/not click) of the healthcare staff, while the questionnaire
helped in measuring the perception and work factors that possibly contributed to the
susceptibility. Clearly, each of these methods alone would not have been able to meet the
study objective and as the email system was not configured in the target hospital, it was
basically not an option.

Regarding phishing simulation tools, third-party security companies, custom-developed
tools, and a commercial tool were identified in the state-of-the-arts, as shown in Table 2.
Appraising privacy, security, and ethical concerns, this study did not use third-party
companies since the scope of the ethical clearance did not include giving out contact
information to third-party companies. So, we developed custom software and hosted it
with an SSL certificate to record the click events of the targets. The SMS messages were
hence sent via an SMS messaging company; however, to avoid privacy and security issues,
the contact phone numbers of the targets were not saved on this platform. Other phishing
simulated study tools such as Gophish, Phishing frenzy, King phish, and Cofense (as shown



Information 2022, 13, 392

23 of 30

in Table 2) were not adopted in this study because they were all email-based systems and
not associated with SMS-based attacks [13].

In terms of privacy, security, and ethical considerations, Jalili et al. avoided collecting
information out of fear of privacy breaches. Similarly, Slonka et al. did not actually harvest
the credentials of the targets but replaced the provided emails with some numerical values
and further used SSL to secure the connection between the web server and the target
participants. These were deemed safe methods; however, we encrypted the unique click
events that were recorded and saved them onto the database of a website that was hosted
for this exercise and followed the ethical road map proposed by Salah et al. [40]. The site
was also secured with an SSL certificate to avoid data breaches. This approach was deemed
reliable and valid for recording the unique click event of each respondent. To reduce the
tendency of multiple recordings from one user, it was considered necessary to have reliable
unique click events such that when a user happened to click the link more than once,
the original click could be detected to avoid multiple recordings from one person. The
SHE-256 algorithm was used based on guidelines provided in the General Data Protection
Regulation of EU [86,87].

5.4. Phishing Attack Risk among Healthcare Staff

The study recorded a click rate of 61.1% (as shown in Figure 6) which would be
considered very high when compared with related investigations that were performed
in [23] (20.4%) and [20] (14.2%). This answered the research question RQ3, indicating that
healthcare workers are susceptible to a phishing attack in the hospital. After all, the phisher
may just need a single click to launch the malicious payload. Therefore, a click rate of
over 50% might have even exceeded the goal of the phisher. For better understanding,
and as a means of dealing with survivorship bias, those who did not click the link were
contacted. With reference to Figures 6 and 9, out of 65 healthcare staff who were contacted,
17 of them provided brief feedback as to why they did not click on the link. Eleven of them
regarded the message as suspicious, while six of them were busy and failed to click the
link. The healthcare staff who regarded the message as fake said they were not exposed to
COVID-19 risk factors and so did not believe the SMS message, implying that they would
have been victims if they had been in contact with others at that time. So, their suspicion
was not based on their knowledge of phishing attacks, suggesting that such healthcare staff
might also need treatment together with those who click the link to improve their phishing
attack resilience level. It is interesting to know that some healthcare staff (six persons) did
not click the link because they were busy with patient care, as indicated in Figure 9. While
a related study [24] identified that high workload contributes to phishing susceptibility,
a recent study on healthcare security practice showed the reverse [83], where a higher
workload has a rather negative correlation with self-reported security behaviour risks of
healthcare staff. Since it was merely a correlation, the authors did not attach a causality
effect to the findings. Furthermore, the study participants were relatively small, limiting
the generalisation of their findings. Though this might be insignificant, our study points to
a similar finding in this work, as six persons forgot to click the link simply because they
were busy with patients.

To better understand the susceptibility of the victims, the location, expectations, and
engagements of the victim were collected via the questionnaire. Of those who provided
this information, 56% were off-duty, while 44% were on-duty. Additionally, 68% believed
in the subject of the phishing message while 24% were curious. Some were engaged in
patient care (32%), administrative duties (8%), leisure (12%), and house chores (8%).

According to Sonowal et al., curiosity, urgency, helpfulness, fear, trust, and greed
are among the properties often baked into the phishing messages to entice prospective
victims [13]. Interestingly, a higher proportion of the victims who clicked the link were
curious and some also trusted the message which was crafted to have these phishing
message tones. In total, 40% (10) of healthcare staff who clicked the link were also engaged
in healthcare activities. On the other hand, of the 17 persons who did not click the link
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(as shown in Figure 9), 6 (35.3%) of them said they were busy. During busy healthcare
provision, there are still questions around who responds to the phish and who responds to
the patient and why. It is possible that those healthcare staff who click the phishing link
while caring for the patients were expecting such messages due to their exposure to COVID-
related factors and probably did not perceive or appraise the cyber security consequences
of their action. This calls for strengthening the security systems in the hospital, such that
access controls and alerts to suspicious links can prompt busy healthcare staff to carefully
assess a link before clicking. For those who continue to care for the patient, it is possible
that they prioritized patient care over the phishing message. It could also be the case that
they were not exposed to any COVID-19-related factors and felt less susceptible to the
virus, and therefore had less priority for the phishing message.

5.5. Survivorship Bias and Feedback from Respondents Who Neither Clicked the Link nor Filled the
Questionnaire and Those Who Clicked the Link but Failed to Fill the Questionnaire

Figure 9 shows the reasons why the healthcare staff click the link but failed to fill the
questionnaire item. Apparently, five persons claimed that there were many items in the
questionnaire, while six victims responded that they were too busy and did not have time to
fill it in. In Ghana, the doctor-patient and nurse—patient ratios are far lower than the World
Health Organisation (WHO) standard. For example, the doctor-patient ratio in Ghana is
about 1:13,000 while that of the WHO limit is at 1:5000 [89,90]. This supports the findings
that the healthcare staff could be busy and do not have time to fill out the questionnaire.

5.6. Implication of the Study

Our study has both practical implications and implications for the scientific com-
munity. First of all, new knowledge has been provided in the state-of-the-arts regarding
phishing simulation methods, tools, payloads, ethics, privacy, and security in the context of
healthcare for future consideration. Secondly, it is now known that being busy in the hospi-
tal can disturb conscious care phishing behaviour and can equally have a positive effect on
conscious care behaviour. Armed with this knowledge, security professionals can find a bal-
ance of training healthcare staff to promote their conscious care phishing behaviour. Extra
security layers could also be provided in healthcare to support users in their efforts of using
conscious care security practice, especially in the emergency department. Additionally,
as PB risk positively predicted IB risk, PB risks can then be improved towards improving
conscious care behaviour if causality is established. Furthermore, workload predicted SE
risk in the positive direction, while SE risk predicted IB risk in the negative direction.

Based on this study, various measures need to be taken by the leaders of healthcare
and even the government in relation to phishing attacks. The leaders of the healthcare
community need to provide appropriate training, awareness, learning, and eduction pro-
cedures to averse this susceptibility trend. Moreover, intrinsic incentives can be designed
based on these findings to improve phishing-related conscious care behaviour. For in-
stance, regarding educating staff on phishing attacks, healthcare staff need to know how to
comprehensively identify phishing clues. This could provide them with the knowledge
to avoid clicking on suspicious links. After educating the staff, training with simulation
attacks needs to be conducted with healthcare staff to help them to understand the nature
of real attacks. Aside from these, the perception of healthcare staff needs to improve to
reduce the security behaviour risk. Social and cultural factors need to be developed to
improve the conscious care behaviour of the healthcare staff. Equipping the healthcare
staff with adequate knowledge and skills on phishing-related security practice could be
help to reduce the perceived barrier risk in phishing attacks and other perception risks. In
this regard, state-of-the-art training technologies such as virtual reality, augmented reality,
or extended reality could be employed to train and inculcate longer-lasting psycholog-
ical incentives towards an avoidance of phishing susceptibility. In traditional training
methods, people may skip through online modules by reading the bare minimum to pass
the final quiz, or attending a presentation without really paying attention or absorbing
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any knowledge. Virtual realities may not only enable people to see and understand the
problem of cybersecurity relating to phishing, but will engage them emotionally. Immersive
technologies are deemed effective. For instance, a study by Kohn et al. showed that when
students are engaged and motivated, such that they feel less stress, the understanding of
what they are being thought is better and they experience better levels of cognition, develop
patterns, and enjoy better long-lasting in memory.

In the simulated attack, the SMS message caption was crafted to align with the gov-
ernment institution responsible for healthcare. This could have also increased the click rate
since some of the healthcare staff will not doubt the source. Therefore, the government
should prevent SMS service provider platforms to use the names of reputable companies
as sources of SMS messages. This way, adversaries will try to create similar(but not exact)
names of related companies. This could increase suspicions around the source of SMS
messages by the targets and can help to reduce the susceptibility level of phishing attack.

6. Conclusions

Following the huge benefits of ICT systems in healthcare, many hospitals have aban-
doned paper-based systems for computerized systems. However, the associated challenges
include ransomware attacks and other cybersecurity-related threats. A phishing attack
happens to be the most common method of ransomware attack because it targets the most
vulnerable link in the security chain.

Guided with state-of-the-art and observational measures, an SMS-based phishing
simulation study was performed among healthcare workers in Ghana who were elected
to be part of the study. The results showed that more than half of the targeted healthcare
staff (61%) were susceptible. To prevent survivorship bias, a phone call conversation
showed that some of the healthcare staff were not victims in the attack because they
prioritized patient care and were not susceptible to the simulated phishing attack. The self-
reported phishing behaviours of healthcare workers were generally lower than their actual
behaviour of having clicked the link. A correlation between work factor variables and
perception variables showed that the perceived barrier is a predictor of self-reported
intended behaviour among healthcare staff, that workload significantly predicted self-
efficacy risk (r = 0.494, p-value = 0.05), and that work emergency predicted a perceived
barrier risk in the reverse direction on a significant level (r = —0.401, p-value = 0.05).
Furthermore, self-efficacy negatively predicted self-reported security behaviour related to
phishing attacks. If causality was established, it basically would have meant that healthcare
staff are confident in their ability to appraise and avoid phishing attacks, but do not in fact
have the requisite ability to overcome them. Various suggestions have been provided to
the leaders of the healthcare organization in Ghana and the government towards reducing
phishing susceptibility level in the healthcare community. For instance, state-of-the-art
training, using immersive technologies including virtual reality, could help to improve
the psychological perceptions (such as perceived barrier and self-efficacy) that present a
higher risk against cyber security practice. Some suggestions have also been provided to
the government, regarding how to reduce the issue of cyber criminals being able to use the
names of reputable organizations in SMS-based phishing attacks.

One of the limitations in this study includes the small number of participants who
responded to the questionnaire. We pretested our questionnaire, but future studies could
therefore conduct a more intensive pre-testing to increase the response rate. Addition-
ally, further work is needed to practically assess the treatment effects with multiple clicks
to practically assess various incentives, such as the perception variables in HBM, PMT,
and cognitive dissonance in phishing simulation studies. Guided with these perceptions
and work factors that affect the phishing security practice, better security training, aware-
ness, and incentive measures can therefore be crafted in order to mitigate the phishing
susceptibility rate.
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Appendix A

Table A1l. Questionnaire items.

No Item Construct Ref
1 It is inconvenient to check the security of an email with attachment
2 I do not have the time to check for phishing clues in an email PB [17,25]
3 I do not have the knowledge to check for phishing clues in an email !
4 I have not been trained properly to identify phishing related clues
5 My hospital can not be hacked if I click on a malicious link
6 Loss of data resulting from hacking is a serious problem for my hospital
7 Giving out my password and username to external person can lead to unauthorized access in my
hospital systems
8 My hospital can be attacked by ransomware if I click on a malicious link pv [17,25,91]
9 I have the skills to identify malicious or phishing links in emails
10 Iam confident that I cannot download malicious attachment SE [17,92,93]
11 I'am confident that I cannot share my username and password with others through phishing attack T
12 Iam confident that I will not download malicious software on my computer
13 Ifeel that my chance of receiving an email attachment with a virus is high
14 I feel that I could fall victim to a malicious attack if i fail to comply with my organization’s
information security policy
15 My organization’s data and resources may be compromised if I don’t pay adequate attention to PS [17,25]
phishing attack tricks !
16  Itis not likely that an information security breach can occur at my workplace through clicking
email links
17 Icheck the links in my email or SMS to be sure it is not harmful before clicking
18 I do not open email attachments from people whom I do not know B [17,25,94]
19 I do not enter usernames, passwords and other sensitive information on pop-up windows o
20  Ialways verify the source of the email or SMS before accessing its content
21  Iwas called to attend to urgent issues prior to clicking the link
22 Prior to clicking the link, the work i was performing required URGENT or IMMEDIATE interven-
tion to prevent a worsening condition which poses an immediate risk to health and life WE
23 Iwas called outside my shift time to attend to urgent issues prior to clicking the link
24  Iwas preparing to receive an emergency case prior to clicking the link
25  In my workplace, I SKIPPED my daily break or I was in a hurry in order to keep up with my
workload prior to clicking the link
26  Iwasatwork early or I stayed late outside of my regular or normal working hours in order to keep
up with my workload prior to clicking the link
27  Prior to clicking this link, I had performed some mind draining activities (thinking, deciding,
calculating, remembering, looking, searching, etc.) which affected my ability to pay much attention WL [24]
to the message details and the SMS links before clicking.
28  Prior to clicking this link, I had performed some amount of physical activities (e.g., pushing,

pulling,turning, controlling, activating, etc.) which affected my ability to pay much attention to
message details and the SMS link before clicking.
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