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Abstract: The integration of Information and Communication Technology (ICT) tools into mechanical
devices in routine use within the aviation industry has heightened cyber-security concerns. The
extent of the inherent vulnerabilities in the software tools that drive these systems escalates as
the level of integration increases. Moreover, these concerns are becoming even more acute as the
migration within the industry in the deployment of electronic-enabled aircraft and smart airports
gathers pace. A review of cyber-security attacks and attack surfaces within the aviation sector over
the last 20 years provides a mapping of the trends and insights that are of value in informing on
future frameworks to protect the evolution of a key industry. The goal is to identify common threat
actors, their motivations, attacks types and map the vulnerabilities within aviation infrastructures
most commonly subject to persistent attack campaigns. The analyses will enable an improved
understanding of both the current and potential future cyber-security protection provisions for the
sector. Evidence is provided that the main threats to the industry arise from Advance Persistent
Threat (APT) groups that operate, in collaboration with a particular state actor, to steal intellectual
property and intelligence in order to advance their domestic aerospace capabilities as well as monitor,
infiltrate and subvert other sovereign nations’ capabilities. A segment of the aviation industry
commonly attacked is the Information Technology (IT) infrastructure, the most prominent type of
attack being malicious hacking with intent to gain unauthorised access. The analysis of the range
of attack surfaces and the existing threat dynamics has been used as a foundation to predict future
cyber-attack trends. The insights arising from the review will support the future definition and
implementation of proactive measures that protect critical infrastructures against cyber-incidents that
damage the confidence of customers in a key service-oriented industry.

Keywords: aviation industry; cyber-security; threat dynamics; information and communication
technology; cyber-incidents

1. Introduction

The ongoing trend in increasing the levels of the integration of Information and
Communication Technology (ICT) tools into mechanical devices in routine use within the
aviation industry has surfaced concerns regarding the resilience of current cyber-security
protection frameworks. Thus, consideration of the needs of the sector in terms of cyber-
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security compliance is featuring as another challenge in the evolution of the aviation
industry through the adoption of smart airports and e-enabled aircraft infrastructures [1].

The aviation industry holds a strategic global position as the gateway between nations.
The resilience of the infrastructures in support of its operational integrity is vital as minor
errors or oversights result in a range of significant damages and losses, e.g., fatalities,
loss or exposure of stakeholders, staff and customer personally identifiable information,
theft of credentials, intellectual property and intelligence. There is clear evidence, as
shown in Sections 2.3 and 3, that major threat actors are collaborating with state actors to
acquire intellectual property and intelligence, in order to advance their domestic aerospace
capabilities as well as to monitor, infiltrate and subvert other nations’ capabilities. Thus,
there is an industry imperative to define and implement commensurate cyber-defense
strategies that protect against malicious threats that endanger the operational integrity of a
key industry.

Monteagudo [2] recommend the industry adopt micro-segmentation strategies in
cyber-defence design and implementations, resulting in the division of aviation infras-
tructures into multiple micro-islands, each governed by separate access privileges. The
approach targets the containment of any compromise or data breach to a specific segment.
Bellekens et al. [3] propose a deception solution for the early detection of breaches in
critical infrastructures as current techniques are ineffective, with threats to the civil aviation
industry continuing to proliferate with a focus on stealing information for both political and
financial gains, with some malicious acts resulting in long-term business disruptions [4].

The review explores the cyber-security landscape within the civil aviation industry
only; military flight operations are not considered. Private and commercial areas of the
industry are reviewed with consideration of the entire ecosystem, extending to the whole
system of avionics, air-traffic controls, airlines, and airports. The goal is to provide a
critical assessment of the current trends and practices and based on the results of the
analyses, predict future trends as the civil aviation industry continues to increase the use of
Information Technology (IT) technologies, such as Internet of Things (IoT) devices, machine
learning, cloud storage and cloud computing, to optimise business operations.

The remainder of the review is organised as follows. Section 2 captures the range of
reported cyber-threats, the threat actors and their motivation drawn from the published
literature. Section 3 focuses on the documented cyber-attacks in the last 20 years, while
Section 4 provides a mapping of the attack surfaces a malicious attacker can exploit—
at the airport or in aircraft systems. Section 5 contains insight on the steps to mitigate
cyber-security challenges within the civil aviation industry. Section 6 describes the future
evolution of the civil aviation sector as it relates to smart airports and e-enabled aircraft,
laying the environment for the prediction of the concomitant changes in the threat dynamics
and their implications on the industry. Conclusions are drawn in Section 7, with Section 8
providing open research challenges and opportunities in civil aviation cyber-securities.

2. A Systematic Literature Review

Section 2 presents a review of the available literature on cyber-attack incidents, the
threat actors and their motivation within the civil aviation industry.

2.1. Review Methodology

The review was executed following the process of systematic analysis and method-
ology defined by Okoli and Schabram in [5] and Okoli in [6], guiding the selection and
extraction of relevant information from the literature. The objectives of the analysis is to
map reported cyber-security incidents within private and commercial areas of the industry
over the last 20 years (2001–2021), with consideration of the whole system of avionics,
air-traffic controls, airlines, and airports.
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2.1.1. Aim and Objectives

The aim is to identify and analyse reported cyber-security incidents across the aviation
sector over the last 20 years (2001–2021) to benchmark the most common threat actors,
their motivations, the class of attacks and the aviation infrastructure subject to most attacks.
Insights on the current scenario lay the foundation with which to predict future cyber-
security practices. The specific objectives are as follows:

• Survey of cyber-attack incidents in the civil aviation sector over the last 20 years;
• Analysis and review of state-of-the-art cyber-attack trends, threat actors and their

motivation;
• Identification of the most common types of attacks and targeted infrastructures;
• Providing cyber-security professionals with information on the current and future

trends of cyber-attack incidents in the context of the evolution of the civil aviation
sector.

2.1.2. Classification and Research Criteria

A survey of peer-reviewed papers showed that a limited number of papers have been
reported with regard to cyber-attack incidents in the civil aviation sector. As an example,
only 1 publication was found in the Scopus database when searched using a combination
of the following keywords ‘cyber AND incident AND aviation AND industry’; and a total
of 29 publications were found when searched using ‘cyber AND attack AND aviation AND
industry’, of which 27 were journal articles and 2 were conference proceedings articles
published in 2021. The trend in the number of relevant published papers shows a steady
increase over the recent past; five journal and two conference proceedings articles were
published in 2020; three journal and three conference proceedings articles in 2019; one
journal/two conference proceedings articles in 2018; only three conference proceedings
articles in 2017; one journal and one conference proceedings article were published in
each of 2016, 2015 and 2013; and, finally, there was one publication as part of conference
proceeding in 2012 and none thereafter. (Table 1). Worth noting is that no article focused on
articulating cyber-attack incidents, rather propose different cyber-security approaches in
securing the aviation infrastructure of both internal and external systems in the sector. Here,
an extensive search was employed to surface relevant information from online repositories,
web-based announcements, online articles and reports on websites of both primary and
third-party organisations operating in aviation sectors. The review was supplemented by
web-based aviation cyber-security reports, newspapers and news magazine, status reports,
regulations and related information from regulatory agencies. The relevant incidents
were tabulated based on the class of attack and according to the cyber-security triad of
Confidentiality, Integrity and Availability. The source, year, location and type of attack,
a more detailed description of the attack with the people affected and the possible cost
implications for each incident were recorded.

Furthermore, the review considered only cyber-attacks over the last 20 years, namely,
from 2001 to 2021, as the only other documented incident within the industry between
1997–2014 was theft of an MSc thesis.

The selected search term—the concatenation of keywords ‘cyber AND incident AND
aviation AND industry’—will exclude relevant literature that did not use/cite any of the
keywords. Moreover, as the search is English-based, it excludes any potential non-English-
language papers. The authors also acknowledge the possibility of excluding literature in
databases with which their respective institutions have no established subscription.

2.2. Cyber-Threats and Automation in Civil Aviation Industry

Given the importance of cyber-technologies to the operational integrity of the aviation
industry, the sector has relied on the International Air Transport Association (IATA) [7]
to provide guidance to improve and update cyber-security regulations, standards, and
principles for the end-to-end ecosystem comprising the whole system of avionics, air-traffic
controls, airlines, and airports [2,8]. The business goals range from improving on-the-
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ground/air-borne/in-space operations, customer services such as, but not limited to, ticket
bookings, in-flight entertainment systems, flight check-in and -out, security screening of
passengers and use of aircraft cabin wireless Internet services [8,9]. It is also evident that
the use of a new suite of technologies and tools has yielded significant positive impacts on
aircraft control systems, enhancing the quality of aviation operations, increasing safety and
performance [2,9–12]. The trend, however, has concomitant negative impacts in terms of
cyber-security through increasing vulnerabilities, gates which may result in breaches with
potential losses in terms of human life and business continuity [2,12,13].

Table 1. Literature Search Results.

Year Database Journal Conference Total

2021 Scopus 1 2 3

2020 Scopus 5 2 7

2019 Scopus 3 3 6

2018 Scopus 1 2 3

2017 Scopus 0 3 3

2016 Scopus 1 1 2

2015 Scopus 1 1 2

2013 Scopus 1 1 2

2012 Scopus 0 1 1

Summary 13 16 29

In 2018, Corretjer [14] undertook an analysis of current cyber-security practices within
the United States aviation industry (civil and military) and recorded the strategies of
both government and private entities to protect the industry against cyber-attacks. The
conclusions, although commending the effort to date of the Federal Airport Authority
(FAA) and the private sector to manage the proliferation of cyber-attacks, recommend
the need to intensify the implementation of proactive measures throughout the design,
acquisition, operation and maintenance of aviation navigation systems.

Kagalwalla and Churi [15] stressed the increased challenges in provisioning cyber-
security in aviation as a consequence of the increase in the deployment of modern ICT
technologies such as IoT, machine learning, cloud storage/computing with their concomi-
tant inherent vulnerabilities. Moreover, Duchamp, Bayram and Korhani [1] highlight that
the increase in the number of travellers, building of new modern airports, and complexities
in new aircraft have also stimulated an increase in cyber-attacks in civil aviation. ICAO [4]
believe that the increased reliance on the integrity and confidentiality of data for the optimi-
sation of day-to-day business transactions have in turn increased the risk of cyber-incidents.
Increased levels of automation, a central spine within the evolution of next generation
systems, result in the proliferation of attack surfaces with threat actors targeting business
disruptions and theft of information for both political and financial gains.

Lehto [16] cites the dynamic between advancements in cyber-attack tools and meth-
ods coupled with increased exposures and the motivation of the attackers has created
the current trend in cyber-attacks impacting airlines, aircraft manufacturers and author-
ities. Cyber Risk International [17] contend that the rise in cyber-security challenges is
the result of a combination of digital transformation, higher levels of inter-connectivity,
segmentation, and complexity, recent solutions by the industry to service the surge in
global travel. In summary, the main conclusions reached are as follows: the heavy reliance
on IT facilities to maintain quality of services has resulted in higher levels of exposure to
cyber-attacks; multiple entry and exit in the industry creates new vulnerabilities; legacy IT
issues and fragmentation significantly exacerbate the challenges as they were not designed
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to cope with cyber-crime [2]. Kagalwalla and Churi [15] cite that the lack of resources,
funds and skilled staff are part of the spectrum of challenges, as are insider threats, the
procurement of modern-day operational technologies such as Supervisory Control and
Data Acquisition (SCADA), Industrial Control Systems (ICS). Building a strong security
culture, implementing meaningful prevention, and proactive measures are solutions that
are offered.

2.3. Threat Actors and Their Motivations

Fireeye Incorporated [18] reported their findings on the major threat actors in the
aerospace industry and the motives behind their attacks. The main finding of the assess-
ment was that the most prevalent industry cyber threats arise from Advance Persistent
Threat (APT) groups that work in collaboration with state actors to acquire intellectual
property and intelligence in order to advance their domestic aerospace capabilities as
well as to monitor, infiltrate and subvert other sovereign nations’ capabilities. APTs were
executed by cyber-espionage groups that specialise in targeting information and security
assets of critical economic importance to nations and large corporations [19]. These groups
are highly skilled, very knowledgeable, and experienced in carrying out malicious acts
with high degrees of expertise in masking their attack paths, a mix of characteristics that
render them elusive, high-profile and able to inflict significant damage. Evidence was
provided that some groups operating in partnership with particular state actors, use the
stolen assets to develop cyber-security countermeasures as well as technologies and tools
for sale on the dark web. According to Fireeye’s threat intelligence system, at least 24 APT
incidents were identified that compromised different aerospace organisations with stolen
data types ranging from budget information, business communications, equipment mainte-
nance records and specifications. Other data include organisational charts and company
directories, personally identifiable information, product designs, product blueprints, pro-
duction processes and proprietary product or service information, research reports, safety
procedures, system log files and testing results and reports, potentially enabling a spectrum
of damaging consequences.

Kessler and Craiger [20] categorised the threat actors according to their motivations:
cyber-criminals, whose activities are responsible for 450 billion dollars of annual loss to
the global economy; cyber-activists/hacktivists whose concern is the philosophy, politics
and non-monetary goals of the discipline; cyber-spies, motivated by financial, industrial,
political and diplomatic espionage; and cyber-terrorists, driven by political, religious,
ideological or social violence. Attackers supported by a nation-state in order to advance
the latter’s strategic goals are classified as cyber-warriors. Abeyratne [21] notes that threat
actors are motivated by the ability to cause business disruption and theft of information for
political as well as financial gains.

Recent reports reinforce the likelihood of a significant rise in cyber-threats as the
volume of global passengers rises, with embedded systems being deployed in response
in order to sustain the quality of services. The integration of hardware and software to
increase the efficiency of operations through increased levels of automation presents a
more extensive attack surface, stimulating further, the motivation of threat actors. It is
therefore timely to accentuate the significant challenges facing the civil aviation industry in
the provision of cyber-security as the number and classes of cyber-threats proliferate. The
growing degree of threat should be addressed as a matter of urgency through research and
innovation in proactive approaches within cyber-security by design tools that mitigate the
risks and dissuade malicious activity.

3. Documented Cyber-Attacks in Aviation Industry (2001–2021)

The ever-increasing reliance in data-driven processes to increase the efficiency of
businesses practices and the quality of life for citizens brings attendant risks and challenges
in providing effective cyber-security protection [22]. It is clear that the integration of
technologies has also increased the safety and efficiency of air transport systems. However,
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higher levels of human migration and hyperconnectivity gate a cascading impact as a cyber-
incident in one airport translates into a transnational problem with social and economic
consequences [1]. It is therefore incumbent on the industry to be proactive in providing
robust mitigation for any class of emergent attack.

In this context, Table 2 present reviews of documented cyber-threats and attacks in
civil aviation industry over the last 20 years (2001–2021). The review by Viveros [23], which
covered the period 1997–2014, is not exhaustive, as well as being outdated considering
the evolutionary progression of cyber-security incidents in recent times. Although the
presented mapping has been carried out diligently, the authors acknowledge the possibility
that some cyber-attacks in the civil aviation industry within the period under review may
have been omitted, as some incidents may not have been made public.

Table 2. Cyber-Attacks in the Civil Aviation Industry.

Class Ref Year Incident Source Location Description

C [24] 2003 Slammer
Worm attack

OTR USA One of the FAA’s administrative servers was compro-
mised through a slammer worm attack. Internet services
were shut down in some parts of Asia as a result of this
attack and this slowed down connections worldwide.

A [25] 2006 Cyber-
Attack

OTR Alaska, USA Two separate attacks on US Federal Aviation Admin-
istration (FAA) internet services that forced it to shut
down some of its air traffic control systems.

C [25] 2008 Malicious
hacking
attack

OTR Oklahoma,
USA

Hackers stole the administrative password of FAA’s
interconnected networks when they took control of their
system. By gaining access to the domain controller in
the Western Pacific region, they were able to access more
than 40,000 login credentials used to control part of the
FAA’s mission-support network.

C [26] 2009 Malicious
hacking
attack

OTR USA A malicious hacking attack on FAA’s computer, through
which hackers gained access to personal information of
48,000 current and former FAA employees.

C [27] 2013 Malware at-
tack

OTR Istanbul,
Turkey

Shutting down of passport control system at the depar-
ture terminals of Istanbul Ataturk and Sabiha Gokcen
airports due to a malware attack, leading to the delay of
many flights.

C [28] 2013 Hacking and
phishing at-
tacks

OTR USA Malicious hacking and phishing attacks that targeted
about 75 airports. These major cyber-attacks were al-
leged to have been carried out by an undisclosed nation-
state that sought to breach US commercial aviation net-
works.

A [29] 2015 DDoS attack OTR Poland A Distributed Denial-of-Service (DDoS) attack by cyber-
criminals that affected LOT Polish Airlines flight-plan
IT Network systems at the Warsaw Chopin airport. The
attack rendered LOT’s system computers unable to send
flight plans to the aircraft, thus grounding at least 10
flights, leaving about 1400 passengers stranded.

I [30] 2016 Hacking,
phishing
attacks

OTR Vietnam The defacement of a website belonging to Vietnam air-
lines and flight information screens at Ho Chi Minh City
and the capital, Hanoi, displaying messages supportive
of China’s maritime claims in the South China Sea by
Pro-Beijing hackers.
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Table 2. Cont.

Class Ref Year Incident Source Location Description

A [31] 2016 Cyber-attack OTR Boryspil,
Ukraine

A malware attack was detected in a computer in the
IT network of Kyiv’s main airport, which includes the
airport’s air traffic control system.

A [30] 2017 Human error OTR United King-
dom

British flag-carrier computer systems failure caused
by disconnection and re-connection of the data-center
power supply by a contracted engineer. This acci-
dent left about 75,000 passengers of British Airways
stranded.

C [32] 2018 Data breach OTR Hong Kong Cathay Pacific Airways data breach of about 9.4 million
customers’ personal identifiable information.

C [33] 2018 Data breach OTR United King-
dom

British Airways Data breach of about 380,000 customers’
personal identifiable information.

C [34] 2018 Data breach OTR USA Delta Air Lines Inc. and Sears Departmental stores re-
ported a data breach of about 100,000 customers’ pay-
ment information through a third party.

A [35] 2018 Ransomware
attack

OTR Bristol
Airport, UK

An attack on electronic flight information screens at Bris-
tol Airport. This resulted in the screen being taken of-
fline and replaced with whiteboard information. There
was no known adverse effect from this attack.

C [36] 2018 Mobile app
data breach

OTR Air Canada,
Canada

Air Canada reported a mobile app data breach affecting
the personal data of 20,000 people.

C [37] 2018 Data breach OTR Washington
DC, USA

Data breach on a NASA server that led to possible com-
promise of stored personally identifiable information
(PII) of employees on 23 October 2018.

C [38] 2018 Ransomware
attack

OTR Chicago,
USA

Boeing was hit by the WannaCry computer virus, but
the attack was reported to have minimal damage to the
company’s internal systems.

A [20] 2018 Cyber-attack TP Sweden Cyber-attack launched by Russian APT group (APT28)
that blocked Sweden’s air traffic control capabilities,
grounding hundreds of flights over a 5-day period.

A [39] 2019 Bot attacks OTR Ben Gurion
Airport,
Israel

About 3 million bots attacks were blocked in a day by
Israel’s airport authority, as they attempted to breach
airport systems.

C [40] 2019 Cyber-
Incident

OTR Toulouse,
France

A cyber incident that resulted in unauthorised access
to Airbus “Commercial Aircraft business” information
systems. There was no known impact according to the
report on Airbus’ commercial operations.

C [41] 2019 Ransomware
attack

OTR Albany, USA Albany International Airport experienced a ransomware
attack on Christmas of 2019. The attackers successfully
encrypted the entire database of the airport forcing the
authorities to pay a ransom in exchange of the decryp-
tion key to a threat actor.

C [42] 2019 Crypto min-
ing Malware
infection

OTR Europe Cyberbit researchers discovered through their security
software, known as EDR, a network infection of more
than 50% of the European airport workstations by a
cryptocurrency mining malware.
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Table 2. Cont.

Class Ref Year Incident Source Location Description

C [43] 2019 Phishing at-
tack

OTR New
Zealand

A phishing attack targeted at Air New Zealand Air-
points customers. This attack compromised the personal
information of approximately 112,000 customers, with
names, details and Airpoints numbers among the data
exposed.

C [44] 2020 Ransomware
attack

OTR Denver, USA A cyber-incident that involved the attacker accessing
and stealing company data, which were later leaked
online.

C [45] 2020 Ransomware
attack

OTR San Antonio,
USA

Data breach suffered by ST Engineering’s aerospace
subsidiary in the USA that later lead to a ransomware
attack by Maze Cyber-criminal.

I [46] 2021 Software Er-
ror

OTR Birmingham,
United King-
dom

A software error in the IT system that could not recog-
nise mass discrepancies between loadsheet and the
flight plan, leading to the aircraft having 1606 kg more
take-off mass than required.

C = Confidentiality, I = Integrity, A = Availability, OTR = Online Technical Report and News, TP = Technical
Presentation.

Analysis and Critical Reviews of Cyber-Attacks in the Civil Aviation Industry

Of all attacks studied, 71% focused on the theft of login details such as administrative
passwords and malicious hacking to gain unauthorised access to the IT infrastructure
(Figure 1). Denial-of-service attacks, such as Distributed Denial of Services (DDoS), which
compromise data availability, rank second at 25%, followed by attacks that target corrupting
the integrity of files, either by intercepting them while in transit or at rest, which correspond
to 4% of all attacks. This evidence adds credence to the assertions presented in Section 2.3,
which posits that the major motivation of threat actors is the theft of intellectual property
and intelligence.

Figure 1. Cyber-Attack Class based on Security Triad.

The assessment of cyber-attack by type is presented in Figure 2, the results of which
support the evidence presented in Figure 1, showing that malicious hacking activities top
the list of the type of cyber-attacks at 26%, the aim being to gain unauthorised access using
known malicious password cracking techniques, for example, brute force or dictionary
attacks. Data breach and ransomware attacks are second at 14% each, while attacks related
to phishing and malware follow at 11% each. Cyber-incidents classed as human error, bot
attacks, worms and DDoS are the most rare, at 4% each.

Figure 3 shows that most cyber-attacks within the aviation industry occur in North
America, with 11 out of 26 recorded incidents in the United States of America (USA) and
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1 only in Canada. Mazareanu [47] suggests that the relatively large number of incidents
may not be unconnected to the large number of airports in the USA, as in 2019, USA was
home to 5080 public and 14,556 private airports. Europe is second with a 44% rate of attack
incidents, with Britain topping the list of countries. Nations in Asia come third at 8%,
with no known cyber-attacks recorded in airports in Africa. Table 3 captures the number
of individuals impacted, the number of times airports were shut down, and the number
of days aircraft were grounded owing to cyber-incidents. Incidents during 2018 remain
the most numerous, representing the highest rate of cyber-attacks in the history of the
aviation industry, with 94,500,000 people affected and about 5 continuous days of aircraft
being grounded. The crypto-mining malware discovered by Cyberbit through its Endpoint
Detection and Response (EDR) software in 2019 was, however, the most worrying incident,
an installation of malicious software that infected more than 50% of the European airport
workstations.

Table 3. Cost of Cyber-Attacks in the Aviation Industry Per Year.

Year No. of Persons Affected Airports Shut Down Lost Flight Hours

2003 Not Provided Not Provided Not Provided

2006 Not Provided 2 Not Provided

2008 40,000 Not Provided Not Provided

2009 48,000 Not Provided Not Provided

2013 Not Provided 77 Not Provided

2015 1400 Not Provided Not Provided

2016 Not Provided Not Provided Not Provided

2017 75,000 Not Provided Not Provided

2018 94,500,000 Not Provided 120

2019 112,000 Not Provided Not Provided

2020 Not Provided Not Provided Not Provided
Legend: Not Provided = records were not made public.

Figure 2. Cyber-Attacks by Type.
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Figure 3. Cyber-Attacks by Location.

A quantification of losses owing to cyber-security breaches is hindered by the lack of
transparency in record keeping, documentation and publication of relevant incidents for
public knowledge. The monetary value of losses paid by the industry due to cyber-crime
are never publicised, nor documented, especially the level of compensation to victims of
these attacks, as well as that paid as ransom during ransomware attacks. Other records not
disclosed are the number of shutdowns suffered by the attacked airports, as well as the
number of lost flight hours as a consequence of cyber-incidents.

4. Cyber-Attack Surfaces and Vulnerabilities in the Civil Aviation Industry

Paganini [48] attests that only attackers with a broad understanding of how an aircraft
or aviation system functions can successfully disrupt normal operations, citing that an
attack on an entire aircraft or aviation system is non-trivial. Haass, Sampigethaya and
Capezzuto [8] highlighted that technologies such as Wireless Fidelity (WiFi), Internet, IoT,
Global Positioning System (GPS), open-source systems, virtualisation and cloud computing
services have been central in the optimisation of aviation operations, reducing costs and
response times through enhanced inter-operability. Integrated systems, however, can be
targeted remotely due to their inherent vulnerabilities, an assertion shared by [2,49] and
Lykou et al. [9]. Lykou et al. [9] also added that the practise of Bring Your Own Device
(BYOD) by airport customers, travellers and employees creates a rich attack surface. As
an example, the work in [50] reports an attacker’s access of the in-flight entertainment by
simply attaching a cat6 cable with a modified connector through his laptop; other aeroplane
network systems could also be commandeered, as confirmed by Freiherr in [51].

Efe, Cavlan and Tuzlupinr [52] postulate that the increase in the number of opera-
tional aircraft coupled with the innovation driving the development of smaller and more
sustainable air vehicles render air communication protocols a high-profile target for cyber-
attacks. Duchamp, Bayram and Korhani [1], Kessler et al. [20] and Abeyratne [21] are of
the view that the reliance on computer-based IT systems in the day-to-day management
of the industry—which has enabled improvements in the sophistication of air navigation,
on-board aircraft control and communication systems—increase the cyber-attack surface.
Furthermore, airport ground systems, which include flight information, security screening
and day-to-day data management systems, are also identified as targets. An aggregation of
the above targets comprises the spectrum of feasible attack surfaces in the Civil Aviation
Industry (CAI), with associated vulnerabilities.

Santamarta [53] discovered security flaws in Inmarsat and Iridium Satellite Communi-
cation (SATCOM) terminals in 2014, infrastructure in routine use within the aviation indus-
try. Researchers concluded that malicious attackers have the potential to exploit the vulner-
abilities inherent in the design of the system through back-doors; exploitable were hard-
coded credentials, an insecure protocol and weak encryption algorithms. Biesecker [54]
reported in 2017 that a team of government, industry and academic researchers successfully
hacked into a legacy Boeing 757 commercial aircraft, remotely, in a non-laboratory setting,
by accessing its systems through radio frequency communications.
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4.1. Aerospace and Avionic Systems

Aerospace systems have been subject to increasing degrees of software and hardware
integration, implemented through embedded-computing technologies. As a result, the
system is plagued with software vulnerabilities, as ensuring that embedded systems are
free from security weaknesses is difficult, as explored by Dessiatnikof et al. in [55] and
Papp et al. [56]. In [55], the researchers further assert that attacks on aerospace systems
can originate from the lower layers, such as the Operating System (OS) kernel, protection
mechanisms and context switching as it is difficult, even when formal verification methods
are applied, to prove an absence of vulnerabilities within embedded systems. One of the
principle conclusions arising from their findings is that attacks against aerospace computer
systems can be categorised based on the attacker’s skills and aims; the aim is either to
corrupt the computing system’s core functions or the fault-tolerance mechanisms, such as
error detection and recovery systems.

An avionics system provides critical support to crew members and pilots for the
safe operation of an aircraft, as it provides weather information, positioning data and
communications [57]. Avionics is defined as the combination of aviation with electronics,
consisting of embedded systems in aircraft design, development and operation [58]. Avionic
systems gather data, such as speed, direction, and air temperature, through external sensors
and route appropriate data to other components of the aircraft using an avionic network [59].
In recent times, in a bid to leverage the lower cost of Commercial-Off-The-Shelf (COTS)
components and software technologies to provision increased bandwidth and reduce cost,
Ethernet networks such as Avionics Full DupleX Switched Ethernet (AFDX)—an IEEE
802.11 protocol-based Wireless Flight Management System (WFMS)—have been used in
avionic networks.

Wired avionic communications provide a more secure network with a high degree of
reliability and safety, as it is difficult for malicious users to access and inject false data [60,61].
On the other hand, the Avionics Wireless Network (AWN) brings new challenges related to
assurance, reliability and security [62,63].

Aircraft avionics not only provide on-board passenger entertainment, but also enable
the control of flight functions, navigation, guidance, communications, system operation
and monitoring. The high level of integration creates cyber-security concerns, for instance,
where Voice-over-the-Radio (VoR) communications are used both with pilots and con-
trollers. The major disadvantages of VoR is the time delay to receive the signal, especially
in the case of multiple communications, and the corruption of the signal or ambiguity in
understanding between controller and pilot due to noise. The Controller Pilot Data Link
(CPDLC), however, is digital and thus more robust to impairments. The air carrier flight
operations centres are synchronised with the flight deck to receive the same signal at the
same time, allowing maximum risk awareness and informing on the optimum decisions.
In recent times, the aviation community has focused on creating a modernised National
Airspace System (NAS) underpinned by a new communication system able to improve the
interaction between the aircraft and the ground system.

More detail on the attack surfaces across different aerospace and avionic components
is provided in the following sub-subsections.

4.1.1. Aircraft Communications Addressing and Reporting System (ACARS)

Aeronautical Radio Incorporated (ARINC) introduced the ACARS data link protocol
to reduce crew workload and improve data integrity. ACARS is an ARINC 618-based air-to-
ground protocol that transfers data between on-board avionics systems and ground-based
ACARS networks [64]. The ACARS system consists of a Control Display Unit (CDU) and
ACARS Management Unit (MU); the MU sends and receives digital messages from the
ground using existing very high frequency (VHF) radios; on the ground, the system—a
network of radio transceivers—receives and transmits data link messages, as well as routing
them to various aircraft on the network.
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Smith et al. stated in [65,66] that the current use of ACARS by stakeholders extends
beyond its original application to serve as flight trackers and the crew automated timekeep-
ing system. The works in [65,66] demonstrate how current ACARS usage systematically
breaches location privacy; the authors of [65] showed how sensitive information transmit-
ted over an ACARS wireless channel can lead to a privacy breach for users, supporting a
known fact that ACARS messages are susceptible to eavesdropping attacks. The article
in [65] was concluded by proposing a privacy framework, and in [66] the use of encryption
and policy measures was recommended to arrest known eavesdropping attacks on the
communication channel.

4.1.2. Automatic Dependent Surveillance-Broadcast (ADS-B)

Aircraft automatically transmit (ADS-B Out) and/or receive (ADS-B In) identification
and positional data in a broadcast mode through a data link using Automatic Dependent
Surveillance Broadcast (ADS-B), improving the safety and capacity of airport surveillance
and thus enhancing situational awareness of airborne and ground surveillance in air-
ports [67]. Ali et al. [68] state that ADS-B Out provides a range of ground applications
support, including Air Traffic Control (ATC) surveillance in both radar and non-radar
airspace over the airport, as well as enabling enhanced surveillance applications through
links to aircraft in order to receive ADS-B Out messages from other aircraft within their
coverage (ADS-B In) areas. The integrity and availability of the ADS-B system is paramount
as a result of its role in supporting key ground and airborne applications [69]. Furthermore,
Manesh and Kaabouch in [70] stated that ADS-B employing global satellite navigation
systems generates precise airspace mappings for air traffic management. Thus, the security
of ADS-B has become a major concern as the system broadcasts detailed information about
aircraft, their positions, velocities, and other data over unencrypted data links.

Tabassum [71] analysed the performance of ADS-B data received from Grand Fork
International Airport. The data were in raw and archived Global Data Link (GDL-90)
format. GDL-90 is designed to transmit, receive and decode ADS-B messages through an
on-board data link by combining GPS satellite navigation with data link communications.
The aim was to detect anomalies in the data and, in turn, quantify the associated risk. In
the course of the research, dropout, low-confidence data, message loss, data jump, and
altitude discrepancy were identified as anomalies, but the focus was on two of them,
dropouts and altitude deviations. The conclusion drawn was that all failures relating
to the anomalies have the potential of affecting ATC operation either from an airspace
perspective, such as dropout, low-confidence data or from an aircraft perspective, such
as data jump, partial message loss and altitude discrepancy. All are surfaces which an
attacker can leverage to execute attacks such as eavesdropping, jamming, message injection,
deletion and modification [70,72].

4.2. Electronic Flight Bag

The Electronic Flight Bag (EFB) displays digital documentation, such as navigational
charts, operations manuals, and airplane checklists by the flight crew. It can also be
used by crew members to perform basic flight planning calculations. Advanced EFB now
perform many complex flight-planning tasks and are integrated into flight management
systems, alongside other avionic systems, to display the real-time position of an aircraft on
navigational charts with weather information [57]. Wolf, Minzlaff and Moser [73] assert
that EFBs are valuable elements as a replacement of traditional paper references carried
on-board as part of the flight management system, thus yielding added benefits by reducing
weight. Advanced EFBs integrated into flight management systems, in contrast with the
traditional paper-based method that were stand-alone, now present a new attack surface,
e.g., a malware-infected EFB will gate denial-of-service attacks to other connected on-board
systems [57,73–75].
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4.3. Attack Surfaces in the Civil Aviation Industry

Table 4 summarises the range of cyber-attack surfaces identified within the civil
aviation industry and recommended ways to mitigate them.

Table 4. Some Exploitable Flaws and Components in the Civil Aviation Industry.

Class Ref Component Mitigation Description

C,I [53] SATCOM
terminals

Consistent patching and software updates,
phasing out existing legacy encryption as
soon as practicable and following current
recommendations on the use of crypto-
graphic algorithms and network protocols.

SATCOM terminals can be ex-
ploited through some design
flaws in areas such as hardcoded
credentials, insecure protocol,
weak encryption algorithms.

C,I [55,56] Aerospace
systems

Consistent patching of OS, phasing out ex-
isting legacy encryption as soon as prac-
ticable and following current recommen-
dations on the use of cryptographic algo-
rithms.

Attackers, based on skill level,
can exploit issues with integra-
tion of OS in embedded sys-
tems, such as in OS kernel, con-
text switching, protection mech-
anisms.

C,I [65,66] ACARS Phasing out existing legacy encryption as
soon as practicable and following current
recommendations on the use of crypto-
graphic algorithms and established policy
measures.

The ACARS communication
channel is susceptible to eaves-
dropping and privacy breach.

C,I [71] ADS-B Phasing out existing legacy encryption as
soon as practicable and following current
recommendations on the use of crypto-
graphic algorithms.

The ADS-B communication chan-
nel is prone to eavesdropping,
jamming attacks, message injec-
tion, deletion and modification.

C,I [62,63] AWN Phasing out existing legacy encryption as
soon as practicable and following current
recommendations on the use of crypto-
graphic algorithms.

The Wireless Avionic Network
communication channel is prone
to data integrity problems such
as data assurance, reliability and
security.

Legend: C = Confidentiality, I = Integrity, A = Availability.

5. Mitigation of Cyber-Security Challenges within the Civil Aviation Industry

The mapping of the range of cyber-attacks within the civil aviation industry reveals
that phishing and network attacks, such as eavesdropping, DoS, Man-in-the-middle and
spoofing attacks, predominate [76]. Distributed Denial-of-Service (DDoS) and DoS attacks
on network assets at the airport, most notably, Vulnerability Bandwidth Depletion DDoS
Attacks (VBDDA), could be mitigated according to Ugwoke et al. [77] by the proposed
embedded Stateful Packet Inspection (SPI) based on the OpenFlow Application Centric
Infrastructure (OACI). The focus was to mitigate attacks on Airport Information Resource
Management Systems (AIRMS), an enterprise cloud-based resource management system
used in some airports. Delain et al. [78] assume a different position on DDoS preven-
tion, adopting volumetric protection through providing an alternative secondary Internet
connection, as well as deploying high-performance hardware devices. The latter moni-
tor logging activities and traffic continuously to improve the efficiency of the protection
mechanism. Clark and Hakim [79], Martellini [80] and Singer and Friedman [81] propose
the use of airport intelligence classification to protect airport assets and infrastructure
from cyber-attacks, the method being classified according to good technical practice for
high-level security issues. In practice, the approach is founded on a good cyber-hygiene
culture, involving system and anti-virus regular updates, cyber-education for new employ-
ees, regular data backup and password management. The use of encoding was posited by
Efe et al. [52] as a measure to prevent cyber-attacks on ADS-B data used for airborne and
ground surveillance in airports. The use of the random blurring technique on aircraft data
from ADS-B within permissible error bounds, so as not to impair the operational integrity
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of Air Traffic Control (ATC), is also proposed as a means of limiting and monitoring the
level of interference of Unmanned Aerial Vehicles (UAVs) on ADS-B data using aircraft
information at the airport.

6. The Future Civil Aviation Industry and Its Cyber-Security Challenges

The concept of ‘smartness’ within the civil aviation industry has its root in the relatively
recent deployments embodying the digitalisation of the industry, such as the integration of
IoT-enabled devices, sensors into physical systems, the use of blockchain, AI, cloud and big
data to sustain the quality of service delivery. The business goal is to provision optimal
services, ensuring an enhanced customer experience in a reliable and sustainable manner
by targeting the optimisation of growth, operational efficiency, safety and security [10]. The
migration to increasing levels of automation through the integration of operational systems
spawns new attack surfaces which, in turn, mandates the revision of existing cyber-security
implementations, assessment of the ramifications of the new evolving threats, updating
both the risk scenario analysis and resilience measures.

6.1. Smart Airports

In addition to the technologies cited under the integrated digital transformation
evolution within the airport eco-system, Zamorano et al. in [82] have highlighted other
technologies such as Radio Frequency Identification (RFID), geolocation, immersive reali-
ties, biometric systems and robotics as core elements within next-generation Smart Airport
environments. Koroniotis et al. in [83] are of the view that advances in IoT device inte-
gration within the aviation sector infrastructures alone have given rise to the emergence
of the Smart Airport. The objective is to deliver an excellent customer experience with
improved efficiency in daily operations, enhancing robustness, efficiency and control of
service delivery [83]. The acquisition of customer data of interactions with every ‘thing’
within the airport in real time, as well as its subsequent analyses to generate passenger
profiles, is a proven route to gating ancillary revenues [84]. In essence, the Smart Airport is
a data-rich environment, equipped with a range of sensors, actuators and other embedded
devices that provide customers with a user interface to interact with cyber-physical devices
across the environment.

Lykou et al. [10] categorised the scope of threats against IoT infrastructures and
applications within smart airports into the following: network and communication attacks,
malicious software and tampering with airport smart devices. The scenario analysis of
likely malicious attacks also included the misuse of authorisation, social engineering
and phishing with consideration of smart applications, mitigating actions and resilience
measures. Furthermore, Koroniotis et al. in [83] postulate that IoT systems and devices are
prone to APT-led attacks due to hardware constraints, software flaws or misconfigurations.
AI-enabled techniques based on machine learning are suggested as a potential methodology
to develop solutions that address the challenge of IoT-inspired cyber-attacks. A robust
cyber-defence framework in smart airports is of vital importance to ensure the reliability
of services and mitigate against service disruptions and cancellations, as well as loss of
sensitive information.

6.2. E-Enabled Aircraft

The use of electronic data exchange and digital network connectivity are the spines
of the approach adopted by the industry to increase the efficiency of on-board aircraft
operations; IoT will play an important role in this respect, according to Wolf et al. [73]. A
review on the role and the potential of e-enabled devices in enhancing digital network
connectivity and electronic data exchange in future e-enabled aircraft, together with their
attendant vulnerabilities, attack surfaces and possible mitigating factors, is thus of benefit.

Mahmoud et al. in 2010 [85] reported on a design of an adaptive security architecture
of future network-connected aircraft, while Neumann [86], Sampigethaya et al. [87,88]
surveyed both the current and future security provision of embedded system in e-enabled
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aircraft networks. Mahmoud et al. [85] proposed a secure system topology for the embed-
ded aircraft system network, referred to as SecMan for application in Fiber-like aircraft
satellite telecommunications. Sampigethaya et al. provided evidence that the safety, secu-
rity and efficiency of e-enabled aircraft will be highly dependent on the security capabilities
of the communications, network and cyber-physical systems. The consequence of the
deployment of advance sensing, extensive computerised systems, enhanced communi-
cation channels between on-ground and on-board systems, on-board system integration
and smart software-enabled interfaces is a proliferation of attack surfaces. Such surfaces
present opportunities to exploit on-board cyber-physical systems remotely through radio
frequency jamming, node impersonation and passive eavesdropping [88]. Table 5 provides
a summary of the classes of attacks in the context of the evolution of the sector.

The on-board trend of increasing the degree of integration of IT services into aircraft
mechanical devices will undoubtedly enhance efficiencies, however, at the expense of an
increase in attack surfaces. The relatively recent harnessing of artificial intelligence tech-
niques by cyber-attackers to automate attack processes [89,90] is a worrying development
and stimulates a response strategy also founded on the use of AI-enabled cyber-defence
frameworks in safeguarding e-enabled aircraft against severely damaging breaches.

Table 5. A summary of the classes of attacks in next generation aviation systems.

Domain Ref Experimental Tests/Scenarios Tools

IoT

[91] Network mapping attack/implementation of
profiling module (training and testing algorithm) TestStad/Machine Learning Algorithm

[92] Discrete-time Markov chain model (DTMC):
Analysing the capacity of the block chain Block mining algorithm and Ethereum protocol

[93]
Manual test: Analysis and attacks of each device,
Automated test: process testing of different IoT
device

Open-Source MS

[94] DoS massif traffic/Transfer Data/Abnormal
code/System crash DTM by Triangle Micro Works

[95] Real-world attack scenarios: internal and exter-
nal network attacks SDN/network function virtualisation

[96] Anomaly intrusion/attacks traffic Machine learning algorithm/feature extraction

[97] Command injection attack Machine learning algorithm/PLC programming
by Ladder language

[98] SWaT/WADI datasets: Normal and attack sce-
nario Machine learning algorithm

[99] Man-in-the-middle attack SDN /Python

[100] LAUP algorithm(authentication)/key distribu-
tion test COOJA simulator

Smart Grid

[101] Offline co-simulation Test-bed: DoS/FDI attacks OMNET++

[102] Access to communication link ([103]) attack
model OPAL-RT

[104] Deep packet inspection Software-Defined Networks/OpenFMB

[105] Power supply interruption Attack/Physical
damage attack Real world power system/Machine learning

[106] MMS/GOOSE/SV implementation IEC 61850 Protocol/Ethernet RaspberryPi 3B+
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Table 5. Cont.

Domain Ref Experimental Tests/Scenarios Tools

[107] HIL simulation/proof-of-concept validation Python

[108] DoS/Man in the middle attacks/TCP SYN Flood At-
tack

DeterLab/Security Experimentation EnviRonment
(SEER)

[109] Recording network traffic/poisoning attack Real-Time Digital Simulator (RTDS)

[110] Timing Intrusion Attack Field End-to-End Calibrator/Gold PMU

[111] Test of cyber-physical sensor: IREST Idaho CPS SCADA Cybersecurity (ISAAC) testbed

[112] MITM attack/DoS attack Open-source software/Raspberry Pis. FLEP-SGS

Cloud

[113] Flood malicious traffic (ICMP/HTTP/SYN) VMware Esxi hypervisor/A vCenter server/VMs

[114] Considering small messages (about1–2 KBytes): Fast
filling of the buffers MOM4Cloud architectural model.

[115] UNM database: Malicious tracing logs KVM2.6.27 hypervisor/Python3.4

[116] Test of memory usage before or after instance creation OpenStack: Open-Source cloud operating system

[117] Evaluation of performance metrics of NDN/edge
cloud computing Cloud VM

[118] Adding defaults: broken interconnection/abnormal
extruder MTComm: Online Machine Tool Communication

[119] Side-channel attacks/stealthy data exfiltration DHCP server/TFTP Server/HTTP Server/MQTT
Server

[120] SQL Injection attack OpenStack implementation/Python

[121] Testing traffic scenarios Openflow controller/OpenvSwitch/Network virtual-
ization agent

[122] Time-inference attacks Software-Defined Network

[123] DDoS attack OpenStack environment

7. Conclusions

The review presented a mapping of the cyber-attack incidents within the civil aviation
industry over the last 20 years, through a search of the published literature and documented
cyber-attacks, as well as capturing the motives of the threat actors. Results show that the
main cyber-threat to the industry stem from APT groups, in collaboration with state actors,
the goal being to acquire intellectual property and intelligence in order to advance domestic
aerospace capabilities as well as monitor, infiltrate and subvert other nations’ capabilities.

As is the obligation of any industry, the aviation sector continues to strive to improve
the quality of services provided and enhance customer experience. The approach followed
to satisfy the business need is founded on increasing the levels of system integration, the
judicious embedding of automation where appropriate and an increase in the use of data.
The evolution to date has been seeded through the implementation of IoT technologies,
not only to increase the level of inter-connectivity on-ground, on-board and between the
two domains, but also to gather key sensor and customer behaviour data, the former
necessary to optimise on-board (e-aircraft) operations, whilst the latter—to enhance on-
ground (smart airport) customer experience. However, the higher levels of integration
and connectivity spawn a spectrum of new cyber-attack surfaces and, given the ability of
attackers to automate attack processes through AI, there is an immediate need to develop
holistic cyber-defence strategies to protect the cyber-integrity of the emerging Smart Airport
and e-enabled aircraft systems. Otherwise, there exists a great likelihood that APT groups
could advance beyond attacking airport facilities only to breach on-board and in-flight
aircraft by using sophisticated remote attack tools with severe concomitant damages and
loss of life.
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8. Open Challenges and Research Opportunities

The combination of digital transformation, connectivity, segmentation and complexity
currently being experienced in the industry due to the surge in global travel will continue
to pose challenges in terms of cyber-security. The increasing levels of integration and
automation to satisfy the needs of the business exposes the sector by presenting new
opportunities for cyber-attacks. There is no doubt that the evolution will improve the
quality of services provided and improve the customer experience but at the expense of
exposing new attack surfaces to cyber-threat actors, which will stimulate a proliferation
in the number of attacks. Furthermore, the industry is also obligated to protect legacy IT
infrastructures and entrenched practices exacerbated further by the fragmentation in the
industry, which increases the complexity of the challenge, as much of the systems in use
were not designed to be robust against cyber-crime.

In this context, the difficulty of securing accurate information of sufficient scope on the
nature and magnitude of cyber-incidents within the industry remains an open challenge
that hinders innovation. News channels, blogs or company websites provide minimal
information on cyber-breaches due to the sensitive nature of the industry and its dominance
by government-owned agencies. This practice, whilst understandable from an industry
perspective, presents researchers with challenges in developing fit-for-purpose solutions
that support the evolution of the sector. Developers thus resort to performing informed
quantitative analysis of potentially skewed data to reach meaningful conclusions.

Thus, clearly evident are the emerging opportunities for the development of AI-
based cyber-security solutions that address the major threats to the operational integrity
of the aviation industry. Innovating proactive, offence-centric measures for the protection
of avionic infrastructures characterised by increasing levels of automation and, in turn,
creating additional attack surfaces, presents a rich vein of opportunities.
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