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Abstract: The consumption of food and its safety are important for human security. In this paper,
we reviewed the literature on future possibilities for transforming the food system through digital
solutions in the Barents region. Such digital solutions will make food business operators more
efficient, sustainable, and transparent. Developing cross-border infrastructures for digitalization
in the region will break the isolation of the local food system, thus simplifying the availability of
processed, novel and safe traditional food products. It is necessary for food growers and processors
to respond to the trends driven by consumers’ demand while ensuring their safety. Our review
highlights the opportunities provided by digital technology to ensure safety and help food business
operators predict consumer trends in the future. In addition, digitalization can create conditions that
are necessary for the diversification of organizational schemes and the effective monitoring of food
processing operations that will help to promote food and nutrition security in the Barents region.

Keywords: food security; food system; digitalization; human security; Internet of things; sustainable;
Barents region

1. Introduction

The food system encompasses all different stages of food production, including harvesting,
processing, distribution and storage. Pre-production and post-harvest processes within the food
and agriculture sector have witnessed tremendous changes with the application of science and
technology. The first industrial revolution of the early nineteenth century had a remarkable impact on
agriculture and food processing. It has been labor intensive, and multinational companies have gained
profits through value addition to local foods, which are often packaged, stored, and distributed over
long distances [1]. The second industrial revolution witnessed mass production from manufacturing
plants [2]. Science and technology have also brought about innovation with food products that respond
to consumers’ demands, leading to the third industrial revolution with machine intelligence, computers,
and digitalization [3]. Currently, we live in an increasingly connected society that revolves around
the internet, signaling the fourth industrial revolution [4]. The current fourth industrial revolution
combines digital, physical and biological systems, and it will encourage local processing with less need
for long distances, which can reduce the miles covered by food. Such a revolution can shift the balance
towards local and distributed manufacturing in rural communities and sparsely populated regions,
such as the Barents region.

The Barents region comprises the northern parts of Finland, Sweden, Norway, and Northwest
Russia. The Barents region within the Russian Federation extends geographically into the European
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Arctic, but its socio-economic characteristics differ from those of the Nordic countries [5]. The region is
not as homogeneous as the European High North (EHN), since it includes Northwest Russia.

The traditional foods that are available in the Barents region include fish, potatoes, meat, and berries.
Meat mainly consists of reindeer meat but it can also include cow and moose. In many communities
of the Barents region, fish is deemed the second most important local food, for the women in some
villages it can also be the most important [6]. Wild berries e.g., cloudberry (Rubus chamaemorus),
bilberry (Vaccinium myrtillus), lingonberry (Vaccinium vitis-idaea), raspberry (rubusidaeus), cranberry
(Oxycoccus) are widely collected and eaten, and could be available fresh or conserved all year during
good seasons [7] (p. 40). In the family gardens of many communities in the region they grow potatoes,
strawberries (Fragari avesca) and blackcurrants (Ribes nigrum), as well as some onions and root crops.
Mushrooms and herbs are often picked from the forest and incorporated into meals. Animals such as
moose (Alces alces), rabbit (Oryctolagus cuniculus), fowl (Galloanserae) and waterfowl (Aix galericulata)
are not as important because of the low number of wild animals available [8] (p. 347). Dairy farming
also exists to produce a wide range of dairy products including milk, cheese, yoghurt, butter and
other fermented dairy products [6]. The processing of these foods, in terms of adding value to them,
is mainly done by small and medium enterprises in the Barents region. There are some processed
products from these traditional foods and herbs in the region. In Finnish Lapland, these include fresh
and cold pressed juices made from crowberries, lingonberries and bilberries. Extracts from herbs
such as angelica, golden root (rhodiola rosea) and nettle are available in the Lapland market. There is
also small-scale processing of snack bars from berries and chocolate, spruce sprout syrup and sauces,
as well as smoked reindeer chips. When these foods are processed, they are better preserved and can be
stored or distributed for longer periods of time. Currently, the value addition to traditional foods in the
region can improve with digitalization that targets increased production, better harvesting methods,
less waste, as well as better storage and distribution. The introduction of sensors that generates data
from food system digitalization will help make accurate predictions in the processes within the food
value chains of the countries in the Barents region.

Access to food and its utilization in different parts of the Barents region are largely influenced
by food markets and the choice of food that is available to the inhabitants of this region. Due to the
increasing connection in our society, the last few decades have witnessed new imported foods making
their way into the Barents region. Some of these new imported foods, such as tortillas, kebabs, pizza,
and sushi, are increasingly popular in the region. This has resulted in changes within the food system
of the Barents region, with consequential effects on traditional foods that people have relied upon in the
past [6]. The popularity of these foods, at the expense of traditional foods has been shown to increase
the risks of cardiovascular diseases, obesity and diabetes in the Barents region [6,9]. It will be important
to address the challenges faced by small and medium enterprises in the region for them to expand their
businesses and create a niche for their high-quality nutritional food products. This can be achieved by
encouraging a better means of harvesting berries and herbs, and highlighting the nutritional benefits
of these bioactive ingredients through mobile applications that can appeal to potential consumers,
especially the younger generation.

Food security and human security are prevention oriented; food security helps to develop the
overall human well-being, thereby strengthening human security [6]. The concept of human security
should endorse a people-centered approach, built on the capacity of individuals, and provide key
tools for building resilience around food security and nutrition [10]. Food and nutrition are integral to
human security, and the link between diet and health is well established [11,12]. The food we consume
plays an important role in our health and well-being. Food availability, accessibility, utilization
and stability within the food system are essential pillars of food security. In the Barents region,
ensuring sustainable food and nutrition security will help to build resilience, and promote culture
and ecology that will offer greater human and societal security [13]. Healthy living is associated
with clean water, food and air, but also includes the safety and security of life for the individuals,
groups and communities. Changes that occur in the climate, environment and land use, together with
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socioeconomic factors, have been reported to impact on food and water security in the Arctic region,
including the Barents region [14]. The trends associated with food consumption are constantly evolving
with technological inputs. How food processing methods and the traditional culture related to food
have changed over the years with technology are important topics for consideration. The issues of food
security, climate change, and population growth are major concerns discussed in many international
agreements as in [15–17]. There are only a few studies on food security in the Barents region, and to
date, there is no work on food system digitalization in the region. We therefore emphasize the need for
small and medium-based enterprises (SMEs) in the food sector to embrace digital solutions in their
operations. The purpose of this article is to identify gaps and challenges related to food and nutrition
security in the Barents region, improve the sustainability of the food system through digitalization and
promote the development of cross-border infrastructures to support digitalization. The authors have
drawn largely on their participation in related project workshops and social networking services in
this region.

This review article addresses the relevance of digitalization as a disruptive innovation within the
food system that will help to promote food and nutrition security. We highlight in Section 2, the impacts
of human activities and climate change in the Barents region; Section 3 is on food system digitalization in
the Barents region and how other enablers for digitalization, such as internet penetration, will be crucial
in achieving the desired objectives of improving food and nutrition security in the region. Section 4
discusses the role of different digital technologies that can transform the food system in the region
and the overlapping relationship that exists amongst the consumers, food business, and authorities;
Section 5 discusses how information and communications technology can contribute to a sustainable
food system; Section 6 looks at future implications for the Barents region. Finally, Section 7 concludes
the article.

2. Impacts of Human Activities and Climate Change in the Barents Region

The Barents region is characterized by its remoteness, high latitude, harsh climate, and varied
ecosystems with the Scandinavian mountain chains in the west, the Arctic tundra in the Kola Peninsula,
and the Nenets Area and Novaja Zemlja in the east [18]. The midnight sun may persist up to 24 h
a day from May to July. Despite the harsh landscape, it is characterized by boreal forest, thousands of
lakes, mountains and fells; this provides the region with an abundance of natural food, made available
through hunting, gathering, harvesting and fishing.

As a sparsely populated region with pristine environmental characteristics but rich in natural
resources such as oil and gas, it attracts human activities that are related to marine areas or inland
mining and mineral activities [19,20]. Human activities have significant impacts on food security
in the Barents region; they were reported to be detrimental to the environment of the region [20].
Many towns in Northwest Russia often depend on a single industry that causes pollution that can
be a major source of contaminant in their food supply. At the Norwegian–Russian border in Nickel
and Zapolyamy, nickel smelters release harmful emissions of sulfur dioxide into the environment [21].
Such emissions can end up in the local food system if not accurately monitored. Dudarev et al. [22]
reported on the toxic metal levels in local foods such as fish, berries, mushrooms, and game in the
Pechenga district. In Finnish and Swedish Lapland, mining activities are also a cause for concern
to the environment as potential risks to food safety [21]. With growing international tourism in the
region, there will be more waste generated and it will be important that such waste does not result in
environmental pollution. Encouraging industrial symbiosis (where small and medium enterprises find
ways to use the waste from one enterprise as raw materials for another at local levels) in the region
will help to avoid unnecessary waste and encourage a circular economy. The Finnish Innovation Fund
(SITRA) in its current roadmap to a circular economy highlighted industrial symbiosis as a means to
tackle the challenges of climate change, depletion of natural resources and to minimize the waste of
food resources [23]. Shifting to a circular model for food can have economic, health and environmental
benefits in the Barents region.
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The Barents region is an area where the impact of climate change is most pronounced,
with an average rise in temperature twice that of the global average temperature [24,25]. Digitalization
of processes within the food system will help to mitigate the impacts of climate, with generated data.
As a result of the warming climate, there will be changes in ocean and atmospheric contaminant
transport, which may increase the movement of organohalogens and mercury from lower latitudes to
the higher latitudes of the Arctic Barents region [26]. As the water in freshwater lakes gets warmer,
tundra ponds and streams are likely to be affected by greater bacterial methylation of mercury and
mercury released from thawing permafrost [27]. This will present some challenges for the terrestrial and
aquatic food resources in the region. The environmental impacts of climate warming, anthropogenic
contaminants and zoonotic disease in subsistence food species and rural drinking water can lead to
infections and toxic effects in rural communities [28].

Plant, insect and animal species will be able to expand further north as the climate gets warmer,
thus bringing new zoonotic diseases with them. “Higher winter temperatures in the Arctic was
noted to likely increase the level of microbes, and consequently, the winter survival of infected
animals, raising the risk of hunter and consumer exposure” [29] (p. 3). The warming climate may
drive changes in the forage resources of subsistence species, their health, and abundance. Similarly,
the expansion of new species northwards has already brought new water-borne diseases such as
tularaemia [30], and warmer waters in tundra ponds, estuaries, and nearshore ocean waters now
support toxin-producing cyanobacteria and algal blooms [31]. In addition, longer Arctic summers
and warmer winters with less sea ice cover will increase the use of northern sea routes by commercial
shipping from northern Europe and western Russian ports [25], raising the possibility of new rat-borne
infections, such as tick-borne encephalitis [32]. The use of sensors and other digital solutions will lead
to a greener means of transport that can prevent such disease outcomes.

Some of the gaps in knowledge for adaptation strategies to better cope with food and water security
in the Arctic-Barents region include the availability of better metrics on contaminants and pathogens
in the region [29]. It will be important to share data on the microbial and chemical pollutants in the
agri-food sector across the region. Therefore, there is a need to ensure food safety and sustainability
by utilizing the benefits of digitalization within the food system to accurately measure and predict
outcomes from these activities. Efficient and smart manufacturing in the future will need to accurately
gather data, with which to predict and inform processing operations. Developing and transforming
the food system through digitalization will help in the response to the consequences of these impacts
in the Barents region.

3. Developing the Infrastructure for Food System Digitalization in the Barents Region

Food system digitalization refers to the application of innovative technology to enhance harvesting,
processing, distribution and storage operations along the agri-food value chain. The power of
mechanization in the early nineteenth century, automation in the 1970s, and the growth of information
and the internet in recent decades have had significant impacts on our day-to-day activities, including
the food system. Since the current adoption of connected intelligence into the business and social
fabrics is happening at an advanced speed, it will change the way we conduct business. The food
business operations in the Barents region and its system will not be an exception as it develops novel
food products from traditional foods.

The food system has been distorted globally, mainly due to capitalism’s drive for increasing profit.
Some major worries for the global food system highlighted by United States climate researchers include
absurd transnational lengths for supply chains, genetically modified organisms inserted into plant and
animal deoxyribonucleic acid (DNA), overuse of pesticides on mono-culture crops, common resources
such as water privatized through legislation and patent restrictions on seeds [33]. All components of
the food system are challenged to quickly adapt and keep pace with the evolution of technology, trying
to evade the disruptive effects of digital Darwinism (a phenomenon where technology and society are
evolving faster than businesses can naturally adapt). In doing so, it was anticipated by the World Food
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System Centre that “the dynamics of the whole food-value chain change, and unforeseen consequences
enter the economic landscape through digitalisation” [34]. In responding to these challenges, local food
systems need to be revisited to ensure food safety and sustainability in the Barents region. Along the
food and beverage supply chain, there are many involved processes, such as workers and touchpoints,
which can make it difficult, not only to keep track of food but also to monitor its quality. Quality is of
incredible importance in the food industry, as faulty or contaminated foods entering the market can be
detrimental to human health [35]. Therefore, food must always remain traceable and safe, and this
can be complex to guarantee within the food system with its many working cogs. Digitalization with
accurate data on the process inputs and outputs will help to guarantee quality, safety and traceability.

Food system digitalization will consider all the aspects of growing, harvesting, processing, storage
and distribution of foods from the region in order to explore their potential in promoting human security.
In the Barents region context, food system digitalization can help to transform the local economy by
improving the supply of traditional values, increase the yield of natural products and create novel
food products with health giving properties. With an improved local economy, the purchasing power
of entrepreneurs will increase, leading to an improvement in food and human security in the region.
Ultimately, this will result in better food sovereignty across the region as SMEs in the food sector make
economic gains.

In an anticipated future scenario, technological advances that are emerging from the Fourth
Industrial Revolution (Industry 4.0) will benefit the current food system in becoming greener and
sustainable. Industry 4.0 harnesses uncertainties and, in their place, removes assumptions and risky
forecasts, enabling a relevant level of actual knowledge and a newfound level of insight. The use
of digital technologies, such as precision planting and irrigation techniques, will improve yields
organically. “The speed, efficiency, and sustainability of transport will improve radically. Mobile
information technologies will improve farmers’ understanding of the land they are farming and the
markets they are selling to, while also allowing them to communicate with and learn from each
other” [36].

The importance of advances in communication, education, and finance to support farmers and
their communities cannot be underestimated in the present age. Telecommunication is an important
platform in which digitalization can be built and further developed. In order to maximize the
benefits of digitalization in the Barents region’s food sector, it is important that infrastructure, such as
telecommunication networks be developed across the entire Barents region. For instance, in Finland,
Norway, and Sweden, the networks are highly developed while in Northwest Russia it needs to improve
when digitalization harmonization across the region amongst stakeholders is considered. There is
a discrepancy in technological and infrastructural developments in the Barents region. For instance,
internet penetration in Finland, Norway, Russia, and Sweden was 92.5%, 98%, 76.4%, and 93.1%
respectively [37].

The capacity of the telecommunication network in Northwest Russia remains limited, and the
cost of using telecommunications within low-populated northern regions of Russia, as well as that of
cross-border services between the Nordic countries and Northwest Russia, remains extremely high.
This is one of the initiatives addressed in the Northern dimension [38]. The Northern dimension is
a joint policy initiated in 1999 between four equal partners—the European Union, Russia, Norway,
and Iceland—regarding the cross-border and external policies geographically covering Northwest
Russia, the Baltic Sea, and the Arctic regions, including the Barents region.

The issues of telecommunication development in the north of Russia are given great attention with
the possibility of adopting smart technology with space communication [39]. The task of developing
communications appears as one of the strategic documents of the Russian Federation, both at the
federal and regional levels [40–42]. The development of telecommunications infrastructure in the
Russian Arctic has been an important topic of discussion, both at the state level and in the business
environment. Annually, there are many conferences and forums devoted to this issue [43].
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In an effort to develop the communication infrastructure in northern Russia, one of the largest
projects in the field of telecommunications development is the laying of a fiber-optic backbone along the
Northern Sea Route. The project, in different forms, has been discussed since 1999. Currently, the active
stakeholders of the project are Russia, Finland, and China [44]. In 2016, the Russian Federation
implemented a similar project for the construction of an underwater optical highway linking the
largest settlements in the northeast of the Russian Federation (Sakhalin–Magadan–Kamchatka) [45].
Along with the terrestrial telecommunications infrastructure, the satellite communication system
is also developing [46,47]. Mobile communications are actively developing as well. Coverage of
mobile networks of the third and fourth generations is growing, and already covers the territories
inhabited by indigenous peoples [48]. The Nordic industries are also developing a strategy towards
the fifth-generation (5G) network. Finland and Sweden are both in the European Union, while
Norway is not but aligns strongly with Nordic cooperation for mobile networks. For example,
a declaration of intent [Press release, May 2018. https://www.government.se/press-releases/2018/

05/new-nordic-cooperation-on-5g/] signed recently states that the Nordic region will be the first
interconnected 5G region in the world, and identifies areas in which Nordic cooperation needs to be
intensified. The development of communication infrastructures in the Russian North naturally will
lead to an increase in internet penetration. In order to reap maximum digital dividends, the economies
of a country need to implement the reforms necessary to improve internet access. In addition, they
need to focus on the analogue foundations that promote the digital economy, such as skills, institutions,
and regulations [49]. It was also suggested that the development of a strategy that will reap digital
dividends requires addressing the digital divide by removing the barriers to an internet that is universal,
affordable, open, and safe for firms, citizens, and governments [50].

According to Fälström and Jörgensen [51], food system digitalization will need to consider
important issues on the Internet of food (IOF). IOF refers to the discussion regarding how digital
aspects, technical innovation and new data layers around food will change the global food system. It is
related to the complexity of combined food products, their mobility, best practices on quantified food
handling, Big Data, hygiene factors in the food sector, environmental control (open reporting sensors),
self-configuring sensor nets, edible sensors, and multicast instructions. The authors also suggested the
deployment of Internet Protocol Version 6 (IPv6) as a factor for improved food competitiveness, security,
better access, identity, and new business models from breaking up structures. IPv6 as a communication
tool is able to handle extended space in comparison to IPv4, and will be able to prevent exhaustion
that may result from the complexity. In addition, IPv6 provides improved service quality. Automation
and modern analytics tools can be deployed to track products and goods from inception to fulfilment.
Since the systems in question are designed to track and monitor on their own with little to no input,
the user can tap in anywhere along the chain to seek the information he or she needs. The success of
the system will largely depend on the exchange of information and knowledge across the region.

One way to encourage knowledge sharing and new partnerships is through an initiative that
harmonizes information across the Barents region through data visualization. Data visualization
is the modern way of disseminating information that can be used more frequently in the Barents
region. The data visualization website contains a broad variety of parameters, such as data on
population, unemployment, health, and education that can be visualized on a map (available at
https://barents.no/en/focus-areas/european-border-dialogues).

4. Transforming the Food System through Digitalization to Promote Food and Nutrition Security

Agriculture, rural livelihoods, sustainable management of natural resources and food security
are connected within the development and climate change challenges of the twenty-first century [24].
The impact of food processing on the climate is well established and it will be necessary that value
addition to traditional foods in the region be well managed throughout the value chain. Food processing
contributes to climate change, eutrophication (the process by which there is a gradual increase in the
concentration of phosphorus, nitrogen, and other plant nutrients in an aging aquatic ecosystem such

https://www.government.se/press-releases/2018/05/new-nordic-cooperation-on-5g/
https://www.government.se/press-releases/2018/05/new-nordic-cooperation-on-5g/
https://barents.no/en/focus-areas/european-border-dialogues
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as a lake), acid rain, and the depletion of biodiversity. Each of these parameters can be monitored
with digital accuracy by sensors. The efficient processing of traditional and local foods incorporating
digitalization in the value chain will be important for keeping the global temperature at 1.5 to 2 ◦C
above the pre-industrial level. Several researchers have shown that food processing, which often
involves water and energy expenditures, needs to be climate smart [52–54]. Since the Barents region
and other parts of the world at higher latitudes are witnessing the effects of climate change to a greater
degree than elsewhere, climate-smart agriculture and digitalization of the food system can also be part
of the solution.

Industry 4.0 is transforming products, the operations of companies, and how their production
is managed. This is a giant leap for manufacturing innovation that employs smart devices that take
control of machines on the shop floor, communicating autonomously “device-to-device” to manage
manufacturing operations and their distribution. “The entire manufacturing value chain is transformed
by industry 4.0 and they can be monitored from concept to completion and beyond” [55]. Small and
medium-based food enterprises can benefit from Industry 4.0 especially when industrial symbiosis is
adopted as a way of promoting sustainability in the region. The management of a business enterprise
is now able to access important information in real-time as they are able to monitor the productivity
and efficiency of both employees and machinery. Another critical benefit this new technology delivers
is a consistent feedback flow between companies and their customers, in which products could
be improved or highly influenced by the end-user, transforming how products are designed and
produced [56].

“The fusion of ‘Big data’, the ‘Internet of Things’, and advanced analytics is providing
manufacturers with unprecedented insights into manufacturing performance, customer behaviour,
and new product development” [57]. Other enabling tools, such as cloud computing and cyber physical
systems, have also been introduced as digital enablers in manufacturing. For example, cyber physical
systems research can increase food consumption efficiency and the overall food production capability
through precision agriculture, intelligent water management, and more efficient food distribution [58].
Automation, intelligence, and collaborations are also relevant with particular reference to smart
manufacturing, smart products/services, and smart cities.

Blockchain technology creates a shared, distributed ledger of transactions over a decentralized
peer-to-peer network. As an emerging technology, its suitability needs to be examined against the use
cases requirements [59,60]. In the food sector, it makes it possible to track the source of various food
items starting from the farm to supermarket shelves. By creating a blockchain network, contaminated
products can be traced to their sources faster. Some of the uses of blockchain that will improve business
include reducing carbon footprints, the security of the Internet of Things, contract fraud reduction,
secure real-time payment, supply chain efficiency, clarity in business agreements and transactions,
increased traceability, and improved customer experience. The use of blockchain in food processing
will ensure safety, since food ingredients can be easily tracked, monitored and reported on, thereby
building trust among consumers [61].

Blockchain, as a distributed, shared ledger for recording transactions, will revolutionize how the
food industry can optimize the trading and shipping of food, trace contaminated items, and reduce
fraud and waste. Blockchain holds incredible promise in delivering the transparency needed to help
promote food safety across the whole supply chain. Within the food supply chain, the different
actors, i.e., growers, suppliers, processors, distributors, retailers, regulators, and consumers, can access
information about the origin and state of food [62]. This will help to resolve issues of authenticity
and food fraud that may result from geographic origin, production method, processing technology,
ingredients composition, etc., [63].

In practical terms, a framework can be constructed that can be used for structuring the discussion
around the Internet and food, thereby furthering the discussion on how to facilitate openness
and innovation in the field of food, with the goal to feed the planet in a healthy and sustainable
way. The increasing activity of info-communications in virtual space leads to an avalanche-like growth
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for information stored and circulating on the Internet. This opens up new opportunities for increasing
the security of the population of the territories in all aspects, including food security. Possible ways of
realizing this potential based on modern information technologies are diverse. They include monitoring
the actual diet of the inhabitants of the territories, monitoring and predicting consumer demand,
the formation of new chains of production and food supplies.

The overlapping relationship that exists between the consumers, the food business, and the
authorities is shown in Figure 1. The figure shows how the main actors contribute to the digitalization
of the food system in different ways, and the benefits of digitalization in the food system. General
feedback shown in the picture may reflect in different layers, processes and effects.Agriculture 2019, 9, x FOR PEER REVIEW 8 of 18 
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Figure 1. An overlapping relationship within a digitalized food system.

The benefits of digitalization seem to appear in two general ways. The first, “extensive” one consists
of an improvement of almost all traditional processes within the food system by using information
and communications technology (ICT). The second, “intensive” way is connected to a restructuring of
processes within the system. Along with the revolutionary changes of Industry 4.0, one particular
restructuring is a shift from hierarchical organizations to horizontal ones, based on peer-to-peer (P2P)
interactions. In this article, the authors use P2P as a common name of architectures implementing
horizontal instead of hierarchical structures of interactions, i.e., ‘peer-to-peer. This kind of interaction
appears in the food system in different layers, from IOF to informal customer and producer networks
within social networking services (SNS) and to the network of food businesses. The most valuable
advantages of any P2P system are its scalability, flexibility, and reliability [64]. Transformations from
hierarchical to horizontal structures will potentially improve the sustainability of the regional food
system, making it more adequate to the actual demands of the actors and expanding it to trans-regional
and cross-border contexts.

Due to the harsh climate and poor development of transport infrastructure in parts of the Barents
region, the development of horizontal relations will be especially important for the region. Regional
food markets in the region are specific, characterized by small volume, low density and unevenness of
the population as the main consumer of products [65]. The consequence of these features results in
vulnerability of the food system in the Barents region, due to dependence on unreliable transportation,
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especially for the northern delivery dependent territories [66]; the higher cost of products, due to
transportation costs, result in an imbalance in the structure of food consumption by the population [67].

Strengthening horizontal interaction within the region will reduce these problems due to more
effective use of local opportunities for food supply amongst the population. Digitalization, in a broad
sense, covers the sphere of interpersonal communications, which will provide a more efficient exchange
of information at all levels—from state to personal. This will create the right conditions and lead to the
emergence of alternative channels for providing the population of the region with better access to food,
including the crowd principle basis, which uses the resources of the population itself. An example of
the realization of this potential at the interpersonal level is of a number of groups in the “VKontakte”
social network, which provide the ordering and delivery of products from Scandinavian countries to
the cities of northwest Russia [68]. Such means are especially important within the human security
perspective, since they provide a more efficient personal satisfaction at individual levels, including
specific requirements for food.

The opportunities provided by food system digitalization can be considered in terms of what is
currently available and what will be available in the future, such as the Internet of food (IOF) mentioned
earlier. These opportunities will create new possibilities to monitor a regional food system to inform
more contemporary and adequate decisions for a better secure regional food system.

Digitalization results in the widespread use of ICT that generates and accumulates huge amounts
of data that opens the way to obtain distinct raw data, in addition to official statistics, to characterize the
peculiar aspects of the food system at the regional level. For example, in Russia, official statistics mostly
focus on supporting the tasks of the federal level administration, while the tasks and instruments of the
regional administration are essentially different (customs tariffs, compensation fees, excises, sales taxes,
quotas, etc.). These statistical records are mainly economic indicators to characterize food security
amongst the population as a whole at the federal level. However, specific indicators that focus on
local and regional levels are missing. Such an approach makes the Russian food security monitoring
system state security focused rather than being human security focused at local and regional levels.
For instance, the peculiar requirements for the diet of indigenous people from the northern regions
based on cultural preferences are not accounted for in the monitoring system. Therefore, additional
data is necessary for effective monitoring of the food system of the Barents region taking into account
its peculiarities, since “food security is not only about reliable access to nutritious food. It is also linked
to climate change, wildlife management, pollution, economic vulnerability and cultural security” [69].
Digitalization provides access to data that concerns several actors in the food system, including
persons and households. Beneficial information can be gathered from this data through text analysis
in general and opinion-, knowledge- or data-mining technologies, as well as demand analysis and
personalization techniques.

An important task that provides a technological basis for creating information technologies to
support food security is the formation and maintenance of a knowledge base (KB) that characterizes the
overlapping structure of a digitalized food system. Ideally, such a base should describe all components
of the food system and their relations to provide the possibility of automated reasoning aimed at
supporting decision making in food security and risk management. The creation of a KB is a key task
for the potential use of blockchains, the IOF, and other technologies. The KB provides the necessary
common conceptual basis for any intelligent distributed system. An essential feature of the knowledge
base, which determines the requirements of the technologies for its implementation, is the high
dynamism of its content. In our modern world, new products, ingredients, trademarks, supply chains
appear and disappear very quickly over time. In such conditions it is extremely difficult to create
and maintain the relevance of the knowledge base directly, relying only on the knowledge of experts.
This increases the demand for intelligent information systems with feedback that implement the
principle of “user as an expert” [70].
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Another opportunity for digitalization in transforming the food system is that widely available
e-communications will provide a basis for peer-to-peer networking within food systems that will
include customer-to-customer, business-to-business, and business-to-customer (C2C, B2B, and B2C,
networking respectively). One modern example of such a P2P network that partly cover the Barents
region is the REKO system, which implements a new model of a sustainable marketing channel based
on SNS interactions. The system unites small food producers (farmers) and consumers and “offer
consumers a way of ordering products directly from the producer, without the need for middlemen” [71].
In addition, the system provides the production of food products in volumes and in assortment,
taking into account the actual needs of consumers. Such a model of food producing and marketing
makes the food system more diversified and resistant to disruptions from individual components
including transportation. The example of REKO demonstrates the potential of digital modern ICT in
the creation of sustainable distributed food systems for providing the population of the Barents region
with quality nutritious food. Technically, there are no obstacles in using such technologies to create
similar cross-border networks, including for larger businesses. However, this potential is not used
due to organizational and political problems, such as sanction restrictions and differences within food
systems regulations in different countries.

5. Sustainable Food System and ICT

The food system strongly relates to many sustainability challenges such as climate change,
biodiversity loss, water scarcity, and food insecurity [72,73]. There is a need to deliver sustainable
and healthy diets to global populations by responding to the challenges of climate change, rising
populations, and decreasing crop yields [15]. In respect of this global challenge, the Barents region
specifically can offer a good example by which digitalization in the food system can help to increase
yield, adding value to promoting food and human security. This necessitates digital technology to
push beyond traditional agricultural practices and be deeply embedded into the food system [74].
For example, in the Barents region, food business operators in the region can add value to carrots,
turnips, cloudberries, bilberries, lingonberries, cranberries and other traditional foods as described
under the introductory section. The berries are made into juices, jams, sauces, and liqueurs; natural
herbs extracts are also utilized. Finnish Lapland angelica herb (Angelica archangelica) is used as
a flavouring for pies and ice cream [6]. These food business operators within their local communities
are small and medium sized, they are often faced with challenges on novel food requirements and
trade restrictions by the European Union [75]. In the Norwegian aquaculture, the biggest challenges
are sea lice, diseases, access to sufficient areas and adequate feed resources, pollution in the form of
feed spills and faeces from the fish [76]. The challenges faced by the Norwegian aquaculture industry
can benefit from digitalization by providing sensors to monitor biomarkers that are associated with
these pollutants.

In the Barents region, many communities have low population density; data can be readily collected
for future cross-border collaboration within a digitalized food system. The value addition to traditional
foods can be promoted with innovative digital technology that promotes environmentally-friendly
food products. Community-based initiatives in the region support food security and help to promote
sustainability within the communities. For instance, the Norwegian Institute of Bioeconomy Research
(NIBIO), in collaboration with community stakeholders in Troms county, aims to market Arctic foods
with the goal of highlighting their unique arctic quality, natural production, and lack of pesticides in
the food products [77]. Swede and carrots grown at low temperature result in a fresher and better,
sweeter taste. Similarly, the trial marketing of midnight sun-grown, oval-shaped almond potatoes was
a success in the Finnish Lapland market. The Finnish Lapland potato has been designated as a brand
under the EU name protection “Protected Designation of Origin” [78]. The unique quality of these
products can serve as a marketing tool that will benefit from e-marketing and digital technology that
can prove their authenticity.
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The existing digital and communication infrastructure in the region will be necessary for
stimulating the drive towards food system digitalization in the future. It will require cross-border
collaborative initiatives to share best practices and access the latest trends to boost innovative
entrepreneurship in the food sector. This will require that the digital infrastructure be up to speed in
ensuring that information gathered can be easily shared across borders in rural communities. In a study
related to innovation and entrepreneurship conducted at the Imperial College, London, the authors
emphasized that information and communications technology (ICT) is required to successfully combine
secure and sustainable food systems [74]. Digital ICT was used to help coordinate the activities of
multiple suppliers in dynamic strategic networks to coordinate the local delivery of food through the
application of innovative digital technologies that take into account the interactions between food and
agriculture systems, with broader industrial systems, as illustrated in Figure 2. This was achieved by
exploiting the timely delivery of information and expertise using mobile devices in rural areas.Agriculture 2019, 9, x FOR PEER REVIEW 11 of 18 
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The food system can be transformed based on the inputs of digitalization on how we produce,
process, and integrate information, which will be critical to innovation. Digitalization in food and
agriculture will offer new opportunities through the ubiquitous availability of highly interconnected
and data-intensive computational technologies as part of the so-called Fourth Industrial Revolution [4].
An interesting aspect of Industry 4.0 is the notion of individualized ‘small batch’ product offerings. There
are interests in data and data analytics as a means to improve production. Small and medium-sized
entrepreneurs, as important drivers of economic activities in the Barents region, will benefit from
Industry 4.0. It can be applied to all aspects of dairy production, processing of berries, their storage,
packaging and distribution in the value chain systems. It also reflects a shift from generalized
management of farm resources to highly optimized, individualized, real time, hyper-connected,
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and data-driven management. The desired outcomes of digital agriculture are more productive,
profitable, and sustainable systems. Digital agriculture will leverage the smart use of data and
communication to achieve system optimization. The tools that enable digital agriculture are multiple
and varied, and include cross-cutting technologies such as computational decision and analytics tools,
the cloud, sensors, robots, and digital communication tools. Factories and plants will connect machines
and production systems via the internet, allowing information to be exchanged and triggering actions
that can enable each entity to control the other independently. Easy data exchange and access to that
information can provide 3D printing of foods with more customization possibilities for manufacturers
and their customers. As production becomes digitalized, the socio-economic drawbacks can be
minimized through new trainings for jobs that are linked to digitalization.

The Finnish Arctic research has a long-term strategy that aims to strengthen Arctic cooperation,
as well as new kinds of partnerships, including public and private, in particular by strengthening the
business environment and networking of actors in the Finnish Barents region, i.e., Lapland, Northern
Ostrobothnia, and Kainuu [79]. The strategy strives to ensure sustainability in line with the Sustainable
Development Goals (in particular goals 2, 9 and 12) by 2030. One of the themes at the Natural Resources
Institute Finland i.e., Luonnonvarakeskus in Finnish (LUKE) is the ‘Innovative Food System’ that supports
a sustainable, profitable, and innovative food chain at all stages. Digitalization will help as a tool to
support innovation across the food value chain. The overall aim of the innovative food system is to
process wholesome, sustainable food products and support the rotating economy in the food system
by utilizing digital and intelligent technology in the Barents region of Finland [76]. The main areas of
this theme on innovative primary production systems, circular economy, smart agriculture, healthy
and sustainable food and feed, consumers and markets will benefit from digitalization that can be
shared through cross-border collaboration in the region.

6. Future Implications for the Barents Region

The previous three sections (Section 3. Developing the infrastructure for food system digitalization,
Section 4. Transforming the food system through digitalization, and Section 5. Sustainable food
system and ICT) will be relevant for a systemic change in the food system at a regional level; they will
play important roles in shaping the future. As shown in Figure 1, a digitalized food system will
help to promote both food security and food sovereignty by involving the customers or consumers,
food businesses, and the authorities in a digitalized food system. Food sovereignty empowers local
and rural communities in value addition to their food crops. It is defined by the World Forum on Food
Sovereignty (WFFS) as the ability and the right of people to define their own policies and strategies
for the sustainable production, distribution and consumption of food that guarantee the right to
food for the entire population [80]. Currently, in Finnish Lapland, there are initiatives such as the
“Arctic Bioeconomy, Smart specialisation” that encourage industrial symbiosis with digital solutions.
In Loue near Tervola in Finnish Lapland, there are processing facilities for meat, ice-cream, biogas
and a cattle barn with robots for milking. These facilities are shared within the same premises with
a vocational college with active collaboration with the Natural Resources Institute Finland (LUKE).

There are also ‘Facebook’, and ‘Whatsapp’ groups that encourage virtual meetings between local
farmers and consumers. Similar practices exist in other communities of the Barents region. In the
near future, as the interest in where food comes from grows, and how it has produced becomes more
relevant, it will encourage the development of artisan foods and food sovereignty in the Barents region.
Food sovereignty puts emphasis on the promotion of small and medium-sized production where
respect for the inhabitants’ own cultures as well as the diversity of peasant, fishing and indigenous
forms of agricultural production, marketing and management of rural areas play a fundamental
role [80]. The unique food crops, herbs, natural products and other indigenous foods that are part of
the food culture in the Barents region will also contribute to biodiversity when there is value addition
with digital solutions. An integrated farming system that employs sensors to increase yield, fertility
and help in the management of pests and diseases will be important for future collaboration in the
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region. As food products move across border in the Barents region, the role of digitalized packages in
e-commerce and e-communication will be very important. Digitalized packages with labels with quick
response (QR) codes can provide important information on the nutritional quality of the ingredients,
ethical standards, and the possibilities to interact with customers. In addition, they can be useful in
product tracking, item identification, time tracking, and general marketing. We developed a framework
for knowledge base creation as shown in Figure 3 below.Agriculture 2019, 9, x FOR PEER REVIEW 13 of 18 
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We developed a framework for knowledge base creation as shown in Figure 3. This an example of
how customers as users will be able to tap into available and documented information of foods and
food ingredients. It will collate all information gathered by experts to create the knowledge base within
a food system digitalization that can be applied in the Barents region. As there are different languages
in the region, there is a need to have a common understanding across the region. In addition, increasing
amounts of accumulated information require the use of automated methods for extracting knowledge
from raw and inconsistent data, represented in particular by heterogeneous textual sources. Generally,
in this case, the task of automated processing should be to summarize the information: a gradual
decrease for data to process while simultaneously increasing their information impressiveness. Visual
images provide the greatest information impressiveness and at the same time offers the highest
speed of information processing by humans. However, the tradeoff for efficiency becomes a reduction
in processing accuracy due to the ambiguity of interpreting visual images. A compromise variant
of a simultaneously compact, rich information and unambiguously interpreted representation of
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knowledge is the formalized concept systems presented in the form of an ontology or in the form of
another logical system that determines the semantics of a domain. Interactive visual analysis methods
can be used in the region which is multi-lingual. This will combine the formal rigor of logical systems
with the efficiency of processing visual images.

Digital solutions are important aspects of the Smart specialization strategy in the European Union
(EU). The EU recognizes the importance of specific regional knowledge, technical assets and critical
mass towards the diversification of regional economies alongside smart specialization [81]. However,
there are also challenges in the exchange of data and communication when there is a need to link
different systems together in a unified system to cover the different aspects of the food sector in a region.
For future collaborations in digitalization of the food system in the Barents region, there should be
emphasis on the harmonization of standards through the national and regional governments. The ICT
solutions, when developed in isolation from realities and practices of producers and consumers, run
the risk of hampering rather than advancing possibilities for sustainability transitions in the food
system [82]. Furthermore, there is a need to adopt a holistic approach that takes into consideration
links in the food chain; such that ICT solutions consider production practices, communication in food
chain, and consumer behavior [83]. This is important in order to avoid sustainability gains in one part
of the food chain offsetting changes in another part.

7. Concluding Remarks

There is an urgent need to have a systemic change in our food system that encourages food
security and sovereignty. The basis of the technology that underpins digitalization as described in this
paper, when clearly aligned to the food industry, can revolutionize the industry. Digitalization across
the food system will positively affect food security and safety, thereby ensuring human security in the
Barents region. Such a disruption, coupled with the development of other infrastructures particularly
in Northwest Russia, will help to promote cross-border collaboration that will be of benefit to the
Barents region. Cross-border collaboration at a regional level that foster sustainability, transparency,
and an efficient management of resources will improve with digitalization. This review will be useful
in conceptualizing a framework for food system digitalization in the region. The knowledge base can
be enhanced through the gathering of metrics that can lead to a more integrated approach for the region
in future collaboration on food security and safety. The authors have reviewed the opportunities of
food system digitalization, challenges of telecommunication, and the impact of human activities in the
Barents region. It is envisaged that policy makers and stakeholders in the region will be better informed
to support digitalization in the food sector across the Barents region. The socio-economic challenges
associated with digitalization, as with any technological development such as digital inequality and
threats caused by the complexity and vulnerability of ICT-based infrastructures, the governance of
generated data, cybersecurity, were not fully discussed in this paper. We hope that the food system in
the Barents region will embrace digitalization in the future, support and targeted trainings to rural
communities will improve the adoption rate of digitalization in the region.
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