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Abstract: The positioning task of the Internet of Things (IoT) for outdoor environments requires
that the node devices meet the requirements of low power consumption, long endurance, and low
cost and that the positioning system can achieve high-precision positioning and wide-area coverage.
Considering that traditional IoT positioning technology cannot balance the cost, energy consumption,
and positioning performance well, a Wide-Area Positioning System Based on Long Range Mesh
(LoRaWAPS), which is a low-cost and low-power outdoor positioning system with multi-anchor
wireless mesh networking and multi-dimensional data fusion, is designed in this paper. To meet the
need for a positioning system, a low-power consumption and high-reliability LoRa Mesh protocol
is proposed. Aiming at the problem that the accuracy of LoRa ranging is easily affected by the
non-line-of-sight (NLOS) path propagation of signals, a distance estimation algorithm based on the
fusion of time of flight (TOF) and received signal strength indicator (RSSI) multi-sampling data is
proposed. Furthermore, a position estimation algorithm is designed to minimize the posteriori RSSI
error for multi-anchor cooperative estimation scenarios. Furthermore, the prototype of LoORaWAPS is
built and tested in the campus environment. The experimental results show that the proposed system
can provide reliable location service with low power and low cost.

Keywords: low-power wide-area network; LoRa mesh; outdoor positioning; time of flight; RSSI-
based ranging

1. Introduction

With the rapid development of IoT, the demand for obtaining location information
is constantly emerging in industries, transportation, agriculture, and other fields. Spatial
positioning is a typical scenario and key feature of the Internet of Things in the mass
application, and will become more important in the next generation of IoT network [1].
In recent years, a series of outdoor positioning applications have emerged, including
tracking the location and movement of livestock in diet monitoring and meat tracing,
positioning of key residential facilities and vehicles in smart cities, and so on.

The characteristics of the aforementioned outdoor wide-area location services are as
follows: (1) low-cost IoT nodes (including user terminal equipment) are often dependent
on their own power supply and are energy-sensitive [2]. (2) The outdoor environment
is complicated, including non-line-of-sight (NLOS) [3], multipath [4], wide area [5], and
multilayer effect [6], as well as interference from moving objects and human [7]. (3) The
error of low-cost sensors is large and changes over time, and it is easy to be affected by
environmental factors (such as temperature) [8].

Mainstream IoT positioning systems include Global Navigation Satellite Systems
(GNSS), cellular mobile network positioning, and positioning systems based on Low-Power
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Wide-Area Networks (LPWAN), WiFi, Bluetooth, ZigBee, Near Field Communication
(NFC), Radio Frequency Identification (RFID) and other wireless communication tech-
nologies. Among them, WiFi, Bluetooth, ZigBee, NFC, and RFID can only be used in
indoor positioning scenarios due to their limited communication range. Standalone GNSS
can provide positioning services worldwide; however, the performance of positioning
will degrade due to interruptions, degradation, and multipath in urban environments.
In addition, a GNSS module costs more than 10 USD with a power consumption of 120
mW. A 4G module is about 15 USD with an average power consumption larger than
300 mW [9]. With consideration of the cost and power consumption, GNSS and cellular
positioning are usually not considered in wide-area IoT positioning [2,10]. LPWAN is
capable of long-distance communication at low bit rates, which can simultaneously meet
the requirements of signal coverage, cost, and battery life. Therefore, how to obtain accurate
position estimation from radio signals transmitted by LPWAN equipment has become a
hot topic in current research.

As a representative LPWAN technology, Long Range (LoRa) has strong anti-noise
ability and long-distance communication ability. LoRa has telecommunication capabilities,
and a small number of LoRa gateways can cover a geographic area (such as a campus)
and serve as anchor points to support the positioning of LoRa terminal devices. However,
large-scale fading and multipath transmission caused by building occlusion severely limit
the communication and positioning ability of a single LoRa anchor point. A Wide-Area
Positioning System Based on LoRa Mesh (LoRaWAPS) designed in this paper deploys
multiple groups of LoRa positioning anchors in the region to overcome the above effects
and achieve high positioning precision. In addition, due to the low cost of standard LoRa
hardware, a large number of LoRa anchors will not incur significant infrastructure costs.
LoRaWAPS’s low-power LoRa anchor relies on wireless mesh networking, which allows it
to be deployed wherever it is needed, regardless of the network and power requirements
of the deployment site. LoORaWAPS holds the promise of a truly seamless outdoor wide
area coverage for localization and data transmission.

The main contributions of this paper are summarized as follows:

1. A wide area localization method and system based on LoRa Mesh are designed.
In view of the limited radio frequency (RF) channel of LoRa hardware and the
difficulty that positioning tasks and communication tasks preempt time-frequency
resources, the system realizes the coexistence of communication and positioning
functions by optimizing the system logic. On this basis, a demonstrable LoRa
communication-positioning sensing system is built through software and hardware
design. To the best of our knowledge, this is the first system capable of simultaneously
running LoRa Mesh networking communication and LoRa wireless positioning tasks.

2. For hardware design, a hardware abstraction layer is added for cost control or power
optimization. Moreover, a LoRa Mesh protocol with low power consumption and
high reliability is designed. In view of the lack of a LoRa Mesh protocol standard,
we rebuild and simplify the LoRa Mesh protocol stack and improve the packet for-
mat. Compared with other wireless Mesh protocols, the route discovery and route
maintenance process of the LoRa Mesh protocol designed in this paper is simpler
and more energy-efficient. The protocol also introduces the mechanism of channel
activity detection and packet Cyclic Redundancy Check (CRC) check to optimize
packet congestion and improve communication reliability.

3. Arouting algorithm based on local link state information of nodes is designed. Un-
der the background of limited local routing state information of nodes, the influence of
communication delay, communication reliability, and node load is considered jointly,
and the routing algorithm in the protocol is designed to improve the networking
efficiency. The experimental results show that the proposed routing algorithm can
take into account both delay and communication quality effectively compared with
other routing algorithms.
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4. A distance estimation algorithm based on multi-sample data of time of flight (TOF)
and RSSI is designed. Aiming at the problem that the range accuracy of LoRa is
easily affected by the NLOS path propagation of signals, based on the fusion of TOF
and received signal strength indicator (RSSI) data obtained by multi-beat sampling,
the line-of-sight channel, and non-line-of-sight channel are screened by clustering
idea, and the line-of-sight (LOS) channel is found and the distance is estimated.
The experimental results of distance measurement in outdoor scenes show that the
average distance measurement error of this algorithm is about 6 m.

5. A position estimation algorithm is designed to minimize the posterior RSSI error.
By calculating the posterior RSSI error of position estimation coordinates, an eval-
uation criterion of position estimation results is designed. Based on this criterion,
a heuristic anchor point selection method is designed to reduce the interference of
bad anchor points and improve the accuracy of the position solution. Experimental
results in outdoor scenes show that the proposed algorithm can provide meter-level
positioning accuracy when the regional anchor point density is high.

6.  The optimal position of the anchor point is discussed. In order to solve the problem
of lack of reference basis for anchor location, electromagnetic simulation is used
to simulate the spatial signal distribution, and a heuristic anchor location selection
algorithm is designed based on the spatial signal distribution and a priori knowledge
to find the best anchor location with the best coverage effect.

2. Literature Review

In this section, we introduce research studies on LoRa networking and LoRa localiza-
tion, and analyze the limitations of these existing works.

2.1. LoRa Primer and Its Mesh Networking

LoRa is a kind of radio modulation technique using a proprietary spread spectrum
modulation that is a derivative of chirp spread spectrum (CSS). According to the operating
frequency band, LoRa can be divided into LoRa sub-GHz and LoRa 2.4 GHz. LoRa Wide
Area Network (LoRaWAN) is a star network protocol based on LoRa sub-GHz. Currently,
there is no LoRa 2.4 GHz network protocol.

The research on LoRa networking mainly focuses on LoRaWAN. LoRaWAN is a star
network with mature standards. The existing research mainly focuses on analyzing the
standard LoRaWAN protocol and discussing how to mitigate the issues caused by signal
attenuation and collisions in high-density wireless devices [11,12].

However, LoRaWAN does not have a mechanism for controlling frequency band se-
lection to simplify device control layer design, reduce device power consumption, and con-
sequently extend the battery life of battery-powered devices. Additionally, LoRa devices
can transmit data to gateways at any time, causing severe packet collisions if multiple
devices transmit signals simultaneously. This limitation restricts the outdoor deployment
of LoRaWAN. In reference [13], the authors have found that the available uplink capacity
of devices in LoRaWAN is related to the distance to the gateway and the number of devices
connected to the gateway. In scenarios with a high number of gateway-connected devices,
the uplink capacity may drop to an average of 100 bits per second. Moreover, in LoRaWAN,
the lack of a clear channel assessment mechanism increases the probability of data packet
collisions, and in high-density LoRa device environments, the data packet delivery rate can
drop to 25% [11]. Another study [14] also points out that under significant path loss, star
networks have a 30-70% higher packet loss probability compared to mesh networks.

To address the shortcomings of LoORaWAN, a LoRa Mesh network system is proposed
and its performance is evaluated [15]. However, current research on LoRa Mesh has not
adequately addressed data congestion issues and has not conducted in-depth research on
routing selection and related problems. In recent years, the LoRa network has been applied
to the fields of animal rescue [16], environmental detection [17], industrial production [18],
and so on. However, these applications of the LoRa network are limited to the field of data
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transmission and are not effectively combined with LoRa positioning technology for wide
area positioning and tracking.

2.2. LoRa Localization

Due to LoRa’s characteristics of low power consumption, low cost, wide coverage,
and large connection, many researchers have applied LoRa to location-based tasks which
are not sensitive to time delay. Muller et al. [19] has made statistics on the ranging error of
the LoRa signal and pointed out that LoRa has the ranging capability within kilometers.
A comprehensive characterization of the LoRa signal and an evaluation of its real location
service is presented in reference [20]. On this basis, a series of positioning methods based
on LoRa are proposed, which can be roughly divided into two categories: Time Difference
of Arrival (TDOA) based positioning methods and RSSI based positioning methods.

The principle of the TDOA-based positioning method is to determine the location
of a device by measuring the time difference between the arrival of the same signal at
multiple gateways. There are currently three main methods for extracting LoRa signal
timestamps: (1) reading timestamps provided by LoRaWAN gateways, (2) estimating
arrival times in the frequency domain, and (3) estimating arrival times in the time domain.
However, due to the 1-microsecond resolution of current LoRa hardware and software
stacks, these methods can only achieve microsecond-level timestamp precision. As a
result, their positioning performance is relatively poor since radio signals can propagate
approximately 300 m in 1 microsecond in free space, making these methods insufficient
for precise localization. Many TDOA-based LoRa positioning systems rely on timestamps
provided by LoRa gateways, leading to suboptimal positioning accuracy [21-23]. On this
basis, Lam et al. [24] remove bad anchor nodes or selects well-performing anchor nodes in
the positioning process to reduce the impact of non-Gaussian noise on the LoRa network,
and proves that the positioning accuracy of the LoRa system can be comparable to that
of the GNSS with a sufficient number of anchor nodes. In order to improve the precision
of LoRa positioning, some researchers have utilized highly customized LoRa devices to
achieve nanosecond-level timestamp accuracy, thereby achieving meter-level accuracy in
TDOA positioning [25]. However, considering cost constraints and the need for widespread
adoption, TDOA positioning systems developed based on generic LoRa hardware still
cannot address the aforementioned challenges.

Different from TDOA-based methods, the principle of the Received Signal Strength
Indication (RSSI)-based localization method is to establish a path loss model based on the
measured RSSI at different distances from the signal source. In the RSSI-based ranging
algorithm, nodes use a known signal propagation model to characterize the relationship
between RSSI and distance. They estimate the distance to the signal source based on
RSSI measurements. Finally, by utilizing distance information obtained from multiple
positioning anchor nodes, the coordinates of the target node are calculated [26]. Many RSSI-
based LoRa positioning products have been developed [26-30]. To improve positioning
accuracy, researchers have conducted studies in areas such as correcting the RSSI path
loss model, mitigating multipath interference, and noise suppression. Regarding path
loss model correction, He et al. [31] model RSSI in indoor and outdoor environments
using Gaussian processes and then develop a localization method through maximum
likelihood estimation. In reference [32], terrain parameters are introduced to correct the
accuracy of the traditional RSSI model. In reference [33], DeepLoRa employs remote
sensing to automatically identify land cover types along LoRa links, and then utilizes deep
learning to estimate the path loss in complex environments. In reference [34], SateLoc uses
satellite images to recognize land cover types and generates virtual fingerprint databases
for each gateway based on the path loss parameters corresponding to different land cover
types, enabling positioning through fingerprint matching. However, these methods still
have significant errors or require auxiliary information, such as satellite remote sensing,
making them less suitable for general deployment. In terms of suppressing multipath
interference and noise, an improved RSSI ranging output algorithm based on Wiener
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filtering is proposed, effectively reducing noise interference and achieving more accurate
ranging and positioning [35]. To combat multipath interference, an amplitude-based
anti-multipath method is proposed in reference [36], achieving 4.6 m accuracy in indoor
settings, but requiring specially designed antennas. To avoid multipath interference,
a large-scale outdoor fingerprint database is built in reference [37], enabling high-precision
positioning, but facing challenges such as fingerprint aging and deployment migration.
In reference [38], the authors achieve high-precision positioning with an error less than
10mina50m x 50 m X 22 m outdoor 3D space, combining RSSI fingerprints and path
loss models. However, this method also requires extensive prior information for building
the fingerprint database. Overall, RSSI-based LoRa positioning technology is susceptible to
multipath effects, and its accuracy depends on the number and deployment locations of
anchor nodes.

The above-mentioned localization techniques are based on LoRa sub-GHz develop-
ment, and their positioning accuracy is limited due to the restricted signal bandwidth.
In recent years, a series of localization techniques based on LoRa 2.4 GHz have been de-
veloped, which utilize high-precision TOF ranging to reduce outdoor positioning errors
to below 5 m [19,39]. However, these LoRa 2.4 GHz-based localization techniques still
struggle to overcome the interference caused by multipath effects.

Currently, most of the research on LoRa positioning is based on a small number
of LoRa positioning devices, resulting in limited coverage of outdoor areas. With the
demand for outdoor wide-area positioning, a positioning system would require a large
number of LoRa positioning devices, which should be interconnected wirelessly through
the LoRa network. However, the application of LoRa networks has been mainly focused
on data transmission, and the research on providing positioning services using the LoRa
network is still immature. LoORaWAN, as the mainstream LoRa network technology, has
been discussed by a few researchers for outdoor positioning systems. In reference [40],
a LoRaWAN system consisting of 68 positioning devices was built, covering the city
area of Antwerp. The positioning was achieved through fingerprinting, with an average
positioning error of 398.4 m. The RSSI test dataset of this system has been made open-
source, and some researchers used deep learning and fingerprinting methods to reduce
the average positioning error to 381.8 m [41] and 340 m [42], respectively. In reference [43],
a fusion of RSSI and timestamp data reduced the average error to 322.6 m using the same
dataset. In experiments with a public outdoor LoORaWAN network in the Netherlands,
a TDOA-based positioning error of 150 m is obtained [44]. Similarly, in the Netherlands’
public LoORaWAN network experiment, an average positioning accuracy of 82 m is achieved
using a TDOA-based method [23]. Furthermore, TDOA multipolarization positioning in
a2 x 3 km area using four positioning devices is realized with an average error of about
100 m [21]. Additionally, experiments using four positioning devices in an open outdoor
area of 340 m x 340 m is conducted with an average error of 24.1 m [45].

Although the outdoor positioning accuracy based on LoRaWAN is continuously
improving, the existing research’s positioning precision still falls short of meeting the
practical positioning tasks’ requirements. This is because LoORaWAN'’s signal power is
relatively low, making it susceptible to strong signal attenuation, resulting in significant
system positioning errors [10]. Most works reduce positioning errors by limiting their
solutions to specific settings (e.g., very small area coverage, fixed devices, controlled test
durations, etc.). Therefore, to enhance outdoor positioning capabilities based on LoRa
networks, it is necessary to increase the density of positioning devices within the area,
enhance the network’s reliability and scalability, and provide more options for positioning
algorithms. Compared to the single-hop topology of LoRaWAN, outdoor positioning
systems based on LoRa Mesh have greater potential.

Due to the early stage of research, there have been few attempts to use LoRa Mesh
networks for positioning. In reference [46], a star network and RSSI-based positioning
method were used for parking lot positioning. However, it has drawbacks such as low
spectrum efficiency, the need for prior knowledge of parking spaces, and limited coverage
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range of the star network. In the paper [47], a hybrid network combining LoRaWAN and
Mesh was used for urban environment positioning. However, its positioning functionality
was achieved through GNSS and is only suitable for devices with an external power supply.
These systems are early attempts at using LoRa Mesh for outdoor positioning and still
face various challenges. Integrating large-scale LoRa Mesh networks with positioning
algorithms to achieve outdoor wide-area positioning in urban environments still faces
many challenges that need to be addressed. Currently, there is no unified standard for
the LoRa Mesh protocol, and existing LoRa positioning algorithms heavily rely on the
deployment locations of anchor nodes. Furthermore, the problems of how to overcome the
interference of the multipath effect and how to achieve a larger range of locations through
a LoRa network with low power and low cost have not been effectively solved.

3. System Overview

This section introduces an overview and practical challenges of LoRaWAPS. Lo-
RaWAPS plans to deploy a large number of low-cost, low-power positioning anchors
which are networked using the LoRa Mesh protocol. Through the coordination of a large
number of anchor points, full signal coverage is provided for the region to avoid larger
positioning errors caused by poor signal quality. The system architecture is shown in
Figure 1. The system consists of a server, a gateway, a number of positioning anchors, and
a number of targets.

Gateway Server

[/

3,
Dre AT
Mesh Network

Figure 1. System architecture.

Tags are used to track the locations of goods or persons. The tag is portable and has
long battery life. It is equipped with a large-capacity battery that can last for several years
with a single charge. The tag weighs less than 100 g. LoRa technology enables wireless
communication and ranges between tags and positioning anchors.

Location anchors are placed within the region. The location coordinates of the anchors
are known to the server. The wireless networking among anchor points and gateways is
completed through LoRa Mesh protocol. Distance information can be obtained by TOF
ranging between the anchor point and the tag. Data packets such as distance information
and task instruction between the anchor point and the tag are transmitted bidirectionally
between the gateway and the anchor point through wireless mesh networking. The anchor
can be powered by solar energy or its own integrated large-capacity battery instead of
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external power sources. Therefore, external power cables and network cables are not
required for anchor deployment.

The gateway is the source node in the entire LoRa Mesh network. It communicates
with anchor points and tags through the wireless network, and is also connected to the
server through wired access, playing the role of uploading and transmitting.

The server is the “brain” of the system, which grasps the position coordinates and
links state information of all anchor points. The server sends the ranging instruction to the
anchor point and label through the gateway, receives the ranging result from the anchor
point and label through the gateway, and estimates the location coordinates of the label
based on collected data.

4. System Design

In this section, the design of the system is described. We first present the design of the
hardware and then illustrate the details of the mesh networking. Finally, the ranging and
localization algorithms are proposed.

4.1. Hardware Design

The system consists of gateways, anchors, and targets. The gateway and anchor consist
of a LoRa radio module, a control module, an interface module, a low noise amplifier (LNA),
and a high-gain antenna. The hardware structure of the target is much the same as the
anchor, except that the LNA is removed, as shown in Figure 2.

USB

MCU Sp1 RF V
UART <= STM32L.476 <=> Transceiver <=

RGT6 SX1280 Antenna

Figure 2. The hardware structure of the target.

The radio module uses the SX1280 chip. SX1280 is an RF-integrated chip developed
by SEMTECH, which can carry out ultra-long distance communication in the 2.4 GHz
band with linearity and can withstand severe interference. The receiving gain of the low
noise amplifier is 10 dB and the transmitting gain is 11 dB. It has a built-in automatic
discrimination circuit for high-speed transceiver switching, which can automatically switch
the transceiver state and work automatically without the control signal given by the
control chip. The control module is based on STM32L476RGT6, a low-power ARM Cortex-
M4 microprocessor. The control module is responsible for controlling the RF module
and uploading the data and is connected to the radio module through serial peripheral
interface (SPI). The interface module uses the serial port to network port chip to provide
wired network access and data reporting (as a gateway).

The current design focuses on functional verification, so its size and low-power char-
acteristics are not optimized. Despite that, all the following proposed algorithms are
device-independent by adding a hardware abstraction layer, making it easy to port to other
platforms for cost control or power optimization.

4.2. LoRa Mesh Protocol Design

In this section, the design of the mesh networking protocol is described. The mesh net-
working protocol is an on-demand routing protocol. It discovers and maintains routes only
when data needs to be sent, effectively reducing power consumption. We also design the



Appl. Sci. 2023,13, 9501

8 of 23

layered structure of the grid protocol to make it modular and maintainable. Furthermore,
we propose a routing algorithm that balances efficiency and communication quality.

4.2.1. The Structure of the Mesh Protocol

The proposed mesh networking protocol consists of four layers: the physical layer, the
link layer, the routing layer, and the application layer. Its architecture is shown in Figure 3.

[ Application layer ]

it U

Route layer ]

[ il U

[ Link layer ]
[

[

il U

Physical layer ]

it U

SX1280 hardware abstraction ]

Figure 3. Mesh protocol hierarchy.

The physical layer communicates with the hardware and guarantees network reliabil-
ity at the hardware level. There is a packet queue in the physical layer, as shown in Figure 4.
All sending packets and received packets will be serialized in the queue to reduce hardware
conflicts while keeping the order of packets. Channel activity detection (CAD) and random
delay mechanism are used in the physical layer to reduce data collisions. Specifically,
the authors require the device to set CAD mode to check if the channel is occupied before
sending data. CAD can detect LoRa lead codes on wireless channels. The lead code is used
to keep the receiver in sync with the incoming data stream and is 12 symbols in length by
default. If the channel is occupied, the device changes the channel or waits for a random
period of time before sending data. In addition, 32-bit Cyclic Redundancy Check (CRC32)
is also used to reduce data errors.

Tx from upper layer Tx send to SX1280

Enqueue Dequeue ﬁ
packet |:> Rx Tx oo Rx |:> packet
packet packet packet

Queue tail Queue head @

Rx from SX1280 interrupt Rx process

Figure 4. The packet queue in physical layer.

The link layer ensures that packets passing to the upper layers are all packets to be
processed by this node. In this layer, the target and source IP are defined in this specific
hop, which only represents the previous hop node and the next hop node of the packet.
The node will only process the packet whose target IP is the same as its own IP or is a
broadcast IP. To prevent the infinite flooding of a broadcast packet, the link layer also
maintains a list of nodes traveled.

The route layer is the key layer of our mesh protocol, maintaining a route table,
executing the routing algorithm, and ensuring the best-effort delivery of the packet. The
route table contains information on the network collected from received packets. When a
Packet is to be sent, the route layer will use the route algorithm to choose a path from the
route table, and create a route layer header. We also maintain a waiting list in this layer,
which is used to handle replies and re-transmit a packet if no reply is received in a specified
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resend interval time, a packet without a reply might be re-transmitted several times before
declaring an error.

The topmost layer is the application layer, whose role is to implement functions
such as sending positioning instructions, handling messages, or communicating with the
host computer.

The packet structure is shown in Figure 5, each layer will add a new header. In the
physic layer header, LoRa ID is used to distinguish LoRa packets that belong to our system
and CRC32 is used to check the payload’s Integrity. In the link layer header, destination
IP, source IP, and node IPs in this specific hop, the length field represents the payload’s
length, and the hop number records the number of nodes the packet has passed through.
Following the hop number filed, a list records all nodes traveled. The route layer header
has seven fields, destination IP and source IP indicates the final and initial nodes which
differ from those in the link layer. The application layer packet only contains the type and
length field for content indication.

Physical Layer Frame

| Lo | payload (X, <248) | cren |

Word 0 4 X, +4
Link Layer Frame

| des | se | length [hoprnumber| nhops.. | payload (X, <232 — 4n) |
Word 0 4 8 12 1 16+4n

/:mme

[ope] t [sea] ack | des | src [ length | payload (X3 <210 — 4n) |

7 6

Word 0 1 10 14 22
Application Layer Frame

[type| tengtn | payload (X, <205—4n) |
Word 0 1 5

Figure 5. The packet structure.

4.2.2. Route Discovery and Maintenance

As mentioned before, our LoRa mesh protocol is a kind of on-demand routing protocol,
when there is no load in the network, all of the nodes keep silent. When there is a load,
the network starts the update and maintenance process. As shown in Figure 6, when
starting to transmit a message, the node will look up the route table to find a valid route
to its destination. If the route exists, the packet will be transmitted following the path,
if not, the node will start finding a route by sending a broadcast lookup packet. Each
node that received the broadcast packet without a valid route to the destination will relay
this broadcast. If received by the destination node or any node with a valid route to the
destination, they will reply to the source node according to the path of the broadcast packet.
After sending the lookup packet, the source node will add it to the waiting list for timeout
re-transmission. Once the lookup packet reply is received, the suspended message packet
will be transmitted to the destination through the discovered route.

{ Transmit Transmit
data broadcast

e Node C

Receive
broadcast

Node A ‘ Node B

Transmit 3
broadcast

Broadcast | | Receive
for route | broadcast

Timeout resend

Reply the
broadcast

Receive reply,
add route
Update route,

Transmit reply

Reply the
broadcast

Send data

Figure 6. Flowchart of route lookup.
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When the network is active, each node can update its route table by capturing the
packets of the surrounding nodes. Each route table entry has a valid time field, which will
be refreshed by a new packet from the route path, and the RSSI field can also be updated
by any captured packet. If the entry’s valid time ends, the entry will be set to be invalid.
If one route entry fails on several transmission tasks, it will also be set to be invalid.

4.2.3. Routing Algorithm

After receiving the broadcast packets forwarded by multiple nearby nodes, the node
to be added to the network needs to select the most suitable parent node and join the
network. There are two main routing algorithms in current mesh networking protocols.
One algorithm is to choose the node with the lowest signal attenuation between themselves,
namely the algorithm of maximizing RSSI. The other algorithm is to select the node with
the smallest hop count to the gateway, that is, to minimize the hop count. However, these
two routing algorithms cannot balance communication efficiency and communication
quality well. The goal of the minimal hop count networking is to reduce the hop count
of routes. However, when the RSSI between two nodes is lower than —80 dBm, the link
reliability deteriorates seriously, which is reflected as a high packet loss rate. The maximum
RSSI algorithm selects the path that maximizes the overall RSSI value of the link, thus
ensuring the quality of the connection between each hop. However, if the hop limit is
not considered, the selected path may have unnecessary forwarding, which increases the
transmission delay.

A heuristic algorithm is designed to find the optimal route in order to take into
account node load, packet arrival rate (PDR), and data transmission time (DTT). First, LoRa
broadcast packets are modified. When each node forwards broadcast packets, the hop count
of the node to the gateway and the current load of the node are updated. After receiving
the broadcast packets forwarded by surrounding nodes, the node to be connected to the
network can calculate the attractiveness of surrounding nodes. Attractiveness can be
calculated based on self-measured RSSI and the information in received packets. We define
the attraction of node i to node j as:

Kij = —% @

107, 7,; > —60 dBm,
rij = ()

107, 7;j < —60dBm.

In the equations, K;; is the attraction of node j to node i. Node i will choose a
surrounding node j with the highest attraction and join it. r;; is originally the absolute
power calculated from RSSI between node i and j. Considering that if the RSSI is higher
than —60 dbm, the link is already reliable enough, the authors fix the RSSI value higher
than —60 dbm at —60 dbm to avoid ignoring hop count and path load due to redundant
RSSI. M is the path load on the node j, which means how many routings are forwarded
through the node j. T; is the number of hops from node j to the gateway. Considering
the above three factors at the same time can make the routing algorithm more reasonable
and reliable.

4.3. LoRa Ranging and Localization

This section introduces how to use the LoRa Mesh network to locate and track the
target. Firstly, we introduce the working flow of location, then process the ranging results
of anchors and the target, and finally give the algorithm of multi-point location.

4.3.1. Positioning Workflow

It is important to note that standard LoRa hardware has only one RF channel. To carry
out the ranging operation, the packet-type parameter of SX1280 should be set from LoRa



Appl. Sci. 2023, 13, 9501

11 0f 23

to LoRa Ranging. This means that nodes cannot communicate during ranging. If the
workflow of the system is not correct, some nodes in a path that is transmitting data may
be in ranging mode, which will cause the data transfer to fail. Therefore, the positioning
workflow of the system is very important.

We have taken mode switching of LoRa into consideration and designed the workflow
of system positioning, as shown in Figure 7. The gateway sends the positioning instruction,
and the anchor points in the network broadcast and forward the positioning instruction
after receiving it. The target is usually in a standby state to save energy consumption.
After receiving the positioning instruction, it will record the anchor information of the
surrounding forwarding positioning instruction and apply it for joining the network. In the
next stage, the target initiates ranging to the surrounding anchor points, until all the
surrounding anchor points complete ranging, all the results are sent to the gateway, and the
target returns to the standby mode.

[ Gateway \ [ Anchor \ [ Label \
Flood forwarding

. . Wait until enough
Locate instruction ~[{-------- & . . - » g
the instruction Anchors are caught

——

| Stop resend |< --------- Forwarding |1I- -------- -I Reply instruction |

Sort anchors, prepare

IDLE .
for ranging

Request anchor 1

[ === -
Reply request, with timeout resend

Waiting for a resend
time if no request in

X S— -|>| Stop resend

Slave ranging Master ranging

IDLE

Request anchor 1
with timeout resend

IDLE Exit ranging when get
enough results

Using K-means to
process ranging
results

Send result with
resend

[---—-—— N Forwarding 1 ----

Received result, reply
and calculate

H-—— e -|>| Forwarding |- -------- -I»l Stop resend |

- )

Figure 7. Positioning workflow.

Since the target may be moving, they need to find the anchor node currently around
before each ranging. Therefore, the authors broadcast location instructions to the node.
When the target receives a broadcast location instruction for the first time, it updates the
routing table and collects all broadcast instruction packets from the neighbor node. If the
number of nodes around is enough to obtain location results, the label responds to the
gateway and starts its ranging work.
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Figure 7 also shows that, during ranging, the target acts as the master role, and the
other anchors act as the slave role. This is because only the target knows the link status
information of all surrounding anchors. The target records the corresponding RSSI value
when receiving broadcast packets from surrounding anchors and sorts the anchors in order
of RSSI value. The target will preferentially range anchors with good signal quality (high
RSSI value). At the beginning of ranging with one anchor, the target sends a ranging
request to the anchor and waits for the reply. If no reply is received within the resend
interval time, the target will resend the packet. For anchors, if it receives a ranging request
from the target and is ready for the ranging, it replies to the target directly and waits for
a resend interval time to listen if a ranging request comes again, which avoids the loss
of reply. If target receives the right reply to the request, it switches to the ranging master
mode, and will take an extra resend interval time for the anchor to switch to ranging slave
mode. Both the master mode and slave mode have a timeout exit mechanism if no action
takes place.

For anchors that are far away from the target, communication or positioning of other
targets can be carried out as usual, so that the whole system can carry out both communica-
tion and positioning tasks at the same time.

4.3.2. Ranging Algorithm

The positioning function of LoRaWAPS is based on the ranging result of anchors and
targets. Therefore, it is very important to process the ranging data to make the distance
estimation more accurate.

The Semtech SX1280 transceiver has a built-in ranging engine, which performs time-
of-flight measurements between a pair of transceiver radios. The distance between the
master node and the slave node can be calculated according to the result of the timer:

[

®G)

In the equation, N is the result of the timer, B is the transmission bandwidth in Hz,
and c is the speed of light.

We first perform ranging operation and ranging correction according to Semtech
5X1280 datasheet [48]. To improve distance measurement accuracy, ranging is carried out
on 40 different channels successively, and timeout re-transmission and exit mechanisms are
used to cover as many channels as possible.

TOF and RSSI for 40 channels can be obtained. Firstly, we filter the TOF data to
eliminate the extreme cases in the data. Then, the RSSI data is filtered and the corresponding
data of the channel with large signal attenuation is removed. Secondly, considering the
influence of signal refraction and other non-Gaussian noises, the authors propose to use the
K-Means clustering algorithm to divide NLOS and Line of Sight (LOS) results. K-Means
is a clustering algorithm based on the division of sample sets. We cluster the data of the
remaining channels into multiple clusters, in which each cluster corresponds to the data of
different channels. The center point of the cluster corresponding to the LOS channel has the
minimum TOF value. We then average the results classified as LOS channels to obtain the
output. Finally, because the drift of the LoRa hardware clock will lead to the deviation of
frequency, some nonlinear results will appear in the close-range measurement, leading to
the decrease in distance estimation accuracy, which needs to be corrected [49]. The ranging
algorithm is shown in Algorithm 1.

First of all, assume the data of the {-th channel is defined as p; = (dy, rt), dy is the TOF
ranging data calculated according to Formula (3), and r; is RSSI value.

() (T) (T) (T)

I = {pl Py s pN(r)} represents a set of data and p;, ' is an element of the set. Fil-

ter H is used for data line filtering. Filter H can be a median filter, mean filter, or other
similar filter.
I’ «+ HT. 4)
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Secondly, considering the influence of signal multipath propagation and other non-
Gaussian noise, K-Means clustering is used to divide the data in the dataset I’ into M
classes. Cy represents a cluster resulting from K-Means clustering. p¥ represents the center
point of the cluster Cy.

Pt = E(Cy), )

d* and 7 are the TOF ranging data and the RSSI value in the center point pX. Find the
cluster that has the minimum ranging distance d¥, the data corresponding to the line-of-
sight channel can be extracted.

d= min d~, (6)

where d is the estimated distance.
Finally, the estimated distance is modified to obtain the final result 4.

~ ~

d,

- >
=i 0ol 4
yd + (1 —)10\ "/, 4 < 100 m.

@)

Among them, v is selected by experimental analysis, # is the road loss parameter, and
1o represents the RSSI value at a distance of 1 m.

Algorithm 1: Distance estimation algorithm based on TOF-RSSI fusion clustering

Input: Total number of channels available for ranging N, filter H, filter M.
Output: Estimated distance between anchor point and target node d
1 The anchor selects the t channel between itself and the target node, t = 1;
2 whilet < N do
3 The results of TOF ranging d; are calculated by the Formula (3), measure the
RSSI value r; to form the measurement data set p; = (dg, 1¢);
4 The anchor selects the next channel, t = £ + 1;
5 end
6 T is filtered according to the Formula (4), obtain I';
7 Cluster I, and find out all kinds of central point Cy according to Formula (5);
8 d is calculated by the Formula (6);
9 d is calculated by the Formula (7);
10 return d~,'

4.3.3. Location Algorithm

With multiple distance information from moving target to stationary anchors with
known coordinates, the authors are able to solve coordinates target. The classic three-point
positioning method is usually adopted. Assume that the coordinates of the three selected
anchor points are (x4, Ya), (X5, Yp), (Xc, yc), the ranging results between the LoRa tag and
the three anchors are (d,,d,d.), and (%,7) represents the estimated LoRa tag position
coordinates. The optimal (£, ) is obtained using the iterative method, which minimizes

. 2
the ranging error f(x,y) = Yi—,p ¢ (dl- —V(xi—2)2+ (yi — g)Z) . The expression of the
k + 1 iteration is written as:
-1

7

X"@ﬂ‘ﬁk) (8)

-1
xfk,yﬁk) .

Since the true position of the target is unknown, it is impossible to know the position-
ing error after positioning, so we cannot directly optimize the positioning performance.
However, since the RSSI measurements of all anchors to the targets and the estimated loca-

Rpp1 = Rk — f (R, k) - <af§);y)

Jrs1 = G — f(Ri, ) - (afé’;”
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tion of the target are known, the performance of positioning can be heuristically estimated
by comparing the difference between measured and calculated RSSI using the estimated
location of the target. Therefore, the posteriori RSSI error (PRE) between the anchor and
the target is defined to evaluate the anchor positioning capability as:

PRE; =) (ri—#), ©9)

where 7} = rg — 10a logy d; denotes the wireless signal strength calculated according to the
estimated position. g is the radio signal intensity at an interval of 1 m. Based on the above
heuristic, the location algorithm is shown in Algorithm 2.

Firstly, M different sets are selected from the ranging data of N anchor points to the
target obtained, and the location of anchor points (£M, M) is estimated according to the
method in Equation (8). Secondly, calculate the mean PRE of each anchor point correspond-
ing to each (%™, ™) according to Equation (9), m € M. Finally, (2", 7™) corresponding to
the set m with the minimum mean PRE is selected as the positioning result.

Algorithm 2: Multi-point location algorithm based on minimizing posteriori error

Input: Number of anchors participating in positioning N, Position coordinates of
each anchor point(x;, y;).
Output: The estimated position coordinates of the target node (£™, ™)
1 Iterate over a three-element subset of a set of N anchor points, whose set is N3;
2 Initialize the set M as the first element in the set N3;
3 while M € N3 do
4 According to the Algorithm 1, the distance between each anchor point and the
target node in the set M is obtained;
Calculate (#M,§M) according to the Formula (8);
Calculate PREy, according to the Formula (9);
Update the set M to the next element in the set N3;
end
Find the set m corresponding to min(PRE);
10 return (2", 9™);

© ® g9 o »

5. Implementation

In this section, we introduce the implementation of LoRaWAPS, including the design-
ing of the control interface and visualization and the optimization of anchors deployment.

5.1. Control and Visualization Interface

For the control of the system, an control interface is designed, as shown in Figure 8.
We can connect the host computer running the Python script to an arbitrary node in the
mesh network through a USB serial. When the Python script receives an input command, it
will process it and send further commands to the node. The node will uni-cast or broadcast
the command according to the command type, so the command can be received by one
or all nodes in the mesh network. Replies received by the node will be sent back to the
host computer. In particular, localization results are produced to a Kafka topic data stream.
A web page will consume that data and visualize them on a map. Global Positioning
System (GPS) data for experiment use can also be collected from an Android device with a
custom app and uploaded to be shown on map.
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Figure 8. Control and visualization Interface.

5.2. Anchors Deployment

We deploy the system in the Yuquan Campus of Zhejiang University. In the actual
deployment of the system, the selection of the most appropriate anchor location is consid-
ered to better cover the positioning blind area. With the help of electromagnetic simulation
software, the signal intensity of anchors at different positions can be generated to help
evaluate the coverage ability of anchors.

The actual deployment requires the coverage area to receive stable signals from at
least three anchor points (RSSI > —85 dBm). Through the heuristic algorithm, we hope
to use as few anchor points as possible to provide positioning ability covering Yuquan
Campus. The proposed algorithm is shown in Algorithm 3.

As shown in Figure 9a, we assume several locations I/, where anchors can be placed at
intervals of 5 m. Specifically, the green dots in the figure indicate the location of chosen
anchor points. Then, we convert the spatial grid into grids spaced 1 m apart and calculate
the signal intensity of the anchor placed at position L, on all grid points, denoted as S".
The member s;’ of the set S" denotes the signal strength of the anchor placed at the n-th
point at the j-th lattice point. Its value is obtained by electromagnetic simulation software.
At this point, each position I, in the set L can place anchors. c; represents the signal
coverage quality at the j-th lattice point, which is 0 data when there is no signal.

Then, suppose that after placing an anchor point at /,;,

c(.") _ i+ 1,5}1 > —85dBm & ¢ < 3, (10)
Cj, else.
Next, find ng for maximizing C (n),
c =y (" — ). (11)

Move ng out of set L and add it to set L', whose elements indicate where to place the

anchor.

cj = c](."O). (12)

Finally, repeat steps 2 to 3 until a set L of k elements is found, the set L' represents the
lattice points where the optimal k anchor points are placed.
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Algorithm 3: LoRa anchors optimization deployment algorithm

Input: A set of grid position coordinates for which anchor points can be placed L.
The position coordinate set of the signal evaluation grid points S°, A cet of
signal strengths at different locations S".
Output: A set of locations where anchor points should be placed L’
1 Initializes the signal evaluation array c;

2 while do

3 n=1,

4 while [, € L do

5 Calculate c(™) according to the Formula (10);

6 Calculate AC(") according to the Formula (11);
7 n=n+1;

8 end

9 | Find I, for max(AC™");

10 | Move l,ginto L’;

11 Move I,,9 out oL, and update the element sequence number in L;
12 | Update c according to the Formula (12);

13 if Vc; > 3 then

14 ‘ break;

15 end
16 return L’;

Based on the above algorithm, numerical experiments in the Yuquan Campus of
Zhejiang University were carried out. Firstly, a number of green grid points 5 m apart are
marked on the map to indicate the alternative anchor position, as shown in Figure 9a. We
found that only 18 anchor points could be deployed to provide a stable location service
capability for the entire outdoor area of the campus. The green dots in Figure 9b indicate
where the anchor points should be placed. Figure 9c shows the signal coverage capability
when 18 anchor points are placed. The blue area in the figure indicates that positioning
signals from more than three anchor points can be received. The white area that cannot
provide positioning services corresponds to the building area.

o

o (:; @ me w0 o ) ©

Figure 9. Anchor deployment location selection and area coverage capability: (a) Alternative deploy-
ment locations; (b) Optimal placement of anchors; (c¢) Location capability coverage.

6. Evaluation

This section reports on how our system is performed in real-world environments.
We demonstrate the ranging capabilities of LoORaWAPS in Section 6.1 and the positioning
capabilities of LoORaWAPS in Section 6.2. During actual experiments, we use smartphones
of Honor 30 Pro+ or OPPO Ace, with operating systems of Harmony OS or Android 12,
and processors of Huawei Kirin 990 or Snapdragon 865. The mobile devices are mounted
on the surface of buildings or on tripods. The height of them being mounted is about 1.7 m.
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6.1. Ranging Experiment

We first evaluated the transmission capability of the LoRa signal. We conducted
outdoor ranging experiments using standard LoRa hardware, the specifications of which
are described in Section 4. The LoRa hardware tried 40 channels per ranging, and not every
channel was successful. The quality of the signal and the effect of ranging can be evaluated
by recording the number of successful ranging channels at different distances. We also
recorded the RSSI in each experiment, and calculated the ranging error from the ranging
result and the GPS result.

In the experiment, the working mode of master-slave TOF ranging was adopted,
the spread factor SF = 6 and the transmission power was 20 mW. This experiment was car-
ried out between two nodes on a straight and relatively clear road, ranging was performed
approximately every 25 m, the result was then filtered and evaluated as shown in Figure 10.
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Figure 10. TOF Performance test.

In Figure 10, the horizontal axis indicates the distance between two LoRa devices.
The green bar chart shows the number of successful ranging channels, which decreases
gradually as the distance increases. The left vertical coordinate indicates the ranging
error at different distances, corresponding to the yellow curve, while the right vertical
coordinate indicates the RSSI at different distances, corresponding to the blue curve. As the
distance increases and the signal quality decreases, the RSSI value decreases gradually,
and the measurement error increases. RSSI and ranging errors are not only affected by
distance, but also by non-Gaussian noise such as multipath, so the curves in the figure
are not monotonically changing. All in all, LoRa’s ranging ability is strong, the ranging
distance reaches up to 1000 m. The ranging error is below 15 m. In particular, LoRa’s
ranging capability is excellent up to 500 m without shading, which provides a good basis
for location services.

Next, we evaluated the proposed ranging algorithm. Other mainstream LoRa systems
were compared in the experiment [35,49]. In the experiment, the LoRa anchor was placed
at a high point in the center of a square area with a side length of 200 m. The target was
measured at 30 different locations in the area. We recorded the errors between the ranging
results and the actual distance in each experiment. The cumulative distribution function of
ranging errors is shown in Figure 11.
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Figure 11. CDF of range algorithm.

In the figure, the blue lines represent our proposed ranging method with an average
error of 6.46 m, 75% of which are less than 10 m. The other two mainstream LoRa systems
have ranging errors of 11.48 and 13.58 m, respectively. They use the mean filter or Kalman
filter to reduce the influence of noise on the ranging results, but can not overcome the
interference of non-Gaussian noise caused by the multipath effect. The proposed method
overcomes the influence of the multipath effect by clustering on the basis of filtering, and is
proved to be effective by experiments.

6.2. Positioning Experiment

Based on the previous steps, this section evaluates the positioning performance of
the system.

In the experiment, a total of 9 LoRa anchor points were placed in a square area with
a side length of 500 m. The locations of the anchor points were determined according to
the proposed anchor point deployment algorithm. Nine anchor points were networked
by wireless mesh, 30 different positions of the target were located in the region and the
positioning errors were recorded. The bandwidth, spread factor, and other parameters
of the system are the same as those of the ranging experiment. We compare the main-
stream LoRa positioning system, which uses all anchor points for position calculation [24].
The cumulative distribution function of positioning errors is shown in Figure 12.
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Figure 12. CDF of localization algorithm.

In Figure 12, the red line represents the positioning error of LoRaWAPS, with an aver-
age error of 14.49 m and 70% of the errors being less than 20 m. The blue line corresponds
to the positioning error of the system in reference [24], with an average positioning error of
33.93 m. Thanks to the improvement of the ranging algorithm and positioning algorithm,
LoRaWAPS shows better positioning performance. However, there is still quite a large area
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of poor signal quality due to the occlusion of buildings, trees, and vehicles, leading to low
ranging and positioning accuracy (larger than 10 m).

To investigate the effect of the density of LoRa anchor points on positioning per-
formance, 18 anchor points are deployed in the same square area with a side length of
500 m to achieve better signal coverage. Other settings are the same as in the previous
experiment. The cumulative distribution function of positioning error for different anchor
point densities is shown in Figure 13.
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Figure 13. Influence of anchor density on positioning ability.

In Figure 13, the red lines represent the positioning errors of the system when 18 anchor
points are deployed. The average positioning error is less than 5 m, and the maximum
positioning error is less than 10 m. Considering that the positioning error with civil GPS as
a reference is about 5 m, it can be considered that the positioning capability of the proposed
system is close to GPS when the deployment density of anchor points is high.

Finally, system-level experiments were conducted to prove that all parts of the system
can run smoothly. We have deployed LoRaWAPS in the Yuquan Campus of Zhejiang
University, with a total of 21 anchor points, covering an area of approximately 0.25 km?
within the campus. The experimental area where we collected data is surrounded by
buildings that are mostly below 50 m in height. In order to evaluate the real-time positioning
accuracy of the LoRaWAPS, the presenter moved freely within the campus with a target
node and a mobile phone with satellite positioning capability. The mobile phone recorded
the GPS coordinates in real time and uploaded them to the server. LoORaWAPS located the
target node through anchor points and uploaded the location results to the server as well.
The presenter can access the server via a web page to compare the GPS positioning results
with LoRaWAPS positioning results in real time. The web page is shown in Figure 14.

In Figure 14, blue circles represent LoRaWAPS location results and black circles repre-
sent GPS location results. At the bottom of the map, time, position coordinates calculated
by LoRaWAPS, anchor numbers involved in positioning in LoRaWAPS, ranging results
of each anchor, and position coordinates provided by GPS, are displayed successively in
real time. It can be seen that in most cases, the positioning error of LoORaWAPS is within
15 m. This accuracy is acceptable for most IoT location scenarios. If higher positioning
accuracy is needed, simply increase the density of anchor deployment in exchange for
better signal coverage.
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Figure 14. Localization system test: (a) Normal case, 5 m < positioning error < 15 m; (b) Good case,
positioning error < 5 m; (c) Bad case, positioning error > 15 m.

7. Conclusions

In this paper, LoORaWAPS, a low-cost and low-power outdoor positioning system with
multi-anchor wireless mesh networking and multi-dimensional data fusion is designed
based on LoRa technology. A hardware platform for LoRaWAPS is designed and built,
based on which, a low-power on-demand routing protocol is designed to realize mesh
networking between nodes, and compared with other wireless mesh protocols, the route
discovery and route maintenance process of LoRa Mesh protocol designed in this paper is
simple and more energy-efficient. Furthermore, a distance estimation algorithm for TOF
and RSSI data fusion and a position estimation algorithm for minimizing the posterior of
RSSI errors are designed for LoORaWAPS. The experimental results show that the designed
outdoor positioning system based on LoRa Mesh utilizing low-cost and low-power hard-
ware can achieve high-precision positioning through the wireless mesh, enabling multiple
anchor points to work together and reducing the interference caused by multipath effects,
making it convenient for applications such as outdoor warehouse goods tracking, personnel
management, and remote grazing in emerging IoT scenarios.

However, due to the increasingly complex and dynamic outdoor environment and
the limited frequency band resources, the current systems cannot meet the actual needs of
future outdoor wide-area positioning with low power consumption and low cost. In future,
we will design the positioning system by improving anchor point structures with integrated
multiple antenna technologies for angle and distance measurements in stereoscopic scenes,
realize multi-target real-time localization with limited spectrum resources by efficiently allo-
cating spectrum resources and avoiding interference among users, and achieve indoor and
outdoor fusion positioning by designing indoor—outdoor scene switching and positioning
data fusion algorithms.
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