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Abstract: The current perspective about urban development expects 70% of energy consumption will
be concentrated in the cities in 2050. In addition, a growing density of people in the urban context leads
to the need for increased security and safety for citizens, which imply a better lighting infrastructure.
Smart solutions are required to optimize the corresponding energy effort. In developing countries, the
cities’ lighting is limited and the lighting world map is strongly significant about the urban density
of the different areas. Nevertheless, in territories where the illumination level is particularly high,
such as urban contexts, the conditions are not homogenous at the microscale level and the perceived
security is affected by artificial urban lighting. As an example, 27.2% of the families living in the city
of Milan, ombardy Region, Italy, consider critical the conditions of lighting in the city during the
night, although the region has diffused infrastructure. The paper aims to provide a local illuminance
geographic information system (GIS) mapping at the neighborhood level that can be extended to the
urban context. Such an approach could unveil the need to increase lighting to enhance the perceived
safety and security for the citizens and promote a higher quality of life in the smart city. Lighting
mapping can be matched with car accident mapping of cities and could be extended to perceived
security among pedestrians in urban roads and green areas, also related to degradation signs of the
built environment. In addition, such an approach could open new scenarios to the adaptive street
lighting control used to reduce the energy consumption in a smart city: the perceived security of an
area could be used as an additional index to be considered during the modulation of the level of the
luminosity of street lighting. An example of a measurement set-up is described and tested at the
district level to define how to implement an extensive monitoring campaign based on an extended
research schema.

Keywords: GIS; open data; security mapping; lighting mapping; perceived security; user centered
design; mobile sensing; urban sensing; IoT sensors

1. Introduction

Urban centers are becoming increasingly attractive for people in developing and developed
countries and the transitions of people toward the cities has rapidly grown in the past 40 years. In 1950,
in general about 2/3 of the world population lived in rural settlements and 1/3 was living in urban areas
to exploit working conditions and opportunities. The share of the global population living in urban
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areas has increased from one third in 1960 to 55% (4.1 billion people) in 2018 [1]. The world’s urban
population is now increasing by 60 million persons per year, about three times the increase registered
in the rural population [2]. Growing urbanization is a consequence of the new births in urban zones
and of continued migration of people coming from the rural surroundings. These movements are also
enhancing the sprawl of urban spaces as before rural peri-urban settlements were combined into nearby
cities and secondary cities, connected by commerce activities developed in larger urban centers [3].
The process of urbanization is expected to strongly endure in the next century. By 2030, it is projected
that nearly 5 billion of the world’s 8.1 billion people will live in urban developments, which means
61% of the population. The less-developed regions will be more than 57% urban. Latin America and
the Caribbean will actually have a greater percentage of inhabitants living in cities than in Europe [4]
because of the disparity of conditions and services that people can find in the city centers. In the
past, the movement from rural areas to the cities could guarantee better living conditions, however
there is scientific evidence that now this assumption is not always valid. There is a high disparity in
living conditions between downtown and the surroundings in US [5], European and Asian cities [6].
Worldwide, the number of metropolises with 10 million or more inhabitants is increasing rapidly,
configuring new ‘megacities’ located in the less-developed areas of the world. In 1960, only New York
and Tokyo had more than 10 million people, by 1999 the number of cities with more than 10 million
people around the world was 17, with 13 located in developing regions [7].

Currently, urban centers occupy less than 5% of the world’s mainland, using over two-thirds of
the total energy, and they are responsible for over 70% of CO2 emissions, according to the C40 Cities
Climate Leadership Group [8]. In 2050, the outlook is that 6 billion people will live in urban zones,
worldwide. Thus, innovation in urban infrastructure and technology is essential when addressing
sustainable and low-impact solutions to support anthropic activities and urban growth and to reduce
the cities’ impact. As an example, by 2030, greenhouse gas (GHG) emissions could be reduced by
up to 1.5 billion metric tons CO2eq annually, mainly through a massive transformative change in the
transport systems in the world’s 724 largest cities [9]. The availability of a pervasive communication
infrastructure, wireless [10] or cable [11], in the city of the future is a prerequisite to enable services
and solutions to improve sustainability in the use of the energy resources [12,13].

How to manage this incomparable urban expansion in following years is likely to decide the
outcome of the sustainability endeavors that are spreading through different sectors [14]. The global
trends of urbanization in the first decades of the 21st century are meaningfully transformed from the
preceding experiences in terms of urban change. For instance, urbanization is taking place at lower
levels of economic development and the majority of future urban population increase will take place in
developing countries where the aggregation of people in the urban centers often occurs in informal
settlements [15].

These kinds of urban forms of organization are taken in consideration to promote upgrading and
regeneration of social conditions and health improvements, considering that in some cases the term
slums is used to define such casual and degraded environment where security issues are one of the first
matters to consider [16]. The expansion of urban areas is on average twice as fast as urban population
with significant concerns for GHG emissions and climate change effect, as mentioned before [17] but
also for other kinds of issues and pollution problems related to urban aggregation (i.e., air, soil, water,
light pollution).

The present research focuses on outdoor artificial lighting, a variable that is closely associated
with urbanization because it has interdependencies and outcome at different levels: energy issues,
social impacts, use of the city, and psychological perceptions of security. Outdoor artificial lighting is
strongly connected with urbanization and anthropic development of territory [18]. The use of lighting
in the urban context is extensively adopted in large urban centers and dark areas are experiences as
disturbing by citizens while in rural areas people are used to moving in darker areas.

Additionally, lighting is strongly related to the assessment of safety related to traffic
management [19] and people security in the cities. In particular, the lighting system has a strong
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impact on vehicle accidents, as clearly demonstrated in [20–22]. The correlation between the quality of
the light system and the number of car accidents is well investigated in the literature [23–25]. A low
level of or inadequate street lighting is among the first cause of road accident because it has a strong
impact on the attention of the drivers. For this reason, the best practice for the design of a new
streetlight infrastructure takes into consideration several parameters, including the typology of the
road (main or subsidiary), the typical users of the road and the presence of pedestrian and bicycle [26].
The importance of monitoring the quality of light for preventing road accidents is demonstrated in
previous research work [27].

The research shows that financial savings from reduced crimes through improved lighting
significantly overcame the financial costs of the upgraded street lighting. A meta-analysis found that
improved lighting led to reductions in crime of 20% in experimental areas compared with control areas.

However, night-time crimes did not decrease more than daytime crimes, and a theory focusing
on the role of street lighting in increasing community pride seems more plausible than a theory
focusing on amplified surveillance, supporting the regenerative role of lighting in the urban areas.
Also ecological systems are directly affected by lighting pollution [28] whilst indirect effects are
registered on economics [29] and carbon emissions [30] related to urban aggregation and population
growth. The weight of lighting in the energy consumption of the diverse countries varies even if it can
reach 40% [31,32] of the total energy consumption of the city with an environmental impact ranging
from 13% to 37% of GHG emissions for the municipal sector [33].

Given the wide-ranging sustainability inferences of the rise of artificial lighting, research programs
are evolving that inspect these phenomena from a range of disciplinary viewpoints. Nonetheless,
strategies and policies for the artificial lighting management [34] are less complete than might
be predictable [35]. The absence of high-resolution mapping of artificial lighting is progressively
documented as an important barrier to related research and management. In contrast, the remote
sensing of nocturnal lighting offers an accurate, economical, and straightforward way to map the
global distribution and density of developed areas [36]. Datasets exist globally at a coarse spatial
(~3 km) and spectral resolution, allowing us to understand the broad variations in urban lighting [37]
but sub-city patterning cannot be explored effectively [38,39]; however, important correlations can
be found between population, road density and lengths, and people’s incomes. Numerous satellite
images are available from the International Space Station with a spatial resolution of up to 60 m.
Although these images are starting to be used to detect demographic patterns within urban areas,
and in principle, such a mosaic image could also be used to automatically identify and classify the
different lights of the city, in practice, individual lamps still cannot be identified [40] and there are
some difficulties associated with imaging light pollution: large dynamic range, rapid motion of the
sensors, need to sample a large area in a short period of time (requiring a large field of view, FOV).

Finer spatial resolution data do exist, but typically have a limited spatial extent [41] along a
landscape modification gradient where the three following phenomena have been recognized [42]:
(1) patch density increases exponentially; (2) the regularity of patch shape increases; (3) landscape
connectivity decreases [43,44]. These patterns have been constantly supported for urbanizing landscapes
throughout the world, however this hinders the development of a robust evidence base to sustain urban
lighting policies, as cities can be highly heterogeneous even at fine spatial scales [44]. For example,
little is known about how lighting varies with urban land use [45] or alongside built density gradients.
Upgraded baseline urban lighting maps are similarly required in order to apply the outcomes of
published lighting research [46], to implement existing planning guidance on urban lighting zones, [47],
to implement planning agreements and legislation standards related to lighting nuisance [48] and
to monitor changes over time. Consequently, we need confident lighting datasets at the city scale;
and with a spatial and spectral resolution that should be sufficient to advance lighting research and the
development of planning and governance of urban lighting.

The aim of the current research work is to remedy to the current lack of lighting data in urban
areas with a proper spatial resolution. Lighting data are missing because measurement campaigns are
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generally expensive, and this is because they involve several technicians moving around different area
of cities (and in particular the most unsafe parts of them) during the night with proper measurement
devices and the logging of this data in databases. The proposed approach tries to automate this process
thanks to the use of a geographic information system (GIS)-based informative system, integrated with
lighting data generated by mobile Internet of Things (IoT) sensors The data generated by the IoT
sensors can be automatically inserted in a GIS system. Such an approach allows data to be correlated
about lighting quality with respect to the perceived level of security and with quantitative data about
car accidents and security events. The integration of IoT sensors with the remote GIS system is
performed using state of the art IoT protocols [49]. At the present, a measurement prototype based on
the Arduino microcontroller has been designed. The IoT sensor is mounted on a mobile mechanical
structure which allows easy movement of the sensors in urban areas. The IoT sensor is equipped with
off-the-shelf light sensors based on a photodetector. The use of an appropriate sensor calibrated using
a V-lambda filter and using cosine correction response input optics, as required by the international
norm CIE-194:2011 [50], will provide more accurate light measurement but is out of the scope of the
current research work. In fact, as mentioned above, the main contribution of the current research lies
in the definition of a GIS-based methodology to analyze and correlate data, more than in the proposal
of a new measurement of light sensors.

2. The Lighting System in Urban Area

2.1. Urban Lighting Typologies and Drawbacks

The extensive use of outdoor lighting is quite recent, tracing its origins to the electric light bulb
commercialized by Thomas Edison in the early 1880s. The artificial nocturnal lighting enables a
remote sensing of atrophic activities with a level of detail depending on some cultural variations in
the quantity and quality of lighting in different countries. It is possible to underline a notable level of
correspondence in lighting technology and lighting levels around the world. The key factor affecting
the quantity of lighting is wealth, which means that regions with high per capita income install much
more lighting than those with a lower per capita income. Even within wealthy regions, however,
lighting technology (i.e., lamps and lighting fixtures) is increasingly changing as growing pressure
is promoted to shrink night-time sky brightness and save energy. In particular, the huge impact
of lighting systems in term of energy consumption required the definition of proper performance
indicators to identify the optimal energy/lighting tradeoff [51].

The more environmentally friendly lamps are the low-pressure sodium models, followed by
high-pressure sodium. The most polluting are the lamps with a strong blue emission, like metal halide
and white light-emitting diodes (LEDs) [44]. The shifting from the now broadly used sodium lamps to
white lamps (MH and LEDs) would produce an increase of pollution in the scotopic and melatonin
suppression bands of more than five times the present levels, supposing the same photopic installed
flux. This upsurge will aggravate known and likely unknown effects of light pollution on human
health, environment and on visual perception.

The suppression of melatonin could increase risk of breast cancer through disruption of circadian
cycles and studies on LAN (light-at-night) theory are ongoing [52] and solutions to mitigate the issues
are crucial to preserve human health. Lighting is also connected with contemporary culture and
amenity concepts notwithstanding light pollution has been described as “one of the most rapidly
increasing alterations to the natural environment;” an issue whereby “mankind is proceeding to
envelop itself in a luminous fog” [53,54].

2.2. Urban Lighting as Development Indicator

Researches on this topic showed as remotely sensed lighting data can be assumed to predict both
urban extension [55] considering borders and occupied territory [56] encouraging agreement between
lighted areas and various definitions of urban extent [57]. For example, conurbations greater than
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80 km of diameter account for <1% of the analyzed settlements but describe about half the total lighted
area worldwide. The area/perimeter distributions designate that urban areas become progressively
dendritic while growing. Studies about lighted areas with built areas estimated from Landsat imagery
in a sample of 17 cities showed that lighted areas are regularly larger than even maximum estimated
built areas for almost all cities in every light dataset. Thresholds >90% can often reunite lighted area
with built area in the datasets dating from 1994/1995 nevertheless there is not one level that fits the
majority of the sample cities.

Outdoor lighting can also provide an estimation of the population distribution, when rough
spatial scales are accepted; the Defense Meteorological Satellite Program’s Operational Linescan System
(DMSP-OLS)-based research provided an approximated assessment of the world population that could
demonstrate a 6% of discrepancy with the correct value, using the night-time satellite imagery and the
rate of urbanization of the different nations [58].

With increased urbanization, the spatial coverage and intensity of artificial light pollution seem
to be growing [21,59]; furthermore, the night sky spectrum is correspondingly shifting due to the
replacement of urban lighting infrastructure [60]. Lighting enables citizens to experience the built
environment and research into the effect on urban lighting on behavior are trying to unveil the outcomes
related to environmental psychology and social interaction [61].

Lighting has strong cultural link to ideas of modernity and safety whilst developing land-use
strategies to contain lighting pollution can lead to energy and economic saving, mitigation of
climate change as well as preservation of biodiversity and ecosystem services dependent on natural
darkness [62] (Figure 1).

Thus a multi-layered evaluation is needed. The artificial lighting is a demonstration of progress,
giving people wider options about where, when and how long their activities can be performed.
Nevertheless, lighting has direct effects on health [63] and sector studies demonstrate that the amount
of pollution is strongly dependent on the spectral characteristics of the lamps [64].
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2.3. Urban Lighting Renovation

The increasing urbanization has led to the request of more and better data at the urban level. Some
examples of lighting renovation, such as [66], under European project funding framework, showed
high level of possible improvement through local policies to reduce the installed power and the number
of lamps achieving consistent cost (average value 60%) and energy savings (average value 54%) results
of the light renovation (Figure 2).

The environmental impact reduction ranges depending on the extension of the renovation
intervention (from 4.7 up to 138 kgCO2eq). The number of lamps shows an average reduction of 25%
with cases where no reduction is registered up to 72%. It is worth noting that the luminaries points
undergone to an average reduction of 0.5% with a maximum value of 6.9% (Figure 3). Recent research
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work [67] suggests alternative refurbishment design based on energy prices, able to optimize the
investment costs.
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3. The Proposed Solution

As well-known from the literature [68,69], GIS systems are widely used to store and to correlate
information regarding several aspect of urban infrastructure, including the state of the pavements
alongside the roads, the electrical grid and much more information. GIS can be used not only to
visualize the data in thematic maps but, by using properly queries, it is possible to correlate spatially
and temporally the data about “road accidents” with “luminosity data”, especially if the luminosity
data are periodically updated.

A method for the collection, processing and representation of the light intensity data through the
use of IoT sensors and GIS has been developed and presented in the following section. This method is
part of a wider research framework described in Figure 4.
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The idea concerns the development of a location-based decision support system (DSS), able to
support decisions on operations maintenance and repair at the urban level. Data are collected from
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different sources: hard key performance indicators (KPIs) concerning technical and measurable data
providing information directly related to the safety in the urban environment, and soft KPIs calculated
from open data and the crowdsourcing campaign [70], allowing us to capture information impacting
on safety issues, even though in an indirect manner. Since the described phenomena belong to the built
environment and urban domain, information is collected and integrated in a GIS through which data
processing and visualization can be carried out and relations unveiled. These tools allow quantitative
and qualitative analysis, data mapping and representations, are include in a location-based DSS which
can be related to policies at the municipality level, to obtain informed decisions on prioritization of
operations, maintenance and repair (OM&R) procedures. This process allows OM&R to be optimized
when the resources (time, budget and people) are scarce and have to be optimized and prioritized.

In this article only one part of the wider research schema depicted in Figure 4 has been
addressed, since the implementation of the procedures and tools employed for the development of the
location-based DSS can be carried out gradually. This article focuses on the collection of data related
to the technical performances of the urban component of lighting, data processing through GIS and
the development of data analysis and visualization through GIS, integrating databases from different
open sources.

3.1. Urban Car Accidents and Fatalities: Data Availability

The present research focus on the urban lighting related to security and safety issues and data
about the accidents. European data are widely available [71] and report accident data in different
countries underlining a trend of reduction in the last decade (the data are available from 2006 to 2015).
The accidents data are aggregated in three different main sectors defined by the typologies of roads:
(1) inside the urban area, (2) motorways, (3) rural area (not motorways). The data show that the 37% of
the accidents occur in the urban areas and the 55% in rural areas. The lower percentage of car accidents
occur on the motorway. These data are describing a situation in which the problem is not strictly
related to the speed of the cars (higher in the motorways) but that could be reasonably connected to
the distribution of the territory infrastructure and services such as lighting. Figure 5b,c, respectively,
present the distribution of female and male roles in the case of accidents. As clearly shown by the
data presented in the two figures, males are generally the drivers involved in the accidents (71%),
whilst females have an equal distribution in the three roles.
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Figure 5. (a) Classification of car accidents in Europe depending on road typology (b) female distribution
of the role in accidents (driver, passenger or pedestrian), (c) male distribution of the role in the accidents
(driver, passenger or pedestrian).

In the city adopted as a case study in the present research, data are analyzed to correlate the
lighting values to the security of the roads. The city of Milan, Italy, has thus been considered as a
case study and the regional databases have been adopted as data repository about car accidents and
fatalities. Statistics prove that the car accidents occurring during the night are far more dangerous than
the ones occurring during the day because of the visual and behavioral problems of users that increase
the task difficulties (e.g., readiness to respond to stimuli, attention, drowsiness, use of substances that
alter the state of vigilance, etc.). The most recent data provided by Lombardy Region [72] show that
11,604 car accidents occurred in Milan during the year 2011, around 18% of these during the night time.
Although they are a small percentage of the whole number of accidents, those that occurred during the
night caused 22% of the injuries and 42% of the deaths (Figure 6). These data support the concept that
darkness can aggravate the visual and behavior conditions of the drivers exposing the night activities
to a high level of danger and possible critical situations.

There are many reasons that explain the statistics shown in Figure 6 and none of these should be
neglected or underestimated. During the night, for example, there are more people driving under the
effects of drugs or alcohol, people are tired, there are fewer police controls, etc. The inadequate lighting
condition is, nevertheless, among the causes of car accidents. Therefore, considering all these issues, a
correlation could be found between car accidents occurring during the night hours and incidence of
car accidents.
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Figure 6. (a) Car accidents in Milan, Italy during the year 2011, classified according to the time of the
day of the event. (b) Injured people in car accidents in Milan during 2011, classified according to the
time of the day of the accident. (c) number of fatalities during the car accidents classified according to
the time of the day of the event.

3.2. Open-Data Analysis

Since the final aim of the research concerns the integration of the proposed method with data
concerning car accidents during the night hours, the available open datasets concerning the Milan
municipality (Italy) have been collected and analyzed. There are two main open datasets about car
accidents in the city of Milan: the first is provided by the Lombardy Region [72] and it gives yearly
data about car accidents in the city of Milan from 2000 to 2011. In this dataset, incidents are described
by the means of 101 parameters regarding numbers of injuries and fatalities, time of the day when the
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incident occurred, weather condition (i.e., rainy or sunny), types and number of vehicles involved
(i.e., cars, trucks, bikes and bicycles), etc.

The second open dataset [73] is provided by the municipality of Milan, it offers less detailed data
about the accidents, namely only the number of incidents, injuries and fatalities, but it has monthly
data from 2001 to 2017 divided by nine geographical zones numbered from 1, the city center, to 9
a peripheral zone in the north of Milan. Historical data from this dataset show that the number of
accidents does not vary very much from the city center to the peripheral zone, but the number of
fatalities changes significantly. In Zones 5 and 7, those with more fatalities, there are seven times the
deaths registered in Zone 1, that with less fatalities as plotted in Figure 7. The number of accidents are
more in Zone 8 and Zone 9 with a difference from Zone 1 of 5% and from Zone 2 of 50%.
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Figure 7. Total number of car accidents, injured people and fatalities in the nine zone of Milan area in
2017. The left axis represents the number of accidents and injured people while the right axis represents
the number of fatalities (namely, causalities).

Noteworthy, considering the historical data about car accidents in Milan, it is possible to register a
strong decrement in the time span from 2001 to 2017, as shown in Figure 8. Considering the mean of
the nine zones, in 2017 there were less than half of the incidents that occurred in 2001 (from a minimum
of 45% in Zone 6 to a maximum of 60% in Zone 4 and an average value of 53% of reduction). This
means that security and safety campaign produced some results in the culture and control of accidents
in the urban area.

The less hazardous zone, i.e., those where fewer accidents occur, do not change, however, from 2001
to 2017. They are the Zones numbered 2, 4, 5 and 6 (Figure 8). The most dangerous zone in 2001, zone 9,
turned out to be the third most dangerous in 2017, exceeded in number of accidents by Zones 8 and 3.

The same trend discussed for the number of car accidents can be observed for the number of road
accidents and consequent injuries between 2001 and 2017. The average decrease in the nine zones is
around 56% (minimum 48% in Zone 6 and maximum 60% in Zone 9) (Figure 9) and the zones where
fewer injuries are recorded are the ones numbered 2, 4, 5 and 6. This is not unexpected because the
number of injuries is strictly correlated with the number of car accidents.
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Figure 8. Car accidents in Milan according to the year and zone. The left axis represents the number
of accidents.
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Figure 9. Number of people injured in a car accident in Milan according to the year and the zone.

The analysis of the historical data about fatalities in car accidents does not lead to similar
considerations reported for injuries data. Although there is a positive trend in the number of fatalities,
which goes from a total of 82 casualties in 2001 to 40 in 2017, this cannot be said about the single zone
where the trend in the number of deaths seems almost a random result (Figure 10).

The maximum reduction is recorded in Zone 1 where an 80% of reduction of injuries is registered
(due to also the restriction to vehicles in the city center introduced in 2011–2012, the so called area
C). the minimum reduction is 13% in Zone 5. Nevertheless, the average value of reduction is 51%
according to the trend of the general increase of security on the city roads.

If the focus is shifted from yearly data to monthly data (Figure 11), it can be underlined that there
is a similar trend in all the nine zones in August, when in Milan there is a significant decrease of people
because of the summer holidays, as the month characterized by fewer car accidents and consequently
less injuries. By contrast, May and October are the months when more car accidents and injuries occur.

The average value of fatalities does not follow the same schema and, as registered for the yearly
values, it is not possible to unveil a marked trend or a mathematical correlation in the data shown in
Figure 11c) however Zone 9 and Zone 4 have the peak values and Zone 1 the lowest fatality value with
zero in July. The monthly distribution of the accidents and injuries are absolutely regular with the
following progression from the most secure to the more characterized by accident and injuries zones:
Zones 2, 6, 5, 4, 7, 1, 8, 3, 9.
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Figure 10. Number of fatalities in car accident in Milan according to year and zone.
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Historical data have been integrated into GIS maps for further analyses, and Figure 12 represents
the average values of car accidents, injured people and fatalities/casualities from 2001 to 2017 in the 9
areas of Milan. As can be easily inferred, the level of aggregation of the information represented in
Figure 12 is not sufficient to be employed for carrying out a reliable correlation with the collected data
concerning the light intensity in some district of the city. Therefore, the integration of this data with the
method presented should be considered as a next step of development of the present research. A higher
level of granularity of the data is needed to perform the planned steps of the research and detailed data
have already been requested by the authors to the municipality and traffic police, however, they are
not available as open data.Appl. Sci. 2020, 10, x FOR PEER REVIEW 15 of 31 
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For this reason, the authors are in contact with the local police authority, which could provide
access to more detailed data on car accidents. The most critical Zone 9 of Milan has been chosen and
used as an experimental field of the illumination measurements, and data about car accidents with
higher granularity in the same Zone 9 will be adopted, as received, as a source of data for the next step
of the research to evaluate the specific correlation between urban lighting and security, following an
ongoing research line which is in the process of being deepened [74].
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3.3. Internet of Things (IoT) Light Sensor

The data collection and analysis method should be considered as the core part of this article.
Light data collection required a light meter that can be interfaced easily with a GIS-based informative
system. Given the variable nature of the urban lighting, it is important to design a measurement
system able to make easy the monitoring and the storage of the data and supporting a frequent update
of the data. As demonstrated in literature [75], the IoT paradigm represents the ideal solution for the
interconnection of sensors to remote informative systems. The design requirement of such IoT sensors
are:

(1) High range of light detection, because the device has to measure from an almost complete dark
environment (the Moon’s reflection is about 1 lx) to a high light level under the streetlamps (the
values could be near 1.000 lx);

(2) Geo-located measures, in order to elaborate them in the GIS to provide the data mapping at
district level in the case study zone of the city of Milan;

(3) A wireless communication channel;
(4) Good portability, compactness and stability allowing the sensor to be carried around the city

without significant issues (humidity problems, low weight for transportability during the
inspection phases for monitoring, ability to maintain a pre-established geometric set-up, position
accuracy, etc.).

Accordingly, given the aforementioned requirements, a prototype has been developed and realized
using an Arduino Uno board. Besides the board itself, the main parts of the light meter are listed below:

(1) A high accuracy ambient light digital 16-bit resolution sensor (Adafruit VEML7700 Lux Sensor)
characterized by a 16-bit dynamic range for ambient light detection from 0 lx to about 120 klx
to detect the difference of illuminance at the street level going from dark areas and detecting
the punctual light collected under the perpendicular direction of the lamp; the resolution of the
sensor is 2 lx, compatible with the application.

(2) A 56-channel GPS module with an accuracy of 2.5 m on the horizontal position able to localize the
monitoring device in the street and possibly connect the information at a detailed location level;

(3) A micro SD Shield for an Arduino board equipped with a 64 GB micro SD card, required to store
the measurement data collected from the ambient light sensor;

(4) A wireless communication channel for data transfer to a GIS-based informative system.

Figure 13 shows the different parts of the light meter assembled for some tests before using it on
the experimental field. In order to fix the GPS and light sensors in a horizontal position and to make it
more portable, a cardboard box has been used to introduce the monitoring device. It is noteworthy
that the cardboard is white, therefore, the light reflected from the casing may affect the illuminance
detection. In a similar way, the shadows cast by the operator could affect the measured luminance
values. Further implementation of the experimental set-up will be tested in the following steps of
the research.

3.4. Data Collection and Geographic Information System Integration

The stream of light data monitored from the IoT sensor are then pushed into the GIS-based
informative system. The GIS stores the ID of the IoT sensors, the light measurement data, the time
stamp of the measurement, and the GPS position. Potentially, more than one IoT sensor can push the
data into the informative system, enabling the use of a network of IoT sensor for data mapping of the
urban area. The interaction between the IoT sensor, the GIS system and the elaboration is shown in
Figure 14.
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Figure 13. The light meter assembled from an Arduino Uno board without the mechanical envelope.
The main components of the board are highlighted in the picture.

The IoT system has been equipped with a GPS sensor, allowing it to capture the location of each
light intensity measure. Location data are collected in the WGS 84 (EPSG 3857) coordinate system.
The accuracy of the GPS sensor (2.5 m) is enough for collecting the location of the light intensity
measurement on a map. However, this accuracy could be affected by issues caused by the so-called
urban canyons and issues generated by surveying areas characterized by trees with high foliage (e.g.,
boulevards, parks, etc.). which may determine a lower reliability in the registration of the geographic
coordinates [76]. Therefore, for this research, the monitored area has been divided in a grid of 10 m ×
10 m squares (20 m2 area each) and an algorithm computing the arithmetical average of the detected
light intensity for each square has been developed. The details of the algorithm are described in
Section 5.4. The results of this computation allow us to identify the brightest and darkest areas in the
urban environment, avoiding issues related to accuracy of the GPS signal. The 20 m2 grid allows us
to overcome the issues related to the precision in the detection of the position of the urban elements,
while correctly representing the streets and the paths in pedestrian areas.
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4. Case Study

The proposed methods have been applied to a district in Zone 9 used as case study in the city of
Milan, Italy. The “Città Study” neighborhood which is located around the technical university pole of
the city was chosen as test bed for the implementation of the survey campaign.

An area of approximately 2000 m2 was surveyed in two nights of measurements (15 July and
23 July 2019). The area was chosen, among other reasons, because of the high average occurrence of
car accidents and injured people from 2001 to 2017 as shown in Section 3.1. The surroundings of the
Politecnico di Milano campus showed a concentration of degradation of the urban components and,
sometimes, of social distress (Figure 15).

Moreover, the Politecnico di Milano university campus is currently undergoing a series of
refurbishments and regeneration interventions, involving the retrofit of some existing buildings,
the construction of new ones and the renovation of public open spaces that will lead to a new
configuration of the area. Thus, an analysis of the current light quality in the area will be useful data
for the designers involved in the renovation project.

As described in the previous section, the IoT sensor has been designed in order to optimize
its compactness and portability. Each of the IoT sensors can be mounted on a mobile mechanical
structure for tracking the level of luminosity on the road. During the case study, the sensor has been
mounted on an odometer to allow easy monitoring. An operator performed the recognition on the
neighborhood area involved in the case study using the odometer equipped with the light sensor.
A single IoT sensor was used to collect all data during the two nights of the duration of the experiment.
Each measurement campaign generated 2000 sampled data. It should be highlighted that the IoT
sensor can be mounted on any mobile mechanical structure, such as an unmanned aerial vehicle (UAV)
or unmanned ground vehicle (UGV), to create an autonomous measuring system for the mapping
of an entire city. Such an approach has the great advantage that the IoT sensors are monitoring a
predefined and well-known path. Notwithstanding such benefits, the integration of the light sensors
on autonomous monitoring system is out of the scope of the current research work and it will be
investigated in future research work.
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5. Results

5.1. Degradation Assessment

The measurement campaign allowed to collect information about the situation of the district
as first as description of the degradation (e.g., physical degradation of buildings and roads, social
distress of people mobile temporarily living solutions such as camper vans, use of the city parks as
hygienic support services for temporary living, discontinuity of illumination of the district ranging
from illumination to complete darkness) spots in the area.

The district has some hotspots such as pubs and restaurants with a low concentration, whilst the
main vocation of the zone is residential. Community services of the district are a sports ground and
some small urban parks. The measurements have been validated by double checking the collected
values in the two monitoring dates.

The social situation has been varied in the two dates and the mobile houses changed their positions
near to the park to a non-monitored location. During the measurement campaign it was possible
to verify the neighborhood conditions where buildings degradation due to lack of maintenance and
cleaning procedures (Figure 15a,b), road problems of the pavement and of the horizontal signage
for pedestrians (Figure 15b,d,f), asymmetrical lighting and temporary mobile housing in camper
vans (Figure 15c–e) and excessively darkness for people safety and street security (Figure 15g) have
been detected.

5.2. Urban Lighting Assessement

The European standard EN 13201-3 [77] gives rules on the points where lighting measurements
should be taken. Since the purpose of survey was not the measurement of the photometric quality of
the lighting installations, during the data collection the grids mandated by the European standard
were not used. Points located in the shade of objects (i.e., trees) that should be avoided according to the
standards were, in fact, preferred measurement locations because the step passage from dark shadow
to shiny lighting can affect driving performance.

More than 2000 points distributed along almost 6.5 km were collected in the first campaign. Half
of them, reported in Figure 16a, were below 32 lx and more than 52% of the points were below 50 lx,
which are the light levels of public areas with dark surroundings according to the NOAO (National
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Optical Astronomy Observatory), national center for ground-based night-time astronomy in the United
States [78]. Moreover, it is worth noting that 12.5% of the points are above 500 lx and three of them
exceed 2500 lx. These points where recorded under the direct light of lighting systems of private
parking lot thus they are not significant in the number of records and they are not describing specific
areas with high illuminance level but points of discontinuity in the average distribution. Thus, such
values can be disregarded in the following analysis.
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Figure 16. (a) Histogram of the distribution of lux level of the measurement points; (b) classification of
the detected illuminance according to NOAO thresholds.

A further parameter that could be added in the lighting evaluation could be the uniformity
ratio given by the average illuminance and the minimum illuminance (Eav/Emin) that has defined
values ranging from 3 (for expressway to 6 for local roads) and it is a crucial value for visual comfort
and adaptability in the scotopic vision of the human eye. The problems that could be related to the
luminance values are:

(1) The illuminance must be sufficiently high in relation to the dimensions of the object, to the
contrasts, to the time of perception and to the age of the subject;

(2) The luminance of the area immediately adjacent to the visual task must not be higher than the
visual task itself;

(3) The contrast between the immediate background of the visual task and the environment must
not be accented and the transition should be gradual;

(4) The most appropriate solutions have been taken to avoid glare.
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It is useful to remember that illuminance describes the measurement of the amount of light falling
onto and illuminating a given surface area. Illuminance is also correlated with how humans perceive
the brightness of an illuminated area.

As a result, most people use the terms illuminance and brightness interchangeably; however, this
can lead to misunderstanding, as brightness is also used to define luminance. Illuminance refers to a
specific kind of light measurement, while brightness refers to the visual perceptions and physiological
sensations of light.

Luminance describes the measurement of the amount of light emitting, passing through or
reflected from a particular surface from a solid angle. It also designates how much luminous power can
be perceived by the human eye. This means that luminance indicates the brightness of light emitted or
reflected from a surface (Figure 17).

Appl. Sci. 2020, 10, x FOR PEER REVIEW 23 of 31 

Figure 16. (a) Histogram of the distribution of lux level of the measurement points; (b) classification 
of the detected illuminance according to NOAO thresholds. 

A further parameter that could be added in the lighting evaluation could be the uniformity ratio 
given by the average illuminance and the minimum illuminance (Eav/Emin) that has defined values ranging 
from 3 (for expressway to 6 for local roads) and it is a crucial value for visual comfort and adaptability in 
the scotopic vision of the human eye. The problems that could be related to the luminance values are: 

(1) The illuminance must be sufficiently high in relation to the dimensions of the object, to the 
contrasts, to the time of perception and to the age of the subject; 

(2) The luminance of the area immediately adjacent to the visual task must not be higher than the 
visual task itself; 

(3) The contrast between the immediate background of the visual task and the environment must 
not be accented and the transition should be gradual; 

(4) The most appropriate solutions have been taken to avoid glare. 

It is useful to remember that illuminance describes the measurement of the amount of light 
falling onto and illuminating a given surface area. Illuminance is also correlated with how humans 
perceive the brightness of an illuminated area. 

As a result, most people use the terms illuminance and brightness interchangeably; however, 
this can lead to misunderstanding, as brightness is also used to define luminance. Illuminance refers 
to a specific kind of light measurement, while brightness refers to the visual perceptions and 
physiological sensations of light. 

Luminance describes the measurement of the amount of light emitting, passing through or 
reflected from a particular surface from a solid angle. It also designates how much luminous power 
can be perceived by the human eye. This means that luminance indicates the brightness of light 
emitted or reflected from a surface (Error! Reference source not found.). 

  

Figure 17. Definition and differences between (a) illuminance in lux (lm/m2) and (b) luminance in 
cd/m2 (lm/sr × m2). 

5.3. Urban Lighting and Safety Perception 

Current LED road lighting has a poor longitudinal luminance uniformity which is described as 
a “zebra effect” 79 that can easily cause eye fatigue and the reduction of safe driving (Error! Reference 
source not found.). 

To solve this problem, some researchers adopted specific illuminance distribution curves to 
accomplish a certain illuminance and luminance uniformity by adjusting the curve parameters 80. But 
these methods cannot achieve ideal illuminance and luminance uniformity simultaneously and are only 
appropriate for specific roads. The main aspects affecting the visual perception in road driving and thus 
that are relevant for security and safety for drivers are average road surface luminance, overall and 
longitudinal luminance uniformity, glare control, and color rendering index 81. However, the pedestrian 
perception of security is also a combination of environmental and social degradation elements and signs 
as well as the aforementioned lighting conditions of the road and sidewalks. 

Figure 17. Definition and differences between (a) illuminance in lux (lm/m2) and (b) luminance in
cd/m2 (lm/sr ×m2).

5.3. Urban Lighting and Safety Perception

Current LED road lighting has a poor longitudinal luminance uniformity which is described as a
“zebra effect” [79] that can easily cause eye fatigue and the reduction of safe driving (Figure 18).

To solve this problem, some researchers adopted specific illuminance distribution curves to
accomplish a certain illuminance and luminance uniformity by adjusting the curve parameters [80].
But these methods cannot achieve ideal illuminance and luminance uniformity simultaneously and are
only appropriate for specific roads. The main aspects affecting the visual perception in road driving
and thus that are relevant for security and safety for drivers are average road surface luminance,
overall and longitudinal luminance uniformity, glare control, and color rendering index [81]. However,
the pedestrian perception of security is also a combination of environmental and social degradation
elements and signs as well as the aforementioned lighting conditions of the road and sidewalks.

5.4. Urban Illuminance Mapping

Points have been imported and georeferenced in a GIS (QGIS) and have been used for the
development of the data analysis algorithm. For this purpose, a polygon grid 10m × 10m has
been developed considering an extension equal to the maximum extent of the coordinated points
representing the measured light intensity. The first insight of where the measurement characterized
by higher light intensity are localized in the selected area is shown in Figure 19. Data have been
categorized according to 6 classes of light intensity (shown in the legend of Figure 19), considering
equal intervals. The last class shows values characterized by a very high illuminance values despite it
is composed by only 2 values, recorded under direct lights (a private parking lot and the very bright
sign of a commercial activity).
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Figure 18. (a) “Zebra effect” on the pavement (horizontal bands with different lighting levels); (b) safety
perception of a pedestrian related to lighting levels and degradation signs on the built environment (lack
of maintenance and vandalism on the facades); (c) difference of pavements in the city and increased
danger for bikes and motorbikes when raining; (d) shading of the urban lighting provided by the
trees distributed in parking areas and urban residual parks decreasing visual capability and safety
perception for pedestrians.
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It is possible to note an unevenness of distribution of the illuminance values: the most illuminated
locations are those where interesting activities are spotted (the university main fronts, some leisure
locations such as pub and restaurants and the crossing of some bigger urban streets). By contrast,
a large part of the measurements fall in the low level of illumination range, between 0 and 539 lx.
Thus, unequally spaced intervals are considered (shown in the legend of Figure 20) in order to better
analyze the visual effect of brightness and darkness that can be perceived by citizens. The raw light
measurement data are spatially merged in a grid of 10 m × 10 m squares (an area of 20 m2 each), in order
to reduce the number of points to analyze on the GIS. In addition, as discussed in the previous section,
the measurement set-up is affected by a variability contribution which depend by the mechanical
system used to support light sensors during the measurement campaign through the city. Although
such variability is well below the accuracy required by the analysis performed in this paper, the light
data in each square of the grid are arithmetically averaged, to reduce the measurement variability.
An SQL (structured query language) script allows to compute the arithmetical average light intensity,
maximum and minimum light intensity values and the number of points in each of 10 m × 10 m
polygonal grid. Figure 20 represents the outcomes of this data analysis. The visualization allows us
to identify areas in the test bed neighborhood with different illuminance levels. The lower ranges of
luminosity correspond to locations where it could be useful to intensify the illumination level and
to provide new systems to increase safety and security in a developing area of the city subjected to
regeneration processes.
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6. Discussion

Several metrics can be used to infer quantitatively the perceived level of security of citizens in
the different area of a city: crimes per area, road accidents, personal assault, and many more. There
is evidence from the literature that such metrics are directly affected by the quality of street lights:
poor lighting is correlated with an increase of the perceived level of insecurity. However, it is not
possible to increase indiscriminately the level of lighting in any area of the city, both for economical
as well as environmental reasons (energy consumption and light pollution). Thus, it is important to
have an accurate map of the quality of lighting in the different areas of the city. Such data should
be correlated with other metrics to identify the area which requires an improvement in quality light.
Current research work focuses on a methodology able to generate an accurate mapping of lighting
quality in urban area. These data are correlated with road accidents information to demonstrate the
feasibility of the proposed approach.

The survey campaign for quality light monitoring has been carried out in the most accurate way
possible, despite some drawbacks that can be highlighted. Due to the experimental nature of the
proposed procedure, the orthogonality of the sensor to the ground could be improved, ensuring that
the detection tools are always horizontal. Moreover, the variation of height from the ground could
have been affected for the same reasons, despite always carefully remained within a reasonable range.
These issues may cause a bias in the detection of the light intensity data. However, the final evaluations
are carried out on average values computed on the 10 m × 10 m grid, therefore the single values are
not considered, but in intermediate steps of the proposed approach.

A further improvement of the research concerns the accuracy in the detection of the position of
the sensor when recording the light intensity data. For the case study presented in this article a grid
10 m × 10 m has been adopted. This allows us to represent the light intensity along the streets and
the open spaces of the neighborhood, although not providing enough detail needed to represent and
analyses specific technical units of the urban environment (e.g., carriageway, pavement, parking lots
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etc.). This aspect will be addressed and some research insights will be carried out in order to be able to
reach a finer granularity in the analysis and visualization of the geolocated data. An oversampling of
the data from ambient length sensors could be a possible solution.

The proposed method has been developed following the guidelines of the EN 13201-4 [82], in
particular, the following steps of the research on the orthogonality of the light detecting sensor will
be improved as well as the continuity in the height at which the measures are taken. However,
the standard should be used when the purpose of characterizing lighting installations considers the
photometric quality parameters, an objective that is not completely within the scope of this research,
oriented towards the assessment of the security of urban space related to the light intensity.

Another issue that may have affected the detection of the light data concerns the setup of the
Arduino equipped with the sensors. The breadboard has been inserted in a white paperboard box.
The light reflecting on the paperboard may have affected the detection of the light intensity, decreasing
the accuracy of the values. This issue could be overcome adopting an improved installation setup, or
simply employing a black paperboard box.

7. Conclusions

The planning of the renovations of street light infrastructures in urban areas should take into
consideration several parameters. The level of light in urban areas cannot be arbitrarily high due to
economical as well as environmental (energy consumption and light pollution) reasons. At the same
time, the level, and the quality, of light is strictly correlated with the perceived level of security of the
citizen. The research work proposed a methodology for the planning of light renovations based on
the correlation of GIS data from different sources. The map of the quality of the street light in the
different urban areas is correlated with other GIS data, which can be considered quantitative indexes
of the perceived level of security. In particular, in the current research the number and geographical
distribution of road accidents was considered an example of metrics to be used to validate the proposed
approach. The publicly available road accident data of the Milan area has been analyzed. It is possible
to underline as a further step of the research that it will be enriched with the road accidents data that
will allow a significant comparison with drivers’ difficulties in the tested area of the city located in Zone
9 which is the most subject to car accidents. The idea is to extend the indicators (the hard KPI) with the
crowdsourcing data about perceived safety from the citizens (soft KPI) which can compose a structured
proposal for implementing the lighting systems of the neighborhoods and provide the municipality an
effective strategic plan to develop the renovated university campus area. It is worth underlining that
the use of only the measures suggested by the EN 13201-4 are not enough to assess urban security
because lighting not directly related to roads are needed for this purpose to include the pedestrians’
perception under the different segments of the city areas (including green areas and urban parks).
The urban lighting data mapping could drive informed decisions on increasing the public lighting
infrastructure since public light can improve social security and perception of physical degradation,
increasing community pride and participation to the social good and urban care. The increase of
lighting points could be developed with new smart systems able to use renewable energies and dimmer
light related to the presence sensors avoiding a waste of energy and recreating a customized living
lighting environment which could envision an augmented user experience and environmental and
economic sustainability levels. The proposed GIS integration is a powerful tool for urban regeneration,
driving urban policies at the local scale with an efficient granularity of intervention that could increase
the quality of the urban environment.
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