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Abstract

:

In Germany, modern digital technologies like Internet of Things (IoT) have been increasingly promoted for better environmental and natural resources management through “smart” monitoring and real-time data. However, adopting such advanced technologies is complex and brings a wide array of risks and challenges, and it remains unclear whether local actors are in fact willing and sufficiently equipped to adopt them. Using the Motivations and Abilities (MOTA) framework, and quantitative data collection and analysis methods, this study explores the motivations and abilities of German local (governmental) actors by focusing on the adoption of IoT-based forest and water monitoring systems. The findings reveal an early-stage adoption of IoT environmental monitoring, with limited awareness and no plans for adoption. The lack of willingness, however, is not attributed to a lack of motivation; it is, rather, influenced by perceived insufficient financial and technical capacities and resources. This study provides novel insights for understanding the complex relationship between actors’ behavior and the adoption of advanced digital technologies in the realm of environmental and natural resources management. The results provide a robust foundation for future research, and inform policy and practice aimed at facilitating digitalized natural resources management.
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1. Introduction


The sustainable management and conservation of natural resources—encompassing forests, land, soils, water, energy, and biodiversity—is high on the political agenda for both the European Union (EU) and Germany alike [1]. Accurate and timely information on the state and condition of natural resources is essential for tracking changes, evaluating the progress and effectiveness of natural resources policies, and guiding adaptive management strategies. In Germany, with the advances in the Internet of Things (IoT) and the development of modern sensors, considerable effort and resources have been invested in the past years to expand and improve data collection and analysis on the state and condition of natural resources. Numerous companies, start-ups, research institutes, and initiatives have emerged developing various IoT-based environmental monitoring systems as a promise of more effective and efficient protection measures [2]. The IoT monitoring, also known as “smart” or “intelligent” technology, is based on the use of wireless sensor networks, which are relatively affordable and allow the remote and real-time measurement of multiple environmental parameters (e.g., humidity, water levels, leaks, temperature, and other physical properties) with minimal human intervention [3,4,5]. Smart, connected devices with embedded communication modules can then process this information using computing technology and quickly send the data to the cloud or a data center for further actions or analyses. This enables managers, decision-makers, and scientists to monitor changes on the state and condition of natural resources in real time and more precisely, with an optimal control of pollution and other undesirable effects [6]. IoT environmental monitoring, thereby, facilitates proactive and faster responses to natural disasters and pollution threats, enables the development of more efficient and sustainable policies and management strategies, and fosters collaboration to address numerous environmental challenges [7,8].



However, the adoption of modern digital technologies (such as the IoT environmental monitoring systems) by local (government) actors in Germany is not always feasible, as revealed by recent studies in the field of digital transformation [9,10,11]. It is a part of a complex digital transformation process [10,12] which is often confronted with different obstacles, such as regulations, infrastructural limitations, technological and usability constraints (i.e., lack of qualified staff and know-how), as well as financial constraints. Additional bottlenecks are due to weak leadership and management skills regarding reform implementation, change management, and process re-engineering [9,10]. In the field of natural resources management and the environment, a growing number of publications reveal similar constraints and challenges in the adoption of new digital technologies [1,2,3,4,5,6,7,8,9]. For example, a recent report from the German Environment Agency [13] revealed that major risks and challenges in digitizing natural resources management might encompass concerns that relate mainly to digital infrastructure and security, data governance and compliance, data standardization and integration, knowledge and technical expertise, as well as potential environmental and societal impacts. Similar (potential) risks and challenges have been revealed in the field of water management [13,14,15], nature conservation [14], as well as forest management [15,16], land management, and agriculture [17,18]. The wide array of (potential) hurdles and challenges leads to the question of whether local actors are in fact willing and sufficiently equipped to adopt new digital tools in the field of natural resources management.



Yet, still little is known about the motivations and abilities of German local actors to adopt advanced digital tools, particularly in the field of natural resources management and IoT environmental monitoring. To date, most recent studies proceed from a technoengineering perspective and focus on the technical aspects of advanced digital tools and their potential for increasing information capabilities. For example, Liesch et al. (2020) developed a comprehensive system that combined IoT and AI processes with methods from environmental informatics and the water domain in particular to monitor groundwater pollution [19]. Similarly, Kenebel et al. (2022) designed and tested a bark beetle early-warning system with modern sensors and AI-based data analysis [20], while Bolte et al. (2021) examined the potential of IoT in national forest monitoring [21], and Heller and Teschenmacher (2018) investigated whether IoT technology lived up to its promise by implementing the technologies in a practical case of hydrological research for direct flow measurements [22].



While these studies have made notable strides from a technological and engineering perspective, predominantly focusing on the technical intricacies of advanced digital tools and their potential to enhance information capabilities, a significant research gap persists in comprehending the motivations and abilities of local actors.



The main objective of this empirical study is to fill in the research gap. By applying a social science perspective, we aim to explore the motivations and abilities of German local actors to adopt IoT environmental systems in the field of natural resources management. More specifically, we focus on the adoption and use of IoT systems for monitoring the state and conditions of forest and water resources. The selection of forest and water monitoring as our empirical focus was determined by the practicality and feasibility for data collection within a broader research project on forest and water management in Germany (see Section 2.2), along with heuristic considerations. In particular, the latter played an important role, as our study aims to provide initial insights and develop further research ideas rather than definitive conclusions and generalizations about the findings. Theoretically, by employing the Motivation and Ability (MOTA) framework [23], we investigate actors’ motivations and abilities and identify their correlations (influence) to the adoption of IoT environmental monitoring systems. Empirically, we focus on the motivations and abilities of mainly local governmental actors (public authorities and organizations) involved in forest and water management and/or monitoring activities (see Section 2.2). For this, we leverage quantitative data collection and analysis methods. Through this investigation, our study does not only enhance the understanding of the motivations and abilities of local actors to adopt and utilize IoT environmental monitoring systems, it also sheds light on the complex interplay between technology adoption and actors’ behavior, paves the way for future research, and assists decision-makers and other relevant actors in setting the interventions and actions necessary to address technological adoption challenges.



We proceed as follows: Section 2 presents the conceptual and methodological considerations, including the MOTA framework and its elements, data collection, and analysis methods. The empirical results are presented in Section 3. Finally, the discussion is presented in Section 4.




2. Conceptual and Methodological Considerations


There are many social science theories that set out to explain technology adoption. However, most models, with few exceptions, make use of predictors that are exclusively cognitive, relating the adoption of a new technology to actors’ attitudes, beliefs, and perceptions, and do not sufficiently consider external variables, such as their abilities, resources, and capacities [24]. In the pursuit of a more holistic approach, we opted to apply the Motivations and Abilities (MOTA) framework [23], which, despite its recent development, has so far proven to render successful results in exploring the motivations and abilities of actors [25]. Although it has been mainly developed and applied in the context of water resources management to assess the adoption of projects, policies, and plans, we recognize and explore its potential applicability in the context of technology adoption and environmental monitoring. This would provide an opportunity to identify its adaptability and limitations, and thus contribute to its further development. The MOTA framework and its elements are presented in the sections below, as well as the corresponding data collection and analysis methods.



2.1. Motivations and Abilities (MOTA) Framework


Rooted in social science, the MOTA framework [23] interlinks existing actor analysis methods and behavioral models to provide a structure for exploring behavioral action, which happens when motivations, abilities, and triggers act together [25]. In other words, what actors do (e.g., adopting IoT) is based on their perception of some causative factor (trigger), their preference and level of commitment (motivation), and their capacity to act in a given manner (ability) [26]. In this realm, there are several distinctive elements in the MOTA framework, namely: action, trigger, motivation, ability, and outcome. The action is defined as the target behavior of actors regarding a specific project or plan. In our study, the action refers to the adoption of IoT environmental monitoring systems by relevant local actors (see Section 2.2). Adoption is here understood as the planning/development stage and use of IoT environmental monitoring systems. The outcome is the visible result of an action, which happens when motivation and ability act together. In our study, the outcome relates to digitalized natural resources management; yet, it falls beyond the scope of this study and is not considered in the analysis. In the sections below, we operationalize the MOTA elements relevant to our analysis in the context of technology adoption, i.e., motivations, abilities, and triggers, and summarize them in Figure 1.



2.1.1. Motivation


Motivation refers to the factors that drive an actor to engage in a particular action, i.e., the adoption of IoT monitoring systems. Following Phi et al. (2015) [23], we define motivation as the function of perceived opportunities (“benefits”) and threats (“challenges”). By reviewing the academic literature on the advantages and challenges of the digitalization and adoption of advanced digital tools, not only within the field of natural resources management but also in broader contexts, both within Germany and globally, we identified a list of opportunities and threats that could potentially increase or undermine the motivation of German local actors to adopt IoT monitoring systems. The most prominent opportunities encompass enhanced risk assessment and the early detection of natural disasters [13,27,28,29], and improved decision support and strategy development [14,30]. IoT technologies have also been advocated to facilitate access to real-time information, and hence public participation, as well as information exchange and cooperation among local actors [7]. IoT systems contribute to enhanced transparency, legitimacy, and trust of local public authorities [31,32]. Yet, the adoption of IoT has been related to various challenges and risks as well. So far, data security and privacy are outlined as one of the biggest challenges to the adoption of modern digital tools, both within natural resources management and beyond [14,28,31,32,33,34]. Furthermore, increased information exchange and accessibility increases the risk of data misuse and misinterpretation [32,35], potentially leading to false environmental assessments and conflicts among stakeholders [36]. Concerns also arise over the loss of legitimation and public trust, as real-time data may reveal the underperformance of actors involved in natural resources management [37,38]. The adoption of IoT systems may also trigger organizational changes, from job eliminations to modified work routines [7,32].




2.1.2. Abilities


While actors’ motivations shape what they are willing and interested to do, their abilities determine if they can do it [23]. In the MOTA framework, abilities are defined as the financial, institutional and technical skills, resources, and capacities of the actors. Following these three categories, and by reviewing the relevant literature, we identified six major categories of abilities that are relevant for local actors to effectively adopt modern digital tools. Financial and technical resources is key for local actors adopting new technologies, as their adoption often involves significant initial investments in infrastructure, skilled staff, training, and ongoing maintenance [7,9,29]. Technical know-how and knowledge of digital benefits are also crucial assets [9,15,29,32]. Robust digital data strategies and regulations form the basis for successful digital transformation [12]. Collaborative public–private partnerships, political support, and local networks also play pivotal roles in IoT adoption [9,39]. Moreover, the general actors´ attitudes toward digital technologies matter, as integrating modern digital tools can lead to concerns about job security and resistance from employees [9,10,13,32].




2.1.3. Triggers


In the MOTA framework, triggers are defined as events or external circumstances that can influence the perceived opportunities, but also the abilities of actors to adopt a certain plan or project. Triggers can be thought of as “prompts” that initiate a particular action. Since a trigger is a causative factor, the influence of a trigger would depend on the intensity of the trigger [40]. The triggers in our study refer to environmental risks and natural hazards, such as floods, droughts, forest fires, soil erosion, water pollution, pests and diseases, etc. Very often, these risks can serve as catalysts, prompting local actors to adopt IoT monitoring systems to enhance their capacity to respond to and mitigate these environmental issues more effectively.




2.1.4. Research Questions


Based on the above, the following empirical research questions emerge:




	(1)

	
How do environmental risks serve as triggers for adopting IoT monitoring systems?




	(2)

	
How do perceived opportunities and threats influence the adoption of IoT environmental monitoring systems?




	(3)

	
How do actors’ perceived abilities (financial, technical, and institutional) influence the adoption process?











2.2. Data Collection


We utilized quantitative data collection, which is an effective tool in exploratory research to gain preliminary insights and provide the foundation for further research [41]. Empirical data on the motivations and abilities of German local actors were collected through an online survey, which was conducted between February and March 2022 as a part of a large-scale survey within the framework of a research project.



The MOTA part of the survey comprised of five sections including background information on IoT monitoring and questions about triggers, motivations, and abilities. The metrics used for each question followed the MOTA guidelines for assessing the triggers, motivations, and abilities of actors [42]. First, to ensure data validity, respondents rated their awareness of IoT forest and water monitoring systems on a Likert scale ranging from 1 (good) to 5 (never heard). The purpose of this metric was to quantify respondents’ awareness of IoT forest and water monitoring systems, and it was measured through Likert scale responses that provided a structured and numerical representation of their awareness levels. Next, we explored whether forest- and water-related risks triggered the adoption of IoT monitoring systems. Respondents were asked to indicate if their organizations were planning or already using IoT monitoring for risks such as floods, water shortages, water quality, forest fires, insects/fungal decay, storms, forest drought, and soil erosion. The purpose of this question was to assess the relationship between specific environmental risks (forest- and water-related) and the adoption of IoT monitoring systems. Following the MOTA framework, the metric aimed to understand if these risks act as triggers for organizations to either plan or already use IoT monitoring systems. To gain insights into the motivations of relevant actors, we asked the respondents to evaluate potential opportunities and threats related to IoT technologies, as described in Section 2.1.1. They used a four-point Likert scale to express their agreement or disagreement with five statements about IoT monitoring opportunities and five statements about potential threats. At last, following the MOTA guidelines and to yield insights into actors’ abilities, we asked the respondents to rate their abilities to adopt IoT monitoring, covering institutional, financial, and technical aspects (see Section 2.3) on a scale from 1 (low) to 3 (high).



While primarily quantitative, our survey also allowed respondents to supplement their Likert-type answers with comments. This gave them the chance to elaborate, provide examples, and express their perspectives openly. The survey questions were developed in German and underwent a pilot test with field experts. The feedback on question wording and clarity was invaluable in identifying and rectifying any potential issues related to understanding and ambiguity.



We distributed the survey to a wide range of relevant actors across all 401 administrative districts in Germany. These included mainly public authorities and organizations involved in forest and water management and/or monitoring activities, such as: (1) state administrations for forest, water, or environmental/nature conservation, (2) local water management authorities, and (3) research organizations. Yet, we also included forest owners and service providers who also conduct monitoring activities to improve their forest management practices. We did not include, however, environmental NGOs, as they are not as involved in monitoring activities, as they are in other aspects of forest and water management, such as advocacy and conservation efforts [43]. Although we considered actors from two different sectors, conducting a comparative analysis is beyond the scope of this study. Such a comparison, however, could be a valuable avenue for future research.



We informed the participants that survey participation was voluntary, and assured their anonymity and confidentiality. As part of the large-scale survey, we received a total of 154 responses, with the majority coming from the forest sector (86/154), followed by environmental/nature conservation (38/154), and water management (23/154). These respondents represented one or more of the actor groups outlined in Table 1. Yet, it may appear that the sum of responses across actor groups in Table 1 exceeds the total number of 154 responses. This is due to the nature of the survey design, allowing participants to associate themselves with multiple actor groups. Consequently, some responses are counted in more than one category, contributing to the individual counts within each group while maintaining the consistent total response number of 154.



Among the 154 respondents, a significant portion (43%, 67/154) reported they were unaware of IoT monitoring systems, and thus did not complete the related survey questions. The lack of awareness varied across the different actor groups, with 27 responses from water management authorities, 20 responses from forest owners and service providers, 7 responses from the state administration, 2 responses from research organizations, and 11 responses from other categories.



This resulted in a reduced dataset of 87 responses and introduced a self-selection bias, as organizations lacking awareness of IoT chose not to participate. Of course, this limits the generalizability and applicability of our findings beyond this specific context. Nevertheless, the study retains an exploratory nature, which allows the utilization of small-scale data collection and the use of results for heuristic purposes rather than seeking broad representativeness or generalizability [44].




2.3. Data Analysis


In our research, we employed descriptive statistical analysis as an initial step to gain insights into the triggers, motivations, and abilities of the relevant actors. Descriptive statistical analysis is a widely recognized method in empirical research within social sciences, well-suited for simplifying and summarizing complex datasets [41]. To be more specific, we began by calculating the frequency distribution of the various key independent variables, including forest and water risks, perceived opportunities and threats, as well as institutional, technical, and financial abilities. The resulting frequency distributions are visually presented in figures (Figure 2, Figure 3, Figure 4, Figure 5, Figure 6 and Figure 7), offering a clear and structured overview of the prevalence and patterns associated with triggers, motivations, and abilities. These distributions served as a foundational step in our data analysis, assisting us in answering the empirical research questions. Subsequently, we conducted bivariate tests to explore the correlations between the independent variables and the dependent variable (i.e., the adoption of IoT monitoring), enabling us to obtain valuable insights into how motivations and abilities influence the adoption process. These tests were carried out using the SPSS 28.0.1 (Statistical Package for the Social Sciences) software program. Given that our data had ordinal and nominal scaling, and considering the relatively small sample size, we utilized cross-tables and the Chi-square test. This statistical approach allowed us to identify significant interrelationships between triggers, motivations, and abilities and the level of IoT adoption, with the significance determined by a p-value below 0.05. It is important to note that, while the Chi-square test assesses the relationship between one independent variable and the dependent variable at a time, it remains a valid method for exploring correlations between different variables [45]. However, we acknowledge that the influence of multiple independent variables may be at play, and these potential factors should be further investigated using multivariate tests to control for their effects.





3. Results


3.1. Environmental Risks as Triggers for Adopting IoT Monitoring Systems


In Germany, the adoption of IoT forest and water monitoring currently seems to be in a nascent stage (Figure 2). So far, IoT systems have been mostly adopted (in use, development, or projected) for monitoring water-related risks, such floods (50 %), water shortage (42%), and water quality (37%). In this context, many respondents referred to specific water conditions or events as triggers for adopting the new technology. Examples included the 2021 flood catastrophe, the decreasing levels of groundwater in the drought period 2018–2020, as well as the deterioration in the water quality. Similarly, more than half of the respondents (34%) reported the (planned) use of IoT technology for detecting and forecasting forest fires due to their increased intensity and frequency in the period 2018–2019. Furthermore, the results showed that forest damage caused by insects/fungal decay (e.g., bark beetle infestations) (28 %), storms (23%) or forest drought, e.g., tree mortality or canopy damage (19%), have also prompted some authorities and organizations to adopt IoT monitoring systems. Yet, although soil erosion, exacerbated by climate change, poses risks to forest soils and water quality in Germany [46], the results showed that, currently, IoT technologies for monitoring soil erosion are not being adopted. In summary, although forest and water risks may have prompted some local actors to consider the adoption and use of IoT monitoring, the majority stated that their organization or authority had no plans to adopt them. For deeper insights, we present the findings from the analysis on the motivations and abilities in the sections that follow.
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Figure 2. Adoption of IoT monitoring for forest and water risks, n = 87. 
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3.2. Perceived Opportunities and Threats, and Their Influence on Adoption of IoT Environmental Monitoring


The majority of the respondents appeared to have a positive perception and provided mostly affirmative responses in regards to the opportunities of IoT monitoring. Yet, there was some variation in the level of agreement. For example, as shown in Figure 3, more than 70% of respondents expressed agreement regarding the potential of IoT to improve access to real-time information and public participation, with 43% fully agreeing and 31% somewhat agreeing. Similarly, a substantial portion of participants agreed that IoT monitoring systems, due to their connectivity features, facilitate information exchange and collaboration among various sectors and administrative levels, with 39% in full agreement and 36% somewhat in agreement. This trend continued with the perceived ability of IoT monitoring systems to enhance decision support and strategy development, where 39% fully agreed and 36% somewhat agreed. Many respondents also saw the promise of IoT monitoring in advancing risk assessment and early detection of natural hazards, like floods and forest fires, with 37% fully agreeing and 31% somewhat agreeing. Furthermore, it was widely agreed that IoT monitoring, by increasing the availability and accessibility of real-time information, contributes to improved transparency, trust, and legitimacy of local authorities, with 32% fully agreeing and 38% somewhat agreeing.
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Figure 3. Perceived opportunities of IoT environmental monitoring (forests, water). 
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In summary, the results indicate that, while most respondents acknowledge the benefits of using IoT monitoring in forest and water management, it remains unclear how these perceptions influence actual IoT adoption. To explore this further, we examined the correlation between perceived opportunities and the current adoption of IoT systems for forest and water monitoring (Figure 4). Our findings reveal that, when respondents hold a more optimistic view (i.e., they agree or somewhat agree) regarding the utility of IoT monitoring systems, they are more inclined to adopt these technologies for monitoring three or more forest and water risks. Conversely, in organizations and authorities where skepticism prevails (i.e., less optimistic) regarding the potential benefits (i.e., respondents disagree or somewhat disagree), IoT monitoring systems tend to be limited to one or two specific forest or water risks.
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Figure 4. Correlation between perceived opportunities and IoT adoption. 
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Regarding the potential threats (Figure 5), nearly half of the respondents, accounting for 48%, identified data privacy and security as a substantial risk for their organization or authority, with 17% in complete agreement and 31% somewhat in agreement. Another significant risk, as perceived by approximately one-third of the respondents (36%), was the potential for misuse/misinterpretation of information, with 10% in complete agreement and 26% somewhat in agreement. Contrary to the widely recognized notion that fear of organizational structure change often acts as a significant barrier to IoT technology adoption, our study revealed that a majority of respondents (56%) did not view it as a major threat. In fact, 24% disagreed and 32% somewhat disagreed with the idea that organizational change posed a significant risk in our study. Similarly, the risks of increasing conflicts between actors (17% disagreed, 38% somewhat disagreed) and the loss of legitimation and trust (23% disagreed, 39% somewhat disagreed) were also not considered significant threats by the respondents. In the subsequent phase of our analysis, we conducted correlation tests to examine how perceived threats influence the adoption of IoT monitoring systems in the context of forest and water management. In contrast to the perceived opportunities, we found that perceived threats exerted minimal or no influence on the adoption of IoT monitoring for natural resources management.
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Figure 5. Perceived threats of IoT environmental monitoring (forest, water). 
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3.3. Perceived Abilities (Financial, Technical, and Institutional), and Their Influence on Adoption of IoT Environmental Monitoring


The findings indicate that most respondents perceive their organizations to have insufficient abilities for adopting IoT monitoring systems (Figure 6). Specifically, more than half of the respondents perceived their organization’s financial capacities for implementation and operations low (51%), while nearly half regarded technical know-how and IT competence as low (38%), with a quarter rating it as average (25%). Additionally, respondents expressed dissatisfaction with the diversity of the professional network and the level of political support for adopting new technologies, as 36% considered it low and 27% considered it average. The findings also suggest the need for more tailored strategies for digital transformation, as 35% of respondents evaluated the presence of a coherent strategy for technological innovation as low and 29% as average. Similarly, knowledge about IoT possibilities was deemed low by 34% of respondents, with 26% rating it as average. Interestingly, almost half of the survey participants (48%), primarily from the forest sector, assessed their authority’s general attitude toward advanced technologies as average (48%).
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Figure 6. Perceived abilities to adopt IoT environmental monitoring (forests, water). 
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We also investigated the correlation between actors’ perceived abilities and the adoption of IoT technology for forest and water monitoring. The ability index was computed as an average of all perceived abilities (Figure 7). The results reveal that organizations and authorities that perceive themselves as possessing high abilities in terms of financial resources, technology, and infrastructure are more inclined to embrace IoT technology for monitoring three or more forest- and water-related risks. Conversely, those that perceive their abilities as weak (low, medium) tend to adopt advanced monitoring systems for less risks, or do not have plans to adopt new technology at all. It is yet worth noting that, while this finding suggests that abilities may play a significant role in the adoption of new technologies, our study focused solely on the correlation between abilities and IoT technology adoption. It did not explore the relative importance of abilities compared to perceived threats and opportunities in influencing the adoption decision, a topic that merits a consideration in future research.
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Figure 7. Correlation between perceived abilities and adoption of IoT monitoring. 
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4. Discussion


4.1. Adopting IoT Forest and Water Monitoring Systems in Germany—A Digital Opportunity or a Threat?


This empirical study aimed to provide initial insights into the motivations and abilities of German local actors to adopt IoT environmental monitoring systems. The MOTA framework was used here to explore actors’ motivations and abilities, and their influence on the adoption of IoT forest and water monitoring systems in Germany. Although the overall aim of this analysis was solely explorative, and it was beyond the scope to make any theoretical contributions to the framework, we reflect on its application and offer suggestions for further improvement. The study relied on quantitative data collection and analysis methods, and the ensuing results are discussed in the sections below.



The first empirical research question of the study focused largely on exploring environmental risks acting as triggers for adopting IoT forest and water monitoring systems. As the results showed, IoT systems have been mostly adopted for monitoring water-related risks, such as floods, water shortage, and water quality, but also forest fires. The fact that numerous respondents referred to specific recent weather conditions and events as triggers for embracing the new technology could be attributed to the escalating impacts of climate change on forest and water systems in Germany in recent years [47]. Nevertheless, although forest and water risks may have prompted some local actors to consider the adoption and use of IoT monitoring, the analysis showed that the adoption of IoT monitoring for forest and water is still at a nascent stage, with many still even unaware of the emerging technologies. This is surprising considering the rapid development of IoT environmental systems and federal policy developments such as the Digital Agenda for the Environment [2]. While organizations may require more time and adaptability to stay current with new technologies [48], we argue that understanding the lack of awareness across different sectors and actor groups requires further research. In this realm, exploring the role of individual characteristics, like educational background, age, or gender [49], could provide valuable insights. Furthermore, understanding the influence of cultural and historical contexts might also shed light and explain the lack of awareness. For example, Germany’s rich history in water and forest management, coupled with substantial expertise and infrastructure for risk evaluation, underscores the importance of historical context [50]. Established monitoring practices, proven over decades or even centuries, maintain a central role in natural resource management, deeply ingrained in institutional memory and practices. This reliance on traditional methods may lead authorities and organizations to overlook or remain “blind” to novel and innovative tools and approaches [51].



The second question of the study centered upon perceived opportunities and threats, and their correlation to the adoption of IoT environmental monitoring. Although many respondents declared no plans to adopt new monitoring systems, the lack of intention does not appear to stem from a lack of motivation. As indicated by the findings, a significant proportion of the respondents clearly acknowledge the numerous advantages offered by IoT monitoring systems. This suggests that IoT monitoring systems are generally regarded as a valuable opportunity for forest and water management and policy. Moreover, a more favorable perception of the effectiveness of IoT monitoring systems correlates with an increased propensity to adopt these technologies. Conversely, in instances where skepticism about potential benefits dominates, the adoption of IoT monitoring systems tends to be confined. Aligned with previous research [52], this underscores the connection between positive perceptions of effectiveness and the extent of technology adoption. Conversely, although major concerns such as data privacy, security, and misuse have been largely acknowledged, the analysis revealed that perceived threats or risks do not influence the willingness of actors to adopt IoT technology. This contradicts the prevailing consensus among most studies and scholars in the field, which often argue that perceived threats and risks can act as major impediments to the adoption of IoT technology [32,53]. In this context, it becomes imperative to critically examine how such concerns are being framed and whether they reflect genuine risks or are used strategically to resist technological change, as our study did not reveal a correlation between perceived threats and IoT adoption.



Considering that the lack of intention to adopt new IoT monitoring systems is not rooted in the lack of motivation, we can infer that the major factors contributing to this lack of intention are actors´ abilities. The third empirical question focused on exploring perceived institutional, financial, and technical abilities, and their relationship to the adoption of IoT environmental monitoring. As the results clearly demonstrate, financial and technical capacities and resources were viewed as insufficient for effectively adopting IoT monitoring technologies. In fact, this aligns with previous research on digital transformation in Germany, revealing that a lack of technical competence and funding are among the major barriers hampering the adoption of new digital technologies at the local level [9,10]. The results also revealed that the willingness to adopt IoT technology for monitoring various forest and water risks is closely linked to the perceived level of resources and capabilities within the organizations and authorities. Organizations with a positive perception of their financial, technological, and infrastructural capacities are more inclined to embrace IoT solutions. On the other hand, those who perceive their abilities as inadequate are less likely to consider adopting this technology. The results highlight the importance of organizational readiness and resources in shaping the adoption decisions of IoT technology for environmental monitoring in the context of forest and water management. This, however, gives rise to a number of critical questions about the political and normative dimension in which technology adoption is embedded. For instance, it would be interesting to explore how new digital technologies gain political support and legitimacy at the local level, and who determines, and how, whether there will be any funding available for the adoption of new digital solutions, particularly in public authorities. In this context, an exploration of the political and strategic interests that may advocate for or against specific digital technologies also becomes essential [54,55].




4.2. Methodological Reflection and Limitations


This study provides valuable initial insights into the complex interplay between actors’ behavior and technology adoption, particularly in the context of emerging new monitoring technologies and natural resources management. Its findings provide guidance for decision-makers and practitioners aiming to leverage IoT monitoring for the more efficient sustainable management of natural resources, and lay a robust foundation for further scholarly inquiry and discussions. In this regard, the MOTA framework, although mainly developed and used in the context of water resources management and policy, proved useful and applicable as a heuristic research tool for scrutinizing actors´ motivations and abilities, and investigating their correlation to technology adoption. However, as already discussed in a recent study [56], there is a notable gap in the MOTA framework regarding its treatment of the institutional dimension. The MOTA framework presently lacks the specific and precise concepts and relationships necessary for a comprehensive integration of the institutional dimension, which can be delineated as a distinct category influencing not only actors' perceptions, but also their capabilities [57]. Furthermore, considering the study´s limitations (see Section 2.2 and Section 2.3), we acknowledge that our findings and suggested avenues for future research may not encompass all perspectives on IoT monitoring in the field of natural resources management. Therefore, we recommend further comparative analysis and case studies to validate the applicability of our findings in broader contexts.





5. Conclusions


In summary, this study provides valuable empirical insights into the complex interplay between actors’ behavior and technology adoption for natural resources management. It also lays a robust foundation for further scholarly inquiry and discussions in the field of social science and digital transformation within the context of natural resources management. In this context, we argue that technology adoption does not exist in a vacuum. Instead, it is embedded within a multifaceted web of intricate political, normative, historical, and sociocultural contexts that profoundly influence the adoption process and actors’ behavior. Understanding these influences would add an important layer to the critical understanding of actors’ behavior and technology adoption in the context of natural resources management.







Author Contributions


Conceptualization, T.B.-M.; methodology, T.B.-M., C.S., A.S. and S.H.; formal analysis, T.B.-M. and A.S.; investigation, T.B.-M., A.S. and S.H.; data curation, T.B.-M. and A.S.; writing—original draft preparation, T.B.-M.; writing—review and editing, A.S., S.H. and C.S.; visualization, T.B.-M. and A.S.; project administration, A.S. and S.H.; funding acquisition, C.S. All authors have read and agreed to the published version of the manuscript.




Funding


This research was funded by the Forest Climate Fund of the Federal Ministry of Agriculture and the Federal Ministry for the Environment in Germany, grant number: 2219WK38 × 4. We acknowledge support by the Open Access Publication Fund of the University of Freiburg.




Data Availability Statement


The data presented in this study are available on request from the corresponding author. The data are not publicly available due to data confidentiality and ethics.




Acknowledgments


We are deeply grateful to all German respondents completing the survey. We also thank our colleagues for their constructive feedback and comments. We also thank the anonymous reviewers for their valuable recommendations for improvement.




Conflicts of Interest


The authors declare no conflicts of interests.




References


	



Nuss, P.; Günther, J.; Kosmol, J.; Golde, M.; Müller, F.; Frerk, M. Monitoring Framework for the Use of Natural Resources in Germany. Resour. Conserv. Recycl. 2021, 175, 105858. [Google Scholar] [CrossRef]

	



BMU. 2020 Digital Policy Agenda for the Environment; Federal Ministry for Environment, Nature Conservation and Nuclear Safety: Berlin, Germany, 2020; p. 44. [Google Scholar]

	



Balogun, A.-L.; Marks, D.; Sharma, R.; Shekhar, H.; Balmes, C.; Maheng, D.; Arshad, A.; Salehi, P. Assessing the Potentials of Digitalization as a Tool for Climate Change Adaptation and Sustainable Development in Urban Centres. Sustain. Cities Soc. 2020, 53, 101888. [Google Scholar] [CrossRef]

	



Gabrys, J. Smart Forests and Data Practices: From the Internet of Trees to Planetary Governance. Big Data Soc. 2020, 7, 205395172090487. [Google Scholar] [CrossRef]

	



Salam, A. Internet of Things for Environmental Sustainability and Climate Change. In Internet of Things for Sustainable Community Development; Internet of Things; Springer International Publishing: Cham, Switzerland, 2020; pp. 33–69. ISBN 978-3-030-35290-5. [Google Scholar]

	



Ullo, S.L.; Sinha, G.R. Advances in Smart Environment Monitoring Systems Using IoT and Sensors. Sensors 2020, 20, 3113. [Google Scholar] [CrossRef] [PubMed]

	



Ahmetoglu, S.; Che Cob, Z.; Ali, N. A Systematic Review of Internet of Things Adoption in Organizations: Taxonomy, Benefits, Challenges and Critical Factors. Appl. Sci. 2022, 12, 4117. [Google Scholar] [CrossRef]

	



Lin, Y.-F.; Chang, T.-Y.; Su, W.-R.; Shang, R.-K. IoT for Environmental Management and Security Governance: An Integrated Project in Taiwan. Sustainability 2021, 14, 217. [Google Scholar] [CrossRef]

	



Kuhlmann, S.; Heuberger, M. Digital Transformation Going Local: Implementation, Impacts and Constraints from a German Perspective. Public Money Manag. 2021, 43, 147–155. [Google Scholar] [CrossRef]

	



Mergel, I. Digital Transformation of the German State. In Public Administration in Germany; Kuhlmann, S., Proeller, I., Schimanke, D., Ziekow, J., Eds.; Governance and Public Management; Springer International Publishing: Cham, Switzerland, 2021; pp. 331–355. ISBN 978-3-030-53696-1. [Google Scholar]

	



Ohlert, C.; Giering, O.; Kirchner, S. Who Is Leading the Digital Transformation? Understanding the Adoption of Digital Technologies in Germany. New Technol. Work Employ. 2022, 37, 445–468. [Google Scholar] [CrossRef]

	



Hinings, B.; Gegenhuber, T.; Greenwood, R. Digital Innovation and Transformation: An Institutional Perspective. Inf. Organ. 2018, 28, 52–61. [Google Scholar] [CrossRef]

	



Hollaender, R.; Stumpf, L.; Lautenschläger, S.; Interwies, E.; Görlitz, S.; Pielow, C. Chancen und Herausforderungen der Verknüpfungen der Systeme in der Wasserwirtschaft (Wasser 4.0); UBA: Dessau-Rosslau, Germany, 2020. [Google Scholar]

	



Zimmermann, M.; Schramm, E.; Ebert, B. Siedlungswasserwirtschaft im Zeitalter der Digitalisierung: Cybersicherheit als Achillesferse. TATuP 2020, 29, 37–43. [Google Scholar] [CrossRef]

	



Müller-Czygan, G.; Tarasyuk, V.; Wagner, C.; Wimmer, M. Die deutschsprachige Wasserwirtschaft im Jahr 2020/21—Metastudie „WaterExe4.0“ zeigt Erfolgsfaktoren und Erwartungen für die digitale Zukunft auf. Österr Wasser-Und Abfallw 2022, 74, 241–250. [Google Scholar] [CrossRef]

	



Hartsch, F.; Kemmerer, J.; Labelle, E.R.; Jaeger, D.; Wagner, T. Integration of Harvester Production Data in German Wood Supply Chains: Legal, Social and Economic Requirements. Forests 2021, 12, 460. [Google Scholar] [CrossRef]

	



Müller-Czygan, G.; Tarasyuk, V.; Wagner, C.; Wimmer, M. How Does Digitization Succeed in the Municipal Water Sector? The WaterExe4.0 Meta-Study Identifies Barriers as Well as Success Factors, and Reveals Expectations for the Future. Energies 2021, 14, 7709. [Google Scholar] [CrossRef]

	



Müller, F.; Jaeger, D.; Hanewinkel, M. Digitization in Wood Supply—A Review on How Industry 4.0 Will Change the Forest Value Chain. Comput. Electron. Agric. 2019, 162, 206–218. [Google Scholar] [CrossRef]

	



Liesch, T.; Bruns, J.; Abecker, A.; Hilbring, D.; Karimanzira, D.; Martin, T.; Wagner, M.; Wunsch, A.; Fischer, T. Nitrat-Monitoring 4.0—Intelligente Systeme zur Nachhaltigen Reduzierung von Nitrat im Grundwasser. 11; Künstliche Intelligenz in der Umweltinformatik: Karlsruhe, Germany, 2020. [Google Scholar]

	



Knebel, P.; Appold, C.; Guldner, A.; Horbach, M.; Juncker, Y.; Machhamer, R.; Müller, S.; Matheis, A. An Artificial Intelligence of Things Based Method for Early Detection of Bark Beetle Infested Trees; Gesellschaft für Informatik e.V.: Bonn, Germany, 2022. [Google Scholar]

	



Bolte, A.; Knapp, N.T.; Oehmichen, K.; Riedel, T.; Sanders, T.; Schnell, S.; Wellbrock, N. Digitalisierung im nationalen Waldmonitoring. AFZ 2021, 77, 44–46. [Google Scholar]

	



Heller, H.; Teschemacher, S. Internet of Things: Moderne Technik für die Umweltdatenerfassung. In Proceedings of the Umweltinformationssysteme 2018—Umweltdaten—In allen Dimensionen und zu jeder Zeit, Nürnberg, Germany, 7–8 June 2018. [Google Scholar]

	



Phi, H.L.; Hermans, L.M.; Douven, W.J.A.M.; Van Halsema, G.E.; Khan, M.F. A Framework to Assess Plan Implementation Maturity with an Application to Flood Management in Vietnam. Water Int. 2015, 40, 984–1003. [Google Scholar] [CrossRef]

	



Taherdoost, H. A Review of Technology Acceptance and Adoption Models and Theories. Procedia Manuf. 2018, 22, 960–967. [Google Scholar] [CrossRef]

	



Conallin, J.; Ning, N.; Bond, J.; Pawsey, N.; Baumgartner, L.; Atminarso, D.; McPherson, H.; Robinson, W.; Thorncraft, G. A Review of the Applicability of the Motivations and Abilities (MOTA) Framework for Assessing the Implementation Success of Water Resources Management Plans and Policies. Hydrol. Earth Syst. Sci. 2022, 26, 1357–1370. [Google Scholar] [CrossRef]

	



Sadik, M.S.; Hermans, L.M.; Evers, J.; Nguyen, H.Q.; Khan, M.F.A.; Ahmed, S. Assessing the Societal Adoptability of Participatory Water Management: An Application of the Motivation and Ability (MOTA) Framework. Water Policy 2021, 24, 729–746. [Google Scholar] [CrossRef]

	



Amankwaa, G.; Heeks, R.; Browne, A.L. Digitalising the Water Sector: Implications for Water Service Management and Governance. arXiv 2021, arXiv:2108.09746. [Google Scholar]

	



Jan, F.; Min-Allah, N.; Düştegör, D. IoT Based Smart Water Quality Monitoring: Recent Techniques, Trends and Challenges for Domestic Applications. Water 2021, 13, 1729. [Google Scholar] [CrossRef]

	



Gandorfer, D.M.; Schleicher, S.; Heuser, S.; Pfeiffer, J.; Demmel, D.M. Landwirtschaft 4.0—Digitalisierung und ihre Herausforderungen. Ackerbau-Technische Lösungen für die Zukunft 2017, 6, 9–21. [Google Scholar]

	



Feroz, A.K.; Zo, H.; Chiravuri, A. Digital Transformation and Environmental Sustainability: A Review and Research Agenda. Sustainability 2021, 13, 1530. [Google Scholar] [CrossRef]

	



Leroux, E.; Pupion, P.-C. Smart Territories and IoT Adoption by Local Authorities: A Question of Trust, Efficiency, and Relationship with the Citizen-User-Taxpayer. Technol. Forecast. Soc. Chang. 2022, 174, 121195. [Google Scholar] [CrossRef]

	



Brous, P.; Janssen, M.; Herder, P. The Dual Effects of the Internet of Things (IoT): A Systematic Review of the Benefits and Risks of IoT Adoption by Organizations. Int. J. Inf. Manag. 2020, 51, 101952. [Google Scholar] [CrossRef]

	



Schneider, C.; Mrogenda, K.; Davis, M. Digitalisierung im Naturschutz; Bundesamt für Naturschutz: Bonn, Germany, 2023; ISBN 978-3-89624-417-8. [Google Scholar]

	



Narwane, V.S.; Gunasekaran, A.; Gardas, B.B. Unlocking Adoption Challenges of IoT in Indian Agricultural and Food Supply Chain. Smart Agric. Technol. 2022, 2, 100035. [Google Scholar] [CrossRef]

	



Baycheva-Merger, T. Forest Policy Information Networks and the Role of Trust: Cooperative and Competitive Orientations and Underlying Causes. Forests 2019, 10, 359. [Google Scholar] [CrossRef]

	



Zipper, S.C.; Stack Whitney, K.; Deines, J.M.; Befus, K.M.; Bhatia, U.; Albers, S.J.; Beecher, J.; Brelsford, C.; Garcia, M.; Gleeson, T.; et al. Balancing Open Science and Data Privacy in the Water Sciences. Water Resour. Res. 2019, 55, 5202–5211. [Google Scholar] [CrossRef]

	



Ziemba, E. Exploring Levels of ICT Adoption and Sustainability—The Case of Local Governments from Poland. Procedia Comput. Sci. 2020, 176, 3067–3082. [Google Scholar] [CrossRef]

	



Rijswijk, K.; Bulten, W.; Klerkx, L.W.A.; den Dulk, L.S.; Dessein, J.; Debruyne, L. Digital Transformation: Ongoing Digitisation and Digitalisation Processes. September 2020. Available online: https://edepot.wur.nl/544951 (accessed on 16 February 2024).

	



AlHogail, A. Improving IoT Technology Adoption through Improving Consumer Trust. Technologies 2018, 6, 64. [Google Scholar] [CrossRef]

	



Nguyen, H.Q.; Korbee, D.; Ho, H.L.; Weger, J.; Thi Thanh Hoa, P.; Thi Thanh Duyen, N.; Dang Manh Hong Luan, P.; Luu, T.T.; Ho Phuong Thao, D.; Thi Thu Trang, N.; et al. Farmer Adoptability for Livelihood Transformations in the Mekong Delta: A Case in Ben Tre Province. J. Environ. Plan. Manag. 2019, 62, 1603–1618. [Google Scholar] [CrossRef]

	



Stockemer, D. Quantitative Methods for the Social Sciences: A Practical Introduction with Examples in SPSS and Stata; Springer International Publishing: Cham, Switzerland, 2019; ISBN 978-3-319-99117-7. [Google Scholar]

	



Nguyen, H.-Q.; Korbee, D.; Luan, P.D.M.H.; Tran, D.D.; Loc, H.H.; Hermans, L.M. MOTA Manual for Application in Theory and Practice; Center of Water Management and Climate Change (WACC): Ho Chi Minh, Vietnam, 2019. [Google Scholar]

	



Holzwarth, S.; Thonfeld, F.; Abdullahi, S.; Asam, S.; Da Ponte Canova, E.; Gessner, U.; Huth, J.; Kraus, T.; Leutner, B.; Kuenzer, C. Earth Observation Based Monitoring of Forests in Germany: A Review. Remote Sens. 2020, 12, 3570. [Google Scholar] [CrossRef]

	



Zainal, Z. Case Study As a Research Method. Available online: https://jurnalkemanusiaan.utm.my/index.php/kemanusiaan/article/view/165 (accessed on 16 February 2024).

	



Nihan, S.T. Karl Pearsons Chi-Square Tests. Educ. Res. Rev. 2020, 15, 575–580. [Google Scholar] [CrossRef]

	



Seeger, M.; Rodrigo-Comino, J.; Iserloh, T.; Brings, C.; Ries, J.B. Dynamics of Runoff and Soil Erosion on Abandoned Steep Vineyards in the Mosel Area, Germany. Water 2019, 11, 2596. [Google Scholar] [CrossRef]

	



Fekete, A.; Sandholz, S. Here Comes the Flood, but Not Failure? Lessons to Learn after the Heavy Rain and Pluvial Floods in Germany 2021. Water 2021, 13, 3016. [Google Scholar] [CrossRef]

	



Cavalcanti, D.R.; Oliveira, T.; De Oliveira Santini, F. Drivers of Digital Transformation Adoption: A Weight and Meta-Analysis. Heliyon 2022, 8, e08911. [Google Scholar] [CrossRef]

	



Meena, G.P.; Meena, R.L. Relationship between Gender Age and Extent Awareness, Knowledge about ICT Tools and Problems Faced in Access and Using ICT Tools. Int. J. Curr. Microbiol. App. Sci. 2019, 8, 389–395. [Google Scholar] [CrossRef]

	



Karthe, D.; Chifflard, P.; Cyffka, B.; Menzel, L.; Nacken, H.; Raeder, U.; Sommerhäuser, M.; Weiler, M. Water Research in Germany: From the Reconstruction of the Roman Rhine to a Risk Assessment for Aquatic Neophytes. Environ. Earth Sci. 2017, 76, 549. [Google Scholar] [CrossRef]

	



Woroniecki, S.; Wendo, H.; Brink, E.; Islar, M.; Krause, T.; Vargas, A.-M.; Mahmoud, Y. Nature Unsettled: How Knowledge and Power Shape ‘Nature-Based’ Approaches to Societal Challenges. Glob. Environ. Chang. 2020, 65, 102132. [Google Scholar] [CrossRef]

	



Sun, R.; Zhang, S.; Wang, T.; Hu, J.; Ruan, J.; Ruan, J. Willingness and Influencing Factors of Pig Farmers to Adopt Internet of Things Technology in Food Traceability. Sustainability 2021, 13, 8861. [Google Scholar] [CrossRef]

	



Uiterkamp, L.S.; Aslam, S.; Amptmeijer, R. The Impact of the Perceived Risk of Various IoT Devices on Their Adoption Probabilities. 2018. Available online: https://www.researchgate.net/publication/335158531_The_Impact_of_the_Perceived_Risk_of_Various_IoT_devices_on_Their_Adoption_Probabilities (accessed on 16 February 2024).

	



Kruk, S.R.L.; Kloppenburg, S.; Toonen, H.M.; Bush, S.R. Digitalizing Environmental Governance for Smallholder Participation in Food Systems. Earth Syst. Gov. 2021, 10, 100125. [Google Scholar] [CrossRef]

	



Kloppenburg, S.; Gupta, A.; Kruk, S.R.L.; Makris, S.; Bergsvik, R.; Korenhof, P.; Solman, H.; Toonen, H.M. Scrutinizing Environmental Governance in a Digital Age: New Ways of Seeing, Participating, and Intervening. One Earth 2022, 5, 232–241. [Google Scholar] [CrossRef]

	



Korbee, D.; Hong Quan, N.; Hermans, L.; Ho Long, P. Navigating the Bureaucracy: An Analysis of Implementation Feasibility for the Mekong Delta Plan, Vietnam. J. Environ. Plan. Manag. 2019, 62, 1545–1561. [Google Scholar] [CrossRef]

	



Scharpf, F.W. Institutions in Comparative Policy Research. Comp. Political Stud. 2000, 33, 762–790. [Google Scholar] [CrossRef]








[image: Environments 11 00039 g001] 





Figure 1. MOTA framework for adoption of IoT environmental monitoring (adapted from Sadik et al., 2021) [26]. 
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Table 1. Actor groups and number of responses.
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	Actor Group
	State Administration (Forest, Water, Nature Conservation)
	Forest Owners and Service Providers
	Water Management Authorities
	Research Organizations
	Others





	Number of responses
	100
	28
	34
	2
	19
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