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Abstract: Social media and other web 2.0 tools have provided users with the platform to interact
with and also disclose personal information to not only their friends and acquaintances but also
relative strangers with unprecedented ease. This has enhanced the ability of people to share more
about themselves, their families, and their friends through a variety of media including text, photo,
and video, thus developing and sustaining social and business relationships. The purpose of
the paper is to identify the factors that predict self-disclosure on social networking sites from
the perspective of privacy and flow. Data was collected from 452 students in three leading
universities in Ghana and analyzed with Partial Least Square-Structural Equation Modeling. Results
from the study revealed that privacy risk was the most significant predictor. We also found
privacy awareness, privacy concerns, and privacy invasion experience to be significant predictors
of self-disclosure. Interaction and perceived control were found to have significant effect on
self-disclosure. In all, the model accounted for 54.6 percent of the variance in self-disclosure.
The implications and limitations of the current study are discussed, and directions for future
research proposed.

Keywords: self-disclosure; social networking sites; flow; privacy concerns; structural equation
modeling; Ghana

1. Introduction

An increasingly connected world has fast-forwarded the rate of information transfer across
the globe. Social media and other web 2.0 tools have provided the platform for individuals to
communicate simultaneously not only with their friends and acquaintances but also with relative
strangers [1] with unprecedented ease. This has facilitated the ability of people to share more
about themselves, their families, and their friends through a variety of media including text, photo,
and video [2], thus developing and sustaining social and business relationships [3,4]. Ellison
and Boyd [5] defined a social networking site as “a networked communication platform in which
participants (1) have uniquely identifiable profiles that consist of user-supplied content, content
provided by other users and/or system-level data, (2) can publicly articulate connections that can
be viewed and traversed by others, and (3) can consume, produce, and/or interact with streams
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of user generated content provided by their connections on the site.” In the literature, this process
of “making the self known to others,” described as self-disclosure [6] has been in existence at least
since the late 1950s for example Jourard & Lasakow [7], and is a well-established phenomenon in
the field of psychology [8]. With the introduction of social media, in particular, social networking sites,
people have been found to reveal more and more of themselves online than they ordinarily would
in traditional/off-line settings [6,9]. This has been attributed to the lack of some social cues that are
easily evident in face-to-face communications [6], which frees individuals up to express themselves
without fear or favor, as well as the absence of self-consciousness that would be existent in personal
communications but is not present in online environments [10].

While current research has weighed the costs and benefits of such self-disclosure on social
networking sites, citing issues of privacy [4,11], and how much it should be controlled [12], as well as
considered the qualities of various social networking sites which encourage self-disclosure [3,13], there
is still a limited work on the antecedents and motivators of self-disclosure from the perspective of
privacy and flow. Extant studies on the topic include research by Cheung et al. [9], Krasnova et al. [11],
and Walrave et al. [14]; however, these have each studied only a few variables limited to a particular
social networking site like Facebook. The current study therefore aims to examine the antecedents
of self-disclosure from the perspective of privacy related constructs and flow in order to answer
the research question: “What factors motivate users to disclose information about themselves on social
networking sites?”

The findings from such a study would fill the gaps in literature by providing empirical evidence
for constructs that affect consumers’ self-disclosure on social media. It would also be of benefit to
marketing practitioners, who can thus discover which factors encourage their consumers to share more
about themselves and about brands on their social networking site accounts. Succeeding sections in
the current paper will present a brief literature review on self-disclosure within the social networking
site sphere, followed by the development of the research model and the hypotheses to be tested.
The methodology, results, and discussions of the study will next be shared. The paper will conclude
with recommendations to practitioners and for future research based on the findings of the study.

2. Literature Review

The importance of computers and technology as a mediator between two communicating parties
is no longer as much of a novelty as it was just two decades ago. The unique features of web 2.0, and its
role in making the internet a more accessible and interactive environment [9] even for non-technical
users, have facilitated the growth and spread of social media [15]. This online space has provided rich
opportunities for brands seeking to connect with their consumers, as the number of useful platforms
for such interactions have ballooned over the years since the technology was introduced [16]. One of
the most ubiquitous and successful applications for this purpose is social media, which has been
defined as “a variety of new sources of online information that are created, initiated, circulated
and used by consumers intent on educating each other about products, brands, services, personalities,
and issues” [17]. Although this may take a number of forms, the most common among users by far are
social networking sites, which have boasted an excess of billions of users across the globe [18]. Most
popular among these are sites like Facebook, Instagram, Twitter, and MySpace, whose popularity has
been attributed to the fact that not only do they allow users to connect with offline friends, but they
also facilitate the creation of new friends and connections [19]. These sites also provide an opportunity
for users to share their lives with those in their networks [14], using photos, text, or video [20]. This
has given rise to the discussion of self-disclosure on social networking sites.

Self-Disclosure on SNS

As social networking sites (SNS) have become more and more integrated into the lives of
users, individuals share an incredible amount of information about themselves on the platforms.
For example, the public presentation of personal profiles, photos, and videos [20], as well as regular
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status updates on daily events, preferences, experiences, and places in the lives of users [2] has
made it relatively easy to discover previously private information about people with a basic Google
search. It is little wonder then that some of the major discussions regarding the issue have centered
on privacy concerns [4,21,22], often linked to the carelessness and/or avarice of corporations (Chen
and Sharma [23]) who gain and share the private information of users once they sign up on the platform.
Moreover, phenomena like cyber-bullying (sometimes leading to psychological trauma) [24], stolen
data [21], and the endangerment of minors [25] have all been reported on social platforms, such that
several bodies have called for tighter monitoring of SNSs.

However, consumers themselves seem undeterred by the dark side of social media. Researchers
have observed that people are still more open on such platforms where there is a sense of
anonymity [26] and freedom of self-expression [6], which may not be the case in face-to-face
conversations. According to Meeker (2014), approximately 1.8 billion personal photographs are
shared daily across the five leading SNS. The reasons for such overwhelming self-disclosure through
both verbal and non-verbal channels [20] has been queried by scholars, who find that users seek to
maintain their social bonds and build social capital [6,27], seek feedback [28], and communicate with
others [19]. Moreover, Chang and Heo [29] find that user trust in the SNS and their level of activity
affects their self-disclosure, especially on Facebook, while Aharony [6] reveals that psychographic
and demographic elements such as personality traits and age also affect self-disclosure. Additionally,
Cheung et al. [9] opine that social influence stemming from a user observing how other users disclose
information about themselves may serve as a catalyst for the sharing of information that may previously
have been withheld. This is supported by evidence from Chou et al. [30], which displays that when
companies share more information about themselves, their customers also are more open toward
them. It is evident, therefore, that although users are generally aware of the privacy concerns on such
platforms, their needs to participate in the online community and share of themselves with others
often outweigh their fears [31].

Furthermore, prior studies on the motivations behind self-disclosure on social networking sites
have specified that the interplay of perceived costs and perceived benefits play a significant role. This
tallies with social science perspectives of self-disclosure, which hold that individuals weigh costs
and benefits before they engage in social exchanges with others. In online contexts, the perceived
benefits of self-disclosure include the convenience of maintaining social relationships [32,33], building
and developing social capital through new connections [34], the presentation and manipulation of
how the user appears to others [4], and entertainment [18]. The perceived costs, as mentioned earlier,
largely encompass the loss of privacy [4,22], which may have several adverse effects in the digital
as well as physical world [24,26]. These, according to researchers like Cheung et al. [9] and Acquisti
and Gross [21], may be mitigated by users’ trust in the SNS and in their fellow users not to abuse
the information disclosed.

3. Hypotheses Development and Research Model

3.1. Flow

Online flow has been described by some researchers as a cognitive state enjoyed during interaction
with websites, where there is a “seamless sequence of responses,” making it easy for the user to
lose him/herself in the experience of interacting with the platform [3,35]. This helps in improving
engagement with the site and its content, especially as it reduces self-consciousness and allows the user
to focus his/her attention on the experience s/he is going through. For the purposes of the current
study, therefore, flow is assessed through the user’s focused attention on the social networking site, as
well as through their interaction with the site. Together, these indicate how flow may lead to increased
self-disclosure [36].
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3.2. Focused Attention (FAT)

A social networking site user may be so engrossed by the content on the site that they are also
motivated to share their experiences with others, and thus, engage in self-disclosure behavior [37]. Such
focused attention may be attributed to the intentional and effective design of the website [38], as well as
to the quality of information/content. Whatever the cause, research supports the assertion that when
consumers experience the environment where others are disclosing information about themselves,
they are also motivated toward self-disclosure [9]. Indeed, users may become so engrossed by
the content they are engaging with that they are inspired to respond or share their own experiences on
the platform [3], thus engaging in self-disclosure. Moreover, where such focused attention and flow is
perceived to be a result of the excellent design of the website, consumers are more inclined to believe in
the performance quality of the service provider, and trust in its ability to safeguard their disclosure [39].
Such a positive view of the provider and trust has also been proven to engender self-disclosure
behavior [9]. Further research also establishes that individuals’ self-disclosure increases with their
level of activity and usage on the SNS platform [29]. This provides support for the supposition that
those who engage on the SNS with a focused level of attention and thus are more involved in SNS
activities will disclose more information about themselves than other users whose attention is not so
focused on the site.

Thus, the current study proposes that

Hypothesis 1 (H1). Focused Attention has a significant positive effect on Self-Disclosure.

3.3. Interaction (FINT)

Moreover, the interactivity afforded by social networking sites has been a key part of their design in
order to attract continuous usage [27,36]. Interaction here refers to the extent to which users engage with
each other’s divulged information. Through the avenues provided by SNS not only to read content but
engage with it, users can be an active part of SNS activity [34]. Consumers may provide instantaneous
and multifaceted responses to content provided by others in the form of text, emojis, GIFs, or photos while
also enjoying the same immediate kind of feedback from others in their social networks [3]. Such constant
interaction provides the opportunity for users to disclose a lot of information about themselves on social
networking sites, and thus increase their social capital [28]. Furthermore, the quality and frequency
of interaction with others increases the level of trust that the user has in other members of the social
networking site [40], and thus achieves the objectives of creating and maintaining social relationships [41].
This serves as a motivation for disclosing more information about themselves and increases their tendency
toward self-disclosure. Finally, it has been intimated that consumers who are using the SNS primarily
for entertainment and enjoyment purposes tend to disclose more information about themselves [42].
As consumers gain the greatest enjoyment by participating in ongoing conversations within their social
spheres [43,44], it is conceivable that users who are engaged in interaction are more likely to disclose more
about themselves on social networking sites.

We therefore hypothesize that

Hypothesis 2 (H2). Interaction has a significant positive effect on Self-Disclosure.

3.4. Perceived Control (PCL)

Perceived control on SNS refers to how capable and responsible users feel that they are over
the sharing of information which they have disclosed. On most social networking sites, some measure
of control over the information available to the public is provided. However, consumers may still
feel that they still lack final control over what gets seen by whom. Such a perception is exacerbated
by reports of SNSs like Facebook and Twitter complying with government requests for personal
information on specific users, without their express permission. Meanwhile, the literature provides a
premise that when users perceive greater control over their information, they also perceive reduced
privacy risk [45], and thus tend more toward self-disclosure [9,46]. Indeed, it becomes a matter of
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trust in the online service provider, which spurs consumer usage level and self-disclosure [4,47]. Thus,
the current study posits that

Hypothesis 3 (H3). Perceived control has a significant positive effect on Self-Disclosure.

3.5. Privacy Awareness (PA)

Privacy awareness refers to users’ knowledge and understanding about the options for privacy
available to them on a social networking site [9]. While a majority of consumers claim to be aware
of how to enforce privacy controls, very few of them actually do so [21]. This has raised questions in
research over how aware consumers are about the privacy risks involved in self-disclosure on social
networking sites, yielding unsatisfactory results. For instance, only about half of the respondents in
some major studies display any concern about their privacy in online environments [48], and a
significant proportion of younger social media users remain unaware about privacy risks [25].
Moreover, few users are clear about how the information they disclose on a daily basis is handled
or used by the service provider [49], including even those users who claim to have high concern
about their privacy [31]. Some studies therefore suggest that among those users who are aware of
privacy issues, trust in the SNS and other users reduces, leading to lower levels of self-disclosure.
Contrastingly, though, Hoadley et al. [50] and O’Bien and Torres [51] find that some Facebook users
with a high level of awareness about privacy issues have increased trust in the service providers
and thus share even more about themselves on the platform. This may be an isolated discrepancy
in the results due to superior privacy controls instituted on Facebook but could also be attributed to
the fact that users with greater awareness of privacy issues maintain or increase their activity levels
because they ensure that their connections are secure and that they are relating with people they
actually know [52]. It is still then a worthwhile investigation to examine the relationship between
privacy awareness and self-disclosure on SNSs. We therefore posit that

Hypothesis 4 (H4). Privacy awareness has a significant positive effect on Self-Disclosure.

3.6. Privacy Concerns (PC)

Privacy concerns point out how much a user is concerned about their privacy in online
environments [22]. In the literature, fear of cyberbullying, surveillance, stalking, and identity thefts
have been cited as key concerns [40,53]. These concerns are often related to the SNS in question and/or
the other members of the SNS [4]. Websites and organizations therefore often try to mitigate these
concerns by providing facilities like clear privacy policies, which users prefer [54,55], and which help
to reduce privacy concerns [56]. Without such interventions, privacy concerns directly affect users’
level of trust in the service provider and inhibit their self-disclosing behaviors [21]. Even so, there
seems to be some level of disagreement in the literature concerning the effect of privacy concerns on
user disclosure behavior. For example, although Dwyer et al. [57] found that privacy concerns reduce
users’ disclosure on Facebook and MySpace, Tan et al. [58] and Boyd and Hargittai [59] found that
such privacy concerns do not necessarily affect SNS usage intentions. We seek to therefore discover
the actual effect of privacy concerns on self-disclosure, and thus hypothesize that

Hypothesis 5 (H5). Privacy concerns have a significant negative effect on Self-Disclosure.

3.7. Privacy Invasion Experience (PIE)

A truism of human behavior is that individuals tend to base their future expectations on past
experiences. Thus, where consumers have previously experienced an invasion of their privacy,
their trust in the service provider plummets [2]. This is due to the fact that there seems to be an
unspoken contract between SNS providers and consumers that their data and information will be
kept private. Thus, when there is a breach of this implicit contract, users become disillusioned
and lose trust in the provider [60]. Such a negative experience is believed to result in increased privacy
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concerns and perceived privacy risks [61], making such consumers much more attentive to privacy
controls and options for reducing their exposure in online environments. Such consumers are also less
willing to provide personal details [61] and may even shut down their accounts on SNS in extreme
circumstances [40]. These realities also lead to a decrease in self-disclosure on social networking sites [9],
especially compared to other users who have not yet experienced such invasions [61]. However,
Li et al. [2] find that where the reputation of the website is positive, users who have previously suffered
from privacy invasion experiences may experience reduced perceived risk, which in turn has less of a
negative effect on self-disclosure.

We therefore posit that

Hypothesis 6 (H6). Privacy invasion experiences have a significant negative effect on Self-Disclosure.

3.8. Privacy Risk (PR)

Both practice and research reveal that there remains a substantive amount of risk for users of
social networking sites. Despite the overwhelming social and business benefits that can be gained by
individuals, Aharony [6] cautions that although some people may benefit from self-disclosure on sites
like Facebook, others may be at increased risk due to information which they share. Probable risks
that users may face include, as noted above, stalking, cyberbullying, sexual solicitation, and internet
fraud [31,62]. An appreciation of these risks tends to have a negative effect on self-disclosure [63],
and therefore, consumers who perceive a security risk will disclose less information about themselves
on social networking sites [4]. The major mitigants to this negative relationship have been identified
to be trust and perceived control [9,64]. Interestingly, however, researchers have come across a
phenomenon termed as the privacy paradox [31], which occurs in social media contexts but is not
replicated in other IS literature. The privacy paradox refers to the willingness of consumers to share
large amounts of information about themselves online in order to participate in online communities,
despite their general knowledge of the security risks associated with such exposure about themselves.
Within other IS contexts, such security risks and privacy concerns would result in decreased activity
and usage of the system; however, in social networking sites like Facebook, the reverse is observed.

Therefore, we propose that:

Hypothesis 7 (H7). Privacy risk has a significant negative effect on Self-Disclosure.

3.9. Tie Strength (TS)

The strength of the interpersonal ties formed on the social networking site may also have an effect
on the level and quality of self-disclosure on the platform [2,6]. Factors related to social capital have
been found to affect self-disclosure behavior in SNS environments. For example, Li et al. [2] find that
social network size, which is how many friends the user has on the site, strengthens the user’s sense
of belonging [65] and thus frees them to disclose more and more of their personal information [2,66],
as they feel that they are sharing it with their friends. Moreover, researchers like Petronio [67]
suggest that there are certain types of relationships formed on such sites that may engender increased
self-disclosure behavior. Illustratively, the user may feel compelled to share more about him/herself if
there is a friend on the site who has also previously shared a lot with the user in question. Additionally,
where a large proportion of “friends” in users’ connections are existing/offline friends, with whom
they feel truly connected, they are more likely to disclose more information about their lives [9],
because they feel that they are simply maintaining existing relationships [4]. Again, applications
of attachment theory to social media usage have hinted at the fact that some users who suffer from
attachment anxiety and/or avoidance make use of SNS connections [68], while those who do not are
more inclined to disclose more about themselves on such platforms [69]. Finally, bonding social capital,
which highlights close-knit relationships in which emotional support can be shared [41], has been
shown to be increased on social networking sites like Facebook [70]. In the presence of such strong
social ties, self-disclosure can be predicted.
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The current study therefore hypothesizes that

Hypothesis 8 (H8). Tie strength has a significant positive effect on Self-Disclosure.

4. Methodology

4.1. Measurement Instrument

The current study adopted measures from previous study with the aim of improving content
validity [71]. The items were however re-worded to reflect the context of current study. Attention
focus was measured with four items adopted from Zhou [72]. Interaction which reflects the extent that
users are interacting and supporting each other to share diverse contents through SNS was derived
from Lee and Kim [3]. Perceived control was also measured with three items derived from Krasnova
et al. [73] and Koufaris [74]. Furthermore, privacy awareness was measured with six items derived from
Malik et al. [20]. Privacy concern was measured with items derived from Dinev and Hart [25], while
privacy invasion experience was measured with two items adopted from Li et al. [2]. Items for privacy
risk were also derived from Martins et al. [75]. Tie strength was measured with three items adopted
from Ma et al. [76]. Finally self-disclosure was also measure with items derived from Cheung et al. [9]
The constructs used in this study and their corresponding items are listed in the Appendix A. All
measurement items were presented in English and measured using a five-point Likert scale anchored
between strongly disagree (1) and strongly agree (5).

4.2. Sample and Data Collection

In order to test the hypothesized research model, the researchers adopted a survey research
methodology to collect data. Data were collected from students in three private universities in
Ghana. Students in these universities were sampled based on convenience and handed a paper-based
questionnaire. Research assistants were sent to the three universities each with 250 questionnaires
Students were first asked if they were under the age of 18, those who answered in the affirmative
and were still willing to partake in our survey were given a parental consent form. This form was to be
given to their parents to seek their approval before going ahead to fill out the questionnaire. The data
were collected over a period of five days. In all, 523 questionnaires were returned, of this number
71 had to be discarded because significant portions of the questionnaires were not filled out. A total
of 452 were therefore used for the analysis. From the valid responses, 209 were male and 243 were
females. Table 1 shows the profile of our respondents.

Table 1. Profile of respondents.

Profile Measurements Frequency Percent

Gender
Male 209 46.2

Female 243 53.8

Age range

<18 102 22.6
18–24 153 33.8
25–30 119 26.3
31–40 78 17.3

Level of Study Undergraduate 297 65.7
Postgraduate 155 34.3

Privacy settings: my private
information is accessible to

Friends only 131 29.0
Friends and their friends 103 22.8

Public 160 35.4
Don’t know 58 12.8

Frequency of disclosure

Several times a day 167 37.0
Once a day 115 25.4

Once a week 76 16.8
Bi-weekly 51 11.3

Once a month 43 9.5

N = 452
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5. Results and Analysis

Data collected from the survey was analyzed using the Partial Least Square approach to Structural
Equation Modelling (PLS-SEM) performed on SmartPLS Version 3 (SmartPLS GmbH, Bönningstedt,
Germany). Structural Equation Modelling allowed the researchers to test relationships between latent
variables in the proposed research model. The current study adopted the PLS approach since a
preliminary study of the data collected showed that the data was non-normal. Also, the PLS approach
is more suitable since our model is relatively new and untested. Following the two-step approach
to evaluating Structural Equation Model recommended by Chin [77], we first tested the reliability
and validity of the measurement model and then went on to test the significance of structural path
between the latent constructs in the hypothesized model.

5.1. Measurement Model Assessment

To validate the measurement model, we examined reliability, convergent validity and discriminant
validity. The reliability of the constructs was assessed with Cronbach’s alpha and composite reliability.
As can be seen from Table 2, both Cronbach’s alpha and Composite reliability values for all constructs
are compellingly higher than the 0.7 threshold recommended by Henseler et al. [78]. Convergent
validity of the measurement model was assessed using the Average Variance Extracted (AVE). Hair
et al. [79] recommend that AVE should be greater than 0.5 for convergent validity to be assured. From
Table 2 it can be seen that AVE values for all constructs are greater than the 0.5 threshold, indicative of
good convergent validity.

Table 2. Results of reliability and convergent validity testing.

Constructs Items Loadings T-Statistics α CR AVE

Attention Focus

FAT1 0.823 32.920

0.854 0.901 0.696
FAT2 0.852 44.494
FAT3 0.849 37.710
FAT4 0.811 31.753

Interaction

FINT1 0.798 24.015

0.835 0.886 0.660
FINT2 0.802 23.698
FINT3 0.782 16.034
FINT4 0.864 35.422

Privacy Awareness

PA1 0.763 30.056

0.888 0.915 0.641

PA2 0.827 44.898
PA3 0.848 50.696
PA4 0.806 36.577
PA5 0.781 24.422
PA6 0.775 29.747

Privacy Concerns

PC1 0.920 109.744

0.953 0.964 0.843
PC2 0.937 147.906
PC3 0.932 150.543
PC4 0.898 61.087
PC5 0.903 85.809

Perceived Control
PCL1 0.875 26.003

0.875 0.922 0.797PCL2 0.923 49.418
PCL3 0.879 29.125

Privacy Invasion Experience PIE1 0.962 223.840
0.918 0.960 0.924PIE2 0.960 183.550

Self-Disclosure

SD1 0.874 73.241

0.891 0.924 0.754
SD2 0.875 66.567
SD3 0.889 78.196
SD4 0.833 45.000
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Table 2. Cont.

Constructs Items Loadings T-Statistics α CR AVE

Privacy Risk
PR1 0.953 150.569

0.955 0.971 0.918PR2 0.960 219.202
PR3 0.961 230.820

Tie Strength
TS1 0.885 57.270

0.847 0.907 0.765TS2 0.851 34.363
TS3 0.888 51.252

In assessing discriminant validity, the following criteria were used: (a) the square root of
the AVE for each construct must be greater than the correlation between that construct and any
other construct [80], and (b) the heterotrait-monotrait ratio of correlations (HTMT) values must be less
than 0.85 [81]. The results in Table 3 show that the square root of the AVE for each construct is greater
than the cross-correlation with other constructs. Also, results of the more recent HTMT (0.85) criterion
presented in Table 4 proves discriminant validity. In all, the results showed that the psychometric
properties of the measures used in the study were adequate.

Table 3. Test of discriminant validity using Fornell-Larcker Criterion.

FAT FINT PCL PA PC PIE PR SD TS

FAT 0.834
INT 0.614 0.812
PCL 0.303 0.238 0.893
PA 0.210 0.195 0.160 0.801
PC 0.016 0.051 −0.002 −0.206 0.918
PIE −0.007 −0.005 0.070 −0.204 0.256 0.961
PR −0.002 −0.033 −0.062 −0.134 0.239 0.201 0.958
SD 0.273 0.251 0.166 0.466 −0.385 −0.393 −0.495 0.868
TS 0.385 0.364 0.235 0.283 −0.040 0.006 −0.040 0.275 0.875

Note: Square roots of average variance extracted (AVEs) shown on diagonal while off-diagonals are
inter-construct correlations.

Table 4. Test of discriminant validity using the heterotrait-monotrait ratio of correlations (HTMT) ratios.

FAT FINT PCL PA PC PIE PR SD TS

FAT
FINT 0.721
PCL 0.357 0.276
PA 0.238 0.223 0.178
PC 0.036 0.068 0.040 0.224
PIE 0.061 0.043 0.080 0.225 0.273
PR 0.040 0.077 0.068 0.147 0.248 0.215
SD 0.312 0.267 0.182 0.523 0.414 0.435 0.536
TS 0.451 0.425 0.271 0.322 0.050 0.020 0.048 0.313

5.2. Structural Model Assessment

Having obtained a satisfactory measurement model, we went on to assess the structural model
and determined whether the structural relationships in the model being tested are meaningful.
A bootstrap resampling procedure (with an iteration of 5000 sub-samples drawn with replacements
from the initial sample of 452) was used to determine the significance of the path coefficients in
the structural model. Results for the assessment of the structural model are presented in Table 5
and Figure 1.



Behav. Sci. 2018, 8, 58 10 of 17

In support of H1, focused attention was found to be a significant predictor of self-disclosure
(β = 0.123, p = 0.006). Interaction and perceived control were found not to be significant predictors of
self-disclosure. Privacy awareness was also found to have a significant positive effect on self-disclosure
(β = 0.259 p = 0.000). Privacy concerns was found to have a significant negative effect on self-disclosure
(β = −0.190, p = 0.000), thereby providing support for H5. This implies that the more concerned
users are about their privacy the less likely they are to self-disclose. Privacy invasion experience was
also found to have a significant negative effect on self-disclosure (β = −0.221, p = 0.000). This result
suggests that users who have had a privacy invasion experience are less likely to self-disclose. Privacy
risk was found to have the most significant effect on self-disclosure (β = −0.361, p = 0.000). Finally,
in support of H8, tie strength was also found to have a significant positive effect on self-disclosure
(β = −0.096, p = 0.004). The authors also performed a multigroup analysis to examine whether there
were significant difference in the path coefficients across WhatsApp, Instagram, and Facebook. Results
however revealed that there were no significant differences. In all the model accounts for 54.6% of
the variance in self-disclosure. The overall fitness of the model was assessed using the SRMR composite
factor model. The composite model SRMR value for the model was 0.044, below the 0.08 threshold
recommended by Hu and Bentler [82]. This is an indication that the proposed model presents good
model fit.

Table 5. Path coefficients and their significance.

Hypotheses Hypothesized Path Path Coefficient T-Statistics p Values Result

H1 FAT→ SD 0.123 2.736 0.006 Supported
H2 FINT→ SD 0.078 1.849 0.064 Not Supported
H3 PCL→ SD 0.040 1.292 0.197 Not Supported
H4 PA→ SD 0.259 6.543 0.000 Supported
H5 PC→ SD −0.190 6.100 0.000 Supported
H6 PIE→ SD −0.221 6.378 0.000 Supported
H7 PR→ SD −0.361 12.162 0.000 Supported
H8 TS→ SD 0.096 2.900 0.004 Supported

Model Fit

SRMR 0.044
R-Squared 0.546
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6. Discussion

The current study focused on identifying and confirming the factors leading to self-disclosure on
various social networking sites, filling an important gap in current literature on the specific predictors
of such behavior despite privacy concerns in online environments [31]. The results of the study
demonstrate that all hypothesized factors were significant, with the exception of frequent interaction
and perceived control.

Importantly, perceived risk was found to be the most significant predictor of self-disclosure
on social networking sites. Previous research has hinted at the negative relationship between
the constructs [4,62]; however, studies like that of [31] which illustrate the privacy paradox have
called into question the certainty of reduced self-disclosure as a result of privacy risks. The current
study contributes to the literature as it indicates that within the Ghanaian context, at least, the privacy
paradox may not hold, as users still tend not to disclose as much about themselves when they perceive
that their privacy may be at risk. Additionally, other factors related to privacy were found to have
the predicted effect on self-disclosure behavior. Although some studies found that a significantly
small proportion of SNS users were aware of privacy issues [21], and that those who are subsequently
share less about themselves on such sites, our study agrees with research that disputes such a reaction.
Like O’Bien and Torres [51] found, users in the current study still share a lot about themselves online
even when they are more aware about privacy. Moreover, privacy concerns were also found to have
a negative impact on self-disclosure behavior on social networking sites. These findings concur
with previous studies [21,57,83–85] that demonstrate that user behavior on online social networks is
dependent on their perceptions and experience with privacy. SNS users generally expect that that
the SNS service provider protects that private data and so when their privacy is abused they are
inclined to think that the site did not meet its responsibilities. Users’ past experience often inform their
expectations of future encounters when confronted with similar situations. In our study, we found
that privacy invasion experience had a negative effect on intention to disclose. This result implies that
users who may have experienced an informational exchange-related privacy violation are less like
disclose. This result is consistent with those of [86,87], who also found a similar link between privation
invasion experiences and behavioral intentions. Our study also found privacy risk to have the most
significant effect on self-disclosure. When users disclose their information, they derive benefits such as
enjoyment personalization and the strengthening of social ties and this may push them to disclose
even more. On the other hand, since some of the information that may be disclosed by SNS may be
sensitive, users may be apprehensive of disclosing such information.

The impact of flow characteristics on self-disclosure was also examined by the current
study. Focused attention was found to be a significant predictor of self-disclosure, in support of
the assumption that when a user is deeply engrossed in the content and quality of the SNS, s/he is
motivated to also share about him/herself [9,29]. However, interaction on the SNS was not found
to be a predictor of self-disclosure behavior. This contradicts extant studies which find evidence for
the relationship [28,42]. It may be understood that when users are enjoying the disclosure of others
and interacting with them, they find sufficient fulfilment [44] and find no need to disclose themselves.
It has also been speculated that a large number of social media users are more of “lurkers” or “listeners”
on social media rather than creators [88,89]; that may account for their enjoyment of others’ disclosure
without feeling the need for their own. Also, those who disclose information may be tempted to
disclose even more if they realize that whatever they are posting are being viewed by others. In the case
of WhatsApp, those who disclose by posting status updates can know who is viewing those updates.
Again, perceived control was not found to have a significant positive effect on self-disclosure. This
comes as some surprise as other studies have established that when users perceive greater control over
their privacy, they perceive reduced risk and thus tend toward self-disclosure [45,46]. Future studies
may research whether and which other factors may affect the relationship between perceived control
and self-disclosure on SNS.
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6.1. Implications

The findings of the study provide several useful implications for theory, policy, and practice.
The paper has contributed to the literature by introducing a number of factors that serve as significant
predictors of self-disclosure on social networking sites in spite of privacy concerns. This provides
researchers with a basic relationship upon which future studies can build more complex theories to
enhance knowledge in this now-ubiquitous research area. Moreover, policy makers will also benefit
from these findings. As it is now evident that privacy issues and concerns have a significant negative
impact on the usage and self-disclosure habits of users, regulators must do well to enhance policies
which ensure the safety and privacy of the information shared on social networking sites. They must
also work closely with SNS creators to prevent exploiters from taking advantage of users’ ignorance
on privacy issues and multiply efforts to educate every SNS user to take necessary precautions as they
disclose information about themselves.

6.2. Limitations and Directions for Future Research

The current study found some exciting result that endorses previous studies, however a few
limitations must be taken into consideration when interpreting and generalizing results. First, data
were collected from students in three universities in Ghana. Even though this sample represents
a fairly typical band of SNS users it is still not representative of all SNS users. Second, our study
employed a cross-sectional design, but since user behavior changes over time, it would be interesting
to consider a longitudinal design in future studies. Third, the context of our study constrains us from
making generalizations to other cultural contexts as well as other stronger economic environments
such as advanced economies. Other researchers could consider obtaining data from stronger economic
environments and emerging markets and investigating its moderating effect on self-disclosure on SNS.
In further studies, other researchers could explore the interrelationship between the factors identified
in the current study, for instance the effect the privacy invasion experience could have on privacy
concerns [84]. Finally, other researcher could explore the moderating role of gender and age.
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Appendix A

Perceived control Krasnova [73]

PCL1: I feel I am in control over the information I provide on my favorite social networking site
PCL2: Privacy settings allow me to have full control over the information I provide on my
favorite social networking site
PCL3: I feel I am in control of who can view my information on my favorite social networking site

Privacy invasion experience Li et al. [2]

PIE1: How often have you personally been a victim of what you felt was an invasion of privacy?
PIE2: How much have you heard or read during the last year about the use and potential misuse
of information privacy about consumers?

Privacy awareness

PA1: I have read the privacy statement of my favourite SNS
PA2: The privacy statement of my favorite SNS is easy to understand
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PA3: The privacy settings of my favorite SNS are easy to use
PA4: I understand all the privacy setting of my favorite SNS
PA5: I am aware of all the appropriate actions to ensure my privacy on my favorite SNS
PA6: I am aware of my privacy rights and responsibilities on my favorite SNS

Privacy concerns Hart and Dinev [22]

PC1:1 I am concerned that the information I share on SNS could be misused.
PC2:1 I am concerned that a person can find private information about me on social networks.
PC3:1 I am concerned about submitting information on SNS, because of what others might do
with it.
PC4:1 I am concerned about submitting information on SNS, because it could be used in a way I
did not foresee

Self-disclosure Cheung et al. [9]

SD1: I have a comprehensive profile on my favorite social networking platform
SD2: I find time to keep my profile up-to-date
SD3: I keep my friends updated about what is going on in my life through my favorite social
networking site
SD4: When I have something to say, I like to share it on favorite social networking site

Privacy risk Martins et al. [75]

PR1: The chances of using social networking sites and losing control over the privacy of my
personal information is high
PR2: My signing up and using of social networking sites would lead me to a loss of privacy
because my personal information would be used without my knowledge
PR3: Internet hackers (criminals) might take control of my account if I self-disclose on social
networking site

Attention Focus Zhou [72]

AF1: When using my favorite social networking site, I am absorbed intensely in the activity
AF2: When using my favorite social networking site, my attention is focused on the activity.
AF3: When using my favorite social networking site, I concentrate fully on the activity.
AF4: When using my favorite social networking site, I am deeply engrossed in the activity.

Interaction Lee and Kim [3]

FINT1: SNS provides much opportunities to participate in communication using online group
or communities
FINT2: SNS supports function to make connection with other users
FINT3: SNS helps make swift sharing of thoughts or feelings
FINT4: SNS helps building social relationships with other users

Tie strength Ma et al. [76]

TS1: I have good relationships with people in my online social network
TS2: I am in close contact with the people in my online social network
TS3: I enjoy reading news stories shared by the people in my online social network



Behav. Sci. 2018, 8, 58 14 of 17

References

1. Wang, X.; Yu, C.; Wei, Y. Social media peer communication and impacts on purchase intentions: A consumer
socialization framework. J. Interact. Mark. 2012, 26, 198–208. [CrossRef]

2. Li, K.; Wang, X.; Li, K.; Che, J. Information privacy disclosure on social network sitess: An empirical
investigation from social exchange perspective. Nankai Bus. Rev. Int. 2016, 7, 282–300. [CrossRef]

3. Lee, S.; Kim, B.G. The impact of qualities of social network service on the continuance usage intention.
Manag. Decis. 2017, 55, 701–729. [CrossRef]

4. Krasnova, H.; Kolesnikova, E.; Guenther, O. Leveraging trust and privacy concerns in online social networks:
An empirical study. In Proceedings of the 18th European Conference on Information Systems, Pretoria,
South Africa, 7–9 June 2010.

5. Ellison, N.B.; Boyd, D.M. Sociality through social network sites. In The Oxford Handbook of Internet Studies;
Dutton, W.H., Ed.; Oxford University Press: Oxford, UK, 2013.

6. Aharony, N. Relationships among attachment theory, social capital perspective, personality characteristics,
and Facebook self-disclosure. Aslib J. Inf. Manag. 2016, 68, 362–386. [CrossRef]

7. Jourard, S.M.; Lasakow, P. Some factors in self-disclosure. J. Abnorm. Soc. Psychol. 1958, 56, 91–98. [CrossRef]
8. Wheeless, L.R.; Grotz, J. Conceptualization and measuremenet of reported self-disclosure. Hum. Commun.

Res. 1976, 2, 338–346. [CrossRef]
9. Cheung, C.; Lee, Z.W.Y.; Chan, T.K.H. Self-disclosure in social networking sites: The role of perceived cost,

perceived benefits and social influence. Internet Res. 2015, 25, 279–299. [CrossRef]
10. Seidman, G. Self-presentation and belonging on Facebook: How personality influences social media use

and motivations. Personal. Individ. Differ. 2013, 54, 402–407. [CrossRef]
11. Krasnova, H.; Veltri, N.F.; Günther, P.O. Self-disclosure and privacy calculus on social networking sites:

The role of culture intercultural dynamics of privacy calculus. Bus. Inf. Syst. Eng. 2012, 4, 127–135. [CrossRef]
12. Christofides, E.; Muise, A.; Desmarais, S. Information disclosure and control on facebook: Are they two sides

of the same coin or two different processes? CyberPsychology Behav. 2009, 12, 341–345. [CrossRef] [PubMed]
13. Bazarova, N.N.; Choi, Y.H. Self-disclosure in social media: Extending the functional approach to disclosure

motivations and characteristics on social network sites. J. Commun. 2014, 64, 635–657. [CrossRef]
14. Walrave, M.; Vanwesenbeeck, I.; Heirman, W. Connecting and protecting? Comparing predictors of

self-disclosure and privacy settings use between adolescents and adults. CyberpsychologyJournal Psychosoc.
Res. Cybersp. 2012, 6. [CrossRef]

15. Kaplan, A.M.; Haenlein, M. Users of the world, unite! The challenges and opportunities of Social Media.
Bus. Horiz. 2010, 53, 59–68. [CrossRef]

16. Bao, Z. Exploring continuance intention of social networking sites An empirical study integrating social
support and network externalities. Aslib J. Inf. Manag. 2016, 68, 736–755. [CrossRef]

17. Mangold, W.G.; Faulds, D.J. Social media: The new hybrid element of the promotion mix. Bus. Horiz. 2009,
52, 357–365. [CrossRef]

18. Lin, K.; Lu, H. Why people use social networking sites: An empirical study integrating network externalities
and motivation theory. Comput. Hum. Behav. 2011, 27, 1152–1161. [CrossRef]

19. Lipford, H.R.; Wisniewski, P.J.; Lampe, C.; Kisselburgh, L.; Caine, K. Reconciling privacy with social media.
In Proceedings of the ACM 2012 conference on Computer Supported Cooperative Work Companion—CSCW
’12, Seattle, WA, USA, 11–15 February 2012; pp. 19–20.

20. Malik, A.; Hiekkanen, K.; Dhir, A.; Nieminen, M. Impact of privacy, trust and user activity on intentions to
share Facebook photos. J. Inf. Commun. Ethics Soc. 2016, 14, 364–382. [CrossRef]

21. Acquisti, A.; Gross, R. Imagined communities: Awareness, information sharing, and privacy on the facebook.
In Lecture Notes in Computer Science; Danezis, G., Golle, P., Eds.; Springer: Heidelberg, Germany, 2006; Volume
4258, pp. 36–58.

22. Dinev, T.; Hart, P. An extended privacy calculus model for e-commerce transactions. Inf. Syst. Res. 2006, 17,
61–80. [CrossRef]

23. Chen, R.; Sharma, S.K. Learning and self-disclosure behavior on social networking sites: The case of Facebook
users. Eur. J. Inf. Syst. 2015, 24, 93–106. [CrossRef]

24. Joinson, A.N.; Paine, C.B. Self-disclosure, Privacy and the Internet. In Oxford Handbook of Internet Psychology;
Oxford University Press: Oxford, UK, 2012; pp. 237–252. ISBN 9780191743771.

http://dx.doi.org/10.1016/j.intmar.2011.11.004
http://dx.doi.org/10.1108/NBRI-02-2015-0005
http://dx.doi.org/10.1108/MD-10-2016-0731
http://dx.doi.org/10.1108/AJIM-01-2016-0001
http://dx.doi.org/10.1037/h0043357
http://dx.doi.org/10.1111/j.1468-2958.1976.tb00494.x
http://dx.doi.org/10.1108/IntR-09-2013-0192
http://dx.doi.org/10.1016/j.paid.2012.10.009
http://dx.doi.org/10.1007/s12599-012-0216-6
http://dx.doi.org/10.1089/cpb.2008.0226
http://www.ncbi.nlm.nih.gov/pubmed/19250020
http://dx.doi.org/10.1111/jcom.12106
http://dx.doi.org/10.5817/CP2012-1-3
http://dx.doi.org/10.1016/j.bushor.2009.09.003
http://dx.doi.org/10.1108/AJIM-05-2016-0064
http://dx.doi.org/10.1016/j.bushor.2009.03.002
http://dx.doi.org/10.1016/j.chb.2010.12.009
http://dx.doi.org/10.1108/JICES-06-2015-0022
http://dx.doi.org/10.1287/isre.1060.0080
http://dx.doi.org/10.1057/ejis.2013.31


Behav. Sci. 2018, 8, 58 15 of 17

25. Hugl, U. Reviewing person’s value of privacy of online social networking. Internet Res. 2011, 21, 384–407.
[CrossRef]

26. Correa, T.; Hinsley, A.W.; de Zúñiga, H.G. Who interacts on the Web?: The intersection of users’ personality
and social media use. Comput. Hum. Behav. 2010, 26, 247–253. [CrossRef]

27. Lin, K.-Y.; Lu, H.-P. Predicting mobile social network acceptance based on mobile value and social influence.
Internet Res. 2015, 25, 107–130. [CrossRef]

28. Liu, D.; Brown, B.B. Self-disclosure on social networking sites, positive feedback, and social capital among
Chinese college students. Comput. Hum. Behav. 2014, 38, 213–219. [CrossRef]

29. Chang, C.W.; Heo, J. Visiting theories that predict college students’ self-disclosure on Facebook.
Comput. Hum. Behav. 2014, 30, 79–86. [CrossRef]

30. Chou, Y.-J.; Teng, C.-I.; Lo, S.-K. Mutual self-disclosure online in the B2C context. Internet Res. 2009, 19,
466–478. [CrossRef]

31. Taddicken, M. The “Privacy Paradox” in the social web: The impact of privacy concerns, individual
characteristics, and the perceived social relevance on different forms of self-disclosure. J. Comput. Commun.
2014, 19, 248–273. [CrossRef]

32. Ahn, Y.-Y.; Han, S.; Kwak, H.; Moon, S.; Jeong, H. Analysis of topological characteristics of huge online social
networking services. In Proceedings of the 16th international conference on World Wide Web - WWW ’07,
Banff, AB, Canada, 8–12 May 2007; p. 835.

33. Chen, B.; Marcus, J. Students’ self-presentation on Facebook: An examination of personality
and self-construal factors. Comput. Hum. Behav. 2012, 28, 2091–2099. [CrossRef]

34. Boyd, D.; Ellison, N.B. Social network sites: Definition, history, and scholarship. J. Comput. Commun. 2007,
13, 210–230. [CrossRef]

35. Hoffman, D.L.; Novak, T.P. Flow Online: Lessons Learned and Future Prospects. J. Interact. Mark. 2009, 23,
23–34. [CrossRef]

36. Huang, L.Y.; Hsieh, Y.J.; Wu, Y.C.J. Gratifications and social network service usage: The mediating role of
online experience. Inf. Manag. 2014, 51, 774–782. [CrossRef]

37. Kwak, K.T.; Choi, S.K.; Lee, B.G. SNS flow, SNS self-disclosure and post hoc interpersonal relations change:
Focused on Korean Facebook user. Comput. Hum. Behav. 2014, 31, 294–304. [CrossRef]

38. Huang, E.Y.; Lin, S.-W.; Fan, Y.-C. M-S-QUAL: Mobile service quality measurement. Electron. Commer. Res.
Appl. 2015, 14, 126–142. [CrossRef]

39. Shabbir, H.; Palihawadana, D.; Thwaites, D. Determining the antecedents and consequences of
donor-perceived relationship quality-a dimensional qualitative research approach. Psychol. Mark. 2007, 24,
271–293. [CrossRef]

40. Debatin, B.; Lovejoy, J.P.; Horn, A.K.; Hughes, B.N. Facebook and online privacy: Attitudes, behaviors,
and unintended consequences. J. Comput. Commun. 2009, 15, 83–108. [CrossRef]

41. Ellison, N.B.; Steinfield, C.; Lampe, C. The benefits of facebook “friends:” Social capital and college students’
use of online social network sites. J. Comput. Commun. 2007, 12, 1143–1168. [CrossRef]

42. Special, W.P.; Li-Barber, K.T. Self-disclosure and student satisfaction with Facebook. Comput. Hum. Behav.
2012, 28, 624–630. [CrossRef]

43. Sherry, J.L. Flow and media enjoyment. Commun. Theory 2004, 14, 328–347. [CrossRef]
44. Burke, M.; Marlow, C.; Lento, T. Social network activity and social well-being. In Proceedings of the 28th

International Conference on Human Factors in Computing Systems, Atlanta, GA, USA, 10–15 April 2010;
pp. 1909–1912.

45. Culnan, M.J.; Armstrong, P.K. Information privacy concerns, procedural fairness, and impersonal trust: An
empirical investigation. Organ. Sci. 1999, 10, 104–115. [CrossRef]

46. Xu, H.; Dinev, T.; Smith, H.J.; Hart, P. Examining the formation of individual’s privacy concerns: Toward an
integrative view. In Proceedings of the International Conference on Information System 2008 Proceedings,
Algarve, Portugal, 9–11 April 2008; pp. 1–16.

47. Ridings, C.M.; Gefen, D.; Arinze, B. Some antecedents and effects of trust in virtual communities.
J. Strateg. Inf. Syst. 2002, 11, 271–295. [CrossRef]

48. Salaway, G.; Caruso, J. The ECAR Study of Undergraduate Students and Information Technology, 2007; Educause:
Boulder, CO, USA, 2008; pp. 1–4.

http://dx.doi.org/10.1108/10662241111158290
http://dx.doi.org/10.1016/j.chb.2009.09.003
http://dx.doi.org/10.1108/IntR-01-2014-0018
http://dx.doi.org/10.1016/j.chb.2014.06.003
http://dx.doi.org/10.1016/j.chb.2013.07.059
http://dx.doi.org/10.1108/10662240910998878
http://dx.doi.org/10.1111/jcc4.12052
http://dx.doi.org/10.1016/j.chb.2012.06.013
http://dx.doi.org/10.1111/j.1083-6101.2007.00393.x
http://dx.doi.org/10.1016/j.intmar.2008.10.003
http://dx.doi.org/10.1016/j.im.2014.05.004
http://dx.doi.org/10.1016/j.chb.2013.10.046
http://dx.doi.org/10.1016/j.elerap.2015.01.003
http://dx.doi.org/10.1002/mar.20161
http://dx.doi.org/10.1111/j.1083-6101.2009.01494.x
http://dx.doi.org/10.1111/j.1083-6101.2007.00367.x
http://dx.doi.org/10.1016/j.chb.2011.11.008
http://dx.doi.org/10.1111/j.1468-2885.2004.tb00318.x
http://dx.doi.org/10.1287/orsc.10.1.104
http://dx.doi.org/10.1016/S0963-8687(02)00021-5


Behav. Sci. 2018, 8, 58 16 of 17

49. Raynes-Goldie, K. Aliases, creeping, and wall cleaning: Understanding privacy in the age of facebook.
First Monday 2010, 15. [CrossRef]

50. Hoadley, C.M.; Xu, H.; Lee, J.J.; Rosson, M.B. Privacy as information access and illusory control: The case of
the Facebook News Feed privacy outcry. Electron. Commer. Res. Appl. 2010, 9, 50–60. [CrossRef]

51. O’Bien, D.; Torres, A. Social Networking and Online Privacy: Facebook Users’ Perceptions. Ir. J. Manag.
2012, 31, 63–97.

52. Stutzman, F.; Gross, R.; Acquisti, A. Silent Listeners: The Evolution of Privacy and Disclosure on Facebook.
J. Priv. Confid. 2012, 4, 7–41. [CrossRef]

53. Strater, K.; Lipford, H. Strategies and struggles with privacy in an online social networking community.
In Proceedings of the 22nd British HCI Group Annual Conference on People and Computers: Culture,
Creativity, Interaction, Liverpool, UK, 1–5 September 2008; pp. 111–119.

54. Pan, Y.; Zinkhan, G.M. Exploring the impact of online privacy disclosures on consumer trust. J. Retail. 2006,
82, 331–338. [CrossRef]

55. Hoffman, E.; Mccabe, K.; Smith, V.L. Social distance and other-regarding behavior in dictator games.
Am. Econ. Rev. 1996, 86, 653–660.

56. Meinert, D.B.; Peterson, D.K.; Criswell, J.R.; Crossland, M.D. Privacy policy statements and consumer
willingness to provide personal information. J. Electron. Commer. Organ. 2006, 4, 1–17. [CrossRef]

57. Dwyer, C.; Hiltz, S.R.; Passerini, K. Trust and privacy concern within social networking sites: A comparison
of Facebook and MySpace. In Proceedings of the Americas Conference on Information Systems (AMCIS),
Keystone, CO, USA, 9–12 August 2007; Volume 123, pp. 339–350.

58. Tan, X.; Qin, L.; Kim, Y.; Hsu, J. Impact of privacy concern in social networking web sites. Internet Res. 2012,
22, 211–233. [CrossRef]

59. Boyd, D.; Hargittai, E. Facebook privacy settings: Who cares? First Monday 2010, 15. [CrossRef]
60. Rifon, N.J.; Larose, R.; Choi, S.M. Your privacy is sealed: Effects of web privacy seals on trust and personal

disclosures. J. Consum. Aff. 2005, 39, 339–362. [CrossRef]
61. Cho, H.; Lee, J.S.; Chung, S. Optimistic bias about online privacy risks: Testing the moderating effects of

perceived controllability and prior experience. Comput. Hum. Behav. 2010, 26, 987–995. [CrossRef]
62. Hogben, G. Security issues and recommendations for online social networks. Enisa 2007, 1, 1–33.
63. Malhotra, N.K.; Kim, S.S.; Agarwal, J.; Tech, G.; Peachtree, W. Internet Users’ The Information the Scale,

and a Causal (IUIPC). Inf. Syst. Res. 2004, 15, 336–355. [CrossRef]
64. Metzger, M.J. Privacy, Trust, and Disclosure: Exploring Barriers to Electronic Commerce. J. Comput. Commun.

2006, 9. [CrossRef]
65. Lin, C.-P.; Bhattacherjee, A. Elucidating individual intention to use interactive information technologies:

The role of network externalities. Int. J. Electron. Commer. 2008, 13, 85–108. [CrossRef]
66. Litt, E. Understanding social network site users’ privacy tool use. Comput. Hum. Behav. 2013, 29, 1649–1656.

[CrossRef]
67. Petronio, S. Boundaries of Privacy: Dialectics of DISCLOSURe; State University of New York Press: New York,

NY, USA, 2002.
68. Nitzburg, G.C.; Farber, B.A. Putting up emotional (Facebook) walls? Attachment status and emerging adults’

experiences of social networking sites. J. Clin. Psychol. 2013, 69, 1183–1190. [CrossRef] [PubMed]
69. Yaakobi, E.; Goldenberg, J. Social relationships and information dissemination in virtual social network

systems: An attachment theory perspective. Comput. Hum. Behav. 2014, 38, 127–135. [CrossRef]
70. Boyd, D. Facebook’s privacy train wreck: Exposure, invasion, and social convergence. Converg. Int. J. Res.

New Media Technol. 2008, 14, 13–20. [CrossRef]
71. Boudreau, M.-C.; Gefen, D.; Straub, D.W. Validation in information systems research: A state-of-the-art

assessment. MIS Q. 2001, 25, 1–16. [CrossRef]
72. Zhou, T. Understanding mobile Internet continuance usage from the perspectives of UTAUT and flow.

Inf. Dev. 2011, 27, 207–218. [CrossRef]
73. Krasnova, H.; Spiekermann, S.; Koroleva, K.; Hildebrand, T. Online social networks: Why we disclose. J. Inf.

Technol. 2010, 25, 109–125. [CrossRef]
74. Koufaris, M. Applying the Technology Acceptance Model and flow theory to online consumer behavior.

J. Inf. Syst. Res. 2002, 13, 205–223. [CrossRef]

http://dx.doi.org/10.5210/fm.v15i1.2775
http://dx.doi.org/10.1016/j.elerap.2009.05.001
http://dx.doi.org/10.29012/jpc.v4i2.620
http://dx.doi.org/10.1016/j.jretai.2006.08.006
http://dx.doi.org/10.4018/jeco.2006010101
http://dx.doi.org/10.1108/10662241211214575
http://dx.doi.org/10.5210/fm.v15i8.3086
http://dx.doi.org/10.1111/j.1745-6606.2005.00018.x
http://dx.doi.org/10.1016/j.chb.2010.02.012
http://dx.doi.org/10.1287/isre.1040.0032
http://dx.doi.org/10.1111/j.1083-6101.2004.tb00292.x
http://dx.doi.org/10.2753/JEC1086-4415130103
http://dx.doi.org/10.1016/j.chb.2013.01.049
http://dx.doi.org/10.1002/jclp.22045
http://www.ncbi.nlm.nih.gov/pubmed/23996299
http://dx.doi.org/10.1016/j.chb.2014.05.025
http://dx.doi.org/10.1177/1354856507084416
http://dx.doi.org/10.2307/3250956
http://dx.doi.org/10.1177/0266666911414596
http://dx.doi.org/10.1057/jit.2010.6
http://dx.doi.org/10.1287/isre.13.2.205.83


Behav. Sci. 2018, 8, 58 17 of 17
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