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Abstract: This paper analyzes the criminal offence of the non-consensual distribution of
intimate images (what some call “revenge porn”). Focussing on the debate currently
underway in Canada, it notes that such an offence would fill a grey area in that
country’s criminal law. Arguing, more broadly, that the criminal law has an important
expressive function, the paper posits that the offence targets the same general type of
wrongdoing—sexual objectification—that undergirds sexual assault. While not all
objectification merits criminal sanction, the paper explains why the non-consensual

distribution of intimate images does and why a specific offence is legitimate.
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1. Introduction

Rehtaeh Parsons [1,2]; Amanda Todd [3,4]; Steubenville [5—8]: these cases show how easily the
online world can be co-opted to express hatred, contempt and misogyny. Online communication
creates a reality where one can draw in many—crowd source [9,10]—to further a campaign of sexual
objectification. Many countries are struggling to find ways to respond to this phenomenon. One of
those countries is Canada. In 2013, the Canadian government introduced Bill C-13: Protecting
Canadians from Online Crime Act [11]. The bill’s centerpiece is a crime of distributing a person’s
intimate images without her consent [12-15].

This paper uses Canada’s example to explore the issues surrounding the appropriate state response
to sexualized wrongs committed online. While it focuses on Canadian law, the discussion relates to
broader principles of criminal law that apply beyond any particular jurisdiction.
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The Criminal Code of Canada [16—18] already includes numerous offences that could respond to
some instances of the non-consensual distribution of intimate images. One could, then, argue that Bill
C-13 is an example of over-criminalization [19-21]. The proposed law could also be criticized for raising
false hopes, when in all likelihood it will be under-enforced; and for reinforcing gender stereotypes [22].

In this paper, I suggest that the creation of the specific offence in Bill C-13 is a legitimate response
to a grey area. The non-consensual distribution of intimate images evinces a particular kind of
blameworthiness that is well suited to the special sanction and concern of criminal law. The argument
offered here posits that an important function of criminal law is expressive—that it intends to guide
people in their choices by setting out authoritative norms for behavior. The expressive function
operates independent of the scope and predictability of any sanctions that may be imposed for breaching
those norms (see [23]; and more generally, [24], p. 39). Within such a framework, the offence proposed
in Bill C-13 is defensible regardless of the enforcement and resource challenges it will confront and
despite the fact that it leaves untouched potentially problematic assumptions about (female) sexuality.

In Section 2, the paper first sets Bill C-13 against the context of online sexual predation. It briefly
canvasses the debate that has occurred in the U.S. (one of the most prominent jurisdictions dealing
with the issue and a close comparator to Canada). In Section 3, the paper considers the extent to which
existing Canadian law already captures the activity. This statutory review supports my conclusion that
there are sufficient legislative gaps to justify a specific legislative response. I then explain why
targeted legislation is preferable to judicial expansion of existing offences. Finally, in Section 4, the
paper examines the proposed offence on its own terms. I suggest that the wrongfulness of the behavior
that it targets is akin to the wrongfulness inherent in more conventional sexual offences against the
person. To be sure, the behavior is different in one key respect: it elides the traditional boundaries of
assault, which generally involve physical interference with another person. Nonetheless, both activities
engage in blameworthy sexual objectification. For this reason and given the context and reality of
online communication, the non-consensual distribution of intimate images merits a criminal response.

2. The Internet’s “Brave New World”

It is difficult to overstate the degree to which social norms, interactions, mores and cultural cues,
particularly in developed nations, are shaped by online communication. The statistics are
simultaneously familiar and staggering: 200 million tweets [25], 300 million photos shared on
Facebook [26] and 16 years of video uploaded to YouTube [27], every day. The Internet enables
greater social engagement, community building and public dialogue. However, it carries risks, as well:
to privacy, emotional well-being and physical security.

The Internet’s iterative nature, its capacity for endless permeation and its resistance to control
produce a powerful tool for revenge [28]. Many people have either taken or allowed someone else to
take their intimate images (see [29]; see also [30], pp. 409—10). Using the Internet to view such images
seems to find the greatest purchase among young people; in one study, half of the male teenage
respondents reported having viewed a nude photo of a female classmate [31]. When images fall into
malicious or careless hands, the consequences are far-reaching [30]. The wrongful appropriation of the
sexualized images of another is colloquially referred to as “revenge porn”. Some scholars also suggest
the term “non-consensual pornography” [32]. Admittedly, the term “revenge porn” can be problematic
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to the extent that it suggests an act attended by a specific motive that may not reflect all of the reasons
for criminalizing such behavior. However, the term enjoys great currency, and, as discussed in
Section 3, it evokes some of what society finds especially horrific about such activity. In this paper,
then, I occasionally use both “revenge porn” and “non-consensual pornography” alongside “the
(non-consensual) distribution of intimate images”.

The distribution of intimate images should be distinguished from cyberbullying, another
phenomenon that has gained cultural prominence. Cyberbullying can describe all manner of electronic,
targeted interactions that subject people to ridicule, humiliation, ostracism or exclusion [33]. While it
certainly can include the distribution of intimate images, cyberbullying relates to a much broader range
of behaviour. Used in this more general sense, cyberbullying is not presently a crime in Canada [34,35].

Most often, revenge porn is used to describe material that is electronically disseminated. Not all
instances of it involve electronic media. However, consistent with the Internet’s role as the purveyor
par excellence of pornography [36,37], revenge porn seems to find its greatest “utility” online [38].

Non-consensual pornography radiates outward in concentric circles. Images can be viewed by:
family members, classmates, friends, coworkers and neighbours; by entire schools, workplaces or
social groups; and by the world at large. It shares with all forms of Internet communication an
unpredictable, essentially limitless reach. Its impact upon an affected individual is dramatic. Shame,
guilt and embarrassment are common reactions. As one woman put it: “...I am not victimized one
time. I am victimized every time someone types my name into the computer. The crime scene is right
before everyone’s eyes, played out again and again” [39]. Others speak of an existence ripped open.
Every venture into public space becomes fraught with anxiety, even paranoia. In some cases, the
despair becomes intolerable [40,41].

Legal and other scholars, many located in the U.S., have turned their attention to this activity. Some
advocate civil remedies based in privacy or copyright law [42,43]. Others speak of the need to
undertake much deeper, albeit more difficult, cultural transformation [44]. Scholars also have
considered criminal law remedies. Some resist the idea of crafting new criminal offences arguing that
existing criminal laws can suffice [45]. Others think the required trade-offs in any resort to criminal
prosecution are too great [46]. A few scholars advocate new criminal offences [32].

The United States and Canada share many features: popular culture, social organization, economic
affluence and levels of online engagement. They diverge at the level of constitutional design, such as
with respect to the distribution of legislative authority. In the United States, criminal law is largely the
responsibility of the states [47,48]. In Canada, it falls under the jurisdiction of the federal government [49].
That means that U.S. jurisdictions may experiment, trying out a variety of approaches to criminal law
problems with the benefits of diverse experience redounding to the several jurisdictions. In Canada,
criminal law dons a “one size fits all” model, though with that comes the potential benefits of
universality and predictability.

The two countries are also marked by a commitment to civil liberties, albeit manifested in different
ways. With respect to the civil liberty most implicated by online distribution, freedom of
speech/expression, the United States tends to be less tolerant than Canada of government regulation.
This has led to very different regimes for the criminal prohibitions against hate speech [50,51],
obscenity [52,53] and child pornography [54,55].
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At present, ten American states specifically outlaw non-consensual pornography [56—65]. Over half
of the states with such laws enacted them in 2013. The area, clearly, is an evolving one. Given space
constraints, only a modest discussion is offered here.

New Jersey was the first state to enter the field. It makes it a third-degree crime [66] to disseminate
without consent nude or partially nude images of another person:

An actor commits a crime of the third degree if, knowing that he is not licensed or
privileged to do so, he discloses any photograph, film, videotape, recording or any other
reproduction of the image of another person whose intimate parts are exposed or who is
engaged in an act of sexual penetration or sexual contact, unless that person has consented
to such disclosure. For purposes of this subsection, “disclose” means sell, manufacture,
give, provide, lend, trade, mail, deliver, transfer, publish, distribute, circulate, disseminate,
present, exhibit, advertise or offer [67].

Punishment is set at between three and five years [68,69]. Despite being in force for several years,
for reasons that are not entirely understood, the law has been used in very few cases ([32], p. 22).
Other states, like California, are more cautious. That state’s relevant statute provides:

[A]ny person who photographs or records by any means the image of the intimate body
part or parts of another identifiable person, under circumstances where the parties agree or
understand that the image shall remain private, and the person subsequently distributes the
image taken, with the intent to cause serious emotional distress, and the depicted person
suffers serious emotional distress, is guilty of disorderly conduct [70].

Given the identification of both a specific intent requirement (“intent to cause serious emotional
distress”) and a particular consequence (“the depicted person suffers serious emotional distress”),
California’s law captures a much narrower range of behavior than New Jersey’s. Some commentators
have criticized California’s additional mens rea element, because it excludes perpetrators who are
motivated by greed or notoriety ([32], p. 24). Others suggest that stricter mens rea and actus reus
elements will help such laws to survive inevitable First Amendment challenges [51,71,72].

Taking steps to curb the distribution of non-consensual pornography is clearly a priority for a
number of jurisdictions. Events in Canada have similarly spurred a remarkable public mobilization
leading to the federal response in Bill C-13. As will be seen in Section 4, Bill C-13 is closer to the New
Jersey model than the California one in that it eschews the idea of an additional specific intent. Below,
certain existing Canadian criminal offences are canvassed to evaluate the degree to which they already
capture such behaviour.

3. The Gap in Existing Canadian Criminal Law

Non-consensual pornography embodies many wrongs: gross invasion of personal privacy; shame
and humiliation produced by the dissemination; loss of personal autonomy; intensifying existing
harassment or abuse ([32], p. 5); and, in some cases, significant risks to physical security.

A number of Canadian offences target one or more of the above-noted wrongs. To the extent that
the criminal law already covers acts similar to non-consensual pornography, one could argue that
Bill C-13 is unnecessary or, even, motivated by political rather than public policy concerns. This
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section examines four offences that appear to be particularly targeted [73,74] at some of the wrongs
that may animate the proposed distribution offence: voyeurism (s.162); criminal harassment (s.264);
sending false messages (s.372); and making or distributing child pornography (s.163). As will be seen,
while each of the above offences shares some similarities with the new crime, none applies to its
paradigmatic case [75,76].

The first offence, voyeurism, captures what is commonly known as “peeping Tom” behaviour. Its
first incarnation was the offence of “prowling at night” ([16], s.177; [77,78]). The latest version is
found in section 162, which prohibits voyeurism without requiring proof of physical trespass:

(1) Every one commits an offence who, surreptitiously, observes—including by mechanical or
electronic means—or makes a visual recording of a person who is in circumstances that give
rise to a reasonable expectation of privacy, if
(a) the person is in a place in which a person can reasonably be expected to be nude, to expose his

or her genital organs or anal region or her breasts, or to be engaged in explicit sexual activity;
(b) the person is nude, is exposing his or her genital organs or anal region or her breasts, or is
engaged in explicit sexual activity, and the observation or recording is done for the purpose
of observing or recording a person in such a state or engaged in such an activity; or
(c) the observation or recording is done for a sexual purpose...

(4) Every one commits an offence who, knowing that a recording was obtained by the commission
of an offence under subsection (1), prints, copies, publishes, distributes, circulates, sells,
advertises or makes available the recording, or has the recording in his or her possession for the
purpose of printing, copying, publishing, distributing, circulating, selling or advertising it or
making it available ([16], s.162; [79]).

The offence refers to the “surreptitious” observing or recording of another person. The
circumstances must be ones in which a person would have a reasonable expectation of privacy. The
offence further requires that the observation or recording: take place in specific locations; be of
particular body parts; or be done for a sexual purpose. Subsection 4 extends voyeurism to situations
where someone other than the initial voyeur disseminates the material. The law provides for a defence
based on the public good [80].

Voyeurism clearly captures behavior that is similar to revenge porn. The voyeur invades the
complainant’s privacy in a profound manner [81,82]. The law is limited to circumstances of a sexual
nature. Section 162 includes within its ambit third parties who make the products of voyeurism more
widely available, again, resembling some of what is particularly troubling about the online
dissemination of intimate images. However, key to the offence is its surreptitious nature. Secrecy is
essential to being a “voyeur” [83—85]. That aspect renders voyeurism unable on its face to capture
many instances of revenge porn, where images often are either self-created or created with consent, but
then distributed in violation of the victim’s trust [86]. Consider Amanda Todd [4], for example, who
voluntarily bared her breasts online to someone she considered a friend. He betrayed the trust inherent
in that act, outrageously. However, a trier of fact might form a reasonable doubt that the man had an
honest belief that Todd knew he was capturing her image. If so, he would not have acted as a voyeur.
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The second offence to be considered is criminal harassment, which sometimes is referred to as
“stalking”. Stalking may seem to fall under the broader family of sexual harassment, and a number of
scholars characterize non-consensual pornography as one species of it [32,87]. Sexual harassment is
commonly associated with civil or human rights remedies [88]. In Canada, some kinds of sexual
harassment also find criminal redress in section 264, which provides:

(1) No person shall, without lawful authority and knowing that another person is harassed or is
reckless as to whether the other person is harassed, engage in conduct referred to in subsection
(2) that causes that other person reasonably, in all the circumstances, to fear for their safety or
the safety of anyone known to them.
(2) The conduct mentioned in subsection (1) consists of
(a) repeatedly following from place to place the other person or anyone known to them;
(b) repeatedly communicating with, either directly or indirectly, the other person or anyone
known to them;
(c) besetting or watching the dwelling house, or place where the other person, or anyone
known to them, resides, works, carries on business or happens to be; or
(d) engaging in threatening conduct directed at the other person or any member of
their family [16,89].

Section 264 has a dual mens rea: (1) intention with respect to various specified activities and
(2) knowledge or recklessness of the harassing impact upon the complainant. Its actus reus includes:
repeated instances of following and communicating; besetting the complainant’s home; or engaging in
threatening conduct to the complainant or his or her family. There is an additional actus reus
component: the harassment must cause the target to reasonably fear for their safety or the safety of
someone known to them.

Revenge porn victims often report feeling harassed or unsafe. Indeed, in at least some cases, that is
exactly what the perpetrator wants. Criminal harassment thus shares, contingently, some of the
elements of non-consensual distribution. Neither threatening behaviour nor fear, though, is necessarily
present in all instances of such distribution.

The Amanda Todd case might have qualified as criminal harassment. Todd received numerous
threatening messages from the man who ultimately disseminated her image. The man’s choice of
language and manner of interaction could provide sufficient grounds for a trier of fact to draw the
inference of, at least, recklessness to the risk that he was harassing her. It might also have been
possible for the Crown to prove that Todd feared for her safety. However, Todd’s situation contained
an important element clearly not present in all non-consensual pornography, namely, communication
between the “pornographer” and unwilling subject. Communication provides one of the factors that
support understanding criminal harassment as an offence against the person. Another is the act of
creating a state of (reasonable) fear. Such factors are simply not present in all cases. Todd’s harasser
was committed to maintaining direct contact with her. Other perpetrators, after coming into possession
of the images, might have no further contact with the victim (assuming, of course, that contact was
even required to obtain those images). Additionally, in discovering that one’s intimate images have
been disseminated (say, to one’s classmates), the complainant may suffer acute embarrassment, yet not
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fear for her safety. A trier of fact might also doubt that any fear was a reasonable response. Thus, while
some distribution cases will qualify as criminal harassment [90], many others will not.

The third offence discussed here is sending false messages or making indecent or harassing phone
calls, as set out in section 372:

(1) Everyone who, with intent to injure or alarm any person, conveys or causes or procures to be
conveyed by letter, telegram, telephone, cable, radio or otherwise information that he knows is false
is guilty of an indictable offence and liable to imprisonment for a term not exceeding two years.

(2) Everyone who, with intent to alarm or annoy any person, makes any indecent telephone call to
that person is guilty of an offence punishable on summary conviction.

(3) Everyone who, without lawful excuse and with intent to harass any person, makes or causes to
be made repeated telephone calls to that person is guilty of an offence punishable on
summary conviction.

Section 372 is found in Part IX of the Code, “Rights of Property”. Specifically, it falls between the
crimes of sending a telegram with a false message and drawing documents without authority. Rarely
prosecuted [91], it has not been updated since 1970. Subsection 1 prescribes an open-ended list of
communicative media that could conceivably incorporate electronic media; the other provisions would
require more work to do so [92,93]. More significantly, subsection 1 requires that the messages be
“false”. This requirement does not easily translate to visual representations. The inclusion of a standard
of falsity implies that the provision is intended to apply to articulate, or verbal, expression. This is
strengthened by the provision’s specific reference to “telephone calls” that are “indecent” or
“harassing”. These elements make s.372 perhaps the least similar offence to revenge porn of those
discussed in this section, although one could see it applying to, say, intimate images posted along with
text that makes false representations about the victim (for example, that she is open to stranger contact).

The final offence, and the one which has attracted at least some prosecutorial attention in Canada
and other jurisdictions [30,94], is child pornography. It is defined as follows in section 163.1 of the
Criminal Code:

(a) A photographic, film, video or other visual representation, whether or not it was made by
electronic or mechanical means,
(1) that shows a person who is or is depicted as being under the age of eighteen years and is
engaged in or is depicted as engaged in explicit sexual activity, or
(i) the dominant characteristic of which is the depiction, for a sexual purpose, of a sexual
organ or the anal region of a person under the age of eighteen years;
(b) Any written material, visual representation or audio recording that advocates or counsels sexual
activity with a person under the age of eighteen years that would be an offence under this Act;
(c) Any written material whose dominant characteristic is the description, for a sexual purpose, of
sexual activity with a person under the age of eighteen years that would be an offence under
this Act; or
(d) Any audio recording that has as its dominant characteristic the description, presentation or
representation, for a sexual purpose, of sexual activity with a person under the age of eighteen
years that would be an offence under this Act.



Laws 2014, 3 536

Section 163.1 is very specific in its prohibited representations and expressive materials. It targets
materials involving persons (real or fictitious) [95] under the age of 18. In 2001, the Supreme Court of
Canada held that the freedom of expression protected by section 2(b) of the Canadian Charter required
that two exceptions be read into the law: one for self-created materials held by the creator exclusively
for personal use; and one for visual recordings of otherwise lawful activity, again held by the creator
exclusively for personal use [55].

Section 163.1 makes it a crime to create, make available, possess and access child pornography.
Sentences range from ten years where the offence is prosecuted by indictment, to more modest, but
mandatory jail sentences on summary conviction. Originally, the law included defences for “artistic
merit” and “public good”, but now allows a defence only for activities undertaken in relation to “the
administration of justice or to science, medicine, education or art”, if such activities do not pose “an
undue risk of harm” to young persons [96].

To the extent that non-consensual distribution involves images of persons under the age of 18, it
could fall within section 163.1. Certainly, there may be instances where the activity simply is child
pornography and should be prosecuted as such. However, if the state lays child pornography charges
out of frustration at the lack of other avenues, it risks ensnaring young persons whose behaviour is not
the law’s primary target. Additionally, distribution among young persons frequently has a gendered
dimension. Bailey and Hanna argue that sexting, for example, “can be understood as a part of the
exploration of sexuality and identity in a mass-mediated society that immerses children and youth in...
pre-packaged conceptions of femininity and sexuality as keys to social success” ([30], pp. 414—-15). As
a result, young women may be particularly likely to engage in the initial creation of intimate images.
Yet, it is they who tend to be most at risk from its dissemination. Thus, the enthusiastic use of child
pornography laws is likely to redound to young women’s detriment at the same time that the
dissemination wreaks havoc on their lives.

The above discussion points to a concern about the use of child pornography that is different from
the other offences considered in this section. The concern involves the concept of “fair labeling”. Fair
labeling requires that “offences [be] subdivided and labeled so as to represent fairly the nature and
magnitude” of the unlawful act ([97], p. 88). It is linked to the idea that criminal law has an expressive
function; that it is intended to guide people away from wrongful courses of action. As Michael Plaxton
puts it, “In fulfilling its expressive function, the criminal law must, as far as possible, attempt to fairly
capture differences in wrongdoing” [98—100]. Some criminal theorists go so far as to argue that fair
labeling is “crucial for determining just punishment” [101].

Fair labeling is an especially important concern with child pornography because of the offence’s
severe social stigma [102] and attendant legal consequences [103,104]. The routine prosecution of
revenge porn situations could stretch the criminal law’s purpose in a way that is unfair. Much of the
non-consensual pornography caught is likely to involve young perpetrators ([30], pp. 415-18). While
such young persons are engaging in wrongful behavior, many persons will shrink from treating them
like child pornographers [105,106].

At this point, an interlocutor might point out that the four offences just discussed share sufficient
overlap with the proposed new offence to allow for at least some prosecutions of non-consensual
distribution by other means. If so, would it not be sufficient to adopt a patchwork approach, i.e., relying on
different offences depending on the context? Is crafting an entirely separate response truly warranted?
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There are two responses to this objection. The first, building on the fair labeling concern and the
criminal law’s expressive function, will be addressed in Section 4. The second is doctrinal. While there
are situations in which revenge porn corresponds to the statutory parameters of other offences, its
paradigmatic case does not. The paradigmatic case, I contend, involves a spurned lover who, having
received or taken (with consent) intimate pictures of an adult partner, posts them on a public website
knowing full well that there was no consent to that act. This situation would attract culpability under
none of the foregoing offences (at least, not on their face). The element of initial consent takes it out of
the realm of voyeurism; it would be difficult to characterize a single post as “harassment” [107,108],
particularly if the Crown cannot prove fear; there is no articulate expression and no “telephone call”;
and the participants are adults [109,110].

Enacted criminal law tends to lag behind public awareness of, and concern for, specific issues. The
legislative agenda must balance diverse priorities, interests and considerations. The legislature finds it
difficult to act quickly. This political reality can lead to frustration and a temptation to rely on judicial
creativity. In a common law system, where courts tend to enjoy significant interpretative authority, it is
not unknown for them to step into the breach [111]. Perhaps, my interlocutor might press on, this
would be a way to ensure that the “patchwork” adequately addresses the paradigmatic case.

In some jurisdictions, courts have begun to step into perceived breaches to punish the
non-consensual distribution of intimate images. In 2012, an Australian magistrate sentenced a man to
prison for posting nude photos of his ex-girlfriend on Facebook. The Court relied on the crime of
posting “indecent articles”. It admitted that the issue was one of first impression, but noted the need to
act in the following terms:

...Facebook as a social networking site has unlimited boundaries. Incalculable damage can
be done to a person’s reputation by the irresponsible positing of information through that
medium. With its popularity and potential for real harm, there is a genuine need to ensure
the use of this medium to commit offences of this type is deterred [112—114].

One hesitates to critique the courts too strongly here. Existing criminal laws target a number of
overlapping wrongs that are represented in at least some instances of non-consensual distribution.
The courts’ interpretative authority is settled, and their motive to act in these situations would emanate
out of a sense of responsibility and frustration. To many members of the public, such decisions will be
highly laudable.

Nevertheless, such latitude is unwise. First, there is an important difference in the courts’ authority
to interpret the criminal law in relation to exculpatory versus inculpatory issues. In Canada, this
difference can be seen in section 9 of the Criminal Code, which removes virtually all common law
power to create criminal offences (save for the power to punish for contempt of court) [115], while
section 8(3) preserves courts’ jurisdiction to recognize and apply common law defences [116].
Criminal prohibitions, then, must be grounded in statutory sources.

Therefore, in Canada, sections 8(3) and 9 of the Code provide one reason to shun judicial creativity
in this area. There are others. In the earlier discussion of voyeurism, reference was made to the offence
of prowling at night (s.172). Section 172 was added to the Code after the 1950 decision in Frey v
Fedoruk [77], in which the Supreme Court declined to recognize a common law offence of trespassing
at night. There, Justice Cartwright stated:
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I do not think that it is safe to hold as a matter of law, that conduct, not otherwise criminal
and not falling within any category of offences defined by the Criminal Law, becomes
criminal because a natural and probable result thereof will be to provoke others to violent
retributive action. If such a principle were admitted, it seems to me that many courses of
conduct which it is well settled are not criminal could be made the subject of indictment...

I think that if any course of conduct is now to be declared criminal, which has not up to the
present time been so regarded, such declaration should be made by Parliament and not by
the Courts ([77], pp. 526, 530).

Frey, which was decided prior to the enactment of sections 8(3) and 9, draws on criminal law
principles that run deeper than statutory will. Following the enactment of the Canadian Charter of
Rights and Freedoms in 1982, the caution articulated in Frey has been further confirmed by
constitutional protection against the retroactive application of criminal offences [117] and by the
doctrine of vagueness [118]. Such principles reflect broader Anglo-American traditions [119] that are
not limited to Canadian domestic law.

To be sure, the legislature may decide that a creative judicial decision is useful, or sound, or
convenient. It may, in other words, permit such a decision to stand [120]. However, a post facto
calculation of this kind cannot relieve the jurisprudential and normative concern. Relying on courts to
remedy legislative gaps robs the community of the opportunity to deliberate on the proper boundaries
of criminal law (even if the legislators themselves favour such reliance) [121,122]. It means that the
law’s development will depend on the vagaries of particular cases. It also risks drawing judges into
areas they are ill-suited to settle [123,124]. A proper respect for the separation of powers, for fair
notice to individuals and for the rule of law militates against such action.

If a community has determined that the non-consensual distribution of intimate images is worthy of
criminal sanction, it is preferable for that decision to be made, expressly, by the legislature. The
product of that decision will then be subject to judicial interpretation, and, in relevant cases, review. In
terms of institutional responsibility, Bill C-13 is the most appropriate response to the desire to do
something about non-consensual pornography. In the final section of this paper, I examine the parameters
of the new proposed offence and offer a justification for manifesting that desire in criminal law terms.

4. The Wrongfulness of Objectification

The previous sections have examined the current political and societal context for legislative
initiatives to deal with non-consensual distribution of intimate images; and current criminal laws that
target similar behavior. There is increasing societal concern over the phenomenon and a growing sense
that a targeted response is appropriate. In Canada, that response has taken the form of Bill C-13, the
Protecting Canadians from Online Crime Act.

The Bill would amend a number of laws in a number of respects. As stated in Section 1, it has
attracted significant controversy from privacy advocates. The bill’s proposal to treat distribution as a
free-standing offence has attracted less controversy [125,126]. Only the latter is discussed here.

Bill C-13 first amends the general definition section in Section 2 of the Coe to provide that any
reference to “communication” shall, without more, be taken to include “electronic communication”. It
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then adds a new provision to be inserted immediately after the voyeurism offence. The offence, titled
in the margin note as “Publication, efc., of an intimate image without consent”, is defined as follows in
a new provision—section 162.1—of the Code:

(1) Everyone who knowingly publishes, distributes, transmits, sells, makes available or advertises
an intimate image of a person knowing that the person depicted in the image did not give their
consent to that conduct, or being reckless as to whether or not that person gave their consent to
that conduct, is guilty
(a) ofan indictable offence and liable to imprisonment for a term of not more than five years; or
(b) ofan offence punishable on summary conviction.

(2) In this section, “intimate image” means a visual recording of a person made by any means
including a photographic, film or video recording,

(a) in which the person is nude, is exposing his or her genital organs or anal region or her
breasts or is engaged in explicit sexual activity;

(b) in respect of which, at the time of the recording, there were circumstances that gave rise to
a reasonable expectation of privacy; and

(c) in respect of which the person depicted retains a reasonable expectation of privacy at the
time the offence is committed.

The proposed crime has several elements. The actus reus requires the publication or similar
treatment of an “intimate image”, defined in terms of sexual content and privacy-generating
circumstances and expectations; it requires as well that the person depicted did not consent. The crime
would have a dual, fully subjective mens rea requiring (1) knowledge of the publication and (2)
knowledge or recklessness as to whether the person depicted gave their consent to that publication.

The proposed law also includes a public good defence:

(3) No person shall be convicted of an offence under this section if the conduct that forms the
subject-matter of the charge serves the public good and does not extend beyond what serves the
public good.

(4) For the purposes of subsection (3),

(a) it is a question of law whether the conduct serves the public good and whether there is
evidence that the conduct alleged goes beyond what serves the public good, but it is a
question of fact whether the conduct does or does not extend beyond what serves the
public good; and

(b) the motives of an accused are irrelevant.

In Canada, a defence referring to “the public good” is found in very few offences directed at
expressive material: sections 162 (voyeurism), 163 (obscenity) and 611 (defamatory libel). Prior to
2005, it was a defence to child pornography. Considering the latter defence in 2001, the Supreme
Court of Canada defined “public good” as “necessary or advantageous to religion or morality, to the
administration of justice, the pursuit of science, literature, or art, or other objects of general interest” ([92],
para. 70). In the context of child pornography, it gave as examples: criminal proceedings, research into

EAN13

the effects of exposure, and addressing the materials’ “political or philosophical aspects” ([92], para. 70).



Laws 2014, 3 540

The Court subsequently confirmed that the defence relies on objective factors and is unaffected by the
accused’s motivations ([127], paras. 42—46).

If the trier of law determines that the impugned actions could serve the public good, the trier of fact
must acquit if they have a reasonable doubt that the activity did not extend beyond what was necessary
for that good. It remains to be seen how such a defence will be interpreted with respect to the
distribution of intimate images; whether, for example, broad values of expression and creativity will
create a protected space for material that sits at the margins.

There are a number of ways to describe the new crime: as a morals offence; as a species of
defamation; as a privacy-invasion offence; as a harm reduction measure; and as an offence against
personal, psychological and sexual integrity. Adopting one of these descriptions need not entail
rejecting the others. Privacy interests, for example, may be integrally linked to sexual integrity through
the underlying value of personal autonomy. Viewing non-consensual distribution as a species of
defamation, in contrast, might lead one to consider how to evaluate the harm resulting from such actions.

In my opinion, the offence captured by Bill C-13 is best conceptualized as a form of sexual
wrongdoing against the person. I recognize that the proposed law is to be inserted into Part V of the
Code, which is entitled “Sexual Offences, Public Morals and Disorderly Conduct” and includes
offences, such as obscenity, that were once thought to corrupt morals [128]. (By contrast, offences
against the person are mostly listed in Part VIII.) The distribution of intimate images is analytically
linked to voyeurism, and it makes sense as a drafting matter to have the offences co-located. My
argument thus also applies to voyeurism. Voyeurism’s current placement in Part V of the Code derives
from historical factors and does not reflect current social mores.

The non-consensual distribution of intimate images occupies a notional space between criminal
harassment and sexual assault. As noted earlier, criminal harassment was deemed appropriate for
inclusion alongside the traditional forms of offences against the person. The clearest link between
criminal harassment and assault is that the former requires proof that the accused’s action caused
the complainant to fear for his or her safety, which is but a few steps away from actual physical
interference [129].

The proposed new offence requires neither proof of fear, nor risk of physical harm. Of course, the
uncontrollable nature of the Internet could cause a victim, reasonably, to fear for his or her safety.
Some jurisdictions, such as California, have used a roughly cognate concept (“emotional distress™) to
limit the scope of the offence [70]. As discussed above, the additional element might be thought
necessary to safeguard such a law against a First Amendment challenge. However, in any claim arising
under the Canadian Charter, it is unlikely that the lack of such elements would make the difference
between validity and invalidity. The Supreme Court has already upheld both obscenity [53] and hate
propaganda [50,130] laws, which do not have a causal element, against similar challenges.

The absence of a fear element, in a context where there is also unlikely to be physical interference
with the complainant, may seem to weaken the conceptual link between the distribution of intimate
images and assault. What is it that, nonetheless, suggests that the new proposed offence is closer to the
wrong of sexual assault than it is to crimes of privacy invasion or the corruption of morals?

The answer lies in the title of this paper. The essence of the new offence is that it seeks to punish
the same kind of objectification [131,132] that animates sexual assault.
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In earlier work, I have argued [123] that sexual assault is best viewed as an offence that is
concerned with preserving an essential feature of human autonomy: control over one’s status and use
as a sexual being. One must look beyond the crime’s frequent physical and psychological harms to see
this point. The analysis may be complicated by the fact that, in 1983, the Criminal Code replaced the
language of “rape” with that of “sexual assault” [133]. This, it is believed, reflected the recognition
that non-consensual sexual touching is a crime of violence. It might be thought that, in taking this step,
Parliament was acknowledging an instinctive social revulsion towards violence because of the harm it
causes. Thus, the 1983 reforms, while valuable and important, may contribute to an impression that
sexual assault is wrong primarily, or even solely, because of the harm that it causes (see [134], para. 165).

That would be a false impression. While harm will often result from sexual assault, it is not the core
of the offence. Consider John Gardner and Stephen Shute’s famous scenario in which the victim of a
sexual assault suffers no discernible physical or psychological injuries, because she is, and forever
remains, unaware that the violation even took place (see [135]). Does the lack of discernible injury
have any bearing on essential criminal culpability? Gardner and Shute suggest, persuasively in my
view, that this is irrelevant. No right-thinking person would conclude that, merely because of the lack
of such injury, the assailant engaged in either no wrongdoing or in wrongdoing that properly escapes
the criminal law ([135]; but see [136], pp. 184-87).

The essence of sexual assault is objectification that is wrongful in a special way, a way that merits
the imposition of criminal culpability. While all forms of assault supersede an individual’s physical
and psychological integrity, sexual assault is particularly marked by the perpetrator’s “sheer use” ([135],
p. 204; [137]) of another person. To borrow from Kant, the person is treated as a means to an end,
entirely divorced from her own plans and purposes.

The intuition that when we sexually objectify people in certain ways we do something wrong, and
not merely harmful, helps to explain why consent, a central element of all crimes of assault, is so
crucial to sexual assault. Indeed, the Parliament of Canada has instituted a special set of rules directed
at that offence that does not apply even to other forms of assault [138]. Canada’s Supreme Court, too,
has confirmed that sexual assault is not only about “having control over who touches one’s body, and
how” ([139], para. 28). For example, in R. v. Ewanchuk, the Supreme Court grounded an approach to
fault in which a defendant, essentially, cannot rely upon objectifying attitudes and beliefs to excuse
mistakes about consent ([139]; see also [140-142].

The objectification model of sexual assault explains why, in Canada at least, proof of harm has
never been a precondition to a conviction for the offence simpliciter [143]. It explains the centrality of
consent to the offence as part of both the actus reus and mens rea. Objectification occurs when one
person uses another without taking into account, or ignoring or being indifferent to, that person’s
desires. In the sexual assault context, it is crucial enough to warrant a special duty to take steps to
ascertain whether consent is present [144].

Of course, the criminal sanction cannot apply to all of the ways that people objectify one another.
Not even when those ways are sexual. Nor should it. That would not only expand the criminal law
beyond all reason (because objectification is a pervasive part of the human condition), it would inhibit
much behavior that is valuable, such as artistic endeavours or relationships in which one person
assumes responsibility for another’s welfare.
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While not all objectification can or should be addressed criminally, the objectification in
non-consensual pornography is of a particularly troubling kind [145]. Key to this argument is the role
of consent. Under the proposed offence, the perpetrator acts either with the knowledge of the
complainant’s non-consent, or recklessness to the possibility. It is difficult (though not impossible) to
argue that an honest mistake could lead an individual to disseminate intimate images of another person
online, and even more difficult to argue that one believed that the putative victim was indifferent to or
wanted such dissemination. Indeed, this seems to distinguish the activity from sexual assault itself.
Very few of these cases will occupy the category occupied by many situations of alleged sexual
assault: the vexed area of incomplete or inadequate communication around sexual desires, coupled
with persons’ tendency to believe that what they wish were true, is [146,147].

In contrast to the murky communication that occasionally attends human sexual interaction, it is an
incredible proposition that an individual would form an honest but mistaken belief that a current or
former partner wished to have her intimate images disseminated online [148]. The argument is not
impossible. The subjective mens rea used in Bill C-13 vouchsafes an accused the opportunity to
present it [149]. However, I suspect that it would take an extraordinary case for such an argument to
succeed. Any trier of fact would regard such a claim with extreme skepticism [150]. And in this they
would be entirely justified. Almost everyone can imagine, and empathize with, the experience of
violation inherent in the dissemination of intimate images (indeed, the experience may be more
relatable than sexual assault itself). It is very difficult to accept, at face value, an accused’s assertion
that he: did not consider consent; believed that vague or ambiguous statements by the complainant
evinced her willingness to distribution; or assumed she was indifferent to the matter. Far more
plausible is that the accused deliberately disregarded, or was utterly indifferent to, the complainant’s
wishes. Where those wishes relate to an aspect of control over one’s status as a sexual being
(representation via intimate images) in a medium (the Internet) where such control is virtually
impossible, then, it seems to me, the accused has treated the complainant as a means to an end. The
“end” may be revenge, notoriety or entertainment. However, the trading, by one person, in the sexual
integrity of another is a “public wrong”, whether the activity involves interference by physical means
or interference through the endlessly iterative domain of online communication. Both deserve punishment.

5. Conclusions

To conclude, the criminal law plays an important expressive role in society. In so doing, it gives
effect to broader intuitions about criminal wrongdoing, and it shapes and transmits crucial benchmarks
by which citizens may guide their behavior [151-153]. Because the criminal law is one of the state’s
most powerful weapons, its reliance on what are essentially moral precepts must be carefully
constrained. It must, for example, fit itself within constitutional norms. It should also cohere with the
principle of fair labeling. In this paper, I have attempted to explain why, to the extent that a state
wishes to respond to non-consensual pornography, it responds to a powerful and legitimate social
concern. That concern is rooted in existing norms around wrongful sexual objectification. Those norms
make the offence a valid legislative response. Fair labeling requires that such a crime be defined on its
terms and not folded into existing prohibitions. However, it is the gross violation of sexual autonomy,
consent norms and personal integrity that merits resort to the penal sanction.
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