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Abstract

:

Despite the great advances in the field of electronic health records (EHRs) over the past 25 years, implementation and adoption challenges persist, and the benefits realized remain below expectations. This scoping review aimed to present current knowledge about the effects of EHR implementation and the barriers to EHR adoption and use. A literature search was conducted in PubMed, Web of Science, IEEE Xplore Digital Library and ACM Digital Library for studies published between January 2005 and May 2020. In total, 7641 studies were identified of which 142 met the criteria and attained the consensus of all researchers on inclusion. Most studies (n = 91) were published between 2017 and 2019 and 81 studies had the United States as the country of origin. Both positive and negative effects of EHR implementation were identified, relating to clinical work, data and information, patient care and economic impact. Resource constraints, poor/insufficient training and technical/educational support for users, as well as poor literacy and skills in technology were the identified barriers to adoption and use that occurred frequently. Although this review did not conduct a quality analysis of the included papers, the lack of uniformity in the use of EHR definitions and detailed contextual information concerning the study settings could be observed.
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1. Introduction


In the early 1990s, a trend in the shift from paper-based health records to electronic records started; this was in response to advances in technology as well as the advocacy of the Institute of Medicine in the United States [1,2]. As a result of the inadequacies of paper-based health records gradually becoming evident to the healthcare industry [3], electronic records have continued to be developed and envisioned with many expected benefits over the past 25 years.



Over those 25 years, the names and terms used to represent the concept of electronic records have changed frequently while the basic idea has remained the same [4]. Nowadays, the term “electronic health record” (EHR) is widely used for records adopted by clinicians [4]. This usage does not, however, comply with the way different types of electronic records have been defined by the International Organization for Standardization (ISO).



According to ISO/TR 14639-1:2012(en), an “electronic medical record” (EMR) is defined as an “electronic record of an individual in a physician’s office or clinic, which is typically in one setting and is provider-centric”, whereas an “electronic patient record” (EPR) is defined as an “electronic record of an individual in a hospital or health care facility, which is typically in one organization and is facility-centric” [5]. Given the previous two definitions, an electronic health record (EHR) is defined as follows:


“Information relevant to the wellness, health and healthcare of an individual, in computer-processable form and represented according to a standardized information model, or the longitudinal electronic record of an individual that contains or virtually interlines to data in multiple EMRs and EPRs, which is to be shared and/or interoperable across healthcare settings and is patient-centric.”



[5]







Furthermore, a personal health record (PHR) is defined by ISO/TR 14292:2012(en) as


“…a representation of information regarding, or relevant to, the health, including wellness, development and welfare of that individual, which may be stand-alone or may integrate health information from multiple sources, and for which the individual, or the representative to whom the individual delegated his or her rights, manages and controls the PHR content and grants permissions for access by, and/or sharing with, other parties.”



[6]







However, a continuum exists in many countries between the two strict views of the EHR and PHR on the one hand, regarding the entity that has control over the record and the content within it, and the tethered PHRs on the other. In the latter case, the patient is given access to the EHR by the care provider without the patient controlling it. This access function is often part of a patient portal.



Approximately 25 years after the emergence of EHRs, substantial progress has been made regarding EHR implementation, adoption and use [2]. Unfortunately, this has mostly been in an uncoordinated way rather than with a coordinated and logical approach. Many of the initial expectations regarding time efficiency, productivity, and increased quality of care have not been met or have only been partially realized, and “current EHRs still do not meet the needs of today’s rapidly changing healthcare environment” [2]. Data duplication is still a prevailing issue and solutions are still sought even though this was expected to be solved by the uptake of EHRs [7,8,9]. Only recently has there been any significant progress in the development of legal frameworks for patient privacy and confidentiality concerning EHR data [2,10,11]. Continuing progress on standards for EHR data has strengthened the capability of data exchange, the secondary use of data and decision support [2,12].



Despite the apparent progress in implementation methods and the use of EHRs, the realization of benefits still lags behind expectations. Great challenges for clinicians as end users of EHRs exist, which restricts their potential to facilitate both the work of clinicians and the improvement of patient care quality [13]. Whether the use of EHRs improves efficiency (i.e., “saves time”) for clinicians or not is still regarded as controversial [2]. While some believe that the adoption of EHRs has improved patient care, further work needs to be undertaken. In particular, identification of the complex mechanism behind the measurement of patient outcomes related to the implementation of EHRs is needed to reach a more concrete conclusion [14].



The aim of the study is, therefore, to review the existing literature and elicit current knowledge on the effects of EHR implementation and the barriers to EHR adoption and use.




2. Materials and Methods


In line with Peters et al. [15], a scoping review of the literature without assessing the quality of the included studies was conducted.



2.1. Study Retrieval


Searches were conducted in PubMed, Web of Science, IEEE Xplore, and ACM Digital Library. A comprehensive search strategy was developed where search terms were combined and used in two different sets (set 1: electronic health record, EHR, personal health record, PHR, and patient record; and care pathways, workflow, work routines, workload, and work process; set 2: electronic health record, EHR, personal health record, PHR, and patient record; and efficiency, advantages, disadvantages, satisfaction, teamwork, collaboration, benefits, and challenges) when retrieving the studies. See Table 1 for electronic search strategy.



In total, 8114 studies were identified of which 473 were duplicates that were removed, resulting in 7641 unique and potentially relevant studies.




2.2. Study Selection


The titles and abstracts of the 7641 studies were manually screened against the inclusion and exclusion criteria. Inclusion criteria were review articles, conference papers and original articles published in English between January 2005 and May 2020, focusing on the barriers to and effects of implementing EHRs or tethered PHRs. Individual studies that were also included in a literature review were not removed. Studies reporting on the effects of implementing tethered PHRs were included as we considered them to be part of EHRs. Exclusion criteria included studies related to secondary use of EHRs, data mining of EHRs, methods for evaluating EHR implementation, and EHR-integrated applications/software/tools. Subsequently, 7403 studies were excluded based on these criteria. This left 238 articles, which were read in full by four researchers (A.E., C.H.T., G.W., and S.K.). Two additional researchers (S.F. and S.K.) were called in for a discussion on the disagreements when comparing the assessments of eligibility. Finally, consensus was reached among all researchers on the inclusion of 141 articles in the final analysis of this scoping review (Figure 1). Full-text articles were excluded with reasons, including meeting the exclusion criteria; investigating partial components of EHRs (e.g., e-prescription and decision support); focusing on system development models/methods, strategic/design recommendations, design prototypes, and usability principles; reporting speculations about success factors, prevalence of use, user group characteristics and differences, workflows, and processes of implementation.




2.3. Data Analysis


The full-text pdf files of the 141 studies were imported into NVivo 12. Using the tool, both qualitative and quantitative studies and their results were analyzed qualitatively by adopting a thematic analysis approach [16]. G.W. initially read all the articles, coded/annotated them qualitatively and identified potential themes/categories. C.H.T. performed the same steps independently and then re-read all the articles, reviewed the extracted codes and compared the potential themes/categories created by the two researchers to identify recurrent themes/categories. The final themes/categories were defined clearly for further analysis and reporting of the results after reviewing by S.F. and S.K.





3. Results


The majority of the 141 studies were published between 2017 and 2019. The USA was the country of origin for 81 studies and European countries for six studies. Questionnaire/survey (n = 63), interview (n = 33), observation (n = 16) and time-motion observation (n = 7) were some of the common methods used. Study participants were mainly physicians followed by registered nurses/nurse practitioners (Table 2).



The three main themes identified were positive effects, negative effects, and barriers, as shown in Table 3. In the following paragraphs, the identified categories are used as headings to present the combined positive and negative effects and the barriers.



3.1. Effects of EHR Implementation


Both positive and negative effects related to the work of healthcare providers/staff, data and information, care of patients, and economic impact were identified in the studies, as shown in Figure 2.



3.1.1. Work for Healthcare Providers/Staff


Efficiency


Improved efficiency following EHR implementation was suggested, with clinicians finding frequently used EHR functions useful for improving work efficiency [48]. Perceived general efficiency gains in workflow [27] and in laboratory turnaround time [29] were found, with these time-consuming tasks related to paper-based records being no longer required [29,41,44]. One study showed that EHR adoption did not significantly change the amount of time specialist physicians spent with each patient [21]. Another time-motion observation study showed a great reduction in time spent on administrative tasks for nurses following EHR implementation [22]. Clinicians and staff also mentioned improved efficiency through the quick retrieval of information in EHRs [20,28,42,43,44,45] and a reduction in documentation time [18,34,49,59] by, for example, using EHR templates [34]. The use of templates in EHRs was mentioned as being beneficial [45] and saved time on documentation [34]. An observational study, combining data analysis of EHR usage, suggested that clinicians completed their notes sooner post-EHR implementation (mean hours to completion 10–24 h) compared to the pre-EHR period (600–1200 h) [50]. In one study [25], interesting downward trends were found in the proportion of clinicians agreeing that EHRs resulted in longer patient visits, from 68% at month 1 post-EHR to 51% at month 12 post-EHR (p = 0.001). Another study reported overall positive perceptions of nurses towards EHRs in perceived use, system quality, and satisfaction [124].



Inefficiency following the implementation of EHRs was mentioned. Extensive use of EHRs in all aspects of the care process resulted in providers spending more time using EHRs during work shifts [20,28]. Providers perceived that retrieving and locating necessary information in EHRs was difficult [148] and took longer than expected, which also had a negative impact on their efficiency [34,40,45]. Clinicians expressed concerns and frustration regarding the slowness of systems [91,96,113] and the time-consuming nature of patient documentation using EHRs [23,34,38,40,43,44,58,145,154], with 81.8% of the respondents (physicians) in a survey agreeing that “to document on paper is faster than on the EHR” [39]. Another survey showed that 71% of the respondents (physicians) perceived an increase in time spent on patient documentation following the implementation of EHRs [17]. Two time-motion studies suggested similar findings, with the results indicating that nurses spent a significantly increased amount of time (p < 0.05) and percentage of time (p = 0.002) on documentation after EHR implementation [22,97]. Two other studies found that significantly more physicians reported poor or marginal sufficiency of time for documentation in settings with EHRs (46.4%, as compared to 13.6% in non-EHRs setting, p < 0.001) [83] and 32.8% of nurses reported an insufficient amount of time for documentation [110]. A systematic literature review concluded that compared with settings without EHR, the overall proportion of staff time spent on documentation was higher for clinicians in the presence of an EHR; for nurses in particular, the difference was statistically significant [117]. A significant decrease in efficiency (i.e., increased surgical case turnover time) that persisted for five months was shown after the implementation of EHRs [132]. Considering the usability and functionality perspectives of EHRs, failing to include key functionalities that support the workflow of the entire care team, such as the exchange of laboratory results and medication lists and tools for chronic disease management and preventive care, led to extra steps in the workflow and reduced efficiency [29,40,44]. Other design (usability) features of EHRs, including the lack of templates and the ability to reuse existing records, as well as poorly designed interfaces, also negatively affected work efficiency in two studies [43,44]. One study reported no notable improvements in physicians’ ratings for their EHRs between the years 2010 and 2014 in Finland. Instead, the results indicated the existence of serious problems and deficiencies which considerably hindered the efficiency of EHR use [136].




Communication


Studies suggested improvement in communication among clinicians and healthcare teams following EHR implementation. In four studies, physicians perceived improved communication as a benefit after EHR implementation [17,27,34,43]. In a longitudinal survey [25], the proportion of clinicians that agreed that communication had improved among clinicians increased from 72% to 93% (p < 0.001) over time (month 1 to month 12) following EHR implementation. It was reported that instant messaging in EHRs and the increased access to patient information through EHRs, enhanced communication within the healthcare team [44,45,56]. Moreover, clinicians created “huddle sheets”, listing patients’ scheduled activities and issues using EHRs [56], or utilized functions in EHRs such as patient problem lists, to-do lists, and task assignments [38] as communication tools for the healthcare team. In a study conducted in homecare settings, clinicians reported being satisfied with team communication following EHR implementation both in the survey and in interview sessions [50]. Respondents (clinicians) interviewed in the same study [50] claimed that communication using the EHR was similar to face-to-face communication. Another study set in residential aged care settings found that respondents (nurses and aged care staff) expressed that EHR adoption facilitated communication with healthcare providers from other organizations and among staff members within the organization [42].



However, the decreased frequency of direct communication among healthcare professionals was a common complaint [34,48]. Clinicians were concerned that this would distance physicians from nurses or would even diminish the opportunity for care professionals to share relevant information face to face [34]. In one study, comments made in the follow-up interview conducted 11 months after EHR implementation revealed dissatisfaction with team communication [40]. Moreover, misconceptions of communication were observed when providers had spent time carefully documenting patient information in EHRs and had thought that the information would be communicated, only later realizing that the information had not been read by colleagues [47]. Another study suggested that current EHRs do not adequately support teamwork among oncology providers [120]. Mixed effects were reported in one study as nurses’ and physicians’ experiences on EHR appeared to vary by EHR brand and employment sector [155].




Workload


Clinicians and staff perceived decreased workloads, as the adoption of EHRs improved communication as well as the availability and accessibility of medical records [44]. In a study measuring clinicians’ mental workload during a trial period of EHR use, the results showed significant differences for five of the six National Aeronautics and Space Administration-Task Load Index (NASA-TLX) subscales during healthcare team conferences and for all six NASA-TLX subscales during ward rounds. The differences were in favor of the use of EHRs over paper-based records [26].



Poor integration of workflows involving different care professionals and poor connectivity with other healthcare organizations in EHRs could result in an increased workload for providers [29,44,141]. Double/multiple documentation in different systems or double-checks for multiple resources were required to ensure that the information was correct, communicated and/or exchanged [44,96,113,148]. Primary care physicians spent more than one-half of their workday, nearly six hours, interacting with EHRs during and after clinic hours [152]. Resource constraints, such as having limited access to EHRs or not having enough user licenses for EHRs, could also lead to clinicians having to carry out extra work such as double documenting patient information [44]. In one study, new work related to the introduction of EHRs and work or workarounds addressing EHR-related errors and limitations exacerbated the work burden for clinicians following EHR implementation [29]. Clinicians also considered additional education, training and learning related to the newly implemented EHRs as extra workload for them [38,45,112]. Weak findings were indicated in [135], as only 17% of participants agreed with the impact of increased workload post-EHR implementation, despite the majority anticipating a negative impact on workload pre-implementation. Colligan et al. assessed changes in cognitive workload during the transition to adopting a commercial EHR, with the results suggesting that the difference in average scores of the cognitive workload (NASA-TLX) for participating pediatric nurses was highly significant (p < 0.001) over time [54]. Compared to the average score at baseline, which was measured before the implementation of the EHR, the average scores collected at both the first and the fifth shifts after the launch and use of EHR had increased by 15% [54]. Another study found that the attending and resident physicians’ total TLX score was significantly correlated with the screen item (EHR interface design), meaning that higher ratings on the screen were associated with higher mental workload [108]. Frustration levels associated with EHRs were significantly higher for attending physicians compared with residents in the emergency department [108]. Negative effects of EHRs on work life balance/physician burnout were reported [127]. Another study suggested that 69.8% of physicians with EHRs reported EHR-related stress and the prevalence of burnout symptoms among these physicians was significantly higher (27.2%, as compared to 13.6% for those without EHRs, p < 0.001) [83]. In addition, 19.8% of nurses in another study reported at least one symptom of burnout [110]. Alert workload was reported to be related to two of the three dimensions of burnout, including physical fatigue (p = 0.02) and cognitive weariness (p = 0.04) [139].




Work Organization/Workflow


The increased organization of work after EHR implementation was raised by clinicians and staff [20,28,38,91]. The use of EHRs allowed nurses and aged care staff to rely less on memory or written notes, to check which tasks had been done and which should be carried out, and to develop better care plans [20,28,42,56]. Moreover, clinicians and staff perceived that EHRs facilitated better task delegation among them and clarified team roles for non-physicians [56]. A majority of nurses perceived that EHRs helped them in planning their work [119].



However, altered workflow emerged as a negative effect [91,112,113,115] related to some of the issues mentioned above, such as poor integration of current workflows in EHRs, poor cross-organizational connectivity in EHRs and communication ambiguity [29,44,47]. Nurses reported the difference in workflow in line with how PHR communication was handled in the same clinic [141]. Clinicians complained that the workflow was disrupted since they had to wait for patients to be triaged and assigned to physicians in EHRs or for physicians to input information in EHRs before they could complete their tasks, which resulted in patient flow being impeded [45,148]. Nurses needed to mentally integrate information in order to support clinical workflow [114]. Difficulty in following the new workflow after EHR implementation was raised by clinicians and other staff [46]. Furthermore, a mismatch between workflow and EHR functionality was observed because redesigning workflows both to support new EHR functions and to create new EHR functions to meet practice needs under current workflows were reported to be difficult [38]. Gaps between EHR design and the functionality needed in the complex inpatient environment resulted in a lack of standardized workflows [89].




Support Disease and Quality Management


It has been suggested that the implementation of EHRs supports disease and quality management. In one study, 80% of the interviewed physicians perceived the systematic storage of information in EHRs, which supports disease management, as a positive effect [43]. In another study, customized functions of EHRs were reported to enable more thorough and efficient disease management in chronic and preventive care at one participating primary care facility [44]. The support of quality management after EHR implementation was mentioned in studies conducted in primary care and residential aged care settings. One reason for this was the ability to collect/extract clinical indicators and monitor the work performance of staff members using EHRs [38,42]. Implementation of an asthma care pathway based on the EHR reduced variability in practice and ensured adherence to high-quality national guidelines [151].




Support Learning and Decision-Making


The support of peer learning following EHR implementation was reported by staff and managers in residential aged care settings [42]. One study suggested that physicians reported positive effects of EHRs in terms of providing access to up-to-date knowledge [27]. This was supported by studies which showed that a majority of respondents (clinicians) agreed on the benefits of EHRs related to the support of learning and decision-making [49,99]. A review study concluded that EHRs had potential in supporting shared decision-making during clinicians’ clinical work [105].





3.1.2. Data and Information


Accessibility


Improved access to patient information and records was reported as a benefit following EHR/PHR implementation [17,34,37,45,48,56,65,69,75,90,91,99,101,128,147,150,153]. Nurses perceived that increased accessibility enhanced their job performance [20,28]. Timely access to information [119], including laboratory results, radiology images and medication history were mentioned as supporting and speeding up care processes [20,28,32,43]. Moreover, increased accessibility by allowing simultaneous access to patient records was mentioned as a benefit of adopting EHRs [20,28,42,44]. Still, in one study, the proportion of clinicians who agreed that EHRs improved access to clinical information remained stable (between 92 and 95%) from month 1 to month 12 post-EHR implementation [25].



However, increased accessibility was reported in studies conducted at other primary care and residential aged care facilities [38,42]. One study found that the majority of responding physicians (81%) reported improved remote access to patient records [46]. Interestingly, another study also mentioned that the increased accessibility, which allowed physicians to work outside of clinics, could be considered another benefit following EHR implementation [17]. However, accessibility could be impaired, as physicians suggested that limited information was retrievable in EHRs [43]. This was reported in a follow-up interview conducted post-EHR implementation in a study showing that clinicians had trouble locating and accessing information as a result of data silos [40]. Clinicians’ perception of ease of access to patient information decreased after switching to a commercial EHR (from 80.18 to 64.13%, p < 0.01) [106]. A cross-sectional questionnaire survey showed that the respondents (physicians) disagreed that it was easy to access previous notes (34.7%) or patient medication lists (32.7%) and considered it difficult to check lab results (79.2%) [39].




Data Quality and Accuracy


Improved data accuracy was suggested following the implementation of EHRs [30,38,48,67,119,147], with positive perceptions of EHRs enabling the capture of detailed data and improved documentation quality being reported [48]. A survey of nurses found that 87.2% of the respondents perceived that EHRs helped improve documentation [57]. Another study of nurses and aged care staff reported similar findings with 44% of interview respondents perceiving an improved quality of nursing documentation in both the format and content of records [42]. Process-related and structural elements of nursing documentation in EHRs were better than paper-based records [123]. Furthermore, in another study documentation was found to be significantly more likely (p < 0.01) to comply with guidelines post-EHR implementation than pre-EHR implementation [50]. Patient-generated data in PHR was mentioned as being highly valued and as contributing to more accurate data [51].



In another survey, dissatisfaction with the completeness and correctness of data was expressed by clinicians [40]. However, the number of comments addressing dissatisfaction with data completeness and correctness decreased by half from time one (11 months post-EHR implementation) to time two (17 months post-EHR) in follow-up interview sessions [40]. Data overflow was reported to be an issue resulting from free text fields in EHRs [48]. The quantity and quality of the contents of nursing documentation were found to be better in paper-based records than in EHRs in a study [122]. Mixed perceptions were suggested in [91] as physicians raised issues related to both incomplete records and the comprehensiveness of data and information.




Data Storage and Backup


EHRs allowing the systematic storage of data and information were mentioned by 80% of the interview respondents (physicians) in one study [43]. In another study, participants (nurses and aged care staff) reported the convenience of data storage, as digital records in EHRs were stored on servers with backup [42]. As far as the characteristics related to the benefits of better data storage offered by EHRs/PHRs were concerned, the participants believed that data would be less likely to be lost [150], would not deteriorate over time, would prevent unauthorized edits, and would minimize physical storage space [42,43,67].





3.1.3. Care for Patients


Quality of Care


Enhanced quality of care following EHR/PHR adoption was suggested [17,24,27,43,45,46,49,57,64,67,75,84,85,107,111,112,115,128,131,133,135,146,150,153]. A randomized trial suggested a significantly lower prevalence in all-cause 30-day readmissions in patients who adopted PHR as compared to non-adopters [88]. Another study found that patients’ preventive health behaviors were significantly associated with PHR use [80]. Adoption of a comprehensive EHR was found to be associated with higher quality of care [76]. In addition, the adoption of EHRs in local health departments had a positive impact on the overall health outcomes of population health (p = 0.031) [63]. Being able to respond quickly to care needs, provide person-centered care and carry out better follow-up care with the use of EHRs were mentioned in association with the improvement of care quality [42]. One study showed that the proportion of clinicians who agreed that EHRs improved quality of care increased significantly (p < 0.001) from 63% at month 1 post-EHR implementation to 86% at month 12 post-EHR implementation [25].



Improved patient safety following EHR/PHR implementation was also mentioned [24,28,47,48,86,91,99]. Compared to EHRs with multiple vendors, a basic self-developed or single-vendor EHR was associated with a significant decrease of 19.2% in the rates of patient safety events [119]. Specific EHR features such as alerts, reminders and minimum required data entries were reported to help clinicians notice critical laboratory values, prevent errors and improve patient safety [28,46,48]. The timely use of EHRs to read patient histories was suggested as being important to ensure patient safety [47]. One study showed that physicians reported positive effects of EHRs on preventing medication-related errors [27]. In another study, similar results were found, with a significant increase in the proportion of clinicians who agreed that EHRs reduced the medication-related errors observed during the 12 months following EHR implementation (from 72 to 81%, p = 0.03) [25]. Yet another study investigated the impact of EHRs from the perspective of patients and found that more than one-third of the survey respondents (patients) agreed or somewhat agreed that EHRs contributed to improved medical safety [19]. However, one study compared PHR-adopting patients and non-adopters and suggested no significant effect on patient safety measures [121]. Moreover, continuity of care was raised as a related aspect [33,47]. A study involving nurses showed that they positively rated (from 1.66 to 2.56 out of 5) survey items examining continuity of care with the use of EHRs [33]. Additionally, clinicians and staff perceived that they had more time to spend with patients following EHR implementation [42]. Another study demonstrated that following the implementation of EHRs nurses were able to spend more time caring for and interacting with patients as the time devoted to direct patient care increased significantly (p < 0.05) by 6% [22]. Significant increased time spent on patient related interventions (e.g., providing emotional support, explaining patient conditions to patient and family, and coordinating patient care) was observed [97]. Similar findings were indicated in another study where the time resident physicians spent on direct patient care increased significantly (p < 0.001) from 31% pre-EHR implementation to 44% post-EHR implementation [53]. Interestingly, positive quality effects associated with the US’s Meaningful Use stage 1 and stage 2 achievement were indicated, whereas no significant quality effect from EHR adoption alone was suggested [72]. Another study showed that EHR use was associated with a better process of care measure performance, but did not improve condition-specific readmission or mortality rates [62]. A neutral impact of EHRs on the patient care process and quality was suggested in [79], as neither the number nor the severity of incidents affecting patients/patient care increased post-EHR implementation and disruptions in the patient care process initially increased but stabilized to the baseline level (pre-EHR) after six months. A literature review investigated the effects of EHRs on advance directives, written statements of end-of-life quality care preferences which can help enable a good death, and concluded that EHRs could potentially support advanced directive documentation but might also create further difficulties [74].



However, patients’ concerns about impersonal care activities such as information entry in EHRs were noticed by physicians [38]. A common perception of some clinicians was that the time spent with patients and on direct patient care activities decreased as a result of the use of EHRs [20,28,34]. Additionally, other nurses perceived that because of the loss of personalization, quality of care decreased following an EHR implementation [28]. One study pointed out that the measurement of the quality indicator for access to and the timely provision of influenza vaccine was shown to be worse in nursing homes with EHRs than in such settings without EHRs [149]. Nurses reported that patient misuse of PHR for reporting medical emergencies posed potential risks for patient safety [141]. Use of copy and paste related to EHRs was suggested to put patient safety at risk [125]. Another study showed that medication errors (medication safety reports) increased five-fold after the implementation of a new EHR system in pediatric units [94]. A comparison of outcomes showed EHR downtime-exposed patients, compared with non-exposed patients, had a significant increase in the duration of operating room time (1.10 times longer, CI 1.08–1.12, p < 0.001) and postoperative length of stay (1.04 times longer, CI 1.01–1.08, p < 0.007) [81].




Communication


Better communication between patients and providers was reported as a benefit following the implementation of EHRs/PHRs [32,34,38,42,44,69,86,87,102,134,146,147,153]. Physicians recognized the value of being able to share patient-centered information with patients using EHRs [34,143], while clinicians perceived that new communication channels such as messaging through EHRs should improve communication between patients and providers [45]. Clinicians perceived that PHRs could support the clarification of information for patients [64]. In addition, 72% of patients in a study believed PHRs would strengthen the provider patient relationship [132]. In yet another study, patient interview data suggested that EHRs had no negative impact on physician patient communication [90]. A mixed impact for EHRs on the physician-patient relationship and communication was also found, as physicians and patients perceived these differently [84].



However, reduced face-to-face/direct communication and less eye contact between patients and physicians were also noted during their clinical consultations, as physicians were preoccupied with entering information in EHRs [43,45]. Clinicians perceived that patients’ satisfaction might be negatively affected by the use of EHRs, owing to their preoccupation with typing and looking at the screen, as well as having computers positioned between patients and clinicians [45]. In a study investigating the impact of changing from a longstanding homegrown EHR to a vendor EHR, a significant decrease in the number of participating physicians who agreed that EHR does not interfere with the ability to have face-to-face contact with patients was observed and this trend persisted for 25 months after the implementation of the vendor EHR [137].




Patient Empowerment


Patients’ access to full or partial medical records increased with the adoption of PHRs integrated with EHRs [51]. Patients reported greater empowerment [153] and expressed that in being given access to their medical records, they felt more like partners with healthcare providers [32] and in control of their care [65]. Moreover, a more collaborative relationship between patients and physicians was reported following the EHR implementation when physicians and patients viewed information in records and made healthcare decisions together [37,45]. Clinicians also mentioned that PHR could give patients opportunities to quality control documented information [64].




Change in Time Spent


One study reported a decrease in waiting time for patients as a benefit of EHRs [19], with a trend of shorter waiting times being observed among hospitals that had implemented EHRs for a longer period [19]. Another study suggested changes in patient time spent on different activities, but no significant difference was found between patient groups in EHR settings and those in paper-based record settings [156].





3.1.4. Economic Impact


Productivity


Better productivity was suggested after the implementation of EHRs [48,85,142]. One study showed increased productivity related to the completion of documents—from 12.38 completed notes per fulltime equivalent contribution pre-EHR implementation to 127.06 completed notes per full-time equivalent contribution post-EHR implementation [50]. Another study found that the average number of task occurrences per hour for resident physicians increased significantly from 117 to 154 (p < 0.01; i.e., from 1.95 to 2.56 activities per minute) following an EHR implementation [53]. Concerning productivity in surgical inpatient units, a significant positive impact of EHR use on operating room utilization and bed occupancy rates was reported [130].



However, decreased productivity was also reported [27,38,48]. Negative perceptions of EHR productivity outcomes and effect on practice costs were indicated by physicians [104]. One study showed a reduction in long-term practice productivity post-EHR implementation across all specialities in the ambulatory practice context [55], while another found that the average number of task occurrences per hour for attending physicians decreased significantly from 138 to 106 (p < 0.01; i.e., from 2.30 to 1.76 activities per minute) following an EHR implementation [53].




Decreased Cost


Decreased costs or economic savings after EHR adoption were reported in several areas such as administrative costs, documentation costs and nursing costs [30]. One study showed a significant decrease in the monthly costs of transcription (a decline of 74.6%; p < 0.001) and the monthly consumption of copy paper (a decline of 26.6%; p < 0.001) post-EHR implementation compared to pre-EHR implementation [36]. Another study showed that both citizens and physicians (58.1% and 62.5%, respectively) agreed, and both perceived the reduced cost of healthcare as a positive effect of EHRs [112].




Increased Revenue and Reimbursement


One study reported increased revenues and reimbursements after the implementation of EHRs [55]. It also argued that being paid more for seeing fewer patients could be suggested as a type of efficiency by the study findings despite the observed productivity losses of the study [55].






3.2. Barriers to Adoption and Use


Some barriers to EHR adoption and use were identified in the studies as shown in Figure 3.



3.2.1. Support for End Users


Poor and insufficient training and lack of technical/educational support for users were suggested as barriers to the adoption/use of EHRs and PHRs [27,32,45,48,52,58,66,93,98,100,107,128,129,138,140,157]. Clinicians and staff considered the lack of knowledge on EHR functions to be one of the challenges faced when using EHRs [38,43]. The paucity of user involvement during the planning, development, and implementation phases of the system life cycle of EHRs and PHRs was also mentioned [32,40,48,51,66,98,138,140]. Users’ literacy, as well as skills in technology and computing, which include skills in typing [43,44] and use of the internet [32], were reported to affect EHR and PHR adoption/use [27,31,32,43,44,58,66,77,98,100,107,138,140].




3.2.2. EHR/PHR System


Complaints concerning poor interoperability and integration between systems were found; these issues hindered both the implementation [48,61,93,98] and the adoption/use of EHRs and PHRs [44,47,51,56,134]. Clinicians’ resistance [86,93,123,140] and lack of trust in EHRs/PHRs [66,92,98,114] regarding issues related to data privacy and the risk of data loss, which were key challenges to fully exploiting EHRs [43], were suggested. This was highlighted in a study which showed that the survey respondents (clinicians and staff) perceived a lack of trust in the reliability of EHRs and a lack of belief in their value for patient care to be barriers to EHR implementation (mean score 3.47 out of 5 and 4.46 out of 5) [58]. Other issues regarding EHR systems such as system quality [61,100], system compatibility [138], system inefficiency (slow response) [43,48], system failures [38,39], server crashes [38], and difficulties in finding EHRs that meet needs [128] were mentioned as concerns. Functionality issues concerning EHRs included both too many complex functions [38] and too few needed functions [40,45] and were reported as barriers to their use. Usability [32] such as the design of user interface [29,32,138] and navigation [48] were agreed to be critical features. One study showed that the survey respondents (clinicians) were dissatisfied with the usability of EHRs at both months 11 and 17 post-EHR implementation (mean score 2.1 and 2.4 out of 5) [40].




3.2.3. Data and Information


The privacy and security of data and information were raised as concerns by clinicians and patients for both EHRs and PHRs [27,32,35,98,100,112,129,138,140,150]. One-third of physicians in a study expressed their concern about the privacy of patient information in EHRs in cases of “illegal leakage” [43]. Regarding the use of PHRs, providers raised concerns about inappropriate and unauthorized access to the sensitive information, such as mental health information, they might contain [31,77]. It was also mentioned that patients/consumers were concerned about privacy, security and confidentiality issues related to the adoption of PHRs [32,48], while the quality of patient-generated data in PHRs was of concern to clinicians [31,35]. Concerns related to data and information in PHRs causing anxiety for patients if misinterpreted were reported [35,86,150]. Clinicians also maintained that it would be problematic if access to medical records in PHRs were to be provided to patients with psychiatric conditions [35].




3.2.4. Others


Resource constraints, including cost of system upgrades/maintenance [38,93], inadequate funding [27,48,93], time constraints [48], limited access to/number of computers [39,44,47,48,157], limited networks (internet) [44,47], plus an insufficient number of user licenses [44], were reported as barriers to the implementation and adoption of EHRs/PHRs [29,77,100,128,140]. Moreover, worries about the legal liability of medical records in EHRs/PHRs were raised [43,150]. Lack of administrative and policy support [98,140], as well as low awareness which may hinder the successful adoption and use of PHRs, were mentioned [32,107,129,140]. In one study, no major barrier was identified [95].






4. Discussion


The goal of this scoping review was to identify currently available evidence and present an overview of the effects of EHR implementation and the barriers to EHR adoption and use. Our results, which suggest mixed findings with a predominance of positive effects and some negative effects of EHR implementation, include improved efficiency, decreased efficiency, better communication, improved accessibility and enhanced quality of care as some of the identified major effects. This is in line with a recent review which mentioned that the findings of the early literature on EHR effects on care quality, communication, and information management were notably mixed [158,159]. Despite the overall positive findings, in more recent research, mixed results and unanticipated negative consequences (e.g., disrupted workflow) were still reported [158]. Another recent systematic review focusing on EHR impact in a specific context (i.e., long-term care facilities) also suggested mixed findings but with a predominance of positive outcomes [160].



Some of the barriers with high occurrence suggested in our results are resource constraints, poor/insufficient training and a lack of technical/educational support for users, as well as poor literacy and a lack of skills in technology. Most barriers identified in this study (e.g., training and technical support, literacy and skill in technology, trust and belief in EHRs, privacy, and resources/costs) are congruent with the findings suggested by recent systematic reviews [161,162]. Interestingly, we found that many of the negative effects and barriers seemed to be consistent over time. One such factor is the impact of EHR use on clinician burnout. Recent research suggests an association between EHR use and emotional exhaustion [163], as well as between poor EHR usability and experienced time pressure and stress [66]. Another observation was that the use of definitions of EHR varied from study to study and did not comply with definitions given by ISO/TR 14639-1:2012(en) and ISO/TR 14292:2012(en). This observation, in combination with a lack of contextual information related to the study settings and systems, may hamper any application of the findings. Ammenwerth [164] points out that incomplete contextual information in publications is related to the inadequate quality of health IT evaluation publications and could make it difficult to use and generalize the evidence. After all, it is within a specific study context that an author draws conclusions about an investigated system, and it is thus the contextual information that enables readers to interpret the findings.



Efforts to improve these deficiencies could be of great value to academia, industry and society. These should be addressed by encouraging researchers and editors of scientific journals to adhere to standardized definitions [5,6], to outline the quality requirements of investigated systems based on standards [4], to clearly describe the contextual information, and to follow standardized guidelines (e.g., Statement on reporting of evaluation studies in Health Informatics (STARE-HI)) [164,165] for conducting and reporting evaluation studies.



Limitations


This scoping review has some limitations. The fact that there is no consensus on the definition of EHR in the literature rendered the choice of search terms difficult. We could have used “electronic health record” and “personal health record” as MeSH terms (Medical Subject Headings), as they include other terms such as “electronic medical record” and “computerized medical record”. “Electronic patient record” would, however, not then have been included. As authors’ usage of MeSH terms is not stringent in all publications, we decided to look for terms in titles and abstracts instead, which resulted in more hits than using the corresponding MeSH terms. Nevertheless, the choice of search terms, with the omission of “electronic medical record”, as well as using “challenges” and “disadvantages” but omitting “barriers”, may have resulted in limited coverage of articles. Moreover, we included four different databases, which we considered to contain most publications from the medical and technical fields, resulting in the omission of other databases as well as gray literature.



Selection bias is a concern as the screening and selection process may be considered subjective. Multiple researchers’ opinions and consensus meetings were adopted in an attempt to control for this. The limited contextual information provided in the single studies and the variation in definitions of EHRs could have resulted in some relevant studies being overlooked or excluded. Moreover, the homogeneity of the origin countries of the studies (86 out of 141 from North America) and the missing contextual information made it difficult to ascertain whether there were any cultural differences and influence on the effects of an EHR implementation.



The fact that facilitators of implementation were not included in the review may be regarded a limitation, as this could help future implementation projects on how to facilitate the implementation work more than merely being aware of potential barriers.



An important limitation of the work is that a scoping review usually does not include a quality assessment of the included studies. We carried out a qualitative content analysis of the included studies to identify positive and negative effects of implementation as well as barriers to adoption without determining the quality of the individual studies. Results should therefore be considered with caution, even if we highlight effects with high occurrence in different studies, and the number of reviewed studies was relatively high. This is further impacted by the fact that individual studies that were also included in a literature review were not removed.





5. Conclusions


This review of the literature on the topic suggested mixed findings on the effects of EHR implementations and the ongoing barriers to EHR adoption and use. Although there appeared to be an increase in positive effects over time, some of the negative effects such as increased workload and dysfunctional workflows appeared to be stable. In addition to the fact that this review did not contain a quality analysis of the included papers, a lack of uniformity in the use of definitions of EHRs, and a lack of detailed contextual information concerning the study settings could be observed.



Researchers must follow the guidelines for the reporting of evaluation studies to enable others to compare results from different evaluation studies. This would also enable further measurement of the effects of the implementation of EHR systems and eHealth services in general.
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Figure 1. Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) flow diagram of the study selection process. 
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Figure 2. Mind map showing positive (+) and negative (−) effects of electronic health record (EHR) implementation. 
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Figure 3. Mind map of barriers to EHR adoption and use. 
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Table 1. Search strategy and the retrieved number of studies from PubMed, Web of Science, IEEE, and ACM for the two data sets.
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Databases

	
Search Details

	
Number of Papers






	
PubMed

	
(“electronic health record”[TIAB] OR “EHR”[TIAB] OR “personal health record”[TIAB] OR “PHR”[TIAB] OR “patient record”[TIAB]) AND (“care pathways”[TIAB] OR workflow[TIAB] OR “work routines”[TIAB] OR workload [TIAB] OR “work process”[TIAB]) AND ((hasabstract[text] AND “loattrfree full text”[sb] AND “loattrfull text”[sb]) AND (“2005/01/01”[PDAT]: “2020/05/31”[PDAT]) AND “humans”[MeSH Terms] AND English[lang])

	
n = 275




	
(“electronic health record”[TIAB] OR “EHR”[TIAB] OR “personal health record”[TIAB] OR “PHR”[TIAB] OR “patient record”[TIAB]) AND (efficiency[TIAB] OR advantages[TIAB] OR disadvantages[TIAB] OR satisfaction[TIAB] OR teamwork[TIAB] OR collaboration[TIAB] OR benefits[TIAB] OR challenges[TIAB]) AND ((hasabstract[text] AND “loattrfree full text”[sb] AND “loattrfull text”[sb]) AND (“2005/01/01”[PDAT]: “2020/05/31”[PDAT]) AND “humans”[MeSH Terms] AND English[lang])

	
n = 824




	
Web of Science

	
TOPIC: ((“electronic health record*” OR “EHR*” OR “personal health record*” OR “PHR*” OR “patient record*”) AND (“care pathways” OR workflow OR “work routines” OR workload OR “work process”))

Refined by: Web of Science categories: (medical informatics OR health care sciences services OR computer science information systems OR information science library science OR nursing OR computer science theory methods OR computer science software engineering) AND document types: (article OR review OR proceedings paper) AND languages: (English)

Timespan: 2005–2020. Indexes: SCI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-SSH, ESCI.

	
n = 701




	
TOPIC: ((“electronic health record*” OR “EHR*” OR “personal health record*” OR “PHR*” OR “patient record*”) AND (efficiency OR advantages OR disadvantages OR satisfaction OR teamwork OR collaboration OR benefits OR challenges))

Refined by: Web of Science categories: (medical informatics OR health care sciences services OR computer science information systems OR computer science theory methods OR information science library science OR nursing OR computer science software engineering) AND languages: (English)

Timespan: 2005–2020. Indexes: SCI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-SSH, ESCI.

	
n = 4146




	
IEEE

	
((“electronic health record*” OR “EHR*” OR “personal health record*” OR “PHR*” OR “patient record*”) AND (“care pathways” OR workflow OR “work routines” OR workload OR “work process”))

	
n = 111




	
((“electronic health record*” OR “EHR*” OR “personal health record*” OR “PHR*” OR “patient record*”) AND (efficiency OR advantages OR disadvantages OR satisfaction OR teamwork OR collaboration OR benefits OR challenges))

	
n = 1748




	
ACM

	
(“electronic health record*” OR “EHR*” OR “personal health record*” OR “PHR*” OR “patient record*”) AND (“care pathways” OR workflow OR “work routines” OR workload OR “work process”)

Articles available from 2005–2020

	
n = 33




	
(“electronic health record*” OR “EHR*” OR “personal health record*” OR “PHR*” OR “patient record*”) AND (efficiency OR advantages OR disadvantages OR satisfaction OR teamwork OR collaboration OR benefits OR challenges)

Articles available from 2005–2020

	
n = 276
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Table 2. General characteristics of the selected studies.
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	Characteristic
	Number of Studies
	Reference





	Year
	
	



	2005–2007
	5
	[17,18,19,20,21]



	2008–2010
	10
	[22,23,24,25,26,27,28,29,30,31]



	2011–2013
	14
	[32,33,34,35,36,37,38,39,40,41,42,43,44,45]



	2014–2016
	16
	[46,47,48,49,50,51,52,53,54,55,56,57,58,59,60,61]



	2017–2019
	91
	[62,63,64,65,66,67,68,69,70,71,72,73,74,75,76,77,78,79,80,81,82,83,84,85,86,87,88,89,90,91,92,93,94,95,96,97,98,99,100,101,102,103,104,105,106,107,108,109,110,111,112,113,114,115,116,117,118,119,120,121,122,123,124,125,126,127,128,129,130,131,132,133,134,135,136,137,138,139,140,141,142,143,144,145,146,147,148,149,150,151,152]



	2020 (until end of May)
	5
	[153,154,155,156,157]



	Country of origin
	
	



	Australia
	5
	[42,77,107,123,154]



	Brazil
	1
	[39]



	Canada
	5
	[35,69,85,96,111]



	Denmark
	1
	[26]



	Finland
	4
	[47,66,136,155]



	France
	1
	[130]



	Germany
	1
	[150]



	Greece
	1
	[112]



	Italy
	1
	[52]



	Japan
	1
	[19]



	Jordan
	4
	[67,93,122,124]



	Lebanon
	1
	[90]



	Macao
	1
	[43]



	Netherlands
	4
	[24,78,79,148]



	New Zealand
	1
	[133]



	Norway
	2
	[68,153]



	Saudi Arabia
	4
	[91,92,95,156]



	Singapore
	1
	[99]



	Spain
	1
	[33]



	Sweden
	1
	[64]



	Thailand
	1
	[119]



	Turkey
	1
	[49]



	UAE
	1
	[58]



	UK
	2
	[41,126]



	USA
	81
	[17,20,21,22,23,25,27,28,29,31,34,36,37,38,40,44,45,46,50,51,53,54,55,56,57,59,60,61,62,63,65,70,71,72,73,75,76,80,81,82,83,84,87,88,89,94,97,101,103,104,106,108,109,110,113,114,115,116,118,120,121,127,128,131,132,134,135,137,138,139,141,142,143,144,145,146,147,149,151,152,157]



	Type/methodology
	
	



	Focus group
	10
	[31,34,70,96,126,134,138,139,141,150]



	Interview
	33
	[20,26,28,29,35,37,38,40,41,42,43,44,45,50,51,56,59,64,67,69,70,77,89,90,114,115,120,123,134,143,146,148,157]



	Literature review
	15
	[18,30,32,48,74,85,86,98,100,102,105,117,125,129,140]



	Measurement/analysis of EHR usage and/or other data
	27
	[36,40,50,55,62,63,71,72,73,76,79,80,81,82,94,103,109,113,118,121,122,130,132,144,147,149,151]



	Measurement of mental workload
	3
	[26,54,108]



	Observation
	16
	[20,26,28,38,40,44,47,50,59,70,71,89,108,111,148,152]



	Questionnaire/survey
	63
	[19,20,23,24,25,27,28,33,38,39,40,46,49,50,51,54,57,58,59,60,61,64,65,66,68,71,75,78,83,84,87,89,91,92,93,95,96,99,101,104,106,107,108,110,112,119,124,126,127,128,131,133,134,135,136,137,139,142,145,146,149,153,155]



	Time-motion observation
	7
	[17,21,22,53,97,154,156]



	Randomized trial
	2
	[88,116]



	Participants
	
	



	Physicians
	61
	[17,21,23,25,26,27,29,31,34,35,37,38,39,40,43,44,45,46,47,49,51,53,56,58,59,60,64,68,70,77,78,83,84,91,92,95,99,101,104,106,107,108,111,112,115,120,126,127,128,131,135,136,137,138,143,145,146,148,150,152,155]



	Patients/citizens
	23
	[19,21,44,47,65,69,75,80,81,84,87,88,90,101,107,112,121,131,133,150,153,156,157]



	Registered nurses or nurse practitioners
	46
	[20,22,23,24,25,26,28,29,33,38,40,41,42,44,47,49,50,56,57,58,59,61,64,66,67,76,78,93,95,96,97,107,110,113,114,119,124,126,135,138,141,148,149,150,154,155]



	Other clinicians (e.g., physician assistant, nursing assistant, midwife, lab staff, therapist etc.)
	24
	[23,24,25,29,38,40,42,45,49,50,56,58,64,101,106,107,116,123,126,131,135,138,139,150]



	Non-clinicians (e.g., research assistant, administrative staff, personal care worker, manager, IT staff, quality improvement staff etc.)
	18
	[21,29,38,40,41,42,44,50,51,56,59,77,78,95,107,126,135,142]
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Table 3. Main themes, categories and sub-categories identified through the analysis of the studies.
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	Theme
	Category
	Sub-Category
	Reference





	Positive effects
	
	
	



	
	Work for the healthcare providers
	
	



	
	
	Better efficiency
	[18,20,22,25,27,28,29,34,41,42,43,44,45,48,49,50,59,66,67,71,85,109,112,115,116,147,151]



	
	
	Better communication
	[17,25,27,34,38,42,43,44,45,50,56,85,110,134,155]



	
	
	More organized at work
	[20,28,38,42,56,91,110,119]



	
	
	Decreased workload
	[26,44]



	
	
	Support disease and quality management
	[38,42,43,44,151]



	
	
	Support learning and decision-making
	[27,42,49,85,99,105]



	
	Data and information
	
	



	
	
	Increased accessibility
	[17,20,25,28,32,34,37,38,42,43,44,45,46,48,56,65,69,75,90,91,99,101,119,128,147,150,153]



	
	
	Data quality and accuracy
	[30,38,42,48,50,51,57,67,78,91,119,122,147]



	
	
	Better data storage and backup
	[42,43,67,150]



	
	Care for patients
	
	



	
	
	Quality of care
	[17,19,22,24,25,27,28,33,42,43,45,46,47,48,49,53,57,62,63,64,67,72,74,75,76,80,84,85,86,88,91,97,99,106,107,110,111,112,115,116,118,125,128,131,133,135,146,150,153]



	
	
	Better communication
	[32,34,38,42,44,45,64,69,84,86,102,106,131,134,143,146,147,153]



	
	
	Patient empowerment
	[32,37,45,51,64,65,69,86,153]



	
	
	Change in time spent for patients
	[19,116,156]



	
	Economic impact
	
	



	
	
	Better productivity
	[48,50,53,85,130,142]



	
	
	Decreased cost
	[30,36,112,151]



	
	
	Increased revenue and reimbursement
	[55]



	Negative effects
	
	
	



	
	Work for the healthcare providers
	
	



	
	
	Worse efficiency
	[17,20,22,23,25,28,29,34,38,39,40,43,44,45,58,66,78,83,91,96,97,101,109,110,113,117,126,131,132,136,137,143,144,145,148,154]



	
	
	Increased workload
	[29,38,44,45,54,68,83,91,96,108,110,112,113,127,135,139,141,146,148,152]



	
	
	Poor communication
	[34,40,47,48,70,78,120]



	
	
	Dysfunctional workflow
	[29,38,44,45,47,61,73,89,91,112,113,114,115,141,148]



	
	Data and information
	
	



	
	
	Data quality and accuracy
	[40,48,78,91,122,137,145]



	
	
	Decreased accessibility
	[39,40,43,70,106,126]



	
	Care for patients
	
	



	
	
	Face-to-face or direct communication
	[43,45,84,137]



	
	
	Quality of care
	[20,28,34,38,81,82,94,106,116,126,137,141,149]



	
	Economic impact
	
	



	
	
	Worse productivity
	[27,38,48,53,55,104]



	Barriers
	
	
	



	
	Support for users
	
	



	
	
	Poor training and technical support
	[27,32,38,43,45,48,52,58,66,93,98,100,107,128,129,138,140,157]



	
	
	Lack of user involvement
	[32,40,48,51,66,98,138,140]



	
	
	Literacy and skill in technology
	[27,31,32,43,44,58,66,77,98,100,107,138,140]



	
	EHR/PHR system
	
	



	
	
	Poor system integration and interoperability
	[44,47,48,51,56,61,93,98,133,138,140]



	
	
	Lack of trust and belief in EHRs/PHRs
	[43,58,66,86,92,93,98,114,123,138,140]



	
	
	System quality
	[29,32,38,39,40,43,45,48,61,77,98,100,128,138]



	
	Data and information
	
	



	
	
	Privacy and security of data
	[27,31,32,35,43,48,77,93,98,100,112,129,138,140,150]



	
	
	Data quality and accuracy
	[31,35,77,100,107,138]



	
	
	Other concerns
	[35,56]



	
	Others
	
	



	
	
	Resource constraints
	[27,29,38,39,44,47,48,77,93,100,128,140,157]



	
	
	Legal liability
	[43,150]



	
	
	Low awareness
	[32,107,129,140]



	
	
	Lack of policy support
	[98,140]



	
	
	No major barrier
	[95]
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