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Abstract: Access management of IoT devices is extremely important, and a secure login authentica-
tion scheme can effectively protect users’ privacy. However, traditional authentication schemes are
threatened by shoulder-surfing attacks, and biometric-based schemes, such as fingerprint recognition
and face recognition, that are commonly used today can also be cracked. Researchers have proposed
some schemes for current attacks, but they are limited by usability. For example, the login authentica-
tion process requires additional device support. This method solves the problem of attacks, but it is
unusable, which limits its application. At present, most authentication schemes for the Internet of
Things and mobile platforms either focus on security, thus ignoring availability, or have excellent
convenience but insufficient security. This is a symmetry problem worth exploring. Therefore, users
need a new type of login authentication scheme that can balance security and usability to protect
users’ private data or maintain device security. In this paper, we propose a login authentication
scheme named PinWheel, which combines a textual password, a graphical password, and biometrics
to prevent both shoulder-surfing attacks and smudge attacks and solves the current schemes’ lack of
usability. We implemented PinWheel and evaluated it from the perspective of security and usability.
The experiments required 262 days, and 573 subjects participated in our investigation. The evaluation
results show that PinWheel can at least effectively resist both mainstream attacks and is superior to
most existing schemes in terms of usability.

Keywords: login authentication; shoulder-surfing attack; privacy security

1. Introduction

With the rapid development of Internet technology, various smart devices are con-
necting through the Internet and using the convenience of the Internet to disseminate
information to realize various functions such as automatic reporting of data, remote access-
ing, and remote control management.

Authentication security on IoT devices: Many IoT devices are unguarded most of
the time, requiring users to remotely manage devices over the network, or the devices
share collected information with specific users. Most of this information contains privacy
attributes, so access management and authentication are very important. Researchers have
put much effort into the research of authentication schemes to prevent these schemes from
being cracked by different attacks. However, new attacks are continuously proposed and
diverse. The emergence of shoulder-surfing attacks and smudge attacks makes traditionally
widely used login authentication schemes increasingly vulnerable, thus threatening the
security of users’ private data [1]. A survey conducted by researchers specifically for
shoulder-surfing attacks showed that 35% of participants were worried that someone
might observe them and steal their certificates when the smart device is unlocked [2,3]. The
study also notes that when shoulder-surfing attacks are carried out in private, the potential
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attackers are usually malicious insiders, such as colleagues or family members. In addition,
there are also cases in which password leakage caused by shoulder-surfing attacks result in
substantial property loss [4].

Serious problems with traditional schemes: In past login authentication schemes,
the login authentication scheme using a PIN has been widely used because of its convenient
operation and good resistance to brute force attack [5]. However, simple textual passwords
are less secure, and powerful textual passwords provide users with a memory burden
that cannot be ignored [6,7] and often lead to password reuse problems. Researchers have
proposed graphical login authentication schemes for this problem [8,9]. Although these
passwords are easy to remember, they are vulnerable to shoulder-surfing attacks [10,11].
In popular graphical login authentication schemes, the trajectory left by the user on the
screen is traceable and easy to analyze, so it is also unable to resist smudge attacks. Some
researchers have proposed some schemes for these attacks, but they have poor portability
(for example, users who need additional headphones or other devices when logging
in [12]) and the use of scene-limited weaknesses [13]. Since then, some researchers have
proposed biometric-based authentication schemes, such as fingerprint recognition and face
recognition, but recently reported that they have been cracked, which means that they
cannot effectively protect users’ privacy. People need a new login authentication scheme to
simultaneously defend against various attacks and have good usability.

Designing to address these challenges: To solve a series of problems faced by tradi-
tional authentication schemes, this paper designs a login authentication scheme based on
graphical passwords and biometrics named PinWheel. The scheme transmits the random
challenge value required for each login according to the fixed bead selected by the user
at the time of registration, and the user must correspondingly enter the challenge value
transmitted by the system into the correct area for authentication. This scheme combines
a location password with a textual password to enable the device to prevent a malicious
attacker from performing a shoulder-surfing attack, smudge attack, or video analysis attack
to obtain a user password. In addition, PinWheel also adds an optional user feature-based
authentication mechanism that allows only trusted administrators to login to secure devices
and protects the security of devices and privacy data.

In this work, we designed an attack experiment to test the security performance of
PinWheel by repeating several attacks. The result was positive. We also designed and
implemented a long-term user study for PinWheel. We mainly collected relevant data
from the subjects, such as the time spent on authentication and the long-term memory
of passwords. The direct source of these data was a beta version of PinWheel that users
installed on their mobile devices. In addition, we designed a questionnaire to assist
information collection in the latter period of the experiment. The results proved that
PinWheel has good usability.

In summary, our paper makes the following contributions:

1.  We propose a secure and reliable login authentication scheme named PinWheel for
IoT devices or mobile terminals that control IoT devices. PinWheel can resist shoulder-
surfing attacks, smudge attacks, and video analysis attacks, and its security is greatly
improved compared to traditional graphical login authentication schemes.

2. We implemented PinWheel (in Android and iOS) and reproduced several different
attacks. We designed security experiments for each attack to verify the security of
PinWheel. The experimental results showed that PinWheel has good resistance to
the above three attacks. The success rate of the shoulder-surfing attack and smudge
attack was zero.

3. We collected a large dataset of PinWheel usage behaviors from 573 subjects and a
multitouch feature dataset to analyze user habits and changes in behavioral features
over time.

4. We designed a user investigation for PinWheel, studied the actual performance of
PinWheel through usability experiments, and combined the investigation to explore
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the subjects” acceptance of PinWheel, their propensity to use, and their perception of
authentication security.

The rest of the paper is organized as follows. Section 2 introduces the relevant
investigation analysis and defense schemes. Then, our PinWheel scheme is detailed in
Section 3. In Section 4, to verify the security of PinWheel, we simulate the attack of
PinWheel. In Section 5, to obtain the users’ true reflection, we evaluate the PinWheel
through the user study from different points of view, such as registration and login time.
Finally, we discuss PinWheel and conclude the paper in Sections 7 and 8.

2. Related Work
2.1. Analysis and Investigation

Por et al. [10], in the study of shoulder-surfing attack, first used the directed graph
replacing rules in PlayFair cipher to experiment. PlayFair cipher is a modern cryptography
method, which belongs to the intersection of mathematics and computer science, but this
proved to be insufficient to prevent shoulder-surfing attack. In addition, the authors also
used directed graph replacing rules and output feedback methods to determine the pass-
image. Through users’ research, the authors proved that this improved method was robust
to direct observation and video recording of shoulder-surfing attack.

Saad et al. [14] reported a user study showing that vibrotactile feedback is superior to
other feedback modes. Although protecting the authentication process of mobile devices
from shoulder-surfing attack has received considerable attention (for example, through
various forms of biometric authentication [15]), the interactive process is still vulnerable
to such attacks. In this paper, the authors were committed to protecting users from
shoulder-surfing attack throughout the interaction. The authors believed that one of the
main challenges in preventing shoulder-surfing attack is to identify the attacker. This is a
challenge when the attacker is in a dead zone, either behind or on the side of the user. To
address this challenge, the authors proposed DSSytem, a system that can detect shoulder
surfers and issues attack notifications to users. It uses the front camera of the mobile device
to detect shoulder surfers peeking from behind the user and uses four different feedback
methods to notify the user, namely vibration-tactile feedback, front LED flashing, icon
screen overlay, and live video streaming. The authors elaborated on the user-centric design
process of DSSytem and compared different feedback methods.

2.2. Defense Scheme

Wu et al. [16] proposed a new secure shoulder-surfing defense (SSP) graphical pass-
word authentication system. They used the convex-hull graphical algorithm to determine
the authentication area, but changed the input password method. This can prevent attack-
ers from observing the clicked position with the mouse directly to resist shoulder-surfing
attack and complicate the selection of positions by adding dynamically moving colored
balls on the screen. When a ball corresponding to the password enters the authentication
area, the user only needs to press the space bar to confirm. Users must remember the
password pattern and its color when registering and then perform the correct steps during
the authentication phase. However, this solution is difficult to implement on smartphones
and other devices because the screen is too small.

Zhou et al. [17] designed a polynomial-based Google maps graphical password (P-
GMGP) system to combat shoulder-surfing attack. This system not only effectively resists
shoulder-surfing attack, but also greatly reduces the time complexity of authentication. In a
cloud environment, users usually need to access different types of services or data resources
from multiple servers, and the original P-GMGP system can be easily extended, allowing
users to authenticate through M servers simultaneously. Because the extended P-GMGP
system allows users to be authenticated by M servers at the same time, it is very suitable
for multi-server environments. In the P-GMGP system and the extended P-GMGP system,
since the user does not need to directly click the password point to pass the authentication,
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both can effectively resist shoulder-surfing attack. However, this solution cannot resist a
powerful attack capable of video analysis attack.

Chen and Zhu proposed a new method MapPass [18], which can use the attacker’s
cognitive dead zone, thus resisting shoulder-surfing attack. This method uses a combina-
tion of multiple password numbers and letters to display on the same screen and transmits
implicit information like the user to confuse the attacker. However, such a scheme may be
effective for an attacker who observes the login process for the first time. For an attacker
who can obtain the authentication process multiple times, such a design is easy to crack.

3. Prototype Design and Implementation
3.1. Overview of PinWheel

This paper proposes a login authentication scheme named PinWheel, which does
not require other media to spread the challenge value. The user only needs to perform
some simple operations on an IoT device or mobile terminal that controls IoT devices and
can effectively prevent shoulder-surfing attacks. The login is divided into two different
phases. For the user, there is a first password and a second password, which respectively
correspond to two different login authentication phases. First, we create a user interface
that can sense gestures on the screen. The first phase of login authentication is shown in
Figure 1a.

#0000 smartlife

(@) Initial interface. (b) The system implicitly passes “8,
T” as the login indicator to the user.

Figure 1. The first phase of login authentication.

The PinWheel interface: The password wheel in Figure 1a consists of two oval digital
wheels divided into an inner wheel and an outer wheel. The inner wheel and outer wheel
are composed of 18 beads with numbers and letters, respectively, and have different colors.
The distribution of bead colors is different at different login phases, which is described
in detail later. The bead for each color is repeated four times. Each bead corresponds to
the numbers 0-9 and the letters a—z. According to the different gesture operations of the
user, the inner and outer password wheels can be rotated independently of each other, and
the bead and the PIN contained therein can be rotated to the next location. The process of
rotating each bead one turn on the wheel goes through 18 locations.

Registration Phase 1 and Login Phase 1: When the user sets the password, he or she
needs to choose two passwords, corresponding to the two phases of the login authentication
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process. In the first phase of the password registration process, the user can arbitrarily set
the distribution of the beads’ colors according to his or her preferences. After the setting,
the arrangement rules of the various colors of beads are fixed (only in the first phase)
and are followed by the first phase of the login authentication process. After the setup is
complete, the user is asked to select the bead in the two locations in order, i.e., select the
bead in a certain location twice. In addition to the location and color of the bead, the order
of selection also needs to be remembered. We will record the location information and
the selection order of this phase as Location 1. This is the password for the first phase of
the user login authentication process. It should be noted that in the password selection
and registration at this phase, the screen does not contain numbers and letters, and the
user does not have to focus on this. In the first phase of the login authentication process,
according to the user’s previous selection of the beads’ arrangement rules (including the
location and colors of the beads), the numbers 0-9 and the letters a—z are randomly filled
into each bead. The user can obtain the two digit challenge value transmitted by the system
to the user in order by the selected beads’ location information when registering, and
the content of the challenge value is derived from the PIN in the beads selected by the
user. During this login authentication phase, the password wheel is fixed and cannot be
rotated. The two digit challenge value obtained by the user is used to pass to the next login
authentication phase. The user in Figure 1b obtains the challenge value “8, T” transmitted
by the system for the user during the login authentication process according to the location
and selection order of the beads selected by the user.

Registration Phase 2 and Login Phase 2: During the second phase of the password
registration process, the user is asked to select two different “areas” in order, but this time,
only the area information and the selection order need to be remembered and the user does
not need to address any information related to the bead (however, the two digit challenge
value obtained from the bead in the previous login phase needs to be remembered). The
definition of the “area” is shown in Figure 2a. On the entire password wheel, we divide
every two beads into groups, which are divided into 18 different areas. One area contains
an inner wheel bead and an outer wheel bead. We record the area information and the
order of the selection obtained in this phase as Location 2. In the second phase of login
authentication, the color of the bead and its PIN are randomly distributed in each location
of the password wheel. In other words, each time the second phase of login authentication
is entered, the arrangement of the bead and PIN is random and refreshed and not known
in advance; this is not related to the arrangement rules of the first phase user-defined
settings, as shown in Figure 2b. In this login authentication phase, the user can rotate the
password wheel. At this time, the user needs to rotate the bead corresponding to the two
digit challenge value just obtained from the first phase to the area of Location 2 in order.
The two digit challenge value and the location of the two areas of Location 2 correspond
in order. The challenge value in the previous order is rotated to the first area, and the
subsequent challenge value is rotated to the second area. In this way, although the location
of the letters and numbers is randomly generated and may be generated in the inner wheel,
it may be generated on the outer wheel, but the user only needs to rotate the challenge
value to the corresponding area in order, which may correspond to the inner wheel bead or
the outer wheel bead. Whether it is the inner wheel or the outer wheel, for a certain area,
there is only one specific corresponding bead. The user must complete the unlocking by
sequentially matching the challenge values to the correct area. The overview of PinWheel
is shown in Figure 3. It should be read from top to bottom, with registration steps at the
top and authentication steps at the bottom. Starting from the top step of Figure 3, each step
is issued by the system or user, and the overall interaction logic is asynchronous.
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Figure 2. The second phase of login authentication.
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Figure 3. Flowchart of PinWheel.
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3.2. Insights of the Design

In the first phase of the user login, the password wheel is completely static, and the
location and number arrangement of different colorful beads cannot be changed by swiping
the screen. It is only for the user to implicitly obtain the challenge value used in the second
phase. The color design of the bead was added to the PinWheel interface because the user
can easily find the corresponding two key beads when obtaining the two digit challenge
value. The color information does not act as the user’s login password. In addition, the
color of the beads can effectively prevent shoulder-surfing attacks. The user login interface
has 36 beads carrying information at the same time, and both carry color information,
which makes it difficult to obtain the login information completely for the naked human
eye and an ordinary camera. In the experiment, we confirmed that this method works very well.

For the setting of the “region” concept, it is also possible to increase the difficulty of
the attacker analysis. Because in the second phase of login, the challenge value is refreshed
in the inner wheel or outer wheel, there are four variants in the corresponding locations of
the two digit challenge values: “the inner wheel + the inner wheel”, “the inner wheel +
the outer wheel”, “the outer wheel + the inner wheel”, and “the outer wheel + the outer
wheel”. This kind of location randomly changes, and to a certain extent, it also increases
the difficulty of the password mechanism being cracked.

The user only needs to remember the login to the two locations: “Location 1” in the
first phase in order and the login to the two regions “Location 2” in the second phase. The
experiments in Section 5.4 show that this does not create a large memory burden for users.

3.3. Extension of PinWheel

Considering the user’s needs for different security, we also added some extension
options for PinWheel. In the original PinWheel, to balance the security and convenience
considerations, we expect users to use two bead locations as their passwords, but we
also allow users to expand it to three. Correspondingly, the user can also select three
locations. During the login authentication process, according to the logic of the original
PinWheel, the challenge values transmitted by the three bead locations selected by the user
are correctly mapped to the three locations, which was allowed when the PinWheel was
designed. This would be reflected in the registration process. Users could choose whether
to add PinWheel’s expansion scheme during the original registration, which means that
the complexity of user passwords would increase and security would be more guaranteed.
However, we think this has an impact on the login time, and the difficulty of remembering
the password also increases. Considering most of the different views on the expansion
scheme, we define this expansion and the biometric module to be introduced in Section 3.4
as the part that the user can choose whether to use. In the user study in Section 5, we
also elaborate on the login time of the extension scheme and the subjects’ views on the
significance of the extension’s application.

3.4. Biometric Authentication Module

To address more secure scenarios and a small number of powerful attackers (for
example, multiple video analysis attacks), we also added an optional biometric module to
PinWheel. Users can choose whether to use the module according to their security needs.
The main working principle of this module is as follows: in the second phase of user login,
the user is required to use two fingers to swipe the screen to control the rotation of the
inner and outer wheels, as shown in Figure 4a—c. The user’s feature value is represented
by two length values, which are the lateral distance and the longitudinal distance between
the touch points of the two fingers. These two values also differ depending on the features
of the user’s finger. By observing the feature values, whether the current operator is a
registered user can be determined. The identification method is similar to fingerprint identi-
fication, which is widely used currently. We extract the local features from the user’s sliding
track, including: 1. the horizontal distance and vertical distance of two starting points. 2.
the horizontal distance and vertical distance of the highest points. 3. the horizontal distance
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and vertical distance of two termination points. After obtaining the complete track, we
first extract feature points and then do feature matching. This improves the security of the
login, even if the attacker has completely obtained the user’s password, but if the user’s
finger features cannot be accurately simulated, the authentication cannot be successfully
completed. We tested 85 users in subsequent experiments, and the experimental results
proved this. Among the 85 participants, seventy-six can successfully pass the test for
the first time, and six can pass the test for the second time. As for the remaining three
failed users, we think that the reason for their failure is related to the wrong information
collection during registration.

(a)User can operate with two fin- (b)Feature collection. (c)Integrate and calculate fea-
gers. tures.

Figure 4. The description of the biometric authentication module.

Because authentication exists in the process of the user sweeping the screen to unlock,
it is not necessary to spend special time specifically performing feature recognition, and
a relatively lightweight calculation can be used to achieve a significant recognition effect.
The design of this module is based on the following design goals:

e  Easy to operate, avoiding any user difficulty in use.

*  High recognition efficiency and recognition accuracy with lightweight calculations.

*  Avoid user characteristics changing with high frequency, and the user can use it for a
long time without resetting.

3.5. Introduction of the Module
3.5.1. Indicator Generator Module

The indicator generator has two main dimensions, color and number. The module
randomly generates nine colors into 36 beads; the same color has four beads; and 0-9, a—z
are randomly arranged into 36 beads. It is worth mentioning that in the first phase of login,
the distribution of the beads’ colors is fixed, set by the user registration phase, and the
color of the second phase beads is randomly generated each time the user logs in. The
numbers and letters contained in the beads in the login phase are randomly generated,
which applies to the first phase and the second phase of the login.

3.5.2. Communication Module

This module ensures the transfer of information between the client and the server.
The entire communication process is protected by SSL to ensure data transmission security.

3.5.3. Verification Module

This module is used to verify that the user password is entered correctly. It is used to
detect the correspondence between the two digit challenge value and the authentication
area, and unlocking can only be completed if the user enters correctly twice.

3.5.4. Gesture Sensing Module

The module can sense the user’s operation gesture on the touchable screen, and the
user slides his or her fingers to the left or right in different areas to operate the outer wheel
and the inner ring to the left or the right to move the bead.
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3.5.5. Feature Recognition Module

The module senses the user’s finger features, that is the horizontal distance and the
vertical distance of the points when the two fingers perform the sliding operation on the screen.

3.5.6. Database Module

The database can store login information for multiple users, including the account
name and password settings.

4. Attack Experiment
4.1. Experimental Setup

Experimental purpose: The purpose is verify the security of PinWheel by simulating
an attack on PinWheel. Experimental design: From the perspective of the attacker, we
simulate shoulder-surfing attacks, smudge attacks, and video analysis attacks on PinWheel.
Experiment preparation: A total of 140 subjects participated in these attack experiments.
As with most related works [19,20], the subjects were grouped from the perspective of
attackers and ordinary users and participated in different attack experiments. Before the
beginning of these experiments, we trained the subjects to ensure that they understood
the use of PinWheel and could operate PinWheel proficiently. For the group of subjects
acting as ordinary users, we provided a safe and independent environment for registering
PinWheel and ensuring transmission security between the client and the server. For the
group of subjects acting as attackers, we hid the password information of the ordinary
users and elaborated on the purpose and method of the attack.

4.2. Experimental Implementation

When implementing attack experiments, we verified the security of PinWheel from
the perspectives of shoulder-surfing attacks, smudge attacks, and video analysis attacks.

4.2.1. Shoulder-Surfing Attack

Generally, there are two types of shoulder-surfing attacks in public: naked-eye attacks
and camera attacks. In the former, the attacker stands behind an ordinary user’s shoulder
and observes with the naked eye. The difference in attack distance and angle can produce
different results. In this experiment, we uniformly ordered the attacker to stand 0.5 m
behind the shoulders of the ordinary users. The latter generally uses a camera to record the
phone’s screen, and the attacker performs attacks by observing the video recorded by the
camera. In this experiment, the camera was located behind the ordinary users to ensure
that the phone’s screen and user’s operation can be fully captured.

In this experiment, a total of 60 subjects participated, and the experiment took 6 days.
We divided the subjects into 20 groups of two attackers and one ordinary user. One of the
attackers carried out a naked-eye attack, and the other attacker carried out a camera attack.
Ordinary users performed 1, 2, 3, and 5 normal login authentication operations according
to the user manual.

4.2.2. Smudge Attack

Smudge attack refers to a hacker performing an attack based on the smudges left by
ordinary users when operating the mobile phone’s screen. In this experiment, a total of
40 subjects participated, and the experiment took 4 days. We divided the subjects into
20 groups of one attacker and one ordinary user in each group. Ordinary users performed
1,2, 3, and 5 normal login authentication operations according to the user manual, and for
each operation, we took photos of the smudges left on the screen and collected them; then,
the attacker analyzed the smudges based on the photos.

4.2.3. Video Analysis Attack

Video analysis attack refers to an attacker installing malicious screen recording soft-
ware inside the mobile phone to record the user’s login authentication process and per-
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forming the attack by observing the recorded video. Unlike shoulder-surfing attacks, video
analysis attacks can obtain more detailed screen information for analysis, and the attacker
can repeatedly observe and infer.

In this experiment, a total of 40 subjects participated, and the experiment took 4 days.
We divided the subjects into 20 groups of one attacker and one ordinary user in each group.
Ordinary users performed 1, 2, 3, and 5 normal login authentication operations according
to the user manual, and each operation process was recorded by the screen recording
software. The attacker analyzed the login according to the recording process.

4.3. Experimental Results and Analysis

In these attack experiments, we completed 2 x 20 x 4 + 20 x 4 4 20 x 4 = 320 attacks,
including 160 shoulder-surfing attacks, 80 smudge attacks, and 80 video analysis attacks,
and the total attack success rate was not very high, as shown in Table 1.

Table 1. Experimental results.

Attack Shoulder-Surfing Smudge Video Analysis
Attack Type Naked-Eye Camera
1 0 0 0 0
2 0 0 0 0
3 0 0 0 1
5 0 0 0 2

4.3.1. Shoulder-Surfing Attack

The experimental results of the shoulder-surfing attacks are shown in Table 2. The
naked-eye attack and the camera attack were performed 80 times each, with zero successes.
According to the subjects’ feedback acting as attackers, the inherent characteristics of the
PinWheel interface made it difficult for shoulder-surfing attacks to recognize the password.
In addition, the user’s fast operation speed made them unable to capture effective screen
information, which made the attack more difficult.

Table 2. Experimental results of shoulder-surfing attack.

Attack Type Naked-Eye Attack Camera Attack
Number of User Operations 1 2 5 1 2 5
1h 0 0 0 0 0 0 0 0
2h 0 0 0 0 0 0 0 0
4h 0 0 0 0 0 0 0 0
8h 0 0 0 0 0 0 0 0
12h 0 0 0 0 0 0 0 0

4.3.2. Smudge Attack

The experimental results of the smudge attacks are shown in Table 3, with 80 attacks
and zero successes. The feedback received from the attackers is as follows: since the
smudges left by the users were different each time, the specific information on the screen
could not be accurately judged only from the smudges. Compared with traditional graphic-
based login authentication schemes, PinWheel has significantly improved security [21].
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Table 3. Experimental results of smudge attack.

Number of User Operations 1 2 3 5
1h 0 0 0 0
2h 0 0 0 0
4h 0 0 0 0
8h 0 0 0 0
12h 0 0 0 0

4.3.3. Video Analysis Attack

The experimental results of the video analysis attacks are shown in Table 4, with 80
attacks and three successes. A video analysis attack is a malicious attack because attackers
can obtain the login authentication process in the form of a video and review it repeatedly,
which means that the attacker can obtain all the information on the user’s login process
clearly and easily. However, the success rate of the attack experiment was still not high.

Table 4. Experimental results of video analysis attack.

Scheme PinWheel THP [22]
Number of User Operations 1 2 3 5 1 2 3 5
1h 0 0 0 0 0 0 0 0
2h 0 0 0 0 0 0 0 0
4h 0 0 0 0 - - - -
5h - - - - 0 0 1 1
8h 0 0 1 1 - - - -
12h 0 0 1 2 0 1 2 2

We proved that even if there are multiple screen authentication materials for login
authentication, it is still difficult for an attacker to obtain the two challenge values passed
by PinWheel in the first stage and the location selected by the user. Because there are many
simultaneous possibilities, it makes analysis difficult to some extent.

As seen in Table 4, even if the comparison and inference can be performed through
the user’s multiple operations, a large amount of time is also consumed.

4.3.4. Comparisons

In the aspect of the experimental results, the attack success rate of the EvoPassscheme
is 4% after three times of observation, and the attack success rate rises to 14% after four
times of observation, while the attack success rate is 29% after five times of observation. For
the TTUscheme, the probability of successful attack is less than 10%. In the video recording
attack experiment, the success rate of the attack is more than 20%. In the experiment of
shoulder-surfing attack, the rate of the normal PIN being successfully attacked is 10%. In the
experiment of video recording attack, the probability of ColorPIN [23] being successfully
cracked is higher than 80%. In PinWheel’s attack experiment, when the attacker can observe
three times, only video recording attacks succeeded twice. Overall, the attack success rate
is 2/80. This means that PinWheel has better attack resistance. Therefore, PinWheel can
resist shoulder-surfing attacks, smudge attacks, and video analysis attacks, so we believe
that PinWheel has good security performance. In addition, users can also choose whether
to add biometrics according to their needs, which also creates considerable protection of
the PinWheel security.
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5. User Study

In the user study, we recruited 573 subjects of different genders, ages, and occupations.
We provided PinWheel guidelines for their use and conducted long-term observations
on the use of these subjects. We designed a daily login time investigation for all subjects.
PinWheel recorded the single unlock time of each subject daily using PinWheel to unlock
the device, the type of PinWheel used, the total login time spent each day, and feedback
data in the stages.

In addition, for ethical reasons, we did not observe users’ private information. We
considered this in the experimental scheme design, so we developed the PinWheel proto-
type used in the experiment to provide as much protection as possible for users’ privacy.
The identity information registered by the users was anonymous, and we only saved the
data about the time for each login, the total daily login time, the registration time, the
number of password resets, the use of extension schemes, and the questionnaires filled
out by the users, which included basic information such as age, gender, and occupation.
This information was only used as the basis for grouping the subjects when statistical
experimental data were collected. These data were only used for the PinWheel user study,
and before this experiment, we provided this explanation to each subject and explained
that this allowed us to conduct further experiments after soliciting and obtaining their consent.

5.1. Investigation on Login Time

In this study, we had subjects in almost every age group for conducting the experi-
ments, but in the process of data analyzing, we found that the data for users in some age
groups were sometimes quite similar, so to facilitate readers being able to observe clearly,
we integrated some data. For example, in the daily login time (the total length of time
that the user device is on the PinWheel interface), we found that the login time curve for
subjects aged 30—40 years and subjects aged 40-50 years were approximately the same,
so the data were integrated. The result after integration is shown in Figure 5. For the
age group corresponding to each curve, we first collected their daily login time data and
performed the average calculation, which is the value corresponding to the curve. The
purpose of our data design, such as the total daily login time, was to observe the time the
subject spent on PinWheel every day. First, it was convenient for us to see if PinWheel
consumes too much user time and causes difficulty for users (we also asked each user about
this in the later investigative part of the questionnaire, and the result was positive). Second, it
was convenient for us to understand the acceptance speed of PinWheel by users of different ages.

1000s

——— 60+ years old 30-50 years old
—— 50-60 years old 15-30 years old

Time Cost (s)

T T T T i T
Aug Sep Oct Nov Dec Jan Feb Mar Apr May
2019 - 2020

Months

Figure 5. Total time consumed by users on PinWheel per day.
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This experiment included data from all subjects using PinWheel, which means that
it also included users who chose to use the PinWheel extension and users who used the
biometric module. We explained the impact of the PinWheel expansion scheme and the
biometrics scheme on the login time in subsequent experiments. We assumed that the
number of times the subjects of the same age unlocked the mobile phone was approximately
the same in a certain range. The data in Figure 5 reflect the time spent by the subjects
on PinWheel’s single login. It can be observed that in the early days of the experiment,
subjects younger than 50 years old experienced a rapid decline in daily time, while subjects
older than 50 years of age experienced a slow decline in daily login time. We believe that
this is related to the acceptance and response speed of subjects of different ages (this is also
reflected in the later questionnaire investigation).

It is worth mentioning that in September 2019, we added a new group of subjects, all
of whom were 20-25 years old, which had a greater impact on the age curve. In addition,
at the beginning of 2020, the time curve corresponding to each age group had an upward
trend. We carefully investigated the data during this period and found that there was no
significant change in the single login time of the subjects, and the single number of mobile
phone unlocks per day increased slightly.

Since users chose to use PinWheel in different ways, for example, in addition to
the initial PinWheel program and to respond to different security requirements, we also
provided users with optional expansion programs and biometric modules. This created
diversity in users’ choices, and there were also certain differences in use, which was
mainly reflected in the time required for login authentication; therefore, we focused on the
difference in login time for users who chose different PinWheel extension solutions. In
Figure 5, we grouped by the age of the subject to observe the acceptance speed of PinWheel
by subjects of different ages. However, in Figure 6, we focused on the changing trend in
authentication time during the long-term use of PinWheel and its extension solutions. We
believe that this also changed the difficulty of different expansion schemes in daily use to
some extent. In Figure 6, we no longer distinguish subjects by age, but divide the subjects
into four groups according to the choice of program: Figure 6a represents the users who
selected the original PinWheel, Figure 6b the users who selected the biometric module for
assistance, Figure 6¢ the users who selected the expansion scheme to add the number of
beads, and Figure 6d the users who added a biometrics module and an extended solution
to the original PinWheel. We summarized the data of these users each time they logged
in and performed average calculations each day. To make the data clearer, we took the
data every two weeks and used them as a representative to draw a statistical chart. In
other words, Figure 6 reflects the change in the average daily login time of the four users in
the eight month long-term experiment. After using the original PinWheel program for a
period of time, the average login time was approximately 7-9 s, the average login time of
the last three programs under long-term use was 8 s, 14 s, and 17 s, and the average subject
used PinWheel to unlock approximately 42 times a day. This was slightly longer than the
average login time of traditional text passwords or graphic passwords, but shorter than
other similar schemes [18,22,24], and PinWheel had better security.
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Figure 6. The impact of different PinWheel extension schemes on authentication time.

5.2. Investigation of Registration Time

We also focused on the PinWheel registration time. We believe that in a certain sense,
the time spent on user registration can also reflect the speed of user acceptance of PinWheel
so that we can understand the actual performance of PinWheel. We still performed age
stratification for users and differentiated statistics according to the type of user selection
scheme. The types of schemes here refer to the original PinWheel and the PinWheel
with added extension schemes, which were divided into four categories: (1) original
PinWheel, (2) added biometrics on the basis of the original PinWheel, (3) added bead
number on the basis of the original PinWheel and the password length becoming three
digits, and (4) added bead number on the basis of the original PinWheel, the password
length becoming three digits, and biometrics technology was used. We carried out the
statistics of the registration time for the users who chose the above four schemes, and the
results are shown in Figure 7. Figure 7a—d corresponds to the above four cases in order. It
can be observed that the average registration time of users using the original PinWheel
was between 50 and 60 s, and after adding the number of beads or adding biometric
technologies, the registration time increased by approximately 15 s on average. If users
added the number of beads and biometric technologies, the registration time could exceed
120 s, and it differed considerably between different age groups. We speculate that this is
related to the cumbersome registration process, which is worth improving in the future.
We also noticed that for users over 45 years of age, the registration time was relatively high.
However, one of the interesting things is that we also asked users in the questionnaire
whether they were annoyed by the long registration process, and most of them said they
could accept it.
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Figure 7. Registration time.

5.3. Investigation on Users” Preference

In the attack experiment in Section 4, we mentioned that in crowded places, the proba-
bility of shoulder-surfing attacks is very high. Therefore, in the questionnaire investigation,
we collected whether the user could focus on shoulder-surfing attacks in different scenarios,
which we named in the preference investigation. We assumed a total of 14 scenarios: home,
restaurant, shopping mall, company/lab, subway/bus, library, square, street, plane/train,
classroom, cafe, station/airport, gymnasium, and hotel, and we also counted the feedback
results of users of different ages, as shown in Figure 8. It can be clearly observed that
15-30-year-old subjects had a clear understanding of the risk of password exposure caused
by shoulder-surfing attacks. In most scenarios, they believed that corresponding measures
should be performed to protect their privacy information for login authentication. How-
ever, in the group of subjects over 30 years of age, the risks posed by shoulder-surfing
attacks did not receive enough attention. In particular, users over 40 years old were almost
indifferent to the risks posed by shoulder-surfing attacks. We believe that these people
should strengthen their awareness of protecting their privacy.
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Figure 8. Survey of usage habits.
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In 14 scenarios, most users chose to ignore two scenarios: street and hotel. We think
this is also where users need to improve their awareness because streets and hotels also
have the risk of malicious cameras conducting shoulder-surfing attacks to obtain users’
privacy. Scenarios such as classroom and lab were strongly related to occupation and age,
so the distinction of users’ preferences was more obvious in Figure 8. In this experiment,
the majority of students in the 15-25 age group were college students, so the experimental
results had some limitations. We also hope to make up for this in our future work.

In addition to the above preference investigation, we also investigated the user’s
preference regarding PinWheel usage scenarios. We simulated 12 scenarios involving
privacy information commonly used in life for users and provided users with six options
to see if users think PinWheel should be used in these scenarios to improve security
(see the Appendix for the questionnaire). The results are shown in Figure 9. It can be
seen that for company website, daily mobile payment, etc., users preferred not to use
PinWheel. For some scenarios with high security requirements, such as smart safety box,
asset management, and control center, users preferred to use PinWheel to improve their
security, which is in line with our expectations. We believe that PinWheel is slightly
worse than traditional text passwords and graphic passwords in unlocking speed and
convenience, but in exchange for a considerable improvement in security. This plays an
important role in protecting important private information from threats such as shoulder-
surfing attacks.

5.4. Investigation on Users’ Feedback

In the questionnaire, based on users’ feedback, we attempted to answer some of our
general questions based on the feedback data: for PinWheel and extension solutions for PinWheel,

e Isit considered safe?

*  Does it affect user requirements for convenience?

*  Are users satisfied with the speed of login authentication?
e Are users satisfied with compatibility? Does it crash, etc. ?
* Is the password difficult to remember?

We asked the subjects participating in the questionnaire to evaluate the five questions
in the form of scores. We summarized these problems as the five performance criteria
of the program: safety, convenience, speed, stability, and memorability. We took the
average of male and female users of different ages, so for each performance criterion, we
obtained 16 scores. Figure 10 shows the results of this investigation. In Figure 10, the blue
points represent the PinWheel original solution, and the red points represent the PinWheel
extension solutions (including bead number expansion and biometrics).

We also calculated the mean value for the results of each performance. It can be seen
that most of the subjects believe that the PinWheel scheme is sufficiently safe, and the
extension solutions can improve PinWheel's safety. In addition, PinWheel also performs
well in terms of stability and memory. In terms of convenience and speed, users maintained
an average level of 75-85, which shows that PinWheel is more suitable for places with high
security requirements, at the expense of convenience and speed, in exchange for security
improvements. We also recommend this choice. In the experiment in Figure 10, in order
to more clearly reflect the user’s views on the scheme, we did not use dualism (agree or
disagree), but used the form of scoring in the questionnaire. In order to compare with TTU
and other schemes, we regarded 85 points or more as a positive attitude and 85 points or
less as a negative attitude. The comparison results are shown in Table 5. It can be seen
that PinWheel has better user evaluation in terms of security and memory. We calculated
statistics for the participants of the user study, including their basic information, as well as
part of the information in the questionnaire, which are shown in Appendix A.
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Table 5. The comparison of usability index.
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Figure 10. Observing the average score of PinWheel in the user survey from five aspects.

6. Security Analysis
6.1. Random Guess Attacks

The attacker attempts to log in at the second stage of the login process of PinWheel,
trying to crack PinWheel by random guessing. We do not discuss the first stage of login,
because we think that the attacker cannot get any valid information in the first stage
if he/she does not obtain prior knowledge about the user’s password. The key factor
affecting PinWheel's resistance to random guessing attack is the number of beads selected
by users. To quantify the security of PinWheel against random guess attacks, we define the

entropy of a password space as follows:

Entropy =

log, {(3)) - n!}

)
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If the entropy of a password space is x bits, there will be 2* possible passwords in that
space. Parameter n is the number of beads selected by the user. Table 6 shows the entropies
of PinWheel and PassMatrix [25], as well as the corresponding entropies of text passwords
and PIN passwords. It is worth mentioning that the PassMatrix scheme also includes the
expansion part. The data in Table 6 include the original PassMatrix and the expansion
scheme of PassMatrix. We compare PinWheel and PassMatrix from their basic schemes
(n =1) and gradually increase the value of n. It can be seen that under the same conditions,
when n < 4, the entropy of PinWheel is larger than that of PassMatrix, and whenn < 3,
it has a larger entropy than that of text passwords. This means that under the same
conditions, PinWheel has better resistance to a random guess attack. However, we do not
think PinWheel is good enough in this aspect. Our main focus is shoulder-surfing attack,
smudge attack, and video analysis attack. As for other reasonable limitations, we will
discuss these in Section 7.

Table 6. The comparison of entropy.

n (Expansion Level of the Scheme) 1 2 3 4 5
PinWheel 10.3 154 20.4 25.4 30.3
PassMatrix 6.3 12.6 18.8 25.0 31.3
Text Passwords 6.6 13.1 19.7 26.3 32.9
PIN 3.3 6.6 10.0 13.3 16.6

7. Discussion

In the attack experiment, we tested several mainstream attack methods for PinWheel
to show PinWheel's resistance. It can be seen that the effect of the attack on it is poor. We
think this is related to PinWheel’s design logic. In the shoulder-surfing attack experiment,
most of the subjects who played the attacker believed that the effective information on
the screen could not be effectively obtained during a shoulder-surfing attack, and some
attackers also believed that because the user’s operation was relatively fast, it added
difficulty to the attack. In the video analysis attack experiment, some attackers said that
even if the user’s login process could be clearly obtained, it would still be difficult to
effectively analyze the password because the combination of beads and areas varies.

PinWheel’s purpose is to balance the ability to resist attacks and user convenience. We
carefully considered the association and difference between the user’s action to distinguish
valid information and exclude irrelevant information during the login process and the
attacker’s action to obtain valid information. We want to create a scheme that is user-
friendly and that the attacker feels is difficult, instead of focusing only on security but at
the expense of users’ usability.

In the smudge attack experiment, we also proved the resistance of PinWheel in the
face of a smudge attack. Because the challenge value is refreshed randomly during each
login, the length of the trace left on the screen is different for each login operation by the
user. Because of this, the profit of the smudge attack is also very small.

Limitations: Although PinWheel performs well in terms of security, we believe that
PinWheel still has some inherent defects. First, PinWheel’s interface would cause difficulty
for individuals with color blindness. We did not take this into consideration when we
originally designed it, and we plan to improve this problem in a later updated version.
Second, PinWheel is also affected by random guessing attack. In the user study, we also
found that many users prefer to choose the location of the bead and area that are easy to
remember, for example located at the top or bottom of the interface, which could inevitably
become a hotspot for attackers. However, we also believe that the combined password
between bead and area has a low probability of being guessed by a hotspot attack. In other
words, this is still a major challenge for attackers. In addition to exploring improvement
strategies in the scheme, we also hope that users can proactively avoid hotspot attacks
during registration.
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8. Conclusions

In this paper, we develop a new authentication scheme that can protect users’ pass-
words even under shoulder-surfing attacks. Our PinWheel combines graphics-based and
text-based passwords to achieve two goals: high security and high usability. The high
security is due to the design, which implicitly passes the challenge values to the user,
which makes our method resistant in a majority of attacks, even video analysis attacks.
The high usability benefits from the graphic-based scheme, which is easy to remember. We
implemented the prototype of the PinWheel scheme on Android and iOS platforms and
conducted attack experiments and user studies to comprehensively evaluate the scheme
performance. Our evaluation involved 573 participants over 262 days. The experimental
results demonstrate the high security and usability of our scheme. Furthermore, we theo-
retically analyzed the security of PinWheel and then proposed an extension scheme that
allows users to dynamically set their passwords to meet various security requirements in
different scenarios. It was also shown to be effective. In the future, we plan to add support
for color blind patients and continue to optimize the user experience.
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Appendix A
Appendix A.1. Full Descriptions of Participants and Votes

We performed statistics on the participants of user study. In addition to age, gender,
occupation, and other basic information statistics, this also includes the correlation between
them and some experimental data. The details of this part are shown in Table A1.

Appendix A.2. Investigation Instrument

Introduction Thank you for your support of PinWheel user usability experiment. As
these choices may have positive or negative consequences, which will have an huge impact
on our research, please fill in carefully according to the actual situation.

Privacy statement This survey is completed anonymously. We promise that the above
private information (including gender, occupation, etc.) will only be used for research purposes.
Participation should take about 10 min.

What is your age range? ()15-30 ()30-50 (O50-60 )60+
What is your gender? ()Male ()Female

What is your occupation? ()Please answer:

Did you choose the extension scheme and biometric module? ()Yes, I chose the extended
solution or the biometric module or both () No, just chose the original PinWheel scheme

Please give a reasonable score for the following questions, the score range is 0-100:
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*  What do you think of the security of the PinWheel?
(OScore:

¢ Do you think that the PinWheel is very stable (no crashes, no passwords, cannot login
smoothly with the correct password, etc.)?  ()Score:

e Are you satisfied with the login authentication speed of the PinWheel program?
(OScore:

* Do you think the PinWheel meets the user’s convenience requirements?  ()Score:

e Do you think the password of PinWheel is difficult to remember?  ()Score:

Do you think the password of Pinwheel can be easily guessed? (OYes (ONo
Do you think Pinwheel’s login process is troublesome? (OYes (ONo
Do you think PinWheel can be improved? (OYes (ONo

Would you pay attention to shoulder-surfing attack by others in the following scenarios?
Or in these scenarios, when performing mobile device login authentication, would you be
vigilant and try to avoid others obtaining the password? 1. Home 2. Restaurant 3. Shopping
Mall 4. Company/Lab 5. Subway/Bus 6. Library 7. Square 8. Street 9.Plane/Train 10.
Classroom 11. Gymnasium 12. Cafe 13. Hotel 14. Station/Airport

OAlways (OSometimes (ONever

Are you annoyed by the long registration time?

OYes (ONo

Has the time consumed by the PinWheel login process caused problems in your daily life?

OYes (ONo

Are you willing to choose PinWheel in the following scenarios sensitive to privacy data
to reduce the risk of being attacked and protect privacy? 1. Smart Doorlock 2. Securities
Trading Activities 3. Smart Safety Box 4. Social Applications 5. Privacy Database 6. Bank
Account 7. Company Website 8. Personal Computer 9. Daily Mobile Payment 10. Email 11.
Asset Management 12. Control Center

(OStrongly Agree (OAgree (ONeutral OStrongly Disagree (ODisagree ON/A

Please select the extension scheme and the biometric module users to answer the following
questions (only users who choose the original PinWheel plan can choose not to answer):

e Do you think that the extension scheme and biometrics module have caused trouble
for the login authentication process? (OYes (ONo

* Do you think the extension scheme and biometric module have a positive impact on
security?  (OYes (ONo
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Table A1. Full descriptions of participants and votes.

Population Agree with Agree with Agree with Easy to

Distribution Its Security Its Stability Its Convenience Remember

No. Prop. No. Prop. No. Prop. No. Prop. No. Prop.

Age 573 100% 557 97.2% 569 99.3% 534 93.2% 517 90.2%
15-30 262 45.7% 251 95.8% 259 98.9% 258 98.5% 251 95.8%
30-50 187 32.6% 182 97.3% 186 99.5% 159 85.0% 160 85.6%
50-60 110 19.2% 110 100% 110 100% 105 95.5% 97 88.2%

60+ 14 2.4% 14 100% 14 100% 12 85.7% 9 64.3%
Gender 573 100% 557 97.2% 569 99.3% 534 93.2% 517 90.2%
Male 292 51.0% 283 96.9% 290 99.3% 274 93.8% 260 89.0%
Female 271 47.3% 264 97.4% 269 99.3% 251 92.6% 248 91.5%
Non-binary 0 0.0% 0 100.0% 0 100.0% 0 100.0% 0 100.0%
Other 1 0.2% 1 100% 1 100% 1 100% 1 100%
Prefer not to say 9 1.6% 9 100% 9 100% 8 88.9% 8 88.9%
Occupation 573 100% 557 97.2% 569 99.3% 534 93.2% 517 90.2%
Student 267 46.6% 256 95.9% 266 99.6% 248 92.9% 249 93.3%
Teacher 12 2.1% 8 66.7% 12 100% 8 66.7% 7 58.3%
Social elite 294 51.3% 293 99.7% 291 99.0% 278 94.6% 261 88.8%
Phone brand 573 100% 557 97.2% 569 99.3% 534 93.2% 517 90.2%
iPhone 87 15.2% 83 95.4% 87 100% 78 89.7% 80 92.0%
HUAWEI 89 15.5% 85 95.6% 89 100% 86 96.6% 77 86.5%
OPPO 41 7.2% 40 97.6% 40 97.6% 38 92.7% 35 85.4%
VIVO 52 9.1% 52 100% 52 100% 45 86.5% 48 92.3%
XIAOMI 95 16.6% 93 97.9% 94 98.9% 87 91.6% 89 93.7%
Samsung 58 10.1% 56 96.5% 58 100% 52 89.7% 52 89.7%
Others 151 26.4% 148 98.0% 149 98.7% 148 98.0% 136 90.0%
Scheme 573 100% 557 97.2% 569 99.3% 534 93.2% 517 90.2%
Original scheme 422 73.6% 408 96.7% 422 100.0% 407 96.5% 413 97.9%
Extension scheme 66 11.5% 64 97.0% 65 98.5% 54 81.8% 42 63.6%
Biometric module 53 9.2% 53 100.0% 52 98.1% 46 86.8% 49 92.5%
Both have chosen 32 5.6% 32 100.0% 30 93.8% 27 84.4% 13 40.6%
Login Time 573 100% 557 97.2% 569 99.3% 534 93.2% 517 90.2%
5-10s 475 82.9% 465 97.9% 472 99.4% 448 94.3% 429 90.3%
11-20s 98 17.1% 92 93.9% 97 99.0% 86 87.8% 88 89.8%

21-30s 0 0.0% 0 0.0% 0 0.0% 0 0.0% 0 0.0%

30 s+ 0 0.0% 0 0.0% 0 0.0% 0 0.0% 0 0.0%
Registration Time 573 100% 557 97.2% 569 99.3% 534 93.2% 517 90.2%
40-100 s 544 94.9% 533 98.0% 540 99.3% 522 96.0% 504 92.6%
100-150 s 7 1.2% 6 85.7% 7 100.0% 4 57.1% 5 71.4%
150-200 s 14 2.4% 11 78.6% 14 100.0% 6 42.9% 6 42.9%
200 s+ 8 1.4% 7 87.5% 8 100.0% 2 25.0% 2 25.0%
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