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Abstract

:

In drinking water catchments, exploiting ecosystem services provided by stream buffers has the potential to complement conventional engineering solutions such as water treatment and reduce the overall public health risks to consumers. These stream buffers interrupt the movement of contaminants and sediments from non-point source sources, such as agricultural land, to surface waters. Effectively managing stream buffers can be challenging due to the complexity and diversity of factors that can directly and indirectly impact efficacy. This study uses System Theoretic Process Analysis (STPA) and Early Warning Signal Analysis based on STPA (EWaSAP) methodology to systematically examine the sociotechnical structures for managing stream buffers in surface water catchments using a theoretical scenario representative of typical surface water supplies. The combination of STPA and EWaSAP provides a practical approach for developing requirements for stream buffers in drinking water catchments, focusing on hazard assessment and management measures. The evaluation considers the complex management arrangements for land uses within catchment areas. The performance and effectiveness of these actions can be tracked through the selected sensors and early warning measures. As a practical matter, this approach would help specify requirements for catchment management and drinking water source protection that can be systematically integrated into relevant management strategies.
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1. Introduction


Water Service Providers (WSPs) have an absolute obligation to prioritize the safety and quality of the drinking water they provide. They must take all possible measures to safeguard public health and consistently deliver a valuable product to the communities they supply. To ensure the safety of drinking water, the WSPs must have a thorough understanding of all potential hazards that exist in the supply system, starting from the catchment area to the consumer’s tap [1]. The first step in most drinking water supplies is the catchment area, where, when appropriately managed, the ecosystem services provided can complement conventional engineering solutions such as water treatment and reduce inherent public health risks to consumers [2]. There are many features of catchment management and ecosystem services that can be used to protect drinking water quality.



This study takes a specific look at a systematic approach from the WSPs’ perspective to identifying the management requirements of stream buffers in drinking water catchments. Stream buffers are a common strategy employed that uses ecosystem services to manage and control water quality. The water quality benefits of stream buffers appear to be well understood in the water industry, and many examples exist where stream buffers have been used to improve water quality outcomes [3,4]. However, more research has yet to investigate the systematic management of ecosystem services like those provided by buffers.



Stream buffers provide a multitude of services as natural water treatment infrastructure through the protection and enhancement of natural ecosystem services [5]. Thus, as a drinking water source protection strategy, stream buffers can be a practical and cost-effective risk management solution [6]. The services provided by stream buffers include soil erosion control through slope stability and water purification by reducing sediments, nutrients, pollutants, and pathogens entering feed streams and storages [7]. As a result, stream buffers in catchments are often critical zones for targeted mitigation measures to control the movement of contaminants and sediments from non-point source sources such as agricultural land to surface waters [8].



For WSPs, common investment drivers are protecting water quality and ensuring continued availability [9]. As an investment, effective use of buffers can complement or replace constructed assets, including a wide range of complex water treatment, dam construction, and slope engineering [10]. In practice, through natural purification processes, buffers can reduce operational costs for existing water treatment infrastructure and operations. A comparison of catchment land cover in agricultural catchments and chemical costs for water treatment by [11] showed that in scenarios with stream buffers between diffuse pollution sources and streams, there is a negative correlation between the presence of stream buffers and treatment costs due to reduced sediment and contaminant loads. As for stream buffers in urban catchments, there is also a demonstrated reduction in contaminants and nutrients [12,13]. The reduction in nutrients can also lead to a reduction in water treatment costs and other water quality benefits [14].



Due to the benefits of drinking water source protection, the water industry is moving towards greater recognition of the role of catchments as water treatment assets. For example, the microbial safety of drinking water guidance in the Australian Drinking Water Guidelines [15] identifies stream buffers as one of the defining features of the source risk level for pathogens in a drinking water catchment. A robust management framework can assist a WSP in optimizing the source risk level and corresponding water treatment requirements by establishing stream buffers.



Studies have shown that the public is willing to support catchment interventions to improve and protect drinking water sources. For example, in the water industry in England and Wales, customers have shown acceptance of paying for catchment management initiatives for drinking water quality improvement [16]. However, for WSPs balancing investments between conventional water treatment infrastructure and catchment interventions like stream buffers, there has long been an inherent bias toward investing in engineered solutions like water treatment. A review of the capital expenditure (CAPEX) bias in the water and sewerage sectors in England and Wales found that for many water service providers, there is a belief that CAPEX solutions are preferred over solutions that rely on operational expenditure (OPEX) [17]. Water service providers often have concerns or perceptions that OPEX solutions for environmental and water quality outcomes are uncertain and carry a higher level of risk. A solution that provides greater management certainty may help to overcome such limitations, making stream buffers a more attractive alternative in the mix of available options.



While the potential value of stream buffers for water quality is well understood [18], when it comes to implementing stream buffers, further research is required to establish practical guidance for management assurance for natural assets [8,19]. Successfully implementing catchment interventions such as stream buffers requires a structured set of management requirements with commensurate performance monitoring to ensure management objectives are met.



This study uses a comprehensive hazard analysis method to identify management requirements for stream buffers in drinking water catchments. The conventional approach to assessing drinking water risk related to catchment areas is to first evaluate the inherent risk before control measures and the residual risk once the control measures have been put in place [6]. Such assessments are frequently completed using semiquantitative risk matrixes, which assess risk based on the consequences and likelihood of hazardous events. However, for natural assets, such an approach is complicated by the unique complex mix of stakeholders and management regimes not in place for other water supply assets. However, for risk matrices, there are significant limitations for assessing the residual risk in relation to the vulnerability and efficacy of the control measures in being able to constantly deliver the expected level of service [20].



With conventional water treatment assets, a range of hazard analysis methods can be applied to identify potential risks and guide control measures for the safety of drinking water. Typical hazard analysis methods for drinking water assets include FMEA, HAZOP, and fault trees, amongst many others [21]. By viewing assets as an assembly of components and parts with a focus on reliability, these hazard analysis methods can potentially miss the broader component interactions within a sociotechnical system [22]. The nature of these hazard analysis methods is that they can miss the broader component interactions within a sociotechnical system [23]. By contrast, systemic hazard analysis methods consider complex and non-linear functional relationships within sociotechnical systems and differ from traditional linear analysis approaches that primarily consider the linear failure of components [24]. Furthermore, when considering aspects such as government policy controls, and landholder interactions, conventional hazard analysis methods are limited by focusing on each individually and often missing the interactions of the separate groups.



Further to understanding the process risks, the hazard analysis process can be used in developing leading indicators and measures to communicate the performance of process control measures and indicate when key safety-critical processes are not operating as expected. According to Leveson [25], leading indicators can be used to detect when safety-related assumptions for a process required to prevent an accident are violated. By identifying the leading indicators, the management agencies of drinking water catchments can better understand when water quality is at risk due to stream buffer management processes failing to enforce safety requirements. This level of information allows WSP to understand the operational risks with greater clarity and, therefore, have greater certainty of outcomes.



This novel approach to hazard analysis from stream buffer management uses System Theoretic Process Analysis (STPA) to systematically examine the hazards inherent to sociotechnical structures involved in managing buffers in drinking water catchments. STPA is a unique hazard analysis method based on System Theoretic Accident Modeling Processes (STAMP), which views safety as the emergent property of the system [26,27]. This method has been used in a wide range of applications, from aerospace design to drinking water chlorination systems, due to its adaptability in assessing nonlinear sociotechnical hazards early in the design process [28,29].



In the study of drinking water source protection programs by Merrett et al. [30] STPA was used to analyze the hazards associated with catchment-level ecosystem services. However, the study only considered ecosystem services in general without inspecting the different processes individually. In this study, the sociotechnical system of interest includes technical, social, economic, and agency interaction factors that control the water quality outcomes from stream buffers. The use of conventional hazard analysis techniques in this type of system or process is limited as they tend to focus on the reliability of individual components and miss the interaction of the various components in the system. However, STPA considers “emergent properties” revealed through interaction between system components [31].



Building on the hazard analysis using STPA, this study investigates the leading indicators of safety throughout the system based on the Early Warning Signal Analysis based on the STPA (EWaSAP) methodology proposed by [29]. The EWaSAP methodology presented in [26] builds on the STPA methodology for hazard analysis to identify possible early warning signals that control actions may be failing to enforce the safety objectives of the system. These early warning signs are used as early warning, where a violation indicates the process management structure for stream buffers, which could result in the buffer failing to control water quality as intended by the WSP.




2. Materials and Methods


2.1. Management Scenario


The theoretical scenario constructed is a surface water catchment used for the public supply of drinking water. The catchment area is assumed to be comprised of a mix of land uses, from natural forest to livestock farming, all with the potential to impact water quality, which in turn can degrade the treatment efficacy for drinking water supplies.



To represent common conditions faced in drinking water catchment management, the scenario considers land ownership, which is a mix of private ownership and management as well as publicly owned land managed by different government agencies. Water source management and land ownership can be an intricate relationship. In the scenario developed for this example, the WSP has limited direct management control over catchment land use. The regulation of activities within the catchment areas is the responsibility of a separate government agency. As a result, a WSP has a nominal amount of direct management authority over the total land in the catchment area or to control water quality. This management authority is distributed across private land use and government natural resource management agencies. When dealing with situations involving multiple landowners and government departments, it is crucial to carefully evaluate and address the mitigation measures needed to manage diffuse and small-point sources of contamination. These measures should be targeted to the specific pressures involved while also ensuring that all parties involved are fully engaged, cooperative, and share ownership of any water-related issues [32]. This is achieved using strategies such as direct payments and leasing of land to compensate for the loss of the land; however, for such strategies to be effective, they require correctly structured contracts, education, and efficient implementation [3].



In this study, the EWaSP methodology is used to complete the analysis of the hazards inherent in the processes involved in the design, implementation, restoration, and ongoing management of stream buffers for drinking water catchments. To consider the implications and interactions with the downstream processes, the high-level hazards relevant to the downstream water quality controls were also considered in the hazard assessment of the system. The downstream water quality processes considered include water treatment, disinfection, and distribution, as the efficiency and effectiveness of these downstream processes are highly influenced by the quality of the raw water produced by the catchment.




2.2. STPA and EWaSAP Method


The STPA methodology consists of four key steps: define the purpose of analysis, model of control structure, identify unsafe control actions, and identify loss scenarios [33]. The STPA steps with the parallel EWaSAP steps [29] are described in the following sections.



2.2.1. Step 1—Define the Purpose of the Analysis


In the definition of the purpose of the analysis, the unacceptable losses to the key stakeholders are identified, as well as the associated system-level hazards and the corresponding safety constraints. Identifying the losses requires identifying the key stakeholders involved in the system and understanding what values and objectives they have for the system. Following the identification of the losses or accidents of concern is the identification of the system-level hazards. System-level hazards are the state or set of conditions that could lead to one or more of the losses of concern, given the worst-case environmental conditions. At the system level for drinking water supplies, the key priority is placed on the hazard that could impact public health and trust in the safety of water supplies. The next stage in this step is to generate the system-level safety constraints that need to be enforced by the system. The safety constraints stipulate the conditions or states that need to be fulfilled to prevent system-level hazards and ensure stream buffers are always providing the expected water quality outcomes.



In this STPA step, the EWaSAP tasks include the following:




	
Identifying agents outside the system scope who need to be informed about the potential realization of a system-level hazard.



	
Establish a synergy with sensory services both within and outside of the system scope and identify when the high-level safety constraints have been violated. These sensory inputs can include human observation, remote monitoring, sampling, etc.



	
Identify the signs that indicate when the high-level safety constraints have been violated. This step also captures the process of working with surrounding systems to transmit early warning signals to appropriate recipients.









2.2.2. Step 2—Model of the Control Structure


In this step, a control model of the system is developed, including stream buffers and the water supply system. The model is not a physical model of the system but rather a model of hierarchal control of the system components included in the scope of the analysis. The control model is created using a series of feedback and control loops, as shown in Figure 1. In the control loops, the controller provides control actions to a process to control actions and enforces safety constraints over the controller’s behavior. The controlled process also sends feedback to the controller. Within the controller is the control algorithm, which governs the controller’s action based on higher-level control actions and the feedback received from processes controlled [33].



In the case of stream buffers, the controller could include any number of processes, from human decision-making and planning involved in control processes such as maintenance planning or sampling to technological aspects such as computer control of remote monitoring systems and feedback on water quality data.




2.2.3. Step 3—Identify Unsafe Control Actions


Following the identification of the control loops and control actions in step 2, the next part of the analysis is to identify ways in which the control actions can be unsafe. In this context, control actions are unsafe when in a worst-case environment, and operating in a particular context will lead to one or more of the hazards identified in step one. Leveson and Thomas [33] outline four prompts for identifying potential unsafe control actions (UCAs). The UCA prompts include the following: not providing the control action when required; providing the control action causes a hazard; providing the control action too soon or too late; and stopping the control action too soon or applying it too long.



In conjunction with the STPA step of identifying UCAs, the concurrent EWaSAP tasks relate to enforcing internal awareness actions. In this step, the focus is on monitoring for signs that a flaw has occurred or the violation of assumptions made in the design of the safety systems. After defining the signs that need to be monitored, the next step is to identify the sensors capable of perceiving the data required to monitor the signs. Following the identification of the monitoring requirements, the process models need to be updated to process and understand the data and indicate the potential of a safety constraint being violated or a flaw in the assumptions made in the design process. For this study, the analysis is completed from the perspective of the WSP, with the objective of protecting and improving raw water quality and the overall safety of the drinking water system. To ensure completeness, the analysis assumes that some stream buffers are already established and that further buffers are strategically planned to improve water quality outcomes.




2.2.4. Step 4—Identify Loss Scenarios


The loss scenarios are the combination of causal factors that can lead to the identified UCAs being realized. Loss scenarios considered involve considering why UCAs may occur and why control actions fail to be executed or are executed in a way that results in a hazard. The EWaSAP methodology focuses on using the pool of data available to indicate the existence of factors that could result in a UCA and, ultimately, the violation of the high-level safety constraints related to the water supply system.






3. Results and Discussion


The following sections describe the results obtained from the STPA hazard analysis and the complimentary EWaSAP method for identifying early warning signals in the STPA control structure. The results are presented based on each stage of the STPA method and the parallel EWaSAP stage.



3.1. Definition of Purpose


In the scenario presented, the key stakeholders are the consumers of the water supplied by the drinking water catchment. Failure to implement effective source protection measures has been the cause of illness in the community on several occasions [34]. Therefore, the key losses or accidents selected are illnesses or deaths resulting from pathogens or contaminants transported from the catchment area into the drinking water supply. The causes studied that could lead to such losses are contaminants or pathogens in concentrations too significant to be removed effectively or that could compromise the performance of downstream water quality barriers. These downstream barriers typically include water treatment and disinfection processes for typical drinking water supplies. Additional consideration was given to the relative costs; however, for the purpose of this assessment, potential cost savings were considered more of an additional benefit to highlight steam buffers as a possible alternative to conventional treatment infrastructure.



For EWaSAP step one, the focus is on identifying the agents outside of the system that must be informed in case of a system-level hazard. In this case, the main agent would be the position with direct control of the drinking water system, which for a typical WSP may be a position such as a ‘Water Quality Operations Manager’. In this situation, the indication of degraded water quality would come from violating the water quality limits set that reflect the verified capability of downstream water treatment and disinfection processes.



The two main system-level hazards considered are related to the levels of contaminants that could compromise the performance of downstream water treatment and disinfection processes, as well as contaminants with the potential to impact public health that are not removed through treatment. These contaminant levels would vary temporally and spatially throughout the catchment. In this context, the key contaminants could include factors such as elevated dissolved organic carbon and increased turbidity, which impact treatment, as well as chemicals that can impact human health in sufficient concentrations, such as pesticides. The other critical public health factor considered is the presence of pathogens. These contaminants are commonly associated with anthropogenic activities, including agricultural land uses, residential developments, recreational access, etc. The high-level hazards related to the physiochemical and the pathogen were considered separately as the characteristics and processes of microbiological pathogens are unique and set them apart from other contaminants in catchment areas [35]. The high-level hazards, based on the scenario presented, the subsequent safety constraints identified, and the associated indicators are provided in Table 1. The inclusion of “at all times” informs the need for management strategies to account for spatial and temporal variations in water quality.




3.2. Safety Control Structure


In the drinking water supply system scenario created for this study, the water quality is under the control of the WSP, which is accountable for the final supply to the customer. Included in the safety structure is the role of the government agencies responsible for the management of water resources. Also considered in the safety structure is the role of the public health authority, which has statutory responsibility for regulating drinking water supplies. While, as a regulator, there is no direct responsibility for managing stream buffers, there is indirect influence through regulatory actions. Including enabling actors in the safety control structure provides a detailed view of the broader sociotechnical structure that influences the successful management of ecosystem services in drinking water catchments.



For the WSP, there are several vital internal functions included in the safety control structure, as the control of these functions has considerable influence on drinking water quality outcomes. The WSP functions relate to maintenance and operations as well as planning actions related to water quality control processes. For the study scenario used, the description of all the key actors involved in managing stream buffers in drinking water catchments, associated control actions, and information are listed in Table 2. The corresponding control structure generated from the information generated for the scenario is shown in Figure 2.




3.3. Identification of Unsafe Control Actions


In this step of the analysis, each of the 18 control actions included in the high-level control structure was reviewed to establish the scenarios in which the control actions can be unsafe and potentially violate the system safety constraints. The identification scenarios in which the control actions could be unsafe were helped using the following standard STPA guidewords: not providing control actions, providing control action causes a hazard, control action provided too early or late (out of sequence), and the control action lasts too long or is ceased too early.



As a theoretical example, the identification of UCAs was based on the authors’ knowledge in conjunction with industry practice and guidance, including [36] and the WHO guidance document on protecting surface water for public health [6]. The actions considered multiple aspects ranging from normal planning and operations to strategic management and policy at higher levels within the control structure. The UCAs will vary depending on individual scenarios. However, in this study, the focus was on key aspects of stream buffer management common to most management scenarios. The full set of UCAs covers a wide range of management aspects, including operational management, policy, stakeholder management, etc. At this stage of the study, a total of 46 UCAs were identified for the high-level control actions related to the management of stream buffers.



A sample of the UCAs for operational and strategic control actions is provided in Table 3. To illustrate the practical application of this approach, a sample of control actions is used. This sample considers the control actions of ‘land management’ by third-party land managers in the catchment area, such as private landholders, and ‘set performance requirements’ by the water quality planning role within the WSP in this scenario. In the scenario considered, the WSP would not have an influence on a landholder’s actions; this would be the role of the water resource regulator. In this case, the WSP would interact with the water resource regulator to have control over the management of stream buffers and ensure that requirements for drinking water are met. For unsafe control action (UCA1-P-1) in Table 3, the management actions of the landholder can conflict with the drinking water requirements. That is, while the landholder is aware of the need to manage the buffer, the approach taken, if not compatible with buffer requirements, could result in contaminants passing through and potentially compromising drinking water quality. According to the EWaSAP method, a safety constraint violation in this scenario would be indicated by runoff not meeting set specifications as indicated by water sampling data, in situ water quality monitoring, or via inspections of the stream buffer (Table 1). In the case of inspections, any violation may be identified well before a decline in water quality can be observed [37].




3.4. Causal Factors, Countermeasures, and Early Warning Signs


The causal factors are the scenarios that result in potentially unsafe control actions and the eventual potential resulting in the violation of the high-level safety constraints previously provided in Table 1. In addition to the identification of loss scenarios, the EWaSAP third step is to enforce internal awareness actions to indicate the occurrence of a flaw and the violation of assumptions made in the design of the system. The next step was to consider what countermeasures could be put in place to prevent the identified scenarios from leading to the final UCAs. Following this process, a total of 73 causal factors were identified from the UCAs; each causal factor had a corresponding countermeasure assigned. As some of the causal factors had similar failure mechanisms, a similar countermeasure was assigned, resulting in a total of 61 countermeasures.



The sensor element is derived from the control feedback in the safety control structure. The sensor collects the data, which is supplied to the controller with information to control the actions of the actuator. Given the nature of the sociotechnical structure responsible for management, sensors can take a variety of different forms. The actual sensor will depend on the specifics of a given situation and, in this application, may include visual observations, water quality data, etc. The timing of information from the sensor will depend on the rate at which conditions can change and data can be captured. The timing of sensor readings is essential for informing the early warning signs, which confirm if the countermeasure is effective, and enforcing the required safety constraints in the management structure. This process was completed for all 61 countermeasures identified in Step 3.



As shown in Table 4, in the scenario of the control action ‘land management’ by third-party landholders, the causal factor identified for ‘Land management actions conflict with the drinking water quality objectives’ was ‘landholders’ operations are not compatible with buffer management’. The countermeasure proposed in this instance is to engage with landholders to educate and instruct on the requirements for protecting stream buffers. In many applications, this may include the importance of watering livestock from troughs away from the stream buffer to reduce trampling and preserve the integrity of understory vegetation [38]. For the application of EWaSAP, the early warning sign identified targets the actions of landholders near stream buffers, which may be incompatible with drinking water requirements. The sensor requirements for the warning sign would need to identify incompatible land management operations. In practice, sensors can take a range of forms. In this scenario, the sensor may be regular visual inspections by a suitable authority that can potentially identify management conflicts before impacts to water quality are identified.



The selected example illustrates the management requirements that stem directly from the hazards and safety constraints established in step one of STPA and sets out the requirements to identify early warning signs when the constraints may not be met. Such traceability and monitoring can provide greater certainty that management actions target the hazards identified systematically and considered over conventional approaches.



Given the substantial number of early warning signs identified, the results were grouped according to similarities in their functions. The eight functional groups that were created to classify the early warning signs are as follows:




	
Water quality monitoring—the warning signals obtained from the direct monitoring of water quality.



	
Third-party land manager engagement—the warning signs associated with activities of the WSP engaging with third-party land managers.



	
Third-party land manager operations—the warning signs related to the actions of third-party land managers.



	
Drinking water standards/guidelines—the early warning signs associated with developing and implementing relevant drinking water industry standards and guidelines.



	
Government Policy and Regulation—the early warning signs related to the government’s actions in developing and implementing policy and regulation that impact stream buffers and the wider catchment area.



	
Government stakeholder management—the early warning signs of the process of the government’s engagement with relevant stakeholders in the drinking water catchment area



	
Maintenance and operations—the early warning signs associated with relevant operations and maintenance activities of the WSP. The scope includes stream buffers and related factors in the wider drinking water catchment area.



	
Risk assessment and planning—the early warning signs associated with the WSP risk assessment and planning functions related to stream buffer management in the context of wider catchment management.








The distribution of percentages of the early warning signs allocated to the eight functional groups listed is shown in Figure 3.



Of all the early warning signs identified, the majority related to the risk assessment and planning process, accounting for 39% of all indicators. These processes may be specific to stream buffers as well as catchment management in general. The risk review and planning processes set the foundations for the overall management system [39]. Issues are identified and found, and this stage can prevent possible degradation due to management actions. The next highest number of early warning signs can be found with maintenance and operation functions (13%) and government policy and regulation (12%). Like any other asset in the water supply system, stream buffers require ongoing, careful maintenance and operations to support the expected performance requirements [40]. In this instance, monitoring the early warning signals related to operations and maintenance functions provides greater certainty in meeting the water quality objectives. As for government policy and regulation, while not directly influenced by a WSP, it is important to be able to navigate the aspects of policy and regulation that influence stream buffer management. The smallest group of early signs related to water quality sampling accounted for only 3% of all indicators. Water quality sampling is often used as the principal indicator for the effectiveness of water quality interventions [41]. While adequate for characterizing water quality, monitoring is a lag indicator in this instance, as stream buffers may become seriously degraded before any change in water quality results is observed.





4. Conclusions


A greater reliance on ecosystem services provided by stream buffers has significant potential to offset the dependence on conventionally engineered assets in many drinking water supply applications. This study shows that by identifying the operational hazards associated with establishing and managing stream buffers, targeted countermeasures can be put in place to mitigate or reduce the management hazards that could impact drinking water quality. Furthermore, having a comprehensive assessment of the catchment management processes and effectiveness can help guide the planning for future water quality infrastructure needs and balance future investments in water quality protection.



Like other assets used in the supply of safe drinking water, stream buffers are a deceptively complex system, and ensuring the protection of drinking water outcomes means understanding the sociotechnical hazards involved in their management. The scenario applied provides an example of how taking a highly systematic approach to identifying hazards using STPA can help to better understand management requirements for natural assets by incorporating a diverse range of sociotechnical aspects into the risk assessment process. Furthermore, developing a set of early warning signals and sensors using EWaSAP provides warning signals and sensors for the effective management of natural assets. The uncertainty of outcomes can be a limiting factor when deciding between investing in catchment interventions and conventional water treatment infrastructure. However, the approach of using STPA and EWaSAP in combination provides a basis for systematically designing management regimes for greater assurance of meeting the requirements for a safe, reliable supply of drinking water.



The uncertainty of outcomes can be a limiting factor when deciding between investing in catchment interventions and conventional water treatment infrastructure. However, the approach of using STPA and EWaSAP in combination provides a basis for systematically designing management regimes to achieve greater certainty in meeting the requirements for a safe, reliable supply of drinking water. While the scenario presented in this research focuses on stream buffers in drinking water catchments, the flexibility of the methods used can be extended to other water resource management objectives associated with catchment areas. This is due to the ability to incorporate a diverse range of sociotechnical facets of catchment management and corresponding management objectives.



This study highlights the potential benefits of systematic approaches to drinking water catchment management and the complex sociotechnical systems involved. Further research is required to assess the approach under different practical applications with varying water quality hazards, management approaches, and arrangements. Furthermore, the substantial number of early warning signs identified would require significant resources to implement and assess.



The methods used are beneficial in identifying the hazards in stream buffer management; however, they do not provide a means to assess the relative importance of the warning signs in the overall system. The validation, ranking, and selection of the final early warning signs warrant further research and investigation to assist WSPs in balancing resources and safely managing ecosystem services.
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Figure 1. The generic control loop used to develop the model of the control structure adapted with permission from Ref. [25]. 2015, Elsevier. 
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Figure 2. STPA safety control structure for the management of stream buffers for drinking water quality outcomes. Process control is represented with solid lines, and dashed lines represent feedback. Individual control actions are outlined in Table 2. 
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Figure 3. Distribution of selected early warning signs in each category (n = 61). 
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Table 1. High-level hazards and safety requirements for the management of stream buffers.
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Accident

	
Hazard ID

	
Hazard

	
Safety Constraint ID

	
Safety Constraint

	
Indicators of Safety Constraint Violation






	
Supply of unsafe drinking water

	
H1

	
Stream buffer is not effective in removing Pathogens

	
SC1

	
Buffer must ensure the removal of

pathogens to the

expected level at all times

	
Indicated by: levels of pathogens exceed the capability of

downstream treatment

Sensors: water sampling data




	
H2

	
Stream buffer is not correctly managed and maintained

	
SC2

	
Stream buffers must be maintained to

ensure they function as expected at all times

	
Indicated by: condition assessment

Sensors: visual

inspections/condition assessments, land manager feedback




	
Degradation of water quality

	
H3

	
Stream buffer is not effective in removing contaminants from the expected level

	
SC3

	
Stream buffer must be able to remove contaminants at all times as per the

intended purpose

	
Indicated by: runoff meeting set specifications

Sensors: water sampling data, in situ monitoring











 





Table 2. The critical actors involved in the scope of the study on the management of stream buffers in drinking water catchments, associated control actions, and information.
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	Controller
	Responsibility
	Control Action
	Feedback/Measurements to the Controller





	Raw Water Quality
	Meet the quality requirements to be safely treated by

downstream processes.
	Control Raw Water Quality
	Water Sampling in situ water quality monitoring



	Stream Buffer
	Control contaminants of

concern about catchment runoff
	Control Water

chemistry/Microbiology
	Condition assessment against the required standard



	Public Health
	the health outcomes for the general population due to drinking water quality
	N/A
	Public health surveillance



	Field Operations and Maintenance
	Monitoring of buffer condition, performing maintenance as

required
	Inspection and

condition assessment
	Field observations



	Water Quality

Planning
	Managing the catchment to tap water quality programs to set regulatory standards, which include risk assessments,

water quality management plans and identifying process improvements.

(Note: this function may be a single WSP or divided across multiple organizations.)
	Set performance

requirements.

Set monitoring

requirements.

Communicate drinking water management

requirements.

Set treatment

performance

requirements
	Auditing and reporting of

program implementation.

Input into guidelines

needs for drinking water quality



	Third-party Land Management
	Management of land not owned or under the control of the drinking water catchment management agency
	land management
	Stakeholder feedback



	Public Health

Regulator
	Government agency with

statutory authority to set

requirements for the WSP to ensure safe drinking water

requirements
	Set agreed stipulations for safe drinking water
	Auditing and Reporting



	Water Treatment and Distribution
	Treat raw water from the catchment and supply it to the customer
	Control Water Safety
	Water quality monitoring

Asset performance



	Water Resource Regulator
	Government agency with

statutory authority for the management of water resources
	Policy Requirements for Catchment

Management

Technical advice

Engagement with land managers in Catchment areas
	Audit and Reporting



	Government
	For the provision of legislation and the funding of government agencies
	Provide Legislation

Provide Policy

Provide budget
	N/A










 





Table 3. The Unsafe Control Actions associated with the management of stream buffers for drinking water outcomes. The corresponding safety constraints are included in brackets [..] which refer to the fourth column in Table 1.
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	Control

Action
	From
	To
	Not Providing Control Action
	Providing Causes Hazard
	Too Early/Too Late





	Land

management
	Third-party Land

Management
	Stream Buffer
	(UCA1-N-1) Land manager does not manage the

condition of the stream buffer [SC2]
	(UCA1-P-1) Land

management actions conflict with the

drinking water quality objectives [SC2] [SC3]
	(UCA1-T-1) the land manager is delayed in responding to

conditions that

degrade the effectiveness of buffers [SC3]



	Set

performance requirements
	Water

Quality Planning
	Field

Operations and

Maintenance
	(UCA3-N-1) there are no performance requirements set during the

planning process [SC1] [SC3]
	(UCA3-P-1) The

performance

requirements set do not meet the needs of the application [SC1] [SC3]

(UCA3-P-2) the

performance

requirements do not enforce safe water [SC1] [SC3]

(UCA3-P-3)

Performance

requirements cannot be met by the buffer in a given location [SC1]
	(UCA3-T-1) The

performance

requirements have changed and no longer meet the buffer’s

performance [SC3]



	Control

Water Safety
	Water Treatment and Distribution
	Public Health
	
	(UCA11-P-1) The water quality provided does not ensure public health [SC4]
	










 





Table 4. Selected examples of unsafe control actions and associated causal factors, countermeasures, signs, and required sensor functions.
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	Causal Factor
	Countermeasure
	Unsafe Control Action (UCA)
	Early Warning Signs
	Sensor Requirements





	Landholders’ operations are not compatible with buffer management
	Engage and

educate 3rd

party

landholders to ensure their management actions are

compatible with drinking water quality

objectives
	(UCA1-P-1) Land

management actions conflict with the drinking water quality objectives [SC3]
	Land management activities/actions are incompatible with the specified stream buffer

requirements
	Able to indicate

compliance with

specified land

management practices



	The challenge of the raw water is greater than the ability of the treatment

process
	Set service level requirements for the performance of the buffer
	(UCA11-P-1) The water quality provided does not ensure public health [SC4]
	Noncompliance of raw water quality with service level agreement
	Should measure water quality against the relevant parameters



	There is a change in the characteristics of diffuse pollution sources
	Implement a whole of

catchment

management program to monitor and control potential water pollution
	(UCA3-T-1) The

performance

requirements are changed and no longer meet the buffer’s

performance [SC3]
	Catchment

inspection results do not match the expected results
	Should measure

current catchment condition against

expected catchment condition
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