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Abstract: This paper discusses how the state-of-the-art techniques in cyber-physical systems facilitate
building smart warehouses to achieve the promising vision of industry 4.0. We focus on four
significant issues when applying CPS techniques in smart warehouses. First, efficient CPS data
collection: when limited communication bandwidth meets numerous CPS devices, we need to make
more effort to study efficient wireless communication scheduling strategies. Second, accurate and
robust localization: localization is the basis for many fundamental operations in smart warehouses,
but still needs to be improved from various aspects like accuracy and robustness. Third, human activity
recognition: human activity recognition can be applied in human–computer interaction for remote
machine operations. Fourth, multi-robot collaboration: smart robots will take the place of humans to
accomplish most tasks particularly in a harsh environment, and smart and fully-distributed robot
collaborating algorithms should be investigated. Finally, we point out some challenging issues in the
future CPS-based smart warehouse, which could open some new research directions.
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1. Introduction

The human history has witnessed three times industrial revolutions. Nowadays, we come to the
fourth industrial revolution, i.e., Industry 4.0. As shown in Figure 1a, the research community has been
developing a variety of technologies for Industry 4.0, such as Radio-Frequency IDentification (RFID),
NarrowBand IoT (NB-IoT), Wi-Fi, Near-Field Communication (NFC), 5th Generation mobile networks
(5G), Global Positioning System (GPS), Wireless Sensor Network (WSN), robotics, etc.

In this paper, we focus on the technologies towards building smart warehouses [1]. In a traditional
warehouse, the operations of pickup, delivery, and bookkeeping are accomplished by storekeepers.
There are several drawbacks of conventional warehouses. First, it is time-consuming to store/fetch
inventories into/from them. Second, the usage of storekeepers is a waste of human resources. Finally,
it is not environmentally friendly to record the stocks using account books. Therefore, it is profoundly
essential to make traditional warehouse smart. A smart warehouse is an automated, unmanned, and
paperless warehouse when conducting the operations of pickup, delivery, and bookkeeping.

The insight to make traditional warehouses smart lies in using Cyber-Physical System (CPS) [2].
A CPS can monitor and create a virtual copy of the real-world industry processes, and thus we can know
the status of each industry process, control and make proper decisions in a real-time manner. In other
words, CPS can bring the virtual and physical worlds together to construct an entirely networked
world, where smart objects communicate and interact with each other. At that time, time-efficiency,
energy-efficiency, and accuracy will be significantly improved while cost, error rate, and waste will be
substantially decreased. Although CPS has the potential to bring revolution to traditional warehouses,
it is not easy to integrate CPS techniques into smart warehouses for Industry 4.0.
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a) Popular Technologies for Industry 4.0

Efficient Communication Scheduling

Accurate and Robust Localization

Multi-Robot Collaboration
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b) Research Topics for Smart Warehouse Application

Figure 1. Popular techniques for Industry 4.0 and research topics in the context of smart warehouse.

In a CPS-based smart warehouse, each inventory is affixed with one or more low-cost devices such
as RFID tags and NFC tags; various CPS devices, such as Wi-Fi APs (Access Points), BLE (Bluetooth
Low Energy) beacons, and cameras are deployed in the environment; multiple robots are navigating in
the environment for specific purposes; and human beings are only responsible for sending required
instructions to the warehouse and monitoring the warehouse if wanted. As stated above, a CPS-based
smart warehouse contains four main components: CPS devices, inventories, robots, and human beings.
For CPS devices, there can be thousands of CPS devices working together. Thus, we need to schedule
the communication among the CPS devices efficiently. For inventories, we want to timely know their
status and location context according to the data reported by the attached devices. For robots, they are
required to collaboratively accomplish some tasks that are repetitive and harmful to human beings.
For human beings, we need to recognize their gestures or other activities to do warehouse operation.
The gestures and other activities may be extracted using the CPS devices deployed in the environment.

Hence, we survey four issues towards building CPS-based smart warehouses. As shown in
Figure 1b, the four research topics are efficient communication scheduling, accurate and robust
localization, human activity recognition, and multi-robot collaboration:

• Efficient Communication Scheduling: In a CPS-based smart warehouse, there can be thousands
of CPS devices, e.g., various sensors, RFID readers and tags, BLE beacons, and Wi-Fi APs.
The CPS devices form a dense Local Area Network (LAN). In the LAN, some of the data are
required to be collected timely, e.g., the data to recognize human activities. However, the limited
wireless communication bandwidth may not support real-time data collection from such large
number of CPS devices. Therefore, it is significant to investigate time-efficient communication
scheduling mechanisms. In addition, the communication scheduling mechanism is supposed to
be energy-efficient for eco-friendly purposes.

• Accurate and Robust Localization: For the basic operations of a warehouse such as inventory
fetching and tracking, we need to know the location of the concerned objects. Localization is
a classical and important problem, and various techniques such as GPS, Wi-Fi, Bluetooth, and RFID
have been developed for localization. However, different localization approaches have different
drawbacks. For example, GPS suffers from low accuracy for indoor localization; Wi-Fi can only
track the objects equipped with smartphones; BLE beacons have a short lifetime due to the
limited battery volume [3]; and RFID has relatively short communication range (usually less than
10 m). Hence, we need to make efforts to develop suitable localization techniques for the smart
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warehouse scenario. By saying suitable, the localization approach should be accurate, robust, fast,
and wide-coverage.

• Multi-Robot Collaboration: A smart robot consists of various sensors, accurate actuators, and
powerful processors. These components enable a robot to sense extensively, to decide intelligently,
and to behave precisely. The industries have been using smart robots in tasks which are difficult,
time-consuming, or harmful to human beings. Traditional applications are for manufacturing
such as forging, die casting, heat treatment, etc. Nowadays, we enter the age of industry 4.0.
Smart robots provide great potential for the smart warehouse. For example, in early 2012, Amazon
spent $775 million to build Kiva system, in which smart robots are used to carry and arrange
goods in the warehouse. We can see the promising future to use multi-robot system (MRS) in
Industry 4.0. To better utilize MRSs, the technologies of task scheduling and local coordination
for MRS are required.

• Human Activity Recognition: In a warehouse, human beings, as the main operators, play a dominating
role in managing various kinds of objects, good, tools, etc. Human activity recognition can
be applied in human–computer interaction for remote warehouse operations. If the physical
and emotional activities could be recognized, we have more comprehensive inputs to control
the warehouse. Therefore, to achieve automated and elaborate industrial manufacturing,
transportation, and management, human activity recognition can be quite helpful for the
realization and development of Industrial 4.0.

The contributions of this paper are as follows:

• We give a formal definition of smart warehouse. That is, a smart warehouse is an automated,
unmanned, and paperless warehouse when conducting the operations of pickup, delivery,
and bookkeeping. Furthermore, we analyze the underlying technologies towards building
a smart warehouse.

• We survey the underlying technologies to build a smart warehouse from the aspects of
efficient communication scheduling, accurate and robust localization, multi-robot collaboration,
and human activity recognition.

• We give insights on the future directions towards building smart warehouses. The integration
of blockchain, big data analytics, and machine learning technologies with smart warehouse
are discussed.

The remainder of this paper is organized as follows. From Section 2 to Section 5, we summarize
and discuss the existing CPS methodologies from the four perspectives above, and explain how they
can facilitate building smart warehouses in future Industry 4.0. In Section 6, we figure out some future
directions and challenges towards building smart warehouses. The integration of smart warehouse
with recent technologies, e.g., blockchain, big data analytics, reinforcement learning, and deep learning
are introduced. Finally, Section 7 concludes the paper.

2. Efficient Communication Scheduling

In the future smart warehouse, each screw, tool, or product may be affixed with a sensor or RFID
tag for inventory. Due to the contradiction between the large number of sensing devices and the
limited communication resources, it is non-trivial to investigate efficient communication scheduling
strategies when collecting sensing data from large-scale CPS devices. By saying large-scale, it means
thousands of CPS devices working together. For example, in a smart warehouse, there can be tens
of thousands of CPS devices such as RFID tags and readers, BLE beacons, Wi-Fi APs, robots, etc.
Compared with the existing automatic identification techniques such as barcode, sensor, and Bluetooth,
RFID has promising advantages of no requirements on line-of-sight (multiple objects can be identified
simultaneously), battery-free (passive tags have almost infinite service time), and small-size (as thin
as a paper), which make RFID more suitable for large-scale deployment in future smart industry.
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Therefore, we discuss RFID communication scheduling in this paper. A general solution is to identify
all tags’ IDs for inventory. There are two types of tag identification protocols: Aloha-based protocols
and tree-based protocols. The Aloha-based protocol is a kind of Time Division Multiple Access (TDMA)
mechanism. Multiple tags contend for multiple time slots, and a tag can be successfully identified
in a slot when only one tag responds in the selected slot. In tree-based protocols, the RFID reader
broadcasts a 0/1 string to query the tags. A tag will respond with its ID once it finds that the queried
string is the prefix of its ID. If multiple tags respond, the reader attaches a bit of 0/1 to the end of
the previous string. A longer queried string entails the smaller probability of tag collisions. A reader
identifies a tag ID when only one tag responds.

Although we can gather the most comprehensive data via tag identification protocols, it leads to
much overhead regarding time efficiency or energy efficiency. A general solution may not be optimal
for a specific problem, e.g., missing tag detection/identification, unknown tag detection/identification,
RFID tag cardinality estimation, etc. This is because we only want to know which tags are missing
or unknown, and the tag cardinality instead of the exact tag IDs. Hence, plenty of attention had
been paid to detection/identification of missing/unknown tags and the tag cardinality estimation.
Missing tags mean the tags that should be present in the warehouse but are absent now, which may
be caused by theft. In contrary, unknown tags mean the tags that should not be in the warehouse
but present now, which may be caused by misplacement. Detection is to judge whether there is
anomaly tag or not; identification is to discover all the anomaly tags accurately. The literature [4]
has conducted a comprehensive survey of the existing anomaly tag (missing [5,6] or unknown [7–9])
pinpointing protocols, particularly emphasizing the evolution road of the related protocol development.
After that, the authors also conduct taxonomy of the existing protocols and summarized their pros
and cons, respectively. Hence, this paper will not discuss the details of the protocols that deal with
missing/unknown tags again.

In this paper, we pay more attention to the existing RFID cardinality estimation protocols.
Although RFID identification protocols can be used to obtain the exact tag IDs and obviously get
the tag cardinality, the involved execution time is extremely high particularly when the number of
tags is large (proportional to the number of tags). In the scenarios when we just want to know the
approximate number of tags instead of exact tag IDs, it is not efficient to execute the tag identification
protocols. Hence, a great deal of effort was also made by academic communities to study the tag
cardinality estimation problem, which is defined as follows. Given a set of RIFD tags whose cardinality
is n, a confidence interval α, a reliability β, we want to obtain the estimation result n̂ such that
Pr{|n̂− n| < n× α} > β. Kodialam et al. took the first step to study this problem and proposed
the cardinality estimation schemes called Unified Simple Estimator (USE) and Unified Probabilistic
Estimation (UPE), which use the number of empty or collision slots to estimate population sizes [10].
USE and UPE are used for the RFID systems that use Aloha-based protocols as the MAC (media access
control layer communication mechanisms. The basic working principle of these two protocols is as
follows. The reader announces a frame size for all tags and then initializes a time-slotted frame. All the
tags randomly select time slots in the forthcoming time frame to respond. The reader records the
number of empty slots (no tag response), singleton slots (just one tag response), and collision slots
(two or more responses). Intuitively, the more tags there are in the vicinity of the reader, the reader
observes more collision slots and less empty slots. Moreover, the authors built a functional relationship
between the number of tags and the number of empty/collision slots. Then, the number of observed
empty/collision slots can be used to calculate the number of tags. The estimation result from one-time
frame may not be accurate due to estimation deviation. Hence, multiple frames of estimation are
repeated to achieve fine-grained estimation result. Currently, there are a bunch of RFID estimation
protocols. Their performance differs because they use the observed slot status differently. Shahzad et al.
used the average run length of non-empty slots (i.e., the average length of continuous non-empty
slots) for cardinality estimation, and thus proposed the Average Run-based Tag estimation (ART)
protocol [11]. ART is faster for obtaining the fine-grained estimation result because the used estimator
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has smaller variance. Li et al. revisited the problem of cardinality estimation from the new view
of energy-efficiency and proposed the Maximum Likelihood Estimator (MLE) [12]. The above RFID
estimation protocols are all designed for RFID systems that run the Aloha-based MAC communication
mechanisms. Zheng et al. studied this problem for RFID systems that run tree-based communication
mechanisms, and proposed Probabilistic Estimation Tree (PET) protocols [13].

The above estimation protocols can only estimate the number of tags that are currently present
in the systems. However, some RFID systems are dynamic because some tags are moved out of the
system, and some new tags are added to the system. Moreover, the above methods cannot tell how
many tags are absent and how many tags are new. For such dynamic scenarios, Xiao et al. compared
the observed frame status and the expected frame status, and used the slot status changes to estimate
the number of absent/remaining/new tags [14]. Liu et al. found that the estimation protocol in [14]
requires the reader to monitor the whole long time frame even if the time frame is quite long. To this
end, they proposed the Sampling-based Key tag Tracking (S-KT) protocol, in which an RFID reader
only needs to observe the status change of expected singleton slots corresponding to key tags instead
of the whole time frame. In fact, the ratio of key tags to all current tags is small because key members
are usually rare. As a result, even when the whole time frame is long, the number of expected singleton
slots could be still, which makes S-KT faster than the protocol in [14].

Gong et al. focused on the RFID tag cardinality estimation in the context of anti-counterfeiting, and
wanted to estimate the number of counterfeit tags whose IDs are not stored in a database, and finally
proposed the INformative Counting (INC) protocol [15]. Liu et al. [16] concerned with the privacy
issue of RFID that when an RFID reader queries a tag; no matter whether the reader is authorized
or not, it immediately answers with its ID and other information in a broadcast manner. Although a
bunch of cryptography-based authentication protocols have been proposed to tackle with malicious
scanning, no one is compliant with the C1G2 standard. Furthermore, these protocols often require
computational resources that exceed the capability of commercial C1G2-compliant passive RFID tags.
If such additional computational capability is indeed implemented, the cost of such tags will be much
more expensive than the C1G2-compliant passive tags. Then, the concept of blocker tag was proposed
to protect RFID privacy with almost zero-cost on RFID tags. Its basic principle is that the blocker tag
could intentionally create signal collisions to prevent malicious attackers from reading information
from the privacy-sensitive RFID tags. However, with the presence of blocker tag, none of the existing
RFID tag estimation protocols could correctly estimate the number of genuine tags. Then, Liu et al.
proposed the RFID estimation scheme with blocker tags (REB), which first executes the protocol on the
genuine tags and the blocker tag, and then virtually executes the protocol on the known blocking IDs
using the same Aloha protocol parameters. Liu et al. also conducted statistical analysis on the two
frame status obtained from these two Aloha processes to estimate the number of genuine tags. Liu et al.
then considered the energy-efficiency for the active RFID systems and studied how to optimize REB
protocol for saving energy in [17].

A common assumption of the above RFID cardinality estimation protocols is that all tags belong
to the same category. However, in practical scenarios, the items are usually categorized according
to types, manufacturing countries, brands, etc. Each RFID tag ID contains two fields: category ID
that describes the category of the tagged items; and member ID that identifies the individual tagged
item within the same category. Hence, the tags also belong to different categories. Traditional tag
cardinality estimation protocols can only tell the total tag number instead of the tag number in each
category. We naturally desire to know the number of tags in each category. To this end, Liu et al.
proposed the estimation protocol called Simultaneous Estimation for Multi-category RFID systems
(SEM) [18], which exploits the Single-one Manchester coding string and could know which categories
of tags responded in a collision slot. Thus, it can make full use of the information in each type of slot
and even the corrupted information in the collision slots, which makes it quite time-efficient.
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3. Accurate and Robust Localization

Accurate object localization benefits various context-aware applications in the era of Industry
4.0, e.g., automatic product tracking and sorting. Currently, there are various localization techniques
such as GPS, Wi-Fi, Bluetooth, and RFID. For large-scale warehouse in future Industry 4.0, RFID has
attractive advantages over the other techniques. GPS can work well for the outdoor environment
(Google Maps, driving navigation) but does not work for the indoor environment. Wi-Fi can pinpoint
the location of the human that takes a smartphone. However, it will be nearly impossible to affix
each product with a phone. Bluetooth requires each product has a battery-powered beacon device.
The limited battery volume severely shortens the lifetime of the localization services. Some other
technologies are rising for localization and human activity recognition such as 5G. However, 5G is still
on its way and cannot be accessed ubiquitously. Therefore, the relating technology for localization and
human activity recognition are not well developed. Compared with the above techniques, passive
RFID tags are low-cost (five cents for each tag), small-size (as thin as a paper), and battery-free
(almost infinite lifetime), which make RFID more suitable for localization in Industry 4.0. The existing
RFID localization approaches can be classified into two types: RSS-based approaches (received signal
strength), and phase-based approaches.

In the infancy of the RFID localization study, Ni et al. exploited the RSS value of RFID tags to
implement a localization system called LANDMARC [19]. The basic working principle of LANDMARC
is as follows. The manager of a warehouse deploys many reference tags in the surveillance region in
prior. As a matter of fact, RSS value closely depends on the distance between tag and reader antenna.
Thus, RSS values of the nearby tags should also be similar. The RFID readers keep interrogating
the concerned tags as well as the reference tags. For each tag reading, we can obtain not only the
tag IDs but also the RSS. Then, we find out k reference tags whose RSS values are the closest to that
of the concerned tag and use the weighted average of the locations of these k reference tags as the
location of the target tag. However, RSS is an unreliable location indicator, especially for UHF tags [20].
Recently, the researchers shifted attention to use RF phase information when addressing the problem
of RFID localization. The Angle of Arrival (AOA) based methods make use of multiple reader antenna
arrays [21]. For one antenna array, the phase difference is used to measure the angle between the
target tag and this antenna array plane. Using two antenna arrays, we can draw two lines based on the
measured angles, and the intersection point is expected to be the tag location. Wang et al. implemented
a localization system called PinIt [22], which is based on comparing the multi-path effects instead of
RSS. Specifically, they use a moving antenna to measure the multi-path profiles of the reference tags at
known positions in advance. Then, PinIt locates the target tag according to the insight that nearby
tags have similar multi-path effects. For the anonymous RFID system, PinIt is hard to use because
we know nothing about the reference tags. Yang et al. proposed the location tracking system called
Differential Augmented Hologram (DAH) [23], which exploits the target tag’s mobility to construct
a virtual antenna array by using readings from a few physical antennas over time. They further
proposed a comprehensive solution to accurately recover the tag’s moving trajectories and its locations,
relaxing the assumption of knowing tag’s track function in advance. DAH partitions the monitoring
region into grids, and use the collected phase profile to calculate the probability that the target tag
locates in each grid. The grid with the highest probability is treated as the location of the target tag.
The experimental results reveal that DAH can achieve cm-level accuracy. However, DAH requires
precise calibration of the reader antennas. More seriously, for the large surveillance region, DAH needs
to deploy multiple sets of reader antennas, which costs a lot. However, RF-Scanner begets high
overhead regarding computational complexity, and thus cannot satisfy the real-time requirement for
tag-dense RFID systems.

To evaluate the existing RFID localization systems, we need to concern with four metrics.
Availability: whether the localization system only consists of the Commercial Off-The-Shelf (COTS)
devices, and the proposed localization algorithms are only installed as software modules. Mobility:
whether a single localization system could be able to cover a vast region in a mobile manner to save cost.
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Reliability: whether the system could provide fine-grained localization accuracy (i.e., cm-level) with
high confidence. Scalability: whether the computational complexity of the RFID localization algorithms
is quite low so that it is scalable to a large number of tags. In Table 1, we have summarized the pros and
cons of the existing RFID localization systems. In terms computational complexity, we have to explain
the involved notations. x represents the number of tag replies received by the reader; ξ is the number
of reference reader antennas; and γ is a factor that is determined by localization granularity. From
this table, we can easily find that the DAH and RF-Scanner can provide the most accurate localization
results. Compared with DAH, RF-Scanner is more suitable for the large-scale environment.

Table 1. Comparing the existing RFID (Radio-Frequency IDentification) localization protocols.

System Availability Mobility Reliability Scalability

LANDMARC [19] COTS devices Stationary readers Mean error ∼60 cm Complexity O(ξx)
BackPos [24] COTS devices Stationary readers Mean error ∼12 cm Complexity O(x)

AoA [21] Self-designed antennas Stationary readers Mean error ∼20 cm Complexity O(x)
PinIt [22] USRP Stationary readers Mean error ∼12 cm Complexity O(x)
DAH [23] COTS devices Stationary readers Mean error <2 cm Complexity O(γx)

RF-Scanner [25] COTS devices Mobile readers Mean error <2 cm Complexity O(γx)

USRP: Universal Software Radio Peripheral.

4. Multi-Robot Collaboration

No matter what the multi-robot applications are, one of the fundamental problems is to integrate
global task scheduling and local coordination. Consider a multi-robot application and a user-defined
task assigned to it using some programming model or middleware [26]. The task may consist of
multiple subtasks, and the technique of task scheduling is needed. After the subtasks are assigned to
each robot, the robots are supposed to execute the subtasks with local coordination. In the following
subsections, we introduce the techniques towards solving the problems of task scheduling and local
coordination in multi-robot system, respectively.

4.1. Multi-Robot Task Scheduling

Many multi-robot tasks involve multiple jobs executed on different robots with specified
end-to-end deadline requirements. These tasks may be deployed to an MRS at any time and on
any robot during run-time. For example, a new package delivery task may be deployed on an MRS
while a persistent monitoring task is in process. As a result, resource competitions among these tasks
can happen on any robot and is unpredictable. Furthermore, an individual robot often does not have
full information about the working status of the other robots since the robots form a distributed system.
Therefore, scheduling decisions made by individual robots about their local job execution orders
may not be optimal for the tasks to which the jobs belong concerning meeting the tasks’ end-to-end
deadlines. Task scheduling in distributed systems has been proven to be NP-hard (non-deterministic
polynomial-time hard) [27], and the research community has been developing various heuristic
strategies to schedule tasks for MRS. We categorize the existing approaches according to three metrics,
namely criticality, resource management, and technique as shown in Figure 2.

The dimension of “scheduler” represents the member who carries out scheduling. The scheduling
can be performed in a centralized, semi-distributed, or fully-distributed way. The scheduling is
performed in a “centralized” fashion if a central platform decomposes the task into multiple subtasks
and allocate the subtasks to the robots. In this approach, the robots are only responsible for receiving
the result subtasks from the central platform and performs them. “Fully-distributed” scheduler means
the robots themselves serve as the scheduler. In this fashion, all the robots negotiate with each other
and play equal roles. The “semi-distributed” scheduling approach combines the centralized and
fully-distributed approaches. The whole MRS is divided into several clusters. Each cluster of robots
schedule its tasks independently, and a central platform is responsible for assigning tasks to the clusters.
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Figure 2. A taxonomy of multi-robot task scheduling.

Concerning criticality, different multi-robot applications have a different degree of criticality.
According to the criticality of the applications, multi-robot task scheduling can be divided into soft
real-time (SRT) task scheduling and hard real-time (HRT) task scheduling. For those safety-critical
applications, e.g., human-assisted robotic manipulation and operating medical equipment, HRT is
required since human beings are involved, and safety issues pop up. For other applications, such as
package delivery, missing deadlines can be tolerated, and soft real-time (SRT) is preferred. SRT task
scheduling is performed in a best-effort way.

There are various techniques for multi-robot task scheduling such as market-based [28,29],
bio-inspired [30,31], and hybrid approaches [32]. In the market-based approach, the task is divided
into a set of subtasks and the robots bid to carry out these subtasks. Since the robots are assigned
limited amounts of money, they have to negotiate with each other to maximize their self-interests.
The market-based approach is widely used for multi-robot searching [33] and patrolling [34].
Bio-inspired task scheduling approaches apply the observed rules from nature to solving scheduling
problems. For example, mimicking the birds flock for multi-robot pattern formation has been a success
story [35]. Generally speaking, market-based and bio-inspired approaches are used for SRT multi-robot
task scheduling. When it comes to HRT task scheduling, hybrid methods are always employed.
The hybrid approaches utilize design-time computations to identify a timing constraint satisfying
allocation at runtime [36,37].

4.2. Local Coordination in Multi-Robot Systems

Local Coordination is critical for multi-robot applications. It is also a research hotspot in the field
of distributed computing. In literature, the researchers have established various theoretical models
for MRS. Based on those models, the fundamental coordination problems are studied. Specifically,
the theoretical models are divided into fully-synchronous, semi-synchronous, and asynchronous [38]
and fundamental coordination problems include gathering [39], pattern formation [35,40], flocking [41],
and so on. We categorize the local coordination in MRS according to three criteria, namely, system
model, and robot ability, the problem as shown in Figure 3.

Concerning coordination in MRS, a single robot is often modeled as a loop to perform the three
stages of the Look–Compute–Move [38]. In the phase of “Look”, the robot acquires data from itself,
surrounding robots and the environment. In the “Compute” phase, the robot runs a deterministic
program designed to calculate the action to be taken with the data collected in the “Sense phase.
Finally, in the “Move” phase, the robot performs the actions generated by the “Look” phase. Based on
the model of “Look–Compute–Move”, there are three theoretical models, namely fully-synchronous,
semi-synchronous and asynchronous. For a fully-synchronous multi-robot system, all robots must be
in the same phase at the same time. In other words, if there is a robot in the “Compute” phase, then it
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can be asserted that all other robots are in the “Compute” phase. For a semi-synchronous multi-robot
system, all robots that are active must be in the same phase. For an asynchronous multi-robot system,
the robots do not have any relationship concerning the phases.

Pattern

Formation

Gathering

Fully-Sync

ASync

Semi-Sync

System Model

Problem

Robot

Ability
Visibility

Memory

Geometric

agreement

...

Flocking

...

Figure 3. A taxonomy of local coordination in multi-robot system.

The research community always wants to achieve local coordination with the weakest robot ability.
By saying robot ability, it includes visibility, memory, geometric agreement, and so on. Concerning
visibility, the robots can have unlimited or limited visibility range and can be solid or transparent.
With unlimited visibility range, all the robots can see each other while the system always employs
unit disk graph as the visibility graph when limited visibility range is considered. The robots are
solid if the robots cannot be looked through while transparent robots can. Concerning memory, three
models are considered, namely oblivious, unbounded memory, and finite-state. In the oblivious model,
the robots forget everything once a cycle is finished. In the unbounded memory model, the robots can
memorize all the past information and computation for usage while finite-state model means that the
robots have a constant persistent memory. As for the ability of geometric agreement, three models
consistent compass, chirality, and disorientation are often considered. In the model of consistent
compass, all the robots share the same coordinate system; in the model of chirality, the robots agree on
only the direction of one axis; and, in the model of disorientation, the robots have no common sense
on the coordinate system.

The gathering problem refers to congregating a set of robots, which are initially placed at arbitrary
positions, to a single location within a finite time. The gathering problem is the first problem studied
in multi-robot coordination and is still a research hotspot. In addition, it has been studied in fully
synchronous, semi-synchronous and asynchronous models [42,43]. The pattern formation problem
refers to arrange a set of robots to form a given pattern. In literature, some research works are focusing
on some specific patterns, such as circular [44], regular polygonal [45,46], etc. In addition, some
research works are focusing on arbitrary patterns [47,48]. The flocking problem is a more complicated
task than pattern formation. It studies how a group of robots move while maintaining a given pattern.
In nature, the flocking behavior exhibits in many living beings such as fish and birds. According to
whether there are leaders (such as the bellwethers in a group of wild geese), the flocking problem is
divided into guided flocking [49] and homogeneous flocking [50].

5. Human Activity Recognition

Many areas in the industry can benefit from human activity recognition. For manufacturing,
human activity recognition can be applied for the convenience of workers, like remote operations
between human and machines. In addition, it can also be used for monitoring the tiredness of workers
in the case of getting sick or injured. For transportation, human activities related to the sorting and
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delivering of goods can be detected and monitored to avoid mistakes on the products classification.
In terms of management, abnormal behavior of specific or unlicensed individuals can be recognized if
they are going to perform damages to anything in a smart warehouse.

In the past few decades, different kinds of technologies have been brought up for human activity
recognition. Most of the existing work on human activity recognition can be classified into the
following categories: (1) vision-based human activity recognition; (2) sensor-based human activity
recognition; and (3) RF-based human activity recognition. Some of them have already been applied
in some industries. Next, we will mainly introduce and give a thorough summary of the above
three approaches.

5.1. Vision-Based Human Activity Recognition

For vision-based human activity recognition, there are mainly three steps: (1) Human Segmentation;
(2) Feature Extraction; and (3) Activity Recognition. These three procedures are the basis for vision-based
human activity recognition. There are higher level scenarios and applications that require specific
setting and modeling, for instance, single-person or multi-person scenario, gesture recognition, human
identification, etc.

The first step, human segmentation, is to segment the human object from the images or a
sequence of video screen-shoots. Common methods for human segmentation is to apply background
segmentation [51,52] on the images and foreground human objects are extracted. Then, feature
extraction is performed to describe the characteristics and movements of the segmented human objects.
Different categories of features can be leveraged as features, including space-time volume [53,54],
frequency [55], local descriptors [56] and body modeling [57,58]. The last step relies on the activity
recognition and classification algorithms to recognize different kinds of human activities based on the
features extracted above. Traditional, Dynamic Time Warping [59], Hidden Markov Model [60] and
some machine learning algorithms, e.g., SVM (Support Vector Machine) and ANN (Artificial Neural
Network), are applied for activity recognition. In recent years, with the development of deep learning
technologies, activity recognition has been realized with greater results. For example, Recurrent Neural
Network [61] and Convolutional Neural Network [62] have been applied in pose recognition.

5.2. Sensor-Based Human Activity Recognition

Sensor-based human activity recognition is to directly attach some sensors on human’s body for
activity recognition. Wearable sensors, such as, accelerometer, gyroscope, thermometer and heart
monitor, are attached to the body to obtain the information of human motion [63], temperature [64] and
health condition [65], etc. Some sensors have been encapsulated into the mobile phone or smartwatches,
so people can just use those devices for activity recognition, which can be quite convenient.

The general workflow of sensor-based human activity recognition is as follows: (1) Data Collection;
(2) Data Preprocessing; (3) Feature Extraction; and (4) Activity Recognition. Sensors and attributes are
selected to collect data during data collection. Since there are some noises or redundancy in the raw
data of the collected data, we need to calibrate the sensor data for further use. Concerning the step of
feature extraction, many works tend to extract the features defined by themselves in which features
can be extracted and selected one by one statistically and analytically, while people are now using the
deep learning algorithm to learn the features automatically without giving too much interpretation or
explanation of the properties of the extracted features [66]. However, there is a trade-off between the
recognition performance and computation resources when applied different learning algorithms on
activity recognition. For example, if mobile phones are used for activity recognition by applying deep
learning algorithm, since the computation costs a lot, although the result is decent, the battery will
soon run out.
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5.3. RF-Based Human Activity Recognition

RF-based Human Activity Recognition is to leverage the RF signals, e.g., WiFi, RFID, and Radar
signals to recognize a set of activities performed within the detection range of RF signals. The key
insight that RF signals can be applied for human activity recognition is that the human presence
could affect the propagation of the wireless signal from the transmitter to receiver. In addition,
different activities can have different effects on the RF signals so that the pattern in the received signals
could be distinctive for different activities. Compared with vision-based and sensor-based approaches,
people do not need to wear any sensors on the body, and no pictures will be taken that protect people’s
privacy to some degree.

RF-based human activity recognition can be classified into two categories, namely data-based
approaches and model-based approaches. Data-based approaches mainly rely on the discovering
of the pattern from the data or extracted features of the RF signals based on the machine learning
algorithms [67–71]. Some of the extracted features can be interpreted by the behavior while some
of them may be hard to explain, e.g., those apply deep learning to extracted features. We do not
need to build complex models to describe the behavior; we can learn from the data, so it has broad
application scenarios. However, large amounts of training data sets are required to be collected, which
is quite labor-intensive. In addition, the wireless signals are sensitive to the environmental changes.
So, the training sets will lose its effectiveness when the environment changes.

Model-based approaches are proposed to address the limitations of data-based approaches [72–74].
For human activities, some physical quantities of the behavior will be extracted through the wireless
communication models, such as angle of arrival (AoA), time of flight (ToF), and speed. Human activities
can be interpreted by the physical quantities and then be recognized. However, many commercial
devices do not support extracting the precise physical quantities directly from the devices. Therefore,
people either need to pay a lot for expensive and specialized devices or perform calibration on the
RF signals. Meanwhile, since some activities could be too complicated to be modeled, model-based
approaches have limited application scenarios.

The general architecture for human activity recognition can be summarized as shown in Figure 4.
In the future, not only the object monitoring but also the physical and physiological information of
human will be the focus of cyber-physical systems, and, for the industry 4.0, human activity recognition
will be integrated to each part of the smart warehouse to provide more intelligent services.

Data Collection &

Pre-processing

Feature/Quantity

Extraction

Learning/

Modeling

Activity

Recognition

Figure 4. General architecture for human activity recognition.

To summarize, the above three approaches for human activity recognition all have their advantages
and limitations, as listed in Table 2. Vision-based approaches show encouraging performance for human
activity recognition. However, there are still many challenging problems for real-world deployment.
Using wearable sensors is a straightforward way for human activity recognition. Ever since the person
is performing any activity, there will be a signal reflecting the behavior. However, since people have
to wear different kinds of sensors on their body, it could be intrusive for the users. RF-based human
activity recognition has attracted much attention since our environment has been covered by wireless
signals. Thus, we need to leverage the RF signals around expanding its applications. However, there
are still many challenging issues for RF-based human activity recognition. There is still a long way to
make it deployed for daily and industrial use.



Computers 2018, 7, 13 12 of 17

Table 2. Comparison of different human activity recognition approaches.

Devices Advantages Limitation

Vision-based Camera, e.g., Kinect and web Precise capture of human Vulnerable to bad lighting
camera behavior conditions

Sensor-based On-body sensors, e.g.,
accelerometer and gyroscope

Wide popularity of smart
devices

Intrusive to wear sensors

RF-based RF transceivers, e.g, WiFi
router and RFID

Do not need to wear sensors
(non-intrusive)

Vulnerable to
environmental changes

6. Future Directions and Challenges

6.1. Blockchain-Based Bookkeeping Subsystem

Recently, Blockchain technology has been widely employed in many areas such as digital
currency [75], transportation [76], government [77], and education [78] due to its features of security,
privacy, decentralization, and immutability. A Blockchain is a distributed append-only ledger to store
a growing list of transactions. In a smart warehouse, a ledger is needed for bookkeeping. A traditional
digital ledger is unsafe concerning malicious modifications. A Blockchain-based bookkeeping subsystem
can be the solution to such issue. However, there remain challenges towards building a Blockchain-based
bookkeeping subsystem in a smart warehouse. First, Blockchain is publicly accessible by default, which
triggers privacy issues for a private warehouse. Second, the current Blockchain-based system only
supports low throughput while numerous data can be generated by a smart warehouse.

6.2. Shelf Life Prediction with Multi-Source Data Fusion

The shelf life of the products has been a longstanding problem in warehouses [79]. With the
development of big data technology, it becomes possible to predict the shelf life of the products.
To achieve this, multi-source data, e.g., transportation, weather condition, and warehouse environment
should be taken into consideration. Based on the multi-source data, the association or correlation
between those data and the shelf life of the products may be mined. However, how to build the model
remains open. First, there are too many factors to be taken into consideration at the same time. Second,
the collected data can be time- and spatial-dependent. For example, the transportation data must
happen before the warehouse environment data.

6.3. Multi-Robot Collaboration via Reinforcement Learning

Traditionally, multi-robot collaboration is achieved using distributed algorithms as mentioned
in Section 4. The researchers have been trying to find elegant solutions for multiple weak robots to
perform cooperative tasks. However, the tasks in a real smart warehouse are far more complicated
than the formulated ones. It becomes a trend to employ reinforcement learning techniques for robotic
tasks [80]. However, it becomes difficult when multiple robots are considered. First, the state space
and the action space of the whole system becomes extremely high-dimensional since the number of
robots can be very large. Second, it is nontrivial to represent the required cooperation into the rewards
in reinforcement learning algorithms.

6.4. High-Level Activity Recognition with Deep Learning

As mentioned in Section 5, most of the current systems for human activity recognition can
only interpret a limited number of specific activities. However, in a smart warehouse scenario,
the activities to be recognized and evaluated are far more complicated. In addition, the human
activity recognition systems are testified in experimental setup only, while an industrial warehouse
requires a robust enough system. The deep learning technology brings opportunities for robust human
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activity recognition. However, how to integrate machine learning techniques with computer vision,
signal processing, and time series analysis for better inference of human activities remains open.

7. Conclusions

In this paper, we proposed a CPS-based smart warehouse in the era of Industry 4.0. We analyzed
the drawbacks of traditional warehouses and summarized four underlying technologies towards
building smart warehouses, i.e., efficient communication scheduling, accurate and robust localization,
multi-robot coordination, and human activity recognition. Furthermore, we did a comprehensive
survey for each of the technologies. Finally, we pointed out some challenging issues that may appear
in CPS-based smart warehouses and the possible solutions.
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