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Abstract: Integrating modern and innovative technologies such as the Internet of Things (IoT)
and Machine Learning (ML) presents new opportunities in healthcare, especially in medical spa
therapies. Once considered palliative, these therapies conducted using mineral/thermal water are
now recognized as a targeted and specific therapeutic modality. The peculiarity of these treatments
lies in their simplicity of administration, which allows for prolonged treatments, often lasting
weeks, with progressive and controlled therapeutic effects. Thanks to new technologies, it will be
possible to continuously monitor the patient, both on-site and remotely, increasing the effectiveness
of the treatment. In this context, wearable devices, such as smartwatches, facilitate non-invasive
monitoring of vital signs by collecting precise data on several key parameters, such as heart rate or
blood oxygenation level, and providing a perspective of detailed treatment progress. The constant
acquisition of data thanks to the IoT, combined with the advanced analytics of ML technologies,
allows for data collection and precise analysis, allowing real-time monitoring and personalized
treatment adaptation. This article introduces an IoT-based framework integrated with ML techniques
to monitor spa treatments, providing tailored customer management and more effective results.
A preliminary experimentation phase was designed and implemented to evaluate the system’s
Elf;e;:t?sr performance through evaluation questionnaires. Encouraging preliminary results have shown that
) the innovative approach can enhance and highlight the therapeutic value of spa therapies and their
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1. Introduction
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Using thermal resources, a medical practice that originates in ancient customs allows

the beneficial properties of mineral springs to be exploited to treat various medical condi-
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telemedicine, offering an integrated and organic contribution to patient management [3,4].
The healing characteristics of thermal water have been appreciated in ancient times,

and numerous cultures have appreciated and exploited its benefits for the quality of human
health. The historical and scientific literature points out that these resources, whether
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Thermal healing water treatment is useful for a wide variety of illnesses, including,
but not limited to, respiratory conditions, such as asthma and bronchitis; dermatological
conditions, such as dermatitis and psoriasis; musculoskeletal problems, including arthritis
and chronic pain; and stress-related disorders, such as anxiety and insomnia [7]. In ad-
dition, the above waters are found to be effective in treating metabolic dysfunction and
cardiovascular diseases, including diabetes and hypertension [8]. Several interventions in
various experimental laboratories testify to how effective hydroponic treatments are under
such conditions, with significant increases in participants’ quality of life spa treatment
cycles [9]. The deployment of telemedicine solutions, e.g., telediagnosis and remote moni-
toring of patients, amplify these benefits, allowing permanent check-ups and integrated,
personalized management of spa services [10].

In addition, thermal waters are a means of preventive therapy. Studies have revealed
that regular use of mineral water can play a preventive role against certain diseases and
promote optimal overall health [11]. For example, calcium-rich waters can help counter
osteoporosis, while those with high magnesium levels can benefit cardiovascular func-
tion [12,13]. The evolution of community medicine and the development of new technolo-
gies in the medical field, such as advanced telemonitoring systems and remote diagnostics,
make it possible to implement these preventive strategies more effectively and extensively.

However, it is crucial to recognize that thermal waters have a different chemical
composition depending on the source, necessitating careful analysis before their use for
therapeutic purposes. Scientific research has shown that the specific chemical composition
of thermal waters can significantly affect their therapeutic effects. Different waters may be
more or less helpful in treating specific diseases [14]. In this area, technological develop-
ments in territorial medicine, such as data collection and analysis through advanced sensors
and telemedicine platforms, can provide additional information on the waters” composition
and effectiveness, thus enabling more targeted and personalized treatments [15,16].

Integrating IoT into spa care services constitutes a quantum leap in the effectiveness
and efficiency of these therapies [8,10,17-19]. The IoT, comprising an interconnected
network of smart devices, sensors, and data processing systems, enables real-time data
collection, analysis, and sharing, revolutionizing spa care and providing new opportunities
to improve patient experience and treatment effectiveness [20,21]. The spread of IoT in
the context of community medicine and telemedicine opens up new avenues for local
health monitoring and management, enabling more accessible and personalized health
care [22,23].

One of the most significant aspects of IoT in spa care is the ability to monitor patients,
both inside and outside spa facilities, in real-time through devices such as smartwatches,
wristbands, or wearable sensors that collect data on heart rate, body temperature, blood
oxygen levels and other vital indicators [24-28]. These data can be transmitted to a central-
ized monitoring system for accurate and timely analysis [29,30]. Telemedicine, using these
technologies, enables timely intervention in case of abnormalities, improving the safety
and effectiveness of spa treatment [31].

In addition, IoT enables the collection of environmental data, such as temperature and
humidity in spa facilities, air quality, and lighting level, which can affect the effectiveness
of treatment. This information can be used to improve the spa environment, thereby
optimizing the overall patient experience. Community medicine can leverage this data to
create ideal treatment environments, tailoring them to the specific needs of patients and
integrating them with other forms of healthcare [32].

Another critical aspect of IoT in spa treatments is the customization of treatments to the
specific needs of patients. The data obtained can be used to analyze treatment progress in
detail, allowing treatment to be adjusted in real time based on individual patient responses.
For example, if a patient responds positively to a particular therapy, it can be continued
or modified based on the data collected. This personalization is even more relevant in
telemedicine, where collected data can provide remote counseling and adapt therapies to
the patient’s changing health condition [33,34].
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IoT in spa care can also help improve communication between patients, healthcare
providers, and spa managers, facilitating real-time information dissemination and increas-
ing patient involvement in treatment decision-making. Telemedicine, in particular, can
provide tools for communication and interaction between patients and healthcare providers,
ensuring constant discussion and more effective sharing of treatment information.

One of the main goals, in addition to those already highlighted, is to make the system
suitable and accessible to the highest number of patients, regardless of their technical
abilities or their possible sensory or cognitive disabilities. For this reason, by adopting some
targeted strategies, treatments can become increasingly inclusive: inclusive system design
means considering different users’ needs. It could be translated by implementing intuitive
user interfaces, accessible multimedia supports, and ergonomic devices. Fundamental in
this context is to offer customization options to adapt the devices to the specific preferences
and needs of each patient: allowing settings to be adjusted through voice commands or
the use of devices with tactile buttons and the Braille alphabet, for example, allows blind
people to take advantage of the treatment and especially to be able to use the app. As part
of the proposed system, it is also recommended to organize short training sessions aimed at
users, prior to therapy, on the use of the devices in order to make them easier to use even for
those with limited technological skills, as well as to increase the involvement of the patients
themselves. It must be said that interdisciplinary collaboration is definitely at the heart of
the proposed system: comparing and involving physicians, computer scientists, technicians,
designers, and accessibility experts is necessary to ensure a holistic and inclusive approach.

In addition, the impact of IoT and ML technologies in the medical and spa treatment
fields, when viewed from a different perspective, can provide a more comprehensive, deep,
and holistic view of the topic. Indeed, the fields of connection with other disciplines are
many and vary from psychology to sociology via health policy [35]. The psychological
aspect is one of those that most influence the course of treatment: the analysis of emotions,
psychological well-being, and overall patient satisfaction are just some of the parameters to
be considered, which are crucial in determining the treatments’ effectiveness. In addition
to monitoring vital parameters, IoT and ML technologies can also effectively manage and
reduce stress, for example, through collecting physiological data and implementing per-
sonalized relaxation programs, thus improving psychological and physical well-being [36].
New technologies also have a significant social impact: thanks to mobile applications,
they can facilitate social connection by enabling patients to share their experiences and
support each other during the course. Moreover, patients” experiences, mainly positive, can
influence other users and affect the dynamics of social inclusion. As already anticipated,
health policy is also closely related and mainly involves issues already widely addressed,
such as patient privacy, security of data provided by the system, and medical liability in
using these data [37].

This paper explores the benefits of integrating IoT and telemedicine into spa therapies
as a significant step forward in innovating these treatments, offering new opportunities
to increase effectiveness, efficiency, and the overall patient experience. However, it is
critical to address security and privacy issues to protect sensitive patient data in the digital
age, particularly in territorial medicine and telemedicine, where health data management
requires strict protection and confidentiality standards.

2. Related Works

The IoT paradigm explicitly designed for the world of healthcare has still been little
explored: there are still a limited number of publications on the subject; there are numerous
studies on the application of IoT in the field of medicine in the general sense, healthcare
and, above all, on medical devices, meaning also those that the patient could wear.

Among the medical articles that have been published in this regard, we can refer
to the study [38] in which a new comprehensive smartphone-based framework called
PP-SPA is proposed, designed for human activity recognition (HAR), which pays special
attention to privacy protection, or to the article [39] in which a new medical communica-
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tion model called “Wireless Medical Sensor Networks Protocol for Healthcare Efficiency”
(PWMSN4EoCH), abbreviated as PEH, is presented, which exploits a hasty strategy and
random network coding (RNC).

In the first case [38], the system devised supported real-time task execution by using a
smartphone-based virtual personal assistant. PP-SPA uses a highly accurate ML model that
receives data from smartphone sensors, such as accelerometer, gyroscope, magnetometer,
and GPS, to recognize human activities accurately. Thus, the main goal of PP-SPA is
to improve the daily routines of people with cognitive impairments. It also leverages a
digital diary to provide real-time support, contributing to improving individual health.
With algorithms such as Hoeffding Tree and Logistic Regression, PP-SPA achieves an
accuracy level of 90%, developing models that account for variability and uncertainty in
human activities.

In the second case [39], the innovative concept aims to enhance the performance
of healthcare networks by rapidly analyzing the configuration of medical networks and
focusing on key parameters for narrowband Internet of [38] Things (NB-IoT) systems
within wireless mesh networks (WMNs). PEH effectively fits the specific requirements
of wireless telemedicine applications, in which medical sensors (MS) share downlink and
uplink communication resources with surrounding entities, including wireless health
hubs (WHHSs) and wireless base stations (WBSs) for monitoring human health status. This
scheme greatly accelerates the deployment of telemedicine devices, contributing to fulfilling
patients’ needs: simulations conducted in the study show that PEH introduces a significant
performance increase over the SOAT scheme, with an improvement of more than 64 percent.
In comparison, the current state-of-the-art scheme (SoAT) does not fully embrace the
principles proposed by PEH. The ‘comparative analysis between the proposed PEH and the
SoAT scheme is based on message size (bytes), round trip time (RTT) (ms), overall network
capacity (ONC) (bytes/s), and delivery delay (DD) in ms. The results indicate that the
proposed PEH significantly outperforms the SOAT scheme, with improvements of 64% for
RTT, 66% for ONC, and 71% for DD.

Some other studies we can refer to onety and health monitoring are [40,41]. In the
former [40], the authors present a hybrid wearable sensor network system to monitor
workers’ safety in outdoor workplaces. The wearable sensors have a dual purpose: on
the one hand, to measure the environmental conditions around the worker, and on the
other hand, to monitor the worker’s vital signs. The proposed system involves a wearable
network (WBAN) to collect user data and a low-power vast area network (LPWAN) to
connect the WBAN to the Internet. Then, to ensure constant monitoring, an autonomous
local server is designed within the network that processes raw sensor signals, displays
environmental and physiological data, and triggers an alert if an emergency circumstance
is detected. In the other paper [41], a medical device (MD) for narrowband IoT (NB-IoT)
is implemented, and a wireless communication system is developed for the control and
monitoring of hospital physicians. In summary, the proposed approach aims to improve the
efficiency and performance of the polling cycle of NB-IoT MDs by reducing the response
time and increasing the reliability of communications in the medical network: the polling
cycle of MDs between the main station and terminal units in medical rooms is evaluated,
and an end-to-end (E2E) polling protocol is introduced to reduce the polling cycle of
medical devices. The proposed protocol aims to minimize the number of retransmissions,
recover lost packets, and provide an overview of the medical network.

Then, in the article [42], the applicability of the IoT paradigm in the health and medical
sector is discussed by presenting a holistic architecture of the IoT eHealth ecosystem.
As healthcare management is becoming increasingly complex due to the shortage and
ineffectiveness of healthcare services in meeting the growing demand of an ever-growing
population, especially those with chronic diseases, the authors suggest the need for a shift
from the clinic-centered model of treatment to a patient-centered approach, where each
element, such as hospitals, patients, and services, is closely interconnected. To realize
the referenced patient-centered eHealth IoT ecosystem, adopting a layered architecture,
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including devices, fog computing, and cloud, to manage complex data regarding variety,
speed, and latency is essential. The fog-based IoT architecture is illustrated through
several examples of services and applications implemented on these layers, including
mobile health, assisted living, e-medicine, facilities, early warning systems, and population
monitoring in smart cities. Finally, eHealth IoT challenges such as data management,
scalability, regulations, interoperability, device-network-human interfaces, security, and
privacy are addressed. Therefore, this paper highlights the efficiency of intelligent data
analysis in different cloud and fog computing paradigms, mainly geared toward managing
mobile medical devices.

Cloud analysis of information from medical devices is also highlighted in [43] as an
effective element for improving medical treatments. The article develops from the idea
that networked sensors, which can be worn on the body or integrated into our living
environments, enable the collection of detailed information about our physical and mental
health. This data, then captured continuously, aggregated, and extracted effectively, has
the potential to bring about positive and transformative change in the field of health.
In detail, according to the authors, the availability of data on previously unimaginable
time and longitudinal scales, combined with a new generation of intelligent processing
algorithms, can first foster an evolution in medical practice from the current reactive
paradigm of post-facto diagnosis and treatment to a proactive approach to early-stage
disease prognosis, integrated with prevention, care and overall health management rather
than disease management; it can then enable personalization of treatment and management
options targeted to the individual’s specific circumstances and needs; and, finally, it can
help reduce health care costs while simultaneously improving outcomes. So, with this
article, the authors want to highlight the opportunities and challenges IoT faces in realizing
this vision of the future of health care.

One of the major critical issues generally affecting the medical sector, particularly
the application of the IoT paradigm to the medical field, is general patient and user data
management. Since this is sensitive content, proper management of the collected big data
is crucial. “Big data” represents vast amounts of information with revolutionary potential,
including medical records, patient records, medical examination results, and IoT devices.
In the article [44], an effective architecture for managing big data in the medical field is
presented, given this background. The management and analysis of these data require
advanced approaches to extract meaningful information. The challenges associated with
each stage of extensive data management can only be overcome through high-quality
computing solutions for analysis. Therefore, healthcare providers must have adequate
infrastructure to generate and analyze big data systematically to propose solutions to
improve public health. Efficient management, analysis, and interpretation of big data
can change the landscape of modern healthcare. This is why several sectors, including
healthcare, are taking decisive steps to transform this potential into improved services and
financial benefits. Modern healthcare organizations can revolutionize medical therapies
and personalized medicine with robust biomedical and healthcare data integration.

As mentioned above, numerous studies have also been conducted in the medical field
regarding wearable devices: wearable health sensors can monitor the wearer’s health and
surroundings in real time. As sensor hardware technologies and operating systems have
advanced, the capabilities of wearable devices have gradually expanded to include more
diverse forms and more precise physiological indicators. These sensors are evolving toward
high accuracy, continuity, and comfort, contributing significantly to the advancement of
personalized health care. In this context, we can refer to the article [45] that studies just how
flexible medical devices designed to monitor human vital signs, such as body temperature,
heart rate, respiratory rate, blood pressure, pulse oxygenation, and blood glucose find
applications in both fitness monitoring and medical diagnostics; or the article [46] that
focuses on wearable biosensors used for health monitoring in different situations, exploring
the technological development, commercial, ethical aspects, and future of wearable sensors
for health monitoring.
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Specifically, the article [45] reviews the most recent developments in flexible, wearable
human life sensors, outlining and discussing the essential components needed for such
sensors. This includes the sensor systems used, sensing mechanisms, sensor fabrication
processes, energy requirements, and data processing requirements.

On the other hand, in the article [46], the authors focus on using wearable health
sensors in the medical field, which can monitor both the user’s health and surroundings in
real-time. In fact, under the rapid development of IoT, some sensor chips are equipped with
circuits for data reading, signal conditioning, and wireless communication modules for
data transmission to computing equipment, and concurrently, for the analysis of data from
wearable health sensors, most companies make use of artificial neural networks (ANNSs),
which enable them to effectively provide users with relevant health feedback by exploiting
the physiological response of the human body. Specifically, wearable sensors can transmit
data to the control unit, which analyzes it and returns health status feedback to the user
through the computer. This mechanism represents the working principle of wearable
health sensors.

Finally, the article [31] discusses how innovations such as big data, ambient intelli-
gence, and wearable devices can be leveraged in healthcare. The IoT revolution significantly
shapes modern healthcare, offering promising technological, economic, and social prospects.
This paper examines advances in IoT-based healthcare technologies on the one hand, ex-
ploring modern network architectures and platforms, applications, and industry trends
within IoT-based healthcare solutions, and on the other hand, analyzes the distinctive
security and privacy features of IoT, understanding security requirements, threat models,
and attack taxonomies from a healthcare perspective. In particular, the authors propose an
intelligent collaborative security model to mitigate security risks. In addition, the paper
addresses various policies and regulations related to IoT and eHealth in different parts of
the world, examining how they can facilitate sustainable development in economies and
societies. Finally, some directions for future research in IoT-based healthcare are outlined
based on several open questions and challenges.

3. Proposed Approach

The development of modern medical discipline is closely influenced by the integration
of IoT with telemedicine, especially regarding spa facilities. Such merging of technologies
allows for a new vision to enhance therapeutic treatments’ effectiveness, reliability, and
individualization, enabling a revolution in monitoring treatment experiences and the
quality of patient care. The so-called IoT devices, namely smartwatches, wearable bracelets,
and advanced sensors, allow remote consultations and patient monitoring. Such devices
enable real-time collection of essential data, such as heart rate, body temperature, and blood
oxygen levels, which can be transmitted to centralized monitoring systems for accurate
analysis. This approach facilitates more accurate diagnoses and consultations based on up-
to-date data and decreases periodic hospital visits, improving chronic disease management,
as evidenced by several studies [30,47,48]. Mobile applications connected to IoT devices
are essential in integrated health management. They function as interfaces for patients,
allowing them to access their health data, manage prescriptions, and interact directly
with physicians. These apps encourage a proactive approach to health and help patients
become more involved in their treatment, as outlined in [27,28,49]. Using IoT in healthcare,
communication between patients and physicians improves significantly. Devices with real-
time notification capabilities enable timely intervention in case of anomalies in patient data,
while telemedicine platforms integrated with messaging and video-consulting capabilities
offer direct and personalized communication. This improved interactivity allows treatments
to be tailored to the specific needs of patients, adapting therapies promptly based on
their responses, as noted in [23,28]. Despite its innumerable benefits, integrating IoT into
telemedicine poses significant challenges regarding data security and privacy. Safeguarding
sensitive patient data is paramount and requires the adoption of advanced encryption
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protocols and compliance with privacy regulations. These critical issues are the focus of
debates and research in this area, as reported in [21,23,27].

The methodological proposal described is situated in the field of innovation and
technological advancement in health and wellness. This approach is characterized by its
articulation in two phases, which is essential to enabling accurate and constant monitoring
of the health status of patients in the spa context. The goal of the approach, depicted
in Figure 1, involves comprehensive monitoring of patients during their visit to the spa
facilities and during their return to daily life. The proposed general framework is developed
through a software architecture that integrates IoT objects serving both patients and expert
users and can monitor patients.

l Users Experiences and Feedback
MONITORING loT CLOUD PLATFORM l
i ON-SITE + FOLLOW-UP E U Data APP
! MONITORING MONITORING | — collection/visualization

————————————————— QO Machine Learning Expert

O Interoperability Users
Interface

Figure 1. General framework.

The proposed architecture, represented in Figure 2, includes several layers through
which the monitoring and services offered by the system are developed. In the acquisi-
tion layer are the hardware devices, which are functional for monitoring and managing
patients and the facility. The devices can be wearables, such as smartwatches capable
of monitoring health-related parameters during and after treatment, or passive presence
sensors to monitor actual utilization and the right timing of treatments. In addition, in this
context, IoT nodes include devices capable of collecting information on patients” conditions,
environmental and micro-environmental conditions in the spa facility, and material and
structural alterations relevant to patients” well-being. IoT nodes may also include actuators
dedicated, for example, to regulating indoor climate. In addition to these data, other helpful
information for the system can be integrated using external services such as repositories of
medical records that can describe patients” health conditions. The second module repre-
sents the core of the architecture. This module checks, validates, and pre-processes data,
making them homogeneous and available for storage. Pre-processing helps extract the
information needed to preserve patient well-being, feeding the IoT platform responsible
for storing the data and making it available remotely. Next, the data can be shared with the
inference block, which leverages machine learning-based approaches to process the data.
In the inference engine, learning models are selected and used to exploit the entire flow
from the data, based on which the monitoring and decision-making applications are based.
Through the services module, the knowledge and models obtained in the core architecture
are made available to the application module, which deals with patient monitoring to
support expert users. The implemented applications aim at patients and expert users, such
as physicians and health care providers. In particular, expert users are able to access the
information provided, including data and statistics on the trend of the health conditions
of patients and the spa facility, capable of suggesting diagnoses and decisions to support
patients and the spa facility itself (treatments to be delivered, temperature and humidity
regulation, air quality control, energy optimization, etc.). Simple users, i.e., patients, can
also benefit, even in real-time, by applying the treatment information to be followed. In
addition, through the services module, simple users can make judgments toward the appli-
cation and treatments; on the other hand, expert users can access more detailed information
for monitoring patients, treatment status, and the facility, sending, if necessary, valuable
notifications to patients.
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Figure 2. Proposed architecture.

For the initial development of the system, smartwatches and presence beacon sensors
were relied upon, while device monitoring and management, data collection, processing,
and visualization were made available with the support of the open-source IoT platform
Thingsboard, from which data for the development of the first application prototypes could
be derived.

Thanks to the proposed architecture, the methodological framework is developed
through two main phases that lead to the timely and continuous monitoring of patient’s
health in spa facilities, both during the treatment period and after their departure. In the
first phase, there is a focus on using devices specifically developed for monitoring patients
within healthcare settings. These devices, equipped with state-of-the-art sensors and so-
phisticated sensing technologies, can capture various data regarding patients” physiological
and clinical conditions, including heart rate, blood pressure, body temperature, motor
activities, and other significant parameters. These data are captured in real-time and sent
to a centralized data analysis system, which enables constant monitoring of the patient’s
health status and early identification of any changes or irregularities. In the second phase of
the methodology, we focus on the following monitoring of patients once they have finished
their treatment at the spa facility. Upon returning to their daily activities, patients can
continue to be monitored through the technology of mobile devices in their possession,
such as smartphones, smartwatches, or other wearable devices. With this strategy, the
patient’s health monitoring continues beyond their stay in the spa facility. The remote
follow-up approach ensures continuous supervision of patients” health status, even after
they leave the spa, so that the long-term validity of the treatment program can be assessed
and any relapses or complications can be recognized early. This system also allows patients
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to actively monitor their health, providing up-to-date data on medical parameters and
suggestions and guidance to encourage a proper lifestyle.

3.1. On-Site Monitoring

The monitoring process during spa therapy (Figure 3) is implemented through wear-
able devices, distributed to patients when the therapy cycle begins and returned at the end
of the therapy cycle. These devices are crucial to achieving continuous, transparent, and
non-invasive monitoring of vital values, including heart rate, blood oxygenation levels,
body movements, and other parameters relevant to the therapy cycle. The key to these
devices is their ability to operate autonomously: patients are not required to relate directly
to them or other devices, as monitoring occurs fully automatically without any external
intervention. Data recorded by the wearable devices are collected and conveyed through
a network of Beacon devices strategically placed within the spa facilities. These Beacon
devices are designed for efficient and secure data collection, thus ensuring maximum
privacy and protection of users’ personal information. Through this network, continuous,
real-time data collection can be performed, thus providing a timely and up-to-date picture
of the results and progress of the spa treatment. One of the main benefits of this approach
is total clarity for the user: patients do not have to deal with handling or interfacing with
the wearable or other devices during therapy. This allows them to devote themselves
exclusively to treatment without distractions or difficulties related to the use of technolog-
ical equipment. Monitoring through wearable devices also provides more accurate and
detailed data collection than traditional methods, allowing a wide variety of parameters
to be recorded continuously and in real time. This aspect is essential for comprehensive
evaluation of therapy results and confirmation of the effectiveness of the treatment itself.
Finally, the collected data are automatically sent to a confidential IoT cloud platform, which
takes care of its storage for subsequent analysis and processing. This step is crucial to
ensure that the collected information is available for in-depth analysis and to support
evidence-based and reliable medical choices. In this way, thermal monitoring becomes not
only a means of assessing the immediate effects of therapy but also a tool for understanding
the long-term impact on patients’ comfort and health.

/O \
+@>

@)
@)
@)

| )
PATIENTS MONITORING PASSIVE loT CLOUD
TRACKER COLLECTOR PLATFORM

- /

Figure 3. On-site monitoring architecture.

3.2. Data Collection

The management and organization of medically acquired data, particularly in spa facil-
ities, is a complex and delicate challenge that requires specific attention to the safeguarding
and secrecy of patients’ personal and sensitive information. This issue assumes paramount
importance given the need to comply with strict privacy regulations and protect patients’
rights by ensuring their privacy is protected throughout data collection and management.
One of the most significant issues in this area is the association of collected data with
the identity of individual patients while ensuring the confidentiality of private informa-
tion. To ensure that the data collected during therapeutic monitoring comply with privacy
regulations, avoiding any direct connection between the collected data and the patient’s
identity is crucial. This requirement implies the need to find an effective way to track the
origin of data collected during treatment without using personal identifiers. Within this
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framework, one standard method is to produce a unique, random code for each patient
upon check-in at the spa facility. Typically presented as a bar code, this code simplifies
re-registration and monitoring of treatment anonymously on subsequent days without
the need to match identifying data to the patient. As a result, the collected data remain
anonymous, preventing the patient’s identity from being traced through the monitored
information. Management of this barcode system involves careful organization and track-
ing. It is essential to ensure that bar codes are correctly associated with the corresponding
patients and recorded accurately in the computer systems. In addition, it is essential to keep
detailed records of the codes associated with each patient and the treatments performed
to ensure that the data are recorded correctly and can be traced back to the right patient
when needed. The parameters tracked by the wearable devices were selected to monitor
and evaluate critical aspects of the care pathway. These parameters include, but are not
limited to, cardiac activity, blood oxygenation, movement and physical activity, and other
factors relevant to the therapeutic setting. The choice of these parameters is based on
the desire to obtain a comprehensive, decontextualized view of the effectiveness of the
therapeutic process, thus enabling accurate assessment of the patient’s progress and the
overall effectiveness of the spa therapy.

3.3. Follow-Up Monitoring

Follow-up monitoring, the second key component of our methodological approach,
aims to capture a comprehensive set of clinical and behavioral parameters to concretely
assess the effectiveness of spa therapy, even after patients have left the facility (Figure 4).
This extended monitoring phase is crucial for understanding treatment’s long-term benefits
and detecting early signs of relapse or post-therapy complications. In daily life, where
patients may not have access to precision hardware instrumentation or complex monitoring
systems, the method leverages the use of health services embedded in popular mobile
operating systems, such as Android and iOS. These services serve as interface platforms
with a wide range of health monitoring applications, making it possible to aggregate and
analyze various health status data provided by users’ mobile devices. The type and volume
of data collected vary greatly depending on the user’s specific hardware and software
capabilities. For example, a user wearing a smartwatch or fitness tracker can produce
physical activity data such as steps, distance traveled, calories burned, and even heart
rate information and an initial analysis of stress levels based on fluctuations in heart
rate variability.
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Figure 4. Follow-up monitoring architecture.

Moreover, suppose the device is equipped with suitable sensors. In that case, it can
keep track of aspects such as sleep quality, noting its duration, stages, and interruptions,
thus contributing to a detailed analysis of the user’s overall level of well-being. In this
technological scenario, one of the main challenges is ensuring the privacy and security of
user data. To overcome this obstacle, we propose to adopt a specially dedicated mobile
application that users can download to their smartphones. This application interfaces with
the device’s health services in a way that complies with privacy and security requirements.

Access to the app is via a unique code generated at the time of patient registration
to ensure that the data collected is securely and anonymously associated with the user’s
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identity. Monitoring through the app is fully automated and continues throughout the
treatment period, capturing daily data from the device’s health services, such as heart
rate, step count, sleep data, and more. This information is then coded and transferred to
a centralized cloud platform. This cloud platform acts as a data collection, storage, and
analysis hub, allowing healthcare providers and researchers to access the data in a secure
and privacy-friendly manner. This integrated mobile health services system and a dedicated
app provide a convenient, intuitive, and secure method for extensive health monitoring,
which is essential in this context. It enables the smooth integration of technology into
a patient’s daily life while ensuring consistent and reliable data collection, improving
therapeutic interventions’ effectiveness, and promoting personalized health care.
Integrating our innovative thermal monitoring system with existing electronic health-
care systems is a crucial step in optimizing the effectiveness and performance of the care
process. This synergy ensures the smooth sharing of clinical information, which enhances
the holistic and coordinated management of patient health. The aim is to facilitate the
exchange of vital data, such as medical history and test results, between our system and
health systems to give professionals a comprehensive view of the patient’s health status.

3.4. Interoperability with Electronic Health Systems in the Context of the Framework for
Thermal Monitoring

Interoperability reaffirms the essential role of continuous care, allowing interested
specialists to consult the results obtained by a patient at a therapeutic center, especially for
people undergoing treatment for chronic diseases. Moreover, we can ensure a continuous
update of patient information, which makes timely interventions possible in case of need.
To this end, we use standardized data exchange protocols, such as HL7 or FHIR, ensuring
the security of exchanges without risk of misunderstanding. The presence of robust APIs
facilitates the perfect integration of the system with the various types of platforms present
in the field of health safety. Furthermore, we do not disregard transparency and security
issues, introducing strict personal data security processes at the time of data reception and
consultation. Intense verification activity ensures that this synergy is free of compromises in
functionality or reliability, just as targeted update activity makes management procedures
effective. The benefits deriving from this type of integration are evident: improving the
health treatment of the individual patient by guaranteeing healthcare professionals the
possibility to have a comprehensive view of their health level, enhancing performance
through the saving of tests and treatments, and keeping the patient at the forefront within
their care pathway, providing them with a safe and accessible approach to various clinical
data. In practice, it not only increases the reliability of the treatment but also facilitates the
connection of the healthcare system with that of the patient. It also contributes to creating a
treatment model more suited to their characteristics, promoting greater interdisciplinarity
and a greater awareness of the patient’s needs.

3.5. Machine Learning

Developing an ML algorithm within the thermal treatment framework allows for ex-
ploring new potentials in the predictive analysis of health parameters. These algorithms can
process historical and current information to understand dynamics and forecast potential
health risks, such as heart conditions identified through heart rate monitoring or physical
activity. Additionally, artificial intelligence (Al) is fundamentally valuable for customizing
thermal treatment paths, as it suggests adjustments based on patient characteristics to
optimize therapeutic effects. By analyzing parameters related to physical activity and rest,
Al can recognize early symptoms of new diseases, such as neurological or musculoskeletal
issues. This capability is indispensable for preventive intervention and addressing potential
adverse complications. Thanks to its integration into our system, this functionality can
assist healthcare providers in their operations, suggesting optimal patient management and
identifying patient categories that require further medical treatment. The ability of Al and
ML to adapt and continuously improve their performance based on received data outcomes
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is an essential factor. This technology, used to enhance the communication of our solution
within telemedicine infrastructures, facilitates collaboration between patient and doctor
and eases the home delivery of thermal services. Security and privacy guarantees are
priority aspects, and Al helps to reinforce them by detecting and countering unauthorized
access or anomalous data consultation pathways. The capacity of Al systems to respond in
a personalized manner to patient needs through their mobile applications, offering advice
on healthy lifestyle behaviors and autonomous management of health issues based on
detected data, represents an additional benefit. In summary, integrating AI and ML into
therapeutic disciplines improves the quality of therapeutic processes. It helps expand the
patient’s perception and support from healthcare providers, making the healthcare system
even more integrated, organized, and attentive to the needs of each patient.

3.6. Mobile APP Integration

Developing a mobile app integrated into the advanced thermal monitoring system has
been a significant advantage in realizing more efficient and pleasant patient care. Designed
as a logical extension of our diagnostic tools, this new app also features an interactive and
user-friendly interface that allows patients to exercise active and conscious control over their
health management. Through the app, our patients have the opportunity to benefit from
specific consultations, elaborated based on their data collected through the various sensors
and specific interactions and lifestyle habits. Therefore, for example, if the patient has
identified an increased state of stress, they can offer specific wellness or relaxation guidance
to mitigate the state of stress. In addition, the program also offers its users the opportunity
to achieve and control individual wellness goals, such as improving rest conditions or
limiting stressors. These goals can be supported through a system-based feedback process
encouraging patients to follow or correct their programs effectively. The app can be used for
additional data, such as daily mood, pain-related complaints, nutritional preferences, and
hydration conditions. This provides a much better and more in-depth view of the subject’s
health level, going beyond the simple parameters acquired independently by the sensing
devices. An essential role is also played by the app’s notification and reporting technology,
thanks to which timely alerts can be sent following the monitoring of any abnormalities in
the patient’s safety parameters or the reminder of any therapies and medical examinations
that need to be performed. The interface design has been carefully crafted to ensure ease
of use by different users, providing graphical and grammatical explanations such that
navigation and use of the app are straightforward and intuitive (Figure 5). The app’s
various screens allow for the integration of the subject’s data with information on the
medical course to be taken; a section linked to the therapy program schedule provides
a view of the day’s schedule and upcoming treatments that will take place in the same
month. The thermal control system, fully coordinated with this app, ensures a continuous
and direct passage of data through the wearable devices and the app itself. It makes the
information collected easily accessible in a special section of the app to allow for real-time
insights and feedback. In that section, not only are all the parameters of the monitoring
system reported and represented in real-time and day by day but it is also possible to view
the trend detected in previous weeks in terms of frequency or past months.

In terms of protection and confidentiality, the app uses very effective encryption
protocols that ensure the security of one’s health data during data transmission and storage.
In addition, the role it plays in providing ongoing support to patients, even after the end of
the spa treatment cycle, is crucial. In this way, subjects can follow up on their well-being
and retain the correct practices adopted during their spa stay, promoting more effective
management of their quality of life in the long run. Therefore, incorporating a mobile
application into the spa’s control device allows it to elevate the services offered further and
contribute to better patient participation and awareness in managing their health condition.
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An ad hoc platform, on the other hand, would allow the physician to monitor the
patient’s levels in constant time during the spa treatment and in the weeks and months
following (Figure 6). After logging in, he or she would identify the subject among those in
treatment, select the therapeutic method, and monitor the parameters through an interactive
dashboard, which can also be shared with the client himself or herself, if required. Finally,
through such a platform, the physician can also decide to forward personalized and direct
alerts to the patient when abnormal situations occur during treatment or at the end of
therapy to correct erroneous behavior on the part of the patient. Such a significant approach
constitutes a major advancement in the field of spa care, as it puts technology at the center
of the patient’s healing and wellness journey.
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Figure 6. Example of medical platform interface.

As mentioned in the proposed system, user experience plays a key role, so it must
be considered in many aspects. First and foremost is security: because the system collects
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sensitive patient data, it is necessary to ensure data confidentiality and include protocols
for managing access permissions and respecting privacy, among which, for example,
anonymization of sensitive data so that it cannot be directly linked to specific individuals,
or encryption of data to protect it from unauthorized access during transmission and
storage may be helpful. In addition to the issue of security, user acceptance is significant.
Before treatment begins, patients are appropriately informed and trained concerning how
data are acquired and used so that they are fully aware of the journey they are facing,
not only medically but also informatically. Ensuring an optimal user experience balances
several factors that precise rules cannot establish because they change according to the type
of experience one wants to provide and the type of system created. That is why it makes
sense to involve professionals from different fields who can improve the user experience
from multiple perspectives.

The protection of personal health data against unauthorized and unlawful attacks
plays a central role today, particularly given the consequences that could result. A mul-
tifaceted encryption strategy must be employed in the sensitive area of clinical file man-
agement within IoT and ML systems. The combination of asymmetric and symmetric
encryption is undoubtedly an effective solution. Asymmetric encryption, such as RSA, can
be used in cases where it is essential to exchange keys securely, and symmetric encryption,
such as AES, is preferred in cases of data encryption itself, given its validity in large data
sets. Encryption of deposited data must adhere to strict encryption standards, among
which AES-256 is the basic standard for data protection in storage devices. Regarding data
transfers, procedures such as the TLS protocol accompanied by the issuance by trusted cer-
tification bodies must be used to guarantee the passage of data over networks. End-to-end
encryption is essential in situations where sensitive data are exchanged between patients
and healthcare personnel to ensure that only the relevant parties can access this informa-
tion. In addition to this, certain innovative features of encryption, such as homomorphic
encryption, ensure, for instance, that ML applications process their data without decrypting
it, preserving privacy at all times. Again, thanks to attribute-based cryptography, sophisti-
cated access control mechanisms can be applied to medical facilities, which must strictly
manage data access according to specific roles and competencies. The use of blockchain
technologies in decentralized cryptography also makes it possible, for instance, to create a
protected and immutable ledger that can ensure the integrity and traceability of data move-
ments. Implementing such techniques at the cryptographic level requires a comprehensive
architecture and strict adherence to standard key-handling practices, including periodic
key rotation, secure storage via hardware security devices, and the choice of a zero-trust
architecture to ensure controlled and authorized data entry. As mentioned, this structure
must also establish stringent data management and storage procedures, anonymization
techniques, and secure data exchange protocols following the General Data Protection
Regulation (GDPR) and the Health Insurance Portability and Accountability Act (HIPAA),
if applicable.

Privacy is a concern that goes beyond the technical elements of data security, as it
relates to the right of individuals to exercise control over personal information. This is
why we intend to explore the balance between using cryptography and using IoT and
ML applications in healthcare. Implementing techniques such as data anonymization and
pseudonymization are to be considered. As is the issue of consent. Indeed, patients must
be informed about the processing of their data. This implies the collection of informed
opinions in transparent and understandable language to ensure that the patient knows
his or her rights and the destination of the health data concerning him or her. Embedding
such ethical considerations within will align the practice with best practices and promote
IoT and ML applications in healthcare responsibly, fostering acceptance and ensuring
that consumers and the healthcare community embrace them. Furthermore, it should be
emphasized that obtaining informed consent in IoT and ML healthcare applications goes
beyond traditional methods. Finally, creating a supervisory body to verify compliance with
the ethical use of individual health data and enforce compliance would also be beneficial.
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4. Validation and Results

In order to effectively begin the search for an evaluation of an application realized
within the framework of modern medicine, a methodical principle has been adopted, which
consists of using a particular test; in this case, the verification criteria include a range of
well-designed actions and questions directed at both patients and doctors, each of which
aims to evaluate specific elements peculiar to the app.

The validation of an application in modern medicine is a crucial process involving
patients and healthcare professionals. This process aims to verify the app’s effectiveness,
usability, and security, ensuring that it meets the needs and expectations of both parties.
In the introductory phase, the main objective is to determine how the app can improve
health management, doctor-patient communication, and access to health information. In
addition, the validation process includes extensive testing to ensure compliance with health
regulations and the protection of patient data. The app’s impact on the efficiency of clinical
processes and its ability to integrate with existing health information systems are also
assessed. The participation of the patient and healthcare personnel in the testing and
feedback phase is indispensable to verify that the application meets the requirements
of the end users and contributes to a concrete increase in the quality of the service and
services provided.

Key elements of this evaluation process include usability and ease of navigating
the app, which is crucial to ensure that users, both patients and health professionals,
can effortlessly find the information they need, e.g., data on various therapies, tips on
treatment management, and more general guidance on their well-being. The app’s contents’
accuracy, efficiency, and transparency are also assessed, as these are decisive criteria for
ensuring the availability of up-to-date and reliable elements necessary for understanding
and safely dealing with the prescribed treatment. The app’s clarification of therapeutic
prescriptions, intake times, and management of possible unwanted reactions are also
examined. Another critical point analyzed is ensuring the protection and confidentiality
of health information collected with the app. This aspect of the analysis, in which privacy
and data protection are paramount, aims to ensure that the app adopts precise protocols
for protecting sensitive patient information. Users are asked to express their perceptions
about protecting their health information while using the app, with questions about data
security and concerns about confidentiality or loss of information. Finally, special attention
is paid to the intuitiveness of the graphical interface. This includes assessing how easy
it is for a newcomer to understand and use the program without extensive assistance,
which can strongly affect its overall adoption and effectiveness in the medical context.
The experimentation part was developed in the field, making the system available in the
evaluation phase to several spa facilities that had the entire cycle of the spa experience itself,
thus including the medical part. The experimentation was strongly desired concerning both
types of development and, thus, types of users, as regards both the users of spa services
and the health professionals who follow the patients. For this reason, it was decided to
keep the two evaluations separate to be able to have more detail concerning the parameters
taken into account by the data provided by the sensors. The accurate evaluation makes
it possible to establish transparently that the product meets the requirements for proper
use in wellness and health. The survey covered 128 users who had undergone a course
of spa treatments during the past six months. In the context of the survey conducted
among patients who used the health service with the support of the application, several
questions were asked to evaluate various elements of the application, such as the usability
and intuitiveness of the user interface, the accuracy of the health information reported by
the application, and the ability of the application itself to contribute to the improvement
of the patient’s health quality. The responses were evaluated based on a satisfaction scale.
In particular, a rating scale from 1 to 5 was used, where 1 indicated minimum satisfaction,
and 5 indicated maximum satisfaction on the part of the patients. From the analysis of the
collected results (Figure 7), the app’s user interface was perceived as highly intuitive, with
an average rating of 4.4. Regarding the accuracy of the health information provided by the
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app, patients gave a generally positive rating, with an average of 4.0. Ultimately, the survey
revealed that the app significantly improved patient health management, with an average
rating of 4.2. These results indicate a general appreciation and perceived application
effectiveness among its users.

Results of questionnaire submitted to patients
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Figure 7. Results of a questionnaire submitted to patients.

As mentioned above, the experimental phase also consisted of a validation of the
experimental system by healthcare professionals; in this case, the objective was to take into
account the parameters of the sensors and how the patient’s profile was described within
the application to improve the patient-doctor relationship and the effectiveness of the
proposed treatment in real-time. Using the same methods and criteria, it was also possible
to evaluate the functioning of the mobile application designed for healthcare professionals.
A group of 26 doctors was interviewed through the administration of the specially prepared
questionnaire to assess its validity for monitoring clinical factors, both in terms of the
accuracy and punctuality of the medical information provided and the ease of consulting
the information relating to patients, and, above all, to verify how practical the application
was in reducing the work performed, by decreasing the amount of time spent on collecting
and comparing patient data. Also, in this case, the responses (Figure 8) were collected on a
scale of 1 to 5, where 1 indicated the lowest degree of satisfaction/effectiveness and five the
highest. The results highlighted a significant level of perceived effectiveness in using the
application for patient monitoring, with an average rating of 4.4. Ease of access to patient
data was rated an average of 4.2, indicating a well-designed user interface and efficient
navigation. Furthermore, the application was rated positively regarding its contribution to
doctors’ work efficiency, with an average of 4.5, suggesting that the app facilitates more
efficient time management and better organization of health information.

These findings highlight the importance of well-designed applications in the context of
digital medicine, offering healthcare professionals practical tools for patient monitoring and
health data management with a positive impact on the efficiency of their work. Furthermore,
feedback provided by patients and healthcare professionals is essential to continuously
improve the application, ensuring that it meets user needs and expectations in terms of
functionality, ease of use, information effectiveness, and data security.

Therefore, from the in-depth and analytical review of the responses collected, a signifi-
cant dichotomy emerges in the priorities and perceptions between the two main groups of
users interviewed. From the patient’s perspective, the predominant factors determining
the medical application’s value and usefulness are accessibility and ease of use. This group
of users emphasizes the application’s ability to be intuitive, easily navigable, and without
complex access barriers, making the user experience seamless and frustration-free. To meet
this need, a voice assistance functionality is proposed. This solution should allow users
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to interact with the application through voice commands, thus facilitating access even
for those who may find it challenging to use touchscreen interfaces, such as old age or
individuals with physical limitations.

Results of questlonnalre submltted to healthcare staff
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Figure 8. Results of a questionnaire submitted to healthcare staff.

On the other hand, the user segment, which consists of healthcare professionals,
such as doctors, emphasizes crucial aspects such as the accuracy and reliability of the
data provided by the application. This group places great importance on the correctness,
accuracy, and timeliness of the app’s clinical information collected and managed. In
addition, there is a strong demand for application integration with other clinical tools and
systems, emphasizing the need for a cohesive and interconnected digital ecosystem that
supports efficient healthcare workflow and optimal patient management. Therefore, the
main objective is to create seamless interoperability between the application and patient
management systems commonly used in clinical environments. This could involve the
development of advanced application programming interfaces (APIs) that enable secure
and efficient data exchange between the app and healthcare databases, thus ensuring timely
and accurate updating of patient information. Furthermore, the improved integration
should make it easier for doctors to access vital data directly from the application, enabling
faster and more informed clinical decision-making.

This divergence in priorities and needs between patients and doctors highlights
the essentiality of a holistic, balanced, and multi-perspective approach in designing and
developing medical applications. It is imperative that such applications not only meet
the requirements of ease of use and accessibility required by patients but also integrate
elements of high precision, data reliability, and interoperability with other systems, as
required by medical personnel. This balance between usability and technical integration is
critical to ensuring that the application is practical and positively impacts both individual
health management and the efficiency of the overall healthcare system. Based, therefore,
on the conclusions reached during the validation phase of the application, a user-centered
approach was adopted, which ensures that the application not only fulfills the essential
technical criteria but also responds effectively and directly to the needs specific to both
patients and healthcare professionals. This orientation towards the needs of end users
promotes more informative and connected healthcare management, characterized by a
more fluid interaction between the different actors involved, effectively optimizing the
app’s functionality and ease of use.

The application validation process, therefore, turns out to be a crucial element in the life
cycle of a technological solution in the medical field. Through validation, we ensure that the
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application is not only up to date with the latest technological innovations but also deeply
integrated and responsive to the real needs of the healthcare sector. Validation, therefore,
acts as a bridge between technological development and practical application, ensuring that
innovations are both technologically advanced and meaningful and valuable for improving
healthcare. In summary, the validation process allows the app to be refined regarding
functionality, usability, and relevance, making it an indispensable tool in digital health.

Despite the positive results achieved during operational trials, several crucial points
and challenges emerged while developing the IoT system prototypes for SPA and wellness
applications. One of the most critical difficulties in evaluating and protecting users’ data
is a growing concern in an era in which data protection is highly topical. The realization
of the prototype underlined the need to adopt new protection techniques to protect and
safeguard personal data. New encryption and operator authentication technologies had
to be implemented in compliance with current privacy protection regulations, such as
the General Data Protection Regulation (GDPR) [22,23]. Such measures are indispens-
able for preserving valuable patient health resources that IoT devices detect. A further
significant need was integrating the IoT device into the existing hardware infrastructure
at the spa clinics. This integration entailed a modular and versatile design to achieve a
reliable and comprehensive data collection capable of responding to the different hardware
configurations at the spas. Despite the difficulties, the device integrated smoothly with
standard services and equipment, ensuring the system’s viability. A further period of field
testing has been scheduled for a complete evaluation of all aspects of the system and the
collection of direct information from the leading figures involved, allowing for a more
precise definition of the system’s configuration parameters. This test will improve the
product’s characteristics, particularly regarding the data visualization part, and introduce
further innovations based on what has been learned from users and operators in the field.
Therefore, in conclusion, the prototype system for IoT applications in the spa and wellness
sector showed considerable potential despite some challenges encountered during the
handling of personal information and integration with existing hardware. The planned
extended field-testing phase will provide more information to optimize the system and
make it a valuable tool in the wellness and spa sector.

At this point in the analysis of the results obtained, considerations can be made
regarding the benefits and advantages of the proposed system compared with classical
therapeutic spa treatments. For a proper comparative analysis, we evaluate several factors
and indicators of effectiveness. Among these, the most important ones to consider are
certainly treatment efficiency and clinical effectiveness, which most of all determine the
success of the treatment. Treatment efficiency, for example, translates to better patient
management for healthcare professionals while reducing user waiting times. This is
possible thanks to new technologies and, in particular, thanks to the utilization of the
mobile application that allows the optimization of treatment planning and, consequently,
increases the number of patients who can be treated simultaneously due to the possibility
of keeping their medical records always available and retrievable online. Clinical efficacy,
on the other hand, is precisely mirrored by successful treatment, which means producing
measurable and meaningful benefits for patients. With the application of the IoT paradigm,
it is possible to personalize treatment to make it more effective. In contrast, ML techniques
make it possible to develop predictive models, which are crucial in managing complications.
Unlike traditional methodologies, possible complications or risks associated with certain
medical conditions can be detected early, allowing healthcare professionals to intervene and
manage them in a suitable timeframe. Implementing IoT technologies in spa treatments
can enable better resource management, such as optimizing treatment schedules based on
equipment or staff availability, and allows for improvement in aspects such as real-time
monitoring and feedback, which are benefits closely linked to new technologies. In real-
time, healthcare providers can intervene in treatment and interact with patients, even after
the course has ended and outside of the spa facilities; this does not apply to traditional
treatment, making the proposed method much more efficient. Overall, the use of new
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technologies in medical spa treatment, as opposed to traditional care, certainly allows for
an improved experience for both healthcare professionals and patients.

Although promising benefits for personalized treatment, current research in the area of
IoT and ML is confronted with implicit limitations and associated risks that require in-depth
reasoning that takes several aspects into account. One of the most relevant limitations lies
in the fact that research in this particular application area is still at a preliminary stage.
This scarcity of extensive and comparative studies means that the datasets on which ML
algorithms are trained may no longer be representative of the entire community or of
different conditions, which may lead to biased and non-heterogeneous results.

As commented above, IoT devices in healthcare services present the concrete possibil-
ity of cyber-physical system breaches, whereby network weaknesses could be exploited to
obtain sensitive health data or interfere with the devices’ operations. In this context, ML
applications that require continuous processing need not only robust solutions in terms
of data storage but also sophisticated tools for recognizing risk situations so as to identify
and mitigate possible causes promptly. The proposed integration of these technologies
also poses the scenario of limited human intervention, where reliance on IT devices may
reduce the contribution of professionals in the delivery of care. This change runs the risk of
affecting the existing therapeutic trust relationship with the patient, a founding element of
traditional healthcare treatment and one that, through a path of awareness, must also be
injtiated concerning innovative technological systems, as is already the case in other fields
and disciplines.

5. Conclusions

As in many other healthcare sectors, spa therapies are developing and taking advan-
tage of new technologies, especially IoT. This promising paradigm represents a valuable
tool for optimizing spa treatments by actively monitoring patients both inside and outside
spa facilities. Such monitoring allows for accurate and precise measurement of essential
parameters such as heart rate and blood oxygenation, which are essential for tracking
therapy progress. The analysis of data collected through IoT offers new possibilities for
improving the quality and effectiveness of spa therapies. By identifying any problems or
unforeseen events in time, treatment can be more targeted for different types of patients. In
this context, integrating ML techniques into the framework has enabled more sophisticated
data management and analysis, providing a more detailed and personalized view of pa-
tients” health status and their responses to treatments. In closing, it can be said that the use
of IoT and ML in healthcare has proven valuable and in line with the goals of improving
the management of users’ personal data and personalizing care.

Regarding future developments, the prototype will be applied to a comprehensive
case study to gather data and feedback from key stakeholders involved in the system.
This will make a more in-depth evaluation of the method’s impact on spa treatments
possible and identify further areas for refinement. Ultimately, the integration of advanced
technologies such as IoT and ML into the spa treatment sector has shown significant
innovation power, demonstrating significant potential in facilitating the management of
users’ personal data and improving the personalization of spa treatments. Integrating
these cutting-edge technologies offers a more specific and effective approach to therapy
management, enabling more accurate and personalized care for each patient.

Future Developments

In future projections, it is expected that the application of the prototype can be ex-
panded significantly with more extensive and more detailed studies. This implies collecting
more data and feedback from a broad group of stakeholders involved in the care cycle.
Such in-depth analysis will allow a more precise assessment of the real impact of the system
on spa services, providing a clear view of the potential and areas that need further improve-
ment. Expanding the prototype’s integration with a wide range of health services is among
the most interesting future avenues. This expansion aims to create a more interconnected
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and responsive care ecosystem in which different healthcare facilities can interact in a more
seamless and coordinated way. In addition, developing dedicated mobile applications for
patients is another high-growth area. These applications will enable patients to actively
monitor their health and receive personalized treatment advice in real-time, directly on
their mobile devices. Another significant planned development is implementing artificial
intelligence algorithms for more sophisticated and accurate data analysis. These algo-
rithms could significantly improve the ability to predict treatment outcomes, tailor them
to individual needs, and more effectively identify health patterns. Testing the system in
a wide range of spa environments will allow its effectiveness to be evaluated in different
treatment settings and health conditions, ensuring that the proposed solutions are versatile
and adaptable to different therapeutic demands. Finally, it is critical to conduct long-term
studies to understand the prolonged effects of using IoT monitoring and ML analytics
on spa treatment outcomes. These studies will provide valuable information on the long-
term effectiveness of these technologies in spa treatment management, contributing to a
deeper understanding of how technological innovation can improve patients” health and
well-being. In sum, these future developments may lead to significant improvements in
the patient experience and overall effectiveness of spa care, confirming the role of new
technologies as crucial tools for improving health and well-being.

Author Contributions: Conceptualization, EC. and D.S.; methodology, A.L. and D.S.; software, A.L.
and D.S; validation, M.C. and E.C.; formal analysis, A.L.; investigation, L.C.; data curation, A.L. and
D.S.; writing—original draft preparation, L.C. and A.L.; writing—review and editing, M.C., D.S.;
supervision, F.C. All authors have read and agreed to the published version of the manuscript.

Funding: This research received no external funding.

Data Availability Statement: Data supporting the findings of this study are available upon request
to the corresponding author. Some data cannot be shared publicly due to privacy or intellectual
property restrictions.

Conflicts of Interest: The authors declare no conflict of interest.

References

1.  Costantino, M.; Conti, V.; Corbi, G.; Filippelli, A. Hydropinotherapy with Sulphurous Mineral Water as Complementary Treatment
to Improve Glucose Metabolism, Oxidative Status, and Quality of Life. Antioxidants 2021, 10, 1773. [CrossRef]

2. Forestier, R.; Erol Forestier, E.B.; Francon, A. Spa therapy and knee osteoarthritis: A systematic review. Ann. Phys. Rehabil. Med.
2016, 59, 216-226. [CrossRef]

3. Maccarone, M.C.; Magro, G.; Albertin, C.; Barbetta, G.; Barone, S.; Castaldelli, C.; Manica, P.; Marcoli, S.; Mediati, M.; Minuto, D.;
et al. Short-time effects of spa rehabilitation on pain, mood and quality of life among patients with degenerative or post-surgery
musculoskeletal disorders. Int. J. Biometeorol. 2023, 67, 29-36. [CrossRef]

4. Antonelli, M.; Donelli, D.; Fioravanti, A. Effects of balneotherapy and spa therapy on quality of life of patients with knee
osteoarthritis: A systematic review and meta-analysis. Rheumatol. Int. 2018, 38, 1807-1824. [CrossRef] [PubMed]

5. Carbajo, ].M.; Maraver, F. Sulphurous Mineral Waters: New Applications for Health. Evid. Based Complement. Altern. Med. 2017,
2017, 8034084. [CrossRef] [PubMed]

6.  Costantino, M.; I1zzo, V.; Conti, V.; Manzo, V.; Guida, A; Filippelli, A. Sulphate mineral waters: A medical resource in several
disorders. |. Tradit. Complement. Med. 2020, 10, 320-326. [CrossRef]

7. Casado, A.; Ramos, P; Rodriguez, J.; Moreno, N.; Gil, P. Types and Characteristics of Drinking Water for Hydration in the Elderly.
Crit. Rev. Food Sci. Nutr. 2015, 55, 1633-1641. [CrossRef] [PubMed]

8. DaXu, L,;He, W, Li,S. Internet of Things in Industries: A Survey. IEEE Trans. Ind. Inf. 2014, 10, 2233-2243. [CrossRef]

9.  Matsumoto, H.; Hagino, H.; Hayashi, K.; Ideno, Y.; Wada, T.; Ogata, T.; Akai, M.; Seichi, A.; Iwaya, T. The effect of balneotherapy
on pain relief, stiffness, and physical function in patients with osteoarthritis of the knee: A meta-analysis. Clin. Rheumatol. 2017,
36, 1839-1847. [CrossRef] [PubMed]

10. Khamruddin, M.; Siddiqui, S.T.; Oqail Ahmad, M.; Salim, A.; Siddiqui, A.; Haider, A.S. Healthcare IoT Framework for Disease
Prediction and Health Monitoring in Mobile Environment. In Proceedings of the 2021 4th International Conference on Recent
Trends in Computer Science and Technology (ICRTCST), Jamshedpur, India, 11-12 February 2022; IEEE: New York, NY, USA,
2022; pp. 395—400. [CrossRef]

11. Tenti, S.; Cheleschi, S.; Galeazzi, M.; Fioravanti, A. Spa therapy: Can be a valid option for treating knee osteoarthritis? Int. J.

Biometeorol. 2015, 59, 1133-1143. [CrossRef] [PubMed]


https://doi.org/10.3390/antiox10111773
https://doi.org/10.1016/j.rehab.2016.01.010
https://doi.org/10.1007/s00484-022-02381-4
https://doi.org/10.1007/s00296-018-4081-6
https://www.ncbi.nlm.nih.gov/pubmed/29947999
https://doi.org/10.1155/2017/8034084
https://www.ncbi.nlm.nih.gov/pubmed/28484507
https://doi.org/10.1016/j.jtcme.2019.04.004
https://doi.org/10.1080/10408398.2012.692737
https://www.ncbi.nlm.nih.gov/pubmed/24915336
https://doi.org/10.1109/TII.2014.2300753
https://doi.org/10.1007/s10067-017-3592-y
https://www.ncbi.nlm.nih.gov/pubmed/28303358
https://doi.org/10.1109/ICRTCST54752.2022.9782014
https://doi.org/10.1007/s00484-014-0913-6
https://www.ncbi.nlm.nih.gov/pubmed/25339582

Computers 2024, 13, 67 21 of 22

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.
29.

30.

31.

32.

33.

34.

35.

36.

37.

Ekmekcioglu, C.; Strauss-Blasche, G.; Holzer, F.; Marktl, W. Effect of Sulfur Baths on Antioxidative Defense Systems, Peroxide
Concentrations and Lipid Levels in Patients with Degenerative Osteoarthritis. Complement. Med. Res. 2002, 9, 216-220. [CrossRef]
Braga, P; Ceci, C.; Marabini, L.; Nappi, G. The Antioxidant Activity of Sulphurous Thermal Water Protects against Oxidative
DNA Damage: A Comet Assay Investigation. Drug Res. 2013, 63, 198-202. [CrossRef] [PubMed]

Lobo, V.; Patil, A.; Phatak, A.; Chandra, N. Free radicals, antioxidants and functional foods: Impact on human health. Pharmacogn.
Rev. 2010, 4, 118. [CrossRef] [PubMed]

Pamula, A.S.P,; Ravilla, A.; Madiraju, S.V.H. Applications of the Internet of Things (IoT) in Real-Time Monitoring of Contaminants
in the Air, Water, and Soil. In Proceedings of the 9th International Electronic Conference on Sensors and Applications, Virtual,
1-15 November 2022; MDPI: Basel, Switzerland, 2022; p. 26. [CrossRef]

Pal, S.; Jhanjhi, N.Z.; Abdulbagi, A.S.; Akila, D.; Almazroi, A.A.; Alsubaei, ES. A Hybrid Edge-Cloud System for Networking
Service Components Optimization Using the Internet of Things. Electronics 2023, 12, 649. [CrossRef]

Lorusso, A.; Celenta, G. Internet of Things in the Construction Industry: A General Overview; Springer: New York, NY, USA, 2023; pp.
577-584. [CrossRef]

Casillo, M.; Colace, E; Lorusso, A.; Marongiu, F; Santaniello, D. An IoT-Based System for Expert User Supporting to Monitor, Manage
and Protect Cultural Heritage Buildings; Springer: New York, NY, USA, 2022; pp. 143-154. [CrossRef]

De Simone, M.C.; Lorusso, A.; Santaniello, D. Predictive maintenance and Structural Health Monitoring via IoT system. In
Proceedings of the 2022 IEEE Workshop on Complexity in Engineering (COMPENG), Florence, Italy, 18-20 July 2022; IEEE: New
York, NY, USA, 2022; pp. 1-4. [CrossRef]

Cecere, L.; Colace, F; Lorusso, A.; Marongiu, F,; Pellegrino, M.; Santaniello, D. IoT and Deep Learning for Smart Energy Management;
Springer: New York, NY, USA, 2024; pp. 1037-1046. [CrossRef]

Manocha, A.; Sood, S.K.; Bhatia, M. IoT-Dew Computing-Inspired Real-Time Monitoring of Indoor Environment for Irregular
Health Prediction. IEEE Trans. Eng. Manag. 2024, 71, 1669-1682. [CrossRef]

Costantino, M.; Conti, V.; Corbi, G.; Giudice, V.; Caro, ED.; Filippelli, A. Marked Reduction of Oxidant Species after Sulfureous
Crenotherapy in Females with Joint Diseases and Psoriasis: A Retrospective Real-Life Study. ]. Clin. Med. 2023, 12, 5731.
[CrossRef] [PubMed]

Tungal, A.; Singh, K.; Singh, P.; Simintiras, A.C. Smart IoT-Enabled Cloud-Fuzzy System for Remote Monitoring of Infected Patients;
Springer: New York, NY, USA, 2024; pp. 381-392. [CrossRef]

Kunhardt, H. Evidence-Based Information Technology: Concept for Rational Information Processing in the Health Care System.
In Optimizing Health: Improving the Value of Healthcare Delivery; Springer: Boston, MA, USA, 2006; pp. 146-156. [CrossRef]
Casillo, M.; Cecere, L.; Colace, F,; Lorusso, A.; Marongiu, F.; Santaniello, D. Internet of Things in SPA Medicine: A General
Framework to Improve User Treatments. In Proceedings of the 2023 IEEE International Conference on Smart Computing
(SMARTCOMP), Nashville, TN, USA, 26-30 June 2023; pp. 309-313. [CrossRef]

Casillo, M.; Guida, C.G.; Lombardi, M.; Lorusso, A.; Marongiu, F.; Santaniello, D. Predictive preservation of historic buildings
through IoT-based system. In Proceedings of the 2022 IEEE 21st Mediterranean Electrotechnical Conference (MELECON),
Palermo, Italy, 14-16 June 2022; IEEE: Washington, DC, USA, 2022; pp. 1194-1198. [CrossRef]

Rhayem, A.; Riali, I; Mhiri, M.B.A ; Fareh, M.; Garcia-Castro, R.; Gargouri, F. Fuzzy HealthloT Ontology for Comorbidity Treatment;
Springer: New York, NY, USA, 2024; pp. 228-241. [CrossRef]

Li, C.; Wang, J.; Wang, S.; Zhang, Y. A review of IoT applications in healthcare. Neurocomputing 2024, 565, 127017. [CrossRef]
Arepalli, PG.; Naik, K.J. Water contamination analysis in IoT enabled aquaculture using deep learning based AODEGRU. Ecol.
Inf. 2024, 79, 102405. [CrossRef]

Hennebelle, A.; Ismail, L.; Materwala, H.; Al Kaabi, ]J.; Ranjan, P.; Janardhanan, R. Secure and privacy-preserving automated
machine learning operations into end-to-end integrated IoT-edge-artificial intelligence-blockchain monitoring system for diabetes
mellitus prediction. Comput. Struct. Biotechnol. ]. 2024, 23, 212-233. [CrossRef]

Riazul Islam, S.M.; Daehan, K.; Humaun Kabir, M.; Hossain, M.; Kyung-Sup, K. The Internet of Things for Health Care: A
Comprehensive Survey. IEEE Access 2015, 3, 678-708. [CrossRef]

Topol, E.J. High-performance medicine: The convergence of human and artificial intelligence. Nat. Med. 2019, 25, 44-56.
[CrossRef] [PubMed]

Dimitrov, D.V. Medical Internet of Things and Big Data in Healthcare. Heal. Inf. Res. 2016, 22, 156. [CrossRef] [PubMed]
Getachew, E.; Adebeta, T.; Muzazu, S.G.Y.; Charlie, L.; Said, B.; Tesfahunei, H.A.; Wanjiru, C.L.; Acam, J.; Kajogoo, V.D.; Solomon,
S.; et al. Digital health in the era of COVID-19: Reshaping the next generation of healthcare. Front. Public Health 2023, 11.
[CrossRef] [PubMed]

Vahdat-Nejad, H.; Mansoor, W.; Abbasi, S.; Hajiabadi, M.; Salmani, F.; Azizi, F.; Mosafer, R.; Jamalian, M.; Khosravi-Farsani, H.
Impact of the Internet of Things on Psychology: A Survey. Smart Cities 2022, 5, 1193-1207. [CrossRef]

Osama, M.; Ateya, A.A.; Sayed, M.S.; Hammad, M.; Plawiak, P.; Abd El-Latif, A.A.; Elsayed, R.A. Internet of Medical Things and
Healthcare 4.0: Trends, Requirements, Challenges, and Research Directions. Sensors 2023, 23, 7435. [CrossRef] [PubMed]
Raimundo, R.J.; Rosario, A.T. Cybersecurity in the Internet of Things in Industrial Management. Appl. Sci. 2022, 12, 1598.
[CrossRef]


https://doi.org/10.1159/000066031
https://doi.org/10.1055/s-0033-1334894
https://www.ncbi.nlm.nih.gov/pubmed/23447143
https://doi.org/10.4103/0973-7847.70902
https://www.ncbi.nlm.nih.gov/pubmed/22228951
https://doi.org/10.3390/ecsa-9-13335
https://doi.org/10.3390/electronics12030649
https://doi.org/10.1007/978-3-031-31066-9_65
https://doi.org/10.1007/978-3-030-96737-6_8
https://doi.org/10.1109/COMPENG50184.2022.9905441
https://doi.org/10.1007/978-981-99-3043-2_86
https://doi.org/10.1109/TEM.2023.3338458
https://doi.org/10.3390/jcm12175731
https://www.ncbi.nlm.nih.gov/pubmed/37685798
https://doi.org/10.1007/978-3-031-50192-0_32
https://doi.org/10.1007/978-0-387-33921-4_17
https://doi.org/10.1109/SMARTCOMP58114.2023.00077
https://doi.org/10.1109/MELECON53508.2022.9842965
https://doi.org/10.1007/978-3-031-49333-1_17
https://doi.org/10.1016/j.neucom.2023.127017
https://doi.org/10.1016/j.ecoinf.2023.102405
https://doi.org/10.1016/j.csbj.2023.11.038
https://doi.org/10.1109/ACCESS.2015.2437951
https://doi.org/10.1038/s41591-018-0300-7
https://www.ncbi.nlm.nih.gov/pubmed/30617339
https://doi.org/10.4258/hir.2016.22.3.156
https://www.ncbi.nlm.nih.gov/pubmed/27525156
https://doi.org/10.3389/fpubh.2023.942703
https://www.ncbi.nlm.nih.gov/pubmed/36875401
https://doi.org/10.3390/smartcities5030060
https://doi.org/10.3390/s23177435
https://www.ncbi.nlm.nih.gov/pubmed/37687891
https://doi.org/10.3390/app12031598

Computers 2024, 13, 67 22 of 22

38.

39.

40.

41.

42.

43.

44.

45.

46.
47.

48.

49.

Javed, A.R.; Sarwar, M.U.; ur Rehman, S.; Khan, H.U.; Al-Otaibi, Y.D.; Alnumay, W.S. PP-SPA: Privacy Preserved Smartphone-
Based Personal Assistant to Improve Routine Life Functioning of Cognitive Impaired Individuals. Neural Process. Lett. 2023, 55,
35-52. [CrossRef]

Ar-Reyouchi, EM.; Ghoumid, K.; Ar-Reyouchi, D.; Rattal, S.; Yahiaoui, R.; Elmazria, O. Protocol Wireless Medical Sensor
Networks in IoT for the Efficiency of Healthcare. IEEE Internet Things J. 2022, 9, 10693-10704. [CrossRef]

Wu, E; Wu, T.; Yuce, M. An Internet-of-Things (IoT) Network System for Connected Safety and Health Monitoring Applications.
Sensors 2018, 19, 21. [CrossRef]

Ar-Reyouchi, E.M.; Ghoumid, K.; Ar-Reyouchi, D.; Rattal, S.; Yahiaoui, R.; Elmazria, O. An Accelerated End-to-End Probing
Protocol for Narrowband IoT Medical Devices. IEEE Access 2021, 9, 34131-34141. [CrossRef]

Farahani, B.; Firouzi, F.; Chang, V.; Badaroglu, M.; Constant, N.; Mankodiya, K. Towards fog-driven IoT eHealth: Promises and
challenges of IoT in medicine and healthcare. Future Gener. Comput. Syst. 2018, 78, 659-676. [CrossRef]

Hassanalieragh, M.; Page, A.; Soyata, T.; Sharma, G.; Aktas, M.; Mateos, G.; Kantarci, B.; Andreescu, S. Health Monitoring and
Management Using Internet-of-Things (IoT) Sensing with Cloud-Based Processing: Opportunities and Challenges. In Proceedings
of the 2015 IEEE International Conference on Services Computing, New York, NY, USA, 27 June-2 July 2015; IEEE: New York, NY,
USA, 2015; pp. 285-292. [CrossRef]

Dash, S.; Shakyawar, S.K.; Sharma, M.; Kaushik, S. Big data in healthcare: Management, analysis and future prospects. J. Big Data
2019, 6, 54. [CrossRef]

Khan, Y.; Ostfeld, A.E.; Lochner, C.M.; Pierre, A.; Arias, A.C. Monitoring of Vital Signs with Flexible and Wearable Medical
Devices. Adv. Mater. 2016, 28, 4373—4395. [CrossRef]

Smith, A.A.; Li, R,; Tse, Z.T.H. Reshaping healthcare with wearable biosensors. Sci. Rep. 2023, 13, 4998. [CrossRef] [PubMed]
Ahmed, S.F; Alam, M.S.; Afrin, S.; Rafa, S.J.; Rafa, N.; Gandomi, A.H. Insights into Internet of Medical Things (IoMT): Data
fusion, security issues and potential solutions. Inf. Fusion. 2024, 102, 102060. [CrossRef]

Islam, M.M.; Kashem, M.A.; Uddin, J. An internet of things framework for real-time aquatic environment monitoring using an
Arduino and sensors. Int. J. Electr. Comput. Eng. (IJECE) 2022, 12, 826. [CrossRef]

Furhad, M.d.H.; Chakrabortty, R.K.; Ryan, M.].; Uddin, J.; Sarker, LH. A hybrid framework for detecting structured query
language injection attacks in web-based applications. Int. J. Electr. Comput. Eng. (IJECE) 2022, 12, 5405. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


https://doi.org/10.1007/s11063-020-10414-5
https://doi.org/10.1109/JIOT.2021.3125886
https://doi.org/10.3390/s19010021
https://doi.org/10.1109/ACCESS.2021.3061257
https://doi.org/10.1016/j.future.2017.04.036
https://doi.org/10.1109/SCC.2015.47
https://doi.org/10.1186/s40537-019-0217-0
https://doi.org/10.1002/adma.201504366
https://doi.org/10.1038/s41598-022-26951-z
https://www.ncbi.nlm.nih.gov/pubmed/36973262
https://doi.org/10.1016/j.inffus.2023.102060
https://doi.org/10.11591/ijece.v12i1.pp826-833
https://doi.org/10.11591/ijece.v12i5.pp5405-5414

	Introduction 
	Related Works 
	Proposed Approach 
	On-Site Monitoring 
	Data Collection 
	Follow-Up Monitoring 
	Interoperability with Electronic Health Systems in the Context of the Framework for Thermal Monitoring 
	Machine Learning 
	Mobile APP Integration 

	Validation and Results 
	Conclusions 
	References

