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Abstract: Given that a continuous power supply is fundamental to the economy and human well-being,
development of a self-sustained electrical system that can withstand sudden disturbances by employing
both renewable energy and storage technology is of significant importance. Most of the existing
reliability approaches hardly represent a particular method of analyzing system adapting ability
to remain self-sufficient in the short-term after the occurrence of sudden disruptions. In addition,
existing reliability indexes are developed based on past experience, hardly covering the prediction of
disruption risks. As such, a new electricity reliability quantification approach dedicated for sudden
disruptions was established and the newly proposed electricity reliability prediction index was
evaluated. The developed index was applied to determine optimal capacity sizing in the context
of energy security. The availability of such electricity reliability predictions will allow the facility
engineer to make wiser decisions to maintain a continuous power supply even after the occurrence of
sudden disturbances. The developed algorithm can be readily implemented in any electrical system
network including microgrid and rural electrification.

Keywords: power reliability; energy security; index; capacity sizing; risk assessment; accidents;
renewable energy sources; zero energy building

1. Introduction

In a recent times electricity grid systems have been reconsidered in response to the occurrence of
extreme events. Vulnerability of centralized grids during contingency planning was made evident
(e.g., in the aftermath of the Fukushima nuclear accident in Japan the area where planned power cut
was conducted (consisting of 1.45 million corporations) had to stop operation [1]) and the importance
of self-sustained distributed grid systems was highlighted in the current policy narratives [2].
Self-sustained distributed grid systems were developed on the basis of local electricity production for
local consumption. Utilization of both renewable energy and storage technology is highly matched
with the concept of a self-sustained distributed grid. Storage technologies such as batteries are useful
to address the issues of renewable energy including intermittencies. However, storage technologies
that cause energy losses arising from storing or converting energy, which should be addressed first
before other issues [3–6], ensure that electricity is continuously supplied even when renewable energy
does not operate [7]. Given that continuous power supply is fundamental to the economy and human
well-being, the development of self-sustained electrical systems to withstand sudden disturbances by
employing both renewable energy and storage technology is of significant importance in all energy
intensive sectors.
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Power reliability is often assessed when evaluating the continuous electricity supply of the grid.
Its definition is an ability of the grid system to supply a desired amount of power to consumers within
accepted standards [8]. Multiple research reports tended to address the engineering failures of grids and
assess power reliability in the context of cascading outages arising from external disturbances [9–12].
Additionally, electric utility providers employ multiple existing power reliability indexes such as
the System Average Interruption Duration Index (SAIDI) and the Customer Average Interruption
Duration Index (CAIDI) in conventional grids [13,14]. These indices are computed based on the past
experience of the whole grid system. In addition, probabilistic methods including loss-of-load
probability (e.g., in previous works [15–17]) and loss-of-power supply probability (e.g., in previous
works [18,19]) have been also been utilized for quantifying power reliability.

Power reliability is originally comprised of two dimensions: adequacy and security [20],
and the sudden occurrence of a disturbance is highly associated with the concept of security in
power reliability [21]. It must be noted that the existing reliability indices hardly represent a particular
approach to analyzing the extent to which power security contributes to reliability in the grid. Hu et al.
monitored the recovery process of a power system from external disturbances [22]. Hazi et al.
evaluated the maximum restoration time after power interruptions [23]. Kosai and Unesaki focused
on the controllability of alternative energy sources in response to sudden stoppages of nuclear power
due to societal issues [24]. This paper focuses on the system’s adapting ability to remain self-sufficient
in the short-term after the occurrence of sudden disruptions in the power security narrative.

Pertaining to the cause of influencing the supply reliability in the distributed system through
the utilization of renewable energy, the issues of intermittency and dependency on weather conditions
have been widely considered [25]. Meanwhile, overall failures, which are also known as “trouble”,
in the generation system can also lead to supply interruptions. In an attempt to be resilient to various
natural and human events [7,26], it is of significant importance to analyze the power reliability from
the security perspective based on the system’s trouble. This paper focuses on the controllability of storage
technology after sudden troubles.

The existing reliability indices hardly cover the prediction of supply disruption risk.
Meanwhile, a more advanced electricity supply reliability index is now required, where a prediction
of supply reliability in the near future is vital to ensure continuous supply [9]. Hence, a new power
reliability prediction index will be provided in this research.

Furthermore, the appropriate design of installation capacity size for ensuring the power reliability
is of paramount concern [27]. However, it must be mentioned that power reliability is not sufficient for
designing the appropriate capacity sizing in the grid. Earlier research papers analyzed the relation
between cost and reliability [21,28,29], between redundancy, diversification, and reliability [24],
and between CO2 emissions, cost, diversification, and reliability [30]. Since various elements were
involved in the decision-making process for capacity sizing, a more holistic concept beyond reliability
was required, such as energy security. Energy security is a driving force of determining best-energy
source composition [31], which has the potential to be applied to the distributed system scale to
determine optimal capacity sizing. In fact, reliability is one of the aspects of the energy security
narratives [32,33], particularly for security of electricity supply [34,35]. Subsequently, economic aspects
have also been proposed as an indicator for energy security [35,36] from various viewpoints, such as
retail electricity price [37–39] and volatile oil price [37,38,40]. Additionally, the diversification of energy
sources is also proposed as another important indicator for energy security [41–43]. Sovaccol mentioned
that the damages arising from troubles in complex energy systems can be minimized by diversification [32].
Meanwhile, the research related to energy security of the distributed system scale has only been scarcely
discussed in a more holistic manner integrating reliability with both economic factors and diversification.

As such, the objective of this paper is to develop the methodology for evaluating system adapting
ability to remain self-sufficient in a short-term period after the occurrence of sudden disruptions,
to establish a new electricity reliability index dedicated to the power security aspect, and apply
the developed index into determining optimal capacity sizing in the context of energy security.
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This paper proceeds as follows. Section 2 establishes the methodology of the electricity reliability
index dedicated for the power security and energy security index. Section 3 analyzes the system
adapting ability to remain self-sufficient in the short-term period after the occurrence of sudden
disruptions and the implementation of the electricity reliability index. The obtained electricity
reliability index is applied to the energy security index to identify the optimal capacity sizing in
Section 4. Finally, Section 5 concludes this paper.

2. Materials and Methods

2.1. Development and Evaluation of Electricity Reliability Index Dedicated for the Sudden Disruption

In this research, electricity reliability focusing on the security aspect refers to the capability
of the electrical system to remain self-sufficient for as long as possible, even when trouble occurs.
It would appear that sudden disruptions of power generation are highly associated with three factors,
including the magnitude of sudden disruptions (hereafter referred to trouble rate), the timing of
occurrence of sudden disturbances (hereafter referred to instant of trouble), and the influential periods
from the occurrence of sudden disruptions until recovery (hereafter referred to trouble duration).
Ultimately, the battery takes the role of the security aspect and must be able to supply sufficient
energy to the local loads during periods of trouble. As such, the supply reliability is based upon
the amount of time the system can remain self-sufficient after the occurrence of a sudden disruption
using the battery, hereafter referred to as the sustainable duration. Based on the sustainable duration,
a new electricity reliability index dedicated to the security aspect was proposed and is also known
as the System Electricity Sustainable Duration Index (SESDI) in this research. The methodology for
the electricity reliability analysis will consists of 2 main components:

1. Analysis of the sustainable duration for the electrical system
2. Computation of the sustainable duration analysis to obtain the SESDI for the electrical system.

2.1.1. Sustainable Duration Analysis for the Electrical System

A multitude of parameters affect the sustainable duration of an electrical system. Each of the three
parameters—magnitude, duration, and instant of trouble—will be analyzed to obtain the sustainable
duration. The sustainable duration under the varying nature of trouble can be identified by following
the steps below:

1. Initialization of system parameters. The instant of trouble is 00:00 h. The trouble rate is 1 (100% failure).
The trouble duration is 1 min.

2. Run the simulation and check if there is any energy deficit. An energy deficit occurs when all
energy sources have been depleted by the consumption of the electrical system.

3. If there is no energy deficit, the simulation is repeated with increasing trouble duration in steps
of 1 min until the energy deficit is obtained. Once the energy deficit is obtained, the previous
trouble duration is recorded as the sustainable duration for the particular instant of trouble and
trouble rate.

4. Repeat Steps 2 and 3 for the increasing instant of trouble in step 00:01 h until 24:00 h.
5. Repeat Steps 2 to 4 for decreasing trouble rate in steps of 0.1 until a trouble rate of 0 is reached.
6. The above obtained results are then plotted on the sustainable duration versus instant of

trouble graph.

2.1.2. Computation of the Sustainable Duration Analysis to Obtain the SESDI for the Electrical System

After obtaining the sustainable duration, the SESDI is obtained by calculating the “area under
the curve” of the sustainable duration versus instant of trouble graph in the following equation.

SESDI =
∫

f (t)dt (1)
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where, f (t): sustainable duration curve.
The overall flow is presented in Figure 1.
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2.2. Site Identification and System Modelling as an Illustrative Study

The scale of distributed grid system is assumed to be the power flow in the building for
simplicity. Currently, the building sector consumes 40% of the primary energy and contributes
24% of worldwide greenhouse gas emissions [44]. The energy management and saving in the building
sector has the potential to address energy-related issues [45]. Ease of access to building energy data for
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experimentation purposes is the main criteria in selecting a site for the development of this quantitative
analysis. Though a distributed grid finds its main application in any electricity network, unfortunately,
an actual distributed network with ease of access to energy data is not readily available. As such,
a fictitious building will have to be identified. Consequently, Wisma R&D, a high rise building in
Kuala Lumpur, Malaysia has been identified as a suitable site that fits the above criteria.

The electricity demand and supply model is constructed by using System Dynamics as shown in
Figure 2. System Dynamics is a method to describe, model, simulate, and analyze dynamically complex
issues and systems in terms of process, information, organizational boundaries, and strategies [46].
The nature of energy system has dynamic complexities [47] and deep uncertainties [48], with which
System Dynamics could be used as an appropriate method for dealing. The System Dynamics analysis
in this research uses “Vensim 6” from VENTANA Systems, Inc., Harvard, MA, USA. The authors
employed System Dynamics for the development of a power flow model [21,49].
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Figure 2. Electricity demand and supply model.

The developed model in Figure 2 consists of three main types of installed power supply, comprising
of base supply, intermittent renewable supply, and backup storage supply. The fuel cell and biomass
generators represent the base supply which delivers a continuous and constant amount of power
throughout the system all the time. Fuel cell systems offer high modularity across a wide range of
loads and minimal environmental impact by being installed as a grid independent generator for on-site
services [50]. Biomass can also be implemented as a renewable energy supply option hierarchy [51].
Due to favorable climate conditions and an economy that is still reliant on some form of mass agriculture
in Malaysia, there is abundance of feedstock supply ready for utilization of biomass energy [52].
The intermittent renewable supply is represented by the solar photovoltaic (PV) generator covering
the roof-top and also the four sides of building while the battery acts as the backup storage supply.
A total of five units of inverters are assumed to be used to convert the direct current (DC) power from
the solar panel in each of the five sides of the building to alternating current (AC) power. The summation
of the power from all three main sources is referred to as the power delivery. The power delivery will
support the load demand in the system. In addition, any surplus power not consumed by the loads will
be channeled to the battery for storage. The stored energy will then be used during the period when
the load demand is greater than the combined power from both the intermittent renewable supply and
base supply. The period of study was one week and the daily solar radiation data is assumed to remain
the same for each day.

It must be noted that the power generated from solar PV in Figure 2 can be further influenced
by the installation orientation, solar irradiation, installed capacity, magnitude of solar PV trouble,
the duration of trouble, as well as the time instant of trouble. As such, a more detailed model showing
the configurable parameters of the solar PV model is shown in Figure 3. The magnitude, duration,
and time instant of solar PV trouble are respectively indicated as trouble rate, trouble duration, and instant
of trouble in this model. The instant of PV trouble is assumed to occur only on Monday.
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The sustainable duration analysis in this proposed fictitious electrical system was first conducted to
identify the available surface area on each of the 5 sides of the building (roof-top and also the four sides
of external walls). Next, the solar irradiance on the building and the corresponding PV power, generated
by a number of solar PV panels, were measured throughout a day period. Based on the available
area on each sides of building together with the measured PV power generation curve, the solar PV
power delivery curve was calculated. Subsequently, the load demand in the building was also measured
throughout the 7-day period. After that, the minimum required installed capacity for the base supply
was identified through analytical methods based on the ability of the electrical system to self-sustain.

Following the developed steps in Section 2.1, the troubled PV surface of the building was converted
in the order of the roof-top, the east, west, north, and south walls. It must be noted that the trouble rate at
each of the sides of the building was set to a discrete value in steps of 0.2. The reason for this is the prior
assumption that a total of five units of inverters are used to convert the DC power from the solar panel in
each sides of the building to AC power.

The SESDI is first generated for trouble in all sides of the building. Finally, the overall SESDI is
computed by taking the root mean square of all the individual SESDI for the changing trouble rate in
each side of the building.

3. Results

A new electricity reliability index, known as SESDI, has been developed in Section 2.2. An analysis
will now be conducted to compute the SESDI index to evaluate the near future supply reliability in
the electrical system. The results of the analysis are presented in the following sections.

3.1. Calculation of Solar PV Power Delivery Curve from Five Sides of Building

The case study was conducted for a fictitious electrical system at Wisma R&D, in Malaysia.
The dimensions of roof-top, north, south, east, and west walls are 1174.5 m2, 2296.8 m2, 2296.8 m2,
1425.6 m2, and 1425.6 m2, respectively. In 2014, a total of 10 m2 of solar PV panels were installed on
the roof-top of this building. The installed PV panels were of the type PV-AE125MF5N and the panel
is rated to generate 125 W/m2. The solar irradiance and the corresponding PV power generated by
these solar PV panels were measured on the 26 February 2014. Given the available surface area in
the building of 8619.3 m2 and assuming the same type of PV panel with 125 W/m2 were to be installed,
the maximum PV solar capacity that can be installed is computed as 1077 kW.

Next, the measured power from the 10 m2 of solar PV panels will have to be converted to
the other five sides of the building through the normalization approach. The normalization of solar
PV irradiation from a horizontal surface to each of the sides of a wall can be computed based on



Sustainability 2018, 10, 2059 7 of 18

the data obtained from the New Energy and Industrial Technology Development Organization [53].
The instantaneous power for each of the sides of the building is shown in Figure 4, which is also
known as the power delivery curve. In the morning, the PV on the east and north walls generated
a larger amount of power, while in the afternoon the south wall had the largest electricity generation
potential compared to the other walls. In addition, the load demand in the building was measured
from 23 April–29 April 2016.
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3.2. Identification of the Minimum Required Installed Capacity for Base Supply

The battery is modeled using the Sodium Sulfur (NaS) battery technology which has been
demonstrated in Japan and US for the required medium battery capacity system. Based on the study
conducted by Chen et al. [54], the power conversion efficiency for this battery model was set to 83%.
In this research, NGK batteries with 40 NaS modules are proposed for the electrical system. Each of
these 40 NaS battery modules has a storage capacity of 200 kWh and peak power delivery of 33 kW [55].
As such, the total storage capacity is 8640 kWh and the peak power delivery is 1200 kW.

Simulation in System Dynamics for energy supply–demand balance throughout a week period was
conducted for 150 kW–190 kW of base supply with 40 NaS battery modules. Selected results at 150 kW,
170 kW, and 190 kW of base supply are shown in Figure 5. The unshaded area under the demand curve
indicates that the available generation is unable to meet the demand. In contrast, the shaded area above
the demand curve indicates that surplus power can be used as energy storage. In the case of 150 kW and
170 kW of base supply, there exist some undashed areas under the demand curve that indicates that this
building will experience a power disruption. On the other hand, in the case of the 190 kW base supply,
this supply allows the electrical system to self-sustain and even produce surplus power which can be
used for storage.

It must be noted that the unshaded area under the demand curve can be computed in kWh and is
known as the energy deficit. Figure 6 shows the amount of energy deficit for the different base supply
capacities. It can be observed that with 40 NaS battery modules, a minimum of 183 kW of base supply
capacity is required to ensure that there is no energy deficit. Any base supply capacity which is more
than the minimum can be used. As such, 190 kW of base supply was identified as an ideal case to
conduct the sustainable duration analysis.
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3.3. Sustainable Duration Analysis

The sustainable duration was analyzed following the steps in Section 2.1. The sustainable duration
analysis was conducted for PV trouble at the five sides of the building. Figure 7 shows the sustainable
duration results for different PV trouble rates at the roof-top, which is also known as the sustainable
duration curve. Each of the sustainable duration curves for the different PV trouble rates have a similar
trend. The sustainable duration gradually declines with an increasing instant of trouble, while it
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dramatically increases at a particular instant of trouble. Then again, the sustainable duration gradually
declines with an increasing instant of trouble. The point where the sustainable duration dramatically
increases is also known as the time boundary in this research. The time boundary is the point where
the reliability was enhanced significantly. For a roof top trouble rate of 1.0, the time boundary was
12 pm. If a roof-top PV trouble rate of 1.0 occurs before this time boundary at 12:00, the electricity
reliability is low due to the short sustainable duration. In contrast, the reliability is significantly
improved when the same trouble occurs after the time boundary.

Besides that, it can be observed from Figure 7 that the increase in PV trouble rate leads to
a lower sustainable duration curve. It should be noted that the time boundary is not consistent for
the different condition of the sustainable duration curve. Each sustainable duration range at the time
boundary (referred to as (a), (b), and (c)) corresponds to the time when PV does not operate because
of night. The time boundaries of (a), (b), and (c), when referring to the sustainable duration axis,
represent the nights of Monday, Tuesday, and Wednesday, respectively. Finally, it can be seen that
the reliability of the electrical system is more secured with a lower trouble rate.

It can be mentioned that this sustainable duration can indicate the prediction of electricity reliability
in the near future. The availability of such an electricity reliability prediction allows the facility engineer
to make wiser decisions when they are provided with information on the available time before the stored
energy is depleted.
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3.4. Evaluation of the SESDI

The SESDI is first computed for PV trouble at the roof-top. For the different PV trouble rates, the area
under the sustainable duration curve in Figure 7 was computed to obtain the SESDI. Similarly, the SESDI
for the south, north, east, and west walls were also computed as summarized in Figure 8. It can be
observed that the SESDI increases as the PV trouble rate is decreased and vice versa. In addition, under
the same PV trouble rate, the SESDI decreases in the order of west, north, east, roof-top, and south walls
of the building.
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After that, the overall SESDI can be calculated by taking the root mean square for all 25 SESDIs in
Figure 8 in the following equation.

Overall SESDI =

√
∑25

i=1 SESDI2

25
(2)

The computation of the overall SESDI took into account the different trouble rates at all sides of
the building. The overall SESDI under 190 kW of base supply was 969.

4. Discussion

The developed methodology for evaluating the system adapting ability to remain self-sufficient
in the short-term period after the occurrence of sudden disruptions was utilized to compute the new
electricity reliability index dedicated for the power security aspect in Section 3. The SESDI is now
readily implemented to determine the optimal capacity sizing in the context of energy security.

In this analysis the energy security index was developed based on three main indicators—electricity
reliability, cost of energy, and diversification of energy sources. Under the previously identified maximum
solar PV capacity of 1077 kW and 40 NaS battery modules, the energy security index was analyzed
following the steps below:

1. The possible range of the base supply capacity will be identified through analysis of
the sustainable duration.

2. Three indicators were computed based on the different base supply capacities.
3. The computed values were normalized to be expressed in common units and were aggregated to

obtain the energy security index.

4.1. Identification of the Possible Range of Installed Capacity for Base Supply

The previous section identified that the assessed electrical system requires a minimum 190 kW
base supply to ensure sustainability. It must be noted that the 190 kW of the base supply only allows
self-sufficiency under normal conditions. However, when the solar PV is experiencing trouble, some extra
capacity beyond the 190 kW would be needed to account for the loss of power. As such, this section will
identify the upper limit and also the range of possible base supply capacities.

It is assumed that any trouble in the solar PV can be rectified within five days. As such, the upper
limit for base supply capacity is defined as the capacity that allows the electrical system to remain
self-sufficient until the fifth day, even when solar PVs on any sides of the building are completely
interrupted. In this analysis, the sustainable duration simulation as conducted in Section 2.1 is repeated
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here, but for an increasing amount of base supply capacity in steps of 10 kW. Upon completion of
the simulation for each of the base supply capacities, the sustainable duration will be evaluated.
If the electrical system cannot remain self-sufficient until the fifth day, the base supply capacity will
be increased by 10 kW and the above steps will be repeated. The simulation will only stop when
the electrical system can remain self-sufficient until the fifth day, even when PVs on any sides of
the building are completely interrupted. The base supply capacity will be recorded as the upper limit
of base supply capacity. The flow chart of the steps for identifying the possible range of installed base
supply capacity is presented in Figure 9.
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After completing the sustainable duration analysis for the different base supply capacities,
the sustainable duration versus instant of trouble curve for varying trouble rates at all sides of
the building are shown in Figure 10. In order to achieve self-sufficiency until the fifth day, the
sustainable duration versus instant of trouble curve must be a straight line, starting with 120 sustained
hours for the instant of trouble at 00:00 and ending with 96 sustained hours for the instant of trouble at
24:00. This ideal line is also known as the self-sufficient line.

It can be seen from Figure 10 that for a base supply between 190 kW and 220 kW, there is at least
one sustainable duration curve that is below the self-sufficient line. This indicates that the electrical
system is unable to remain self-sufficient until the fifth day. In contrast, a base capacity of 230 kW
allows the electrical system to remain self-sufficient until the fifth day even when the installed PVs on
any one side of the building are experiencing trouble.

In summary, the possible range of base supply capacity is between 190 kW and 230 kW.
Subsequently, the energy security index under this varying amount of base supply capacity will
be computed in the next section.
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4.2. Computation of the Proposed Three Indicators

First, the electricity reliability in this section can be computed using the overall SESDI established
in the previous section.

The cost of energy focuses on the base supply only since battery capacity and PV panel capacity
do not change in the presented scenarios. In this model, the fuel cell and biomass generator are
used as base supply generators. The levelized cost of energy (LCOE) is used in this analysis as it is
accepted as a valuable financial tool for the comparison of various power sources [56]. 0.12 $/kWh
of the LCOE of the fuel cell was used as the input for the costs in this research [57]. In contrast,
the LCOE data of a small scale gas engine for biofuels [58] was taken from the work of the International
Renewable Energy Agency (IRENA) [56], where the LCOE of the biomass fluidized bed gasifier was
listed as 0.07–0.24 $/kWh. In this research, the mean value of 0.16 $/kWh is used as the input for
biomass generator.

The diversification can be obtained by using Herfindahl–Hirschman Index (HHI) in the analysis.
A lower value of HHI corresponds to higher diversity. In this study, base supply is composed of fuel cell
and biomass with eleven possible combinations of fuel cell:biomass ratio: 10:0, 9:1, 8:2, 7:3, 6:4, 5:5, 4:6, 3:7,
2:8, 1:9, and 0:10.

The analysis in this section is conducted based on a total of 55 possible base supply combinations,
comprising of five different possible capacities for the base supply (190, 200, 210, 220, and 230 KW)
and 11 types of fuel cell to biomass ratio.
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4.3. Evaluation of the Energy Security Index

Three energy security indicators were normalized. The computed value of electricity reliability, cost
of energy, and diversification of energy sources is given in the form of Xri, Xci, and Xdi, respectively.
The lower value of cost and diversification, and the higher value of electricity reliability are regarded
as a better choice. The normalized indicators are estimated by using the scaling technique where
the minimum value is set to zero and the maximum is set to unity in the following manner:

Iri =
Max(Xri)− Xri

MAX(Xri)− Min(Xri)
(3)

where r = electricity reliability, i = 55 combinations of base supply

Ici =
Xci − Min(Xci)

MAX(Xci)− Min(Xci)
(4)

where c = cost, i = 55 combinations of base supply

Idi =
Xdi − Min(Xdi)

MAX(Xdi)− Min(Xdi)
(5)

where d = diversification, i = 55 combinations of base supply
Finally, the energy security index was derived as the root mean square of the three normalized

attributes with equal weight:

Energy security index =

√
(Iri)

2 + (Ici)
2 + (Idi)

2

3
(6)

While the weighting on each of the proposed indicators is subjectively determined [59], an equal
weight approach is commonly used as a reference case.

The energy security index represents the optimized relationship between the three indicators with
the lower index indicating the better combination of the output of base supply and also fuel cell to
biomass ratio.

Figure 11 shows the result of the energy security index. Under the 55 base supply combinations,
200 kW of base supply with a fuel cell to biomass ratio of 7:3 results in the best energy security index.
In contrast, 230 kW of base supply comprising entirely of biomass results in the worst energy security
index. For each of the different base supply capacities, the fuel cell to biomass ratio of 7:3 is the best
combination for the base supply capacity. Due to the more expensive LCOE of biomass compared to
the fuel cell, the fuel cell to biomass ratio of 0:10 resulted in the worst energy security index. On the other
hand, for each of the different base supply capacities, there was a slight difference in the energy security
index under the identical fuel cell to biomass ratios. This arises from the cost difference based on the given
base supply capacity. Generally, 190 kW of base supply is more vulnerable compared to the other cases,
due to the lower electricity reliability index. The development of this energy security index will assist
the operator to decide the appropriate capacity sizing by considering energy security risk.
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It should be mentioned that it is difficult to validate the obtained results. This is because the SESDI
can be considered as a first-developed reliability index dedicated for power security. Many works
have assessed the reliability of the electrical system by employing other indexes, including loss of
load probability (LOLP), loss of load expectations (LOLE), and expected undelivered energy (EUE),
which are highly associated with power adequacy [60]. Given the conceptual differences between
static reliability of power adequacy and dynamic reliability of power security, the comparative analysis
between the SESDI and other reliability indexes is not suitable for the validation of the obtained results.
In addition, this paper develops the fictitious building with imaginary onsite-installed energy sources.
Since the actual measured value is nonexistent, the simulated results on the basis of parametric analysis
cannot be compared with the real data.

However, system modeling of the electrical system at the national scale by employing System
Dynamics has already been validated through the comparison of the real grid in Japan [24]. This earlier
research paper also conducted the parametric analysis using the real capacity of the energy source.
Taking into consideration the high similarity in terms of close-loop modeling due to the utilization
of storage technology and the utilization of real measured load demand and irradiation, it would be
sufficiently conceivable to consider the obtained results in this paper valid. Furthermore, the dynamic
behavior of simulated system modeling would be clearly verified in Figure 5.

The proposed approach contributes to the understanding of the electricity reliability dedicated for
sudden disturbances and its application to determining optimal capacity sizing in the context of energy
security. Meanwhile the analysis could be further improved by the inclusion of additional factors.

It must be noted that the load demand in this paper is measured in the building, as an example
of electrical system, which has yet to install any demand response tool. However, in future, there is
a high tendency for demand response tools, such as Home Energy Management System (HEMS)
for a house scale, Building Energy Management System (BEMS) for a building scale, and two-way
communication systems for a microgrid-scale to be installed to manage the power to prevent depletion.
Consequently, the load demand curve will be shifted. As such, the results obtained in this research
may deviate slightly if demand response tools are being applied. In cases where demand response
tools are expected to be installed in the future electrical systems, further research can be conducted to
first predict the actual load demand curve. After that, the previously developed SESDI and energy
security index can again be applied for electricity reliability and energy security.

In addition, both SESDI and energy security index were formulated in this paper by considering
constant backup storage capacity. To further enhance the SESDI and energy security index, future work
should take into account the variation in the backup storage capacity. This will allow the utility
operator to determine the best combination of both backup storage capacity and base supply capacity.

Subsequently, power reliability dedicated for the security aspect is computed on the basis of
parametric assessment in a fictitious electricity grid system in this paper. On the other hand, most of
the earlier research works practically conducted an empirical assessment in the context of the real
world to assess power reliability. It must be noted that the existing approaches are highly associated
with the adequacy aspect rather than the security aspect regarding power reliability. Integration of
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parametric assessment with empirical assessment would assist in providing a more comprehensive
framework for evaluating power reliability from the perspectives of both adequacy and security.

Finally, even though the energy security analysis in this paper uses equal weight, the weighting
of cost, security, and diversification might vary when evaluating other systems due to their different
design goals. The assignment of weights will be influenced by the discrepancies in culture, economy,
policy, and geographical locations. Furthermore, the cost of fuel cell and biomass energy generators
could be expected to be cheaper in response to improved technologies stimulated by market
competitiveness. In addition, global warming has the potential to change the weather, which would
shift the pattern of irradiation. These uncertainties would affect the respective results of a composite
index. As such, to implement this developed energy security index to other power systems, each of
the weighting factors have to be fine-tuned accordingly.

5. Conclusions

This paper first proposed the concept of the prediction of supply reliability dedicated for the sudden
disruption in an electrical system, which is based upon the amount of time the system can remain
self-sufficient after the occurrence of trouble. This newly proposed electricity reliability index is known
as System Electricity Sustainable Duration Index (SESDI). The methodology for quantitative analysis of
electricity reliability was developed based on a fictitious electrical system. Subsequently, the developed
electricity reliability was employed to form the energy security index to determine the optimal capacity
sizing. It has been discovered that under the identified maximum solar PV capacity of 1077 kW and
40 NaS battery modules, 200 kW of base supply with a fuel cell to biomass ratio of 7:3 can be considered
as the most appropriate installation design in this research.

The electricity demand and supply model developed in this paper does not consider the situation
where electricity is transferred from other regions during contingencies in the fictitious grid connected
power system. The difficulty of accounting for the emergent power importation from the outside
after the occurrence of a sudden disruption in the developed algorithm is the major limitation of
the current situation of the SESDI. This is because SESDI is highly dedicated for the closed power grid
system. In practice, there are several other power system configurations that operate as an electrical
system network. At least, given the similarity in system configuration, an algorithm to evaluate
the electricity reliability and energy security can be readily implemented in any electrical system
network including microgrids and rural electrification, as well as any self-contained national grid. In fact,
the national grid of Japan experienced a sudden supply disruption in the aftermath of the Fukushima
disaster due to the governmental strategy (e.g., planned power cuts [61]), and the developed
algorithm is applicable to these situations. Additionally, the ease of applying or extending this
methodology into other electrical system networks would be considered attractive. What implementers
need to adjust in this developed methodology is the energy sources corresponding to the particular
assessed grid and the time scale corresponding to the definition of short-term recovery from sudden
disturbances. Considering the algorithm developed in this paper as a starting point of quantifying
the vulnerability of a power system to sudden disturbances, an in-depth study will be undertaken to
improve the power reliability.
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