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Abstract: Digital transformation of the logistics industry triggered by the widespread use of Internet
of Things (IoT) technology has prompted a significant revolution in logistics companies, further
bringing huge dividends to society. However, the concurrent accelerated growth of logistics compa-
nies also significantly hinders the safeguarding of individual privacy. Digital identity has ascended
to having the status of a prevalent privacy-protection solution, principally due to its efficacy in
mitigating privacy compromises. However, the extant schemes fall short of addressing the issue of
privacy breaches engendered by insider maleficence. This paper proposes an innovative identity
privacy-preserving scheme aimed at addressing the quandary of internal data breaches. In this
scheme, the identity provider furnishes one-time-use accounts for logistics users, thereby obviating
the protracted retention of logistics data within the internal database. The scheme also employs
ciphertext policy attribute-based encryption (CP-ABE) to encrypt address nodes, wherein the access
privileges accorded to logistics companies are circumscribed. Therefore, internal logistics staff have
to secure unequivocal authorization from users prior to accessing identity-specific data and privacy
protection of user information is also concomitantly strengthened. Crucially, this scheme ameliorates
internal privacy concerns, rendering it infeasible for internal interlopers to correlate the users’ au-
thentic identities with their digital wallets. Finally, the effectiveness and reliability of the scheme are
demonstrated through simulation experiments and discussions of security.

Keywords: logistics; privacy protection; blockchain; digital identity; attribute encryption; smart
contract

1. Introduction

The digital transformation of the logistics industry, catalyzed by the pervasive appli-
cation of IoT technology [1], has prompted swift evolutions within logistics companies,
further conferring substantial benefits upon society [2]. However, concomitant with the
development of the logistics industry, particularly in the realms of information privacy and
security [3], escalating challenges pertaining to identity disclosure are encountered. For
example, personnel within a logistics company exploited vulnerabilities in the organiza-
tion’s internal infrastructure to illicitly acquire and disseminate approximately 1.2 million
units of civilian identity data, encompassing usernames, mobile numbers, domiciliary
addresses, and other confidential particulars [4]. The reality is that logistics enterprises
demonstrate inadequate data stewardship coupled with a glaring deficiency in identity
management protocols and employees can easily obtain user data, which further exacer-
bates the risk of logistics privacy leaks. The proliferation of privacy infractions related
to logistics identities has precipitated a myriad of proposed solutions to counter criminal
activities engendered by these violations, which can be categorized into three predominant

Future Internet 2023, 15, 361. https://doi.org/10.3390/fi15110361 https://www.mdpi.com/journal/futureinternet

https://doi.org/10.3390/fi15110361
https://doi.org/10.3390/fi15110361
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/futureinternet
https://www.mdpi.com
https://orcid.org/0000-0002-6913-9145
https://orcid.org/0000-0002-6487-7595
https://doi.org/10.3390/fi15110361
https://www.mdpi.com/journal/futureinternet
https://www.mdpi.com/article/10.3390/fi15110361?type=check_update&version=2


Future Internet 2023, 15, 361 2 of 20

kinds: hiding critical information, decentralized storage, and digital identity. Hiding critical
information is fundamentally a data desensitization technique, where sensitive data is
substituted with arbitrary characters or symbols, thereby diminishing the risk of privacy
breaches. Schemes [5–8] utilize hiding critical information, and the customer’s personal
and logistics information is encapsulated in the QR code. However, the main limitation
of hiding critical information is that the data are still stored in plaintext in the company
database, which intensifies the susceptibility to breaches of user identity privacy. Decen-
tralized storage employs distributed computing technology to mitigate the propensity for
dataset vulnerabilities. Conventional logistics architectures, characterized by centralized
data repositories, are inherently susceptible to data manipulation and vulnerable to single-
point incursions, as delineated in [9]. Decentralized storage paradigms attenuate the perils
concomitant with data centralization inherent in conventional logistics frameworks. Some
schemes [10–14] advocate for the decentralization of data storage to bolster the security
of distributed networks. Nonetheless, the salient limitation of decentralized storage is
that it entails a logistics firm superfluously accumulating identity particulars, which are
subsequently warehoused in the database, thereby amplifying both the likelihood and detri-
mental impact of informational breaches. Digital identity directly instantiates an identity
management system on the blockchain, which enables users to exercise personal control
over and maintain the logistics account particulars. Blockchain and privacy protection
solutions are applied in more fields. According to a recent study on blockchain technology
for smart grid applications, blockchain can be used to improve the security and efficiency of
smart systems, and it has the potential to optimize energy management systems [15]. The
adoption of IoT technology can improve the efficiency of energy distribution and enable
real-time monitoring [16]. In a report investigating technical approaches to address privacy
concerns associated with connected vehicle systems, a novel measurement scheme was
proposed for collecting aggregate OD flow data without compromising the privacy of the
motorists’ identity [17]. Moreover, digital identity obviates the requirement for users to
divulge extraneous data particulars, thereby attenuating the risk of identity information
leakage and circumventing the limitations inherent in the preceding two kinds of solutions.
Consequently, digital identity is incrementally gaining widespread adoption within the
domain of privacy safeguarding.

In the realm of digital identity, the INCOGNITO project endeavors to establish identity
verification through privacy-preserving credentials, enabling anonymous access to online
services [18]. Additionally, another report introduces a comprehensive architectural frame-
work for a privacy-preserving biometrically secured electronic document system. This
system could substantially enhance privacy protection by incorporating an additional layer
of authentication based on an individual’s distinctive physical characteristics [19]. Decen-
tralized identity (DID) [20–23] is prevalently employed in privacy-preservation schemes
owing to its conferment of autonomous data governance upon individuals. CanDID [24]
represents the introduction of an identity system dedicated to the issuance and manage-
ment of credentials, complemented by a key recovery mechanism. Kang et al. proposed a
system [25] that integrated decentralized identity (DID) identifiers, DID communication,
and verifiable credentials (VCS) for comprehensive identity management. Furthermore, the
system incorporated the Cheon–Kim–Kim–Song (CKKS) fully homomorphic encryption
(FHE) scheme for control calculations. With NYM credentials [26], anonymous authenti-
cation credentials are implemented, establishing an identity system that prioritizes user
privacy. Luecking et al. [27] presented a distributed ledger technology-based framework
for IoT device identity and trust, incorporating a Web of Trust (WOT) scheme to facilitate
automatic trust ratings for diverse identities. Mohammadinejad et al. [28] proposed a
decentralized personal data management system, guaranteeing that users retain control
over their private data. Feng et al. proposed a protocol [29] that encrypts communication
between parties, aiming to mitigate transactional privacy breaches on public blockchain
networks. Zether [30] employed encrypted smart contracts to safeguard public privacy
files using public and private key mechanisms. BE-RAN [31] offered user-centric identity
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management for user equipment (UE) and RAN units, ensuring mutual authentication
across all entities. However, it can be concluded from the above analysis that there are
two problems with the extant schemes: the first pertains to users’ proclivity for executing
recurrent transactions through a single account and the second involves an absence of
stringent control over user data access. As a result, the extant schemes are ineffective
in countering the dilemma of internal privacy breaches. Internal privacy issues mainly
consist of insider maleficence, which refers to the threat posed by individuals within an
organization who misuse their authorized access to the company’s systems or information
for malicious purposes. This threat involves logistics staff, such as warehouse employees
or administrators, misusing their access to sensitive customer data or shipment details.
Employees with varying levels of privilege, including IT administrators or network op-
erators, might abuse their access rights to gain unauthorized entry into critical systems,
compromising the confidentiality and integrity of sensitive logistics data.

This paper proposes a novel privacy-preserving scheme designed to obviate internal
logistics data breaches through the utilization of one-time-use accounts and attribute-based
encryption. Expanding upon the foundation of decentralized identity, this scheme par-
ticularly redresses the quandary of privacy breaches engendered by single accounts and
access control deficiencies. In the inception phase of the scheme, the identity provider
engenders stochastic, transient, one-time-use accounts that serve as proxies for the user’s
actual address. A one-time-use account constitutes a provisional virtual identifier that
lapses into obsolescence post single utilization, thereby safeguarding against the prolonged
storage or manipulation of logistical information. The scheme incorporates CP-ABE to safe-
guard account information by typifying access permissions predicated on specific attribute
conditions. Consequently, this scheme ensures that internal logistics staff are confined to
accessing only the data for which they have been authorized, thereby precluding them
from the unauthorized acquisition of other users’ sensitive particulars. This scheme guar-
antees that the authentic identity of the user cannot be associated with the corresponding
account which affords robust safeguards for privacy. The scheme additionally embeds
a supervisory authority tasked with overseeing the conduct of all participating entities,
thereby forestalling both contentious disputes and the malfeasant utilization of accounts. In
conclusion, this scheme is equipped to withstand logistics privacy infringements instigated
by internal incursions and enhance oversight mechanisms to deter malfeasant conduct
among all participating entities.

2. Preliminaries
2.1. Blockchain

The concept of blockchain was first introduced in the paper “Bitcoin: A Peer-to-Peer
Electronic Cash System” [32]. Blockchain technology fundamentally represents a decentral-
ized, distributed ledger database technology. It comprised a sequence of data blocks, each
encrypted and containing information about transactions on the Bitcoin network, thereby
forming a collectively maintained, reliable database. The blockchain is characterized by its
anonymity, immutability, and decentralization. Given its unique characteristics, blockchain
technology holds significant potential for a broad spectrum of applications, including
digital currencies, supply chain management [33], and the Internet of Things (IoT).

2.2. Smart Contracts

Nick Szabo first proposed smart contracts in 1994 [34]. Smart contracts [35] serve
as computer protocols designed to expedite the digital dissemination, authentication, or
enforcement of contractual agreements. A smart contract is a digitally inscribed contract
within a blockchain, characterized by its openness, transparency, organization, and re-
sistance to tampering. The maturation of blockchain technology affords an expansive
developmental landscape for smart contracts.
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2.3. Decentralized Identity (DID)

Decentralized Identity (DID) constitutes an innovative modality of identity that resides
wholly within the purview of the owner. This implies that all information pertaining to the
identity is solely in the user’s possession and no one can access this information without
explicit permission.

DIDs can be directly registered on the blockchain or a distributed network, thereby
providing effective privacy and security protection for users. A typical DID system encom-
passes four entities: issuer, inspector–verifier, holder, and identifier registry.

Issuers are entities tasked with managing and releasing user identity information.
They substantiate a user’s identity details by generating verifiable statements, and employ
technologies like digital signatures to uphold the statement’s authenticity and integrity.
Inspector–verifiers represent an entity that accepts and verifies verifiable claims. They
provide some type of service, such as verifying claims when requested by users. Holders are
entities that request, receive, and hold verifiable claims from issuers. They can store issued
claims in a verifiable claims wallet for future use. Identifier registries manage databases of
decentralized identifiers (DIDs), enabling verifiers to authenticate users and claims.

2.4. One-Time-Use Accounts

One-time-use accounts are implemented based on one-time addresses. One-time
addresses work on the principle that the user has a unique public–private key pair. The
points on the elliptic curve have homomorphic additivity, and a random noise term is
added to the key pair to obtain a one-time public and private key for real transactions.
In the context of a one-time-use account, each initiation of a transaction prompts the
sender to stochastically generate a provisional public key, predicated on the recipient’s
address, for the purpose of transaction reception. In the Unspent Transaction Output
(UTXO) model, each UTXO transaction typically carries a tag that identifies the owner of
the UTXO, represented by an address. The recipient who has the private key corresponding
to the temporary public key can use the temporary private key to consume the UTXO in
the future.

The user randomly generates the private key k and public key K = kG, where G is
the elliptic curve parameter. Since the points on the elliptic curve have homomorphic
additivity, a random noise term is added to the key pair to obtain a one-time public and
private key for real transactions.

The recipient generates a public–private key pair k, K. The long-term public key K
is published in the outside world. The sender selects a random number r when sending
a transaction and sets the one-time public key K′ = rG + K. The transaction is sent to K′

while passing the random number r to the recipient.
To transfer r to the recipient in a private manner, the Diffie–Hellman secret exchange

protocol is used. The sender uses the public key K disclosed by the recipient to hide r.
The hidden result is passed to the recipient; other users only see R and cannot obtain the
hidden r. The Hash function H maps points on an elliptic curve to scalars. The sender
selects a random number r, calculates K′ = H(rK)G + K, R = rG, and sends R publicly to
the recipient. The recipient receives R, calculates K′ = H(kR)G + K, and compares the R
and K obtained. If they are consistent, it means that the one-time address belongs to the
recipient and the one-time private key is recovered k′ = H(kR)G + k.

2.5. CP-ABE

John Bethencourt et al. [36] first proposed attribute-based encryption (ABE). ABE
facilitates the expression and enforcement of intricate access control policies in a manner
that is both straightforward and adaptable, aiming to ensure data privacy protection.
ciphertext policy attribute-based encryption (CP-ABE) [37] is a specialized form of ABE. It
serves as an attribute-centric access control mechanism that encrypts and safeguards data
by linking access rights with specific attribute conditions.
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In CP-ABE, the roles of individual participants are demarcated by attribute designa-
tions, thereby constructing an access architecture that delineates the authorized constel-
lation of attributes. A set within the access structure is deemed authorized, while a set
outside the access structure is considered unauthorized. The access policy is embedded
within the ciphertext data and the user’s private key is associated with a set of attributes. A
user can decrypt the ciphertext only if the attributes within the user’s private key satisfy
the access policy of the encrypted data. Therefore, through the employment of the CP-ABE
methodology, the data proprietor is empowered to stipulate access permissions without
necessitating intimate knowledge of the specific identities of all authorized entities.

2.6. Diffie–Hellman Secret Exchange Protocol

In the formula that the protocol depends on, (a ∗ G)b = (b ∗ G) ∗ a, where a and b are
constants. The sender and the receiver negotiate the parameters of the elliptic curve and
the base point G. These parameters are all public.

The sender generates a random key pair (public key: Ka = kaG, private key: ka).
The receiver generates a random key pair (public key: Kb = kbG, private key: kb). The
sender multiplies the recipient’s public key by his own private key to obtain the shared key
ks = (kbG)ka. Similarly, the recipient multiplies the sender’s public key by his own private
key to obtain the shared key ks = (kaG)kb. According to the formula mentioned earlier,
(a ∗ G)b = (b ∗ G) ∗ a, the shared keys obtained by the sender and the receiver are equal.
In this way, the two parties complete the key exchange through the protocol.

3. Scheme Design

Presented in this section are the implementation details of the scheme. Section 3.1 is
the comprehensive architecture of the proposed scheme. Section 3.2 is the overall process
of this scheme, including the generation of one-time-use accounts, identity verification,
and identity supervision. Section 3.3 is a description of the flow of smart contract deploy-
ment transactions in this scheme. Section 3.4 contains the related algorithms for attribute
encryption to implement access control. Section 3.5 details the experiments implemented
on attribute encryption and identity account connection wallet.

3.1. Scheme Architecture

The scheme includes senders, receivers, identity providers, logistics companies, distri-
bution centers, and regulators. Identity providers are responsible for managing users’ real
identities and their anonymous accounts. Logistics companies are responsible for verify-
ing the signatures of all parties involved and assigning routes for the delivery of goods.
Regulators include some government departments and criminal investigation agencies.
The distribution center implements the cargo transportation plan. The ORDER contract
is deployed on the blockchain network and invoked during transactional processes. The
architecture of the scheme is shown in Figure 1.

Figure 1. Scheme architecture.
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3.2. Scheme Process

Described in this section is the overall process of the identity scheme.

3.2.1. Identity Registration: One-Time-Use Accounts

In this scheme, in order to resist internal intrusions and improve identity privacy,
all users’ orders, payments, forwarding, and other services are completed through one-
time-use accounts on the chain. The identity provider will first generate the one-time-use
account for the user.

A one-time-use account consists of a one-time public and private key. The concept
of one-time public keys, as mentioned in Monero [38], is used to generate a decentralized
identity (DID) that controls access and hides the association between addresses and real
identities. G represents a public parameter that signifies a base point of an elliptic curve and
Hash is a function that encodes points on an elliptic curve into a scalar, as shown in Table 1.
The initial steps are dedicated to generating a one-time-use account. This computation
can be performed by a third-party peer-to-peer tool or managed by the platform, which
only provides the computation and transmission of these keys. The storage is typically
generated locally or temporarily, and does not record any information related to the user’s
identity so this will protect identity privacy.

Table 1. Symbol descriptions.

Notation Descriptive

G Parameters on elliptic curves
rr Random numbers on elliptic curves

Rr
The random number after multiplication with

the common parameter G
Hash Plaintext is mapped to a shorter binary string
Kr,Ks Receiver and sender public keys
kr,ks Receiver and sender’s private keys

Kr1, Ks1 One-time public key from hash calculation
skr,sks Private key from the hash calculation

The receiver and sender randomly generate private keys, denoted as kr, ks. Then, the
receiver and sender disclose public keys to each other, denoted as Kr = krG, Ks = ksG.

The receiver generates a random rr to calculate Rr and sends Rr to the sender, as
shown in Equation (1).

Rr = rrG (1)

After receiving Rr, the sender generates a random number rs and calculates the
receiver’s one-time public key Kr1 which is shown in Equation (2).

Kr1 = Hash(rsKr)G + Kr (2)

The sender calculates the one-time public key Ks1 and obtains the Ks1 as DID, which
is shown in Equation (3). Only the sender has the private key sks, which is shown in
Equation (4).

Ks1 = Hash(ksRr)G + Ks (3)

sks = Hash(ksRr) + ks (4)

The sender utilizes Ks1 to authenticate to the logistics company that initiates the order
and uses the private key to digitally sign the intended shipping address denoted as address-
from. The sender specifies the receive as Kr1 and then computes Rs and sends it to the
receiver, as shown in Equation (5).

Rs = rsG (5)
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K′r1 = Hash(krRs)G + Kr = Kr1 (6)

Then, the receiver obtains Rs and calculates K′r1, as shown in Equation (6). The
receiver’s DID is set to Kr1. The receiver has its private key skr, as shown in Equation (7).
Therefore, the receiver uses Kr1 to log into the logistics company and uses the private key
to sign the recipient’s address denoted as address-to.

skr = Hash(krRs) + kr (7)

The logistics company verifies the signatures of the sender and of the receiver, calcu-
lates the amount according to the address, and initiates the online collection. In addition,
the distribution center can query address information. The distribution center point can,
however, only query the next station address and they cannot obtain the complete logistics
link. Kr is used to encrypt the information in the first and middle parts of the entire logistics,
and Ks is used to encrypt the information in the middle and back parts of the logistics.
Individuals in possession of the private keys are empowered to decrypt and scrutinize the
status of logistics.

To reduce malicious behavior, every change to the sending or receiving address must
be signed using the private keys of both parties. Therefore, employing one-time-use
accounts for transactions can avoid privacy issues caused by repeated transactions with a
single account.

The one-time-use account generated is securely associated with the user’s identity
through digital signatures or encrypted tokens. To ensure the validity of the one-time-use
account, the system can employ several mechanisms, including time-based validation
methods, digital signatures, or asymmetric key verification. These techniques play a crucial
role in guaranteeing that the account remains valid for a specified duration or until the
intended purpose is accomplished. Once the predetermined period expires or the purpose
is fulfilled, the account is either invalidated or rendered unusable.

Users maintain only one account, simplifying management, and the process of gener-
ating DID for each transaction is concealed from the user through the client’s access to the
logistics company’s interface. When transferring funds to another person’s public address,
the funds are actually dispatched to a randomly generated, one-time destination address
known as the stealth address, as shown in Figure 2. This one-time address is instantly
generated for the transaction and is public. However, the sender’s public key and the
recipient’s public key remain private, and the sender’s public address does not appear
in public transaction records. Only the sender and receiver are aware of the concealed
address of the order funds. Recipients who wish to inquire about funds need to possess a
view private key to scan the blockchain to verify whether the funds have arrived. Only
the recipients of the funds know their viewing private keys. Importantly, these addresses
are not associated with the sender’s or recipient’s real identity to reduce identity leaks and
prevent insider intrusions.
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Figure 2. The transaction process of the one-time public key.

3.2.2. Identity Verification

When the user proves to the logistics company that the wallet account is bound to a
verified identity, they need to provide proof of eligibility for the wallet account, authorized
blockchain scope, and identity ID. The logistics company will verify and check whether the
identity is expired or locked. If the verification is passed, the wallet account has then been
authenticated and authorized. The user can then access the service and call the ORDER
contract through this account to complete the transaction. Transaction data is logged so that
it can be provided to regulators if required. The logistics company can set the login validity
period of wallet accounts. After passing the verification, the user can directly access the
service within the validity period without repeated verification.

3.2.3. Identity Supervision

The purpose of supervision is to be able to correlate identities to obtain evidence when
crimes and disputes occur. Regulators utilize data monitoring and analysis tools to collect
and analyze large volumes of data generated within the regulated systems. These tools
often include advanced analytics and data visualization capabilities that enable regulators
to identify patterns, anomalies, and potential risks within the system.

Compliance management systems aid regulators in monitoring and overseeing regu-
latory compliance activities within the system. These systems often include features for
documenting regulatory requirements, conducting audits, and monitoring adherence to
compliance standards, ensuring that the system operates within the prescribed regula-
tory framework.

Finally, regulators request access to identity information held by identity providers
and wallet accounts held by users in order to promptly detect and stop violations. When
a transaction dispute occurs, the regulators can investigate the logs, and make rulings to
safeguard the legitimate rights and interests of all involved parties.

3.3. Smart Contracts

Smart contracts play the role of automatic execution, security, and traceability in
decentralized identity in addition to providing strong support for the construction of a
decentralized identity system. Users authenticate through the account furnished by the
identity provider and invoke the smart contract to complete the logistical transaction. The
ORDER contract is designed to implement the core business logic of order transactions,
including functions such as initiating the transaction order and querying. The contract is
shown in Figure 3.



Future Internet 2023, 15, 361 9 of 20

Figure 3. ORDER contract.

The mappings are used to record the information related to order transactions and
record the corresponding relationship between orders and indexes. The struct Order
includes elements such as the sender, recipient, price, order status, and order index for
querying. The associative array contains the order array and the index array.

Algorithm 1 outlines the function for submitting an order, which verifies whether
the sender has sufficient balance. It then creates a new order and adds the order to the
index array. When submitting a new order, the recipient’s address and order price must be
entered. This function will add the new order to both the order array and the index array.

Algorithm 1 placeOrder( ) public

Input: address recipient,
address sender,
unit price,
unit index

1.Require(msg.sender.balance>=price)
2.Orders[msg.sender]=Order
3.ordersByIndex[orders.length]
4.Msg.sender.transfer(price)

Algorithm 2 outlines a function to check the status of an order. By inputting the
sender’s address, the function returns whether the order is complete or not.

Algorithm 2 getOrderStatus() public view

Input: address addr
1.return orders[].completed;

Algorithm 3 is user-invoked and outlines a function to query the list of orders. It
creates an empty array for storing order information and adds the order information to this
array. It then returns the array, which contains information about the order type, sender,
and order price.
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Algorithm 3 getOrderList() public view returns

Input: uint[] memory,
address[] memory,
uint[] memory

1.uint[] memory ordertypes = new uint[](orders.length);
2.address[] memory senders = new address[]();
3.uint[] memory prices = new uint[]();

Algorithm 4 defines a function to confirm receipt and checks whether the order
sender’s address is correct. The sender address, receiver address, and order price are input.
After confirming receipt, the function updates the address and index.

Algorithm 4 confirmDelivery() public

Input: address sender,
address recipient,
uint price

1.require(orders[].recipient == recipient)
2.orders[sender].completed = true;
3.ordersByIndex[orders[].index].completed = true;

Algorithm 5 details the ’mint’ function, which takes as inputs the order address and a
’tokenURI’ string. The address is designated for receiving funds and, within the function, a
check is performed to ensure that the order address is not a zero address. The ’tokenURI’ is
utilized to identify a specific token, allowing it to be referenced within the contract for both
processing and manipulation.

Algorithm 5 mint() public

Input: address order,
string tokenURI

1.uint256 newItemId = tokenIds.current();
2.mint(order, newItemId);
3.setTokenURI(newItemId, tokenURI);
4.tokenIds.increment();
5.return newItemId;

3.4. Attribute Encryption of Address Information

Access control serves as a vital security mechanism in logistics transportation, safe-
guarding logistics information from unauthorized access by illegitimate users as well as
establishing specific access rights so that only authorized users can access the information.
Traditional access control schemes, primarily reliant on user identification, often suffer
from inflexibility, coarse granularity, and inadequate security due to their static allocation
of rights.

The scheme employs ciphertext policy attribute-based encryption (CP-ABE) to encrypt
the address to hide the sender and receiver information, which can allow data leakage
caused by internal intrusion to be resisted and thus improve identity privacy protection.

The attribute structure encompasses location attributes, time attributes, and access
attributes. In the encryption process of logistics information, the geographical location
coordinates serve as the location attribute, the courier’s regular working hours serve as
the time attribute, and the courier’s authorized identity serves as the access attribute.
Consequently, this system guarantees that only couriers situated in the correct geographical
location during the designated working hours and possessing the appropriate access rights
can acquire the decryption key for decrypting the information.
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This encryption algorithm refines access granularity to the attribute level, formulating
access control policies based on the attributes of the authorized group. By integrating these
attributes into the user’s private key, the shared data is encrypted into ciphertext. This
algorithm incorporates authorization group attributes into shared data and private keys.
Therefore, it can be ensured that only users whose attributes meet the requirements of the
access control policy can decrypt the ciphertext and access the shared data, as shown in
Algorithm 6.

Algorithm 6 Encryption algorithm

Input: Node[] accessTree,plaintext,userAttList
Output: Node[] nodes,delivery result

Initialization . generate parameters
Generate swarm elements g
Generate random number α and β
Keygen . calculate the private key
mskProp←gα

pkProp←(g, gβ, e(gg)α)
Generate random elements t
skProp←(gαgβt, gt)
for userAttList do

Each attribute i of attList in the user attribute list
if Di = H(i)t then

skProp←(D, D0, Di)
end if

end for
Encrypt← Node[] accessTree . encrypted plaintext
Generate random number s . s is the shared secret value
Calculate the ciphertext component C
Plaintext M ∈ G
C = Me(g, g)αs

C0 = gs

Each node gets the corresponding secret slice
for Node[] accessTree do

if is Leafnode then
Choose a random number r
Calculate C1

i ,C2
i

ciphertext ct=(C, C0(C1
i ,C2

i ))
end if

end for
Decrypt← Node[] accessTree . Only when the key attribute set satisfies the ciphertext
access tree can it be decrypted
Load ciphertext, private key
for Node[] accessTree do

Overlapping attributes in the key attribute set S and the leaf node T set, calculate Pi
if Recovery succeeded then

calculate e(gg)αs

Plaintext M← C/e(gg)αs

end if
end for

3.4.1. Initialization

Generate the pairing-related public parameters (e, g, G1, GT , Zr), as shown in Table 2.
Then, choose the parameter λ to determine a bilinear pair corresponding to it. Choose
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random numbers α ∈ Zr and β ∈ Zr, and compute Y = e(g, g)α, gβ. Therefore, the master
key(MK) is ga and the public key is pk, as shown in Equation (8).

pk = (Y, gβ) (8)

Choose a random number t and compute D = gαgtβ, D0 = gt. For attribute i in the user
list, compute Di = H(i)t. Then, generate the user’s private key sk, as shown in Equation (9).

sk = [D, D0, (Di)] (9)

Each attribute authority manages one or more classes of attributes, and the attributes
managed by different attribute authorities have intersecting parts.

Table 2. Symbol descriptions.

Notation Descriptive

C, C0, C1
i , C2

i Plaintext encryption
D, D0, Di Random number calculation private key

G1, GT Random group element
α, β Random integers

e The public parameters
g The public parameters

Zr Set of integers
Y Random number calculation public key
pk The public key
sk The private key
t Random number

M Plaintext message
H Plaintext is mapped to a shorter binary string
ct Standardized ciphertext
S Secret key attribute collection
T Standardized access control tree
i Leaf node attributes

λi Secret slice corresponding to i

3.4.2. Encryption

In order to encrypt the plaintext M ∈ GT , choose a random number s ∈ Zr and
compute C = Me(g, g)αs, C0 = gs. Split s along the access tree as a secret. Suppose the
secret slice assigned to each leaf node with attribute i is λi; then, compute C1

i , C2
i , as shown

in Equation (10). The ciphertext is ct, as shown in Equation (11).

C1
i = gλi β H(i)−ri , C2

i = gri (10)

ct = (C, C0, (C1
i , C2

i )) (11)

3.4.3. Decryption

The secret key can only be decrypted if the set of attributes S of the secret key is
sufficient to satisfy the secret access tree T. Suppose the overlapping attribute among the
attributes of the leaf nodes of T and the attributes of the S set is i; then, compute Pi, as
shown in Equation (12).

Pi = e(C1
i , D0)e(C2

i , Di) = e(g, g)tλi β (12)

Starting from the root node, perform the recursive calculation. Eventually, the secret
value of the root node can be recovered in the form of e(g, g)βts.

e(C0, D) = e(g, g)ase(g, g)βts (13)
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In order to get the ciphertext, calculate e(C0, D), as shown in Equation (13). Then,
further derive e(g, g)as, as shown in Equation (14).

e(g, g)as = e(C0, D)/e(g, g)βts (14)

Finally, the plaintext M is obtained, as shown in Equation (15).

M = C/e(g, g)as (15)

The algorithm is based on the secret sharing matrix access structure and each piece
of user data corresponds to an access control policy. Consequently, visitors possessing
disparate attributes are accorded divergent access privileges to data, resulting in variances
in the scope of data information to which they are granted access. Unauthorized logistics
insiders cannot further access the information, thereby preventing unauthorized personnel
from accessing the information and avoiding leakage of internal information.

In the preliminary phase, the logistics company generates the CP-ABE encryption
public key Pk and master key Mk, which are periodically replaced after a certain duration
of use. Logistics companies employ various attribute strategies to encrypt the attributes of
these segments, based on the planned delivery route for the logistics information. Initially,
the logistics company utilizes the private key to decipher the message transmitted by the
sender, which contains the user’s address information. Subsequently, a viable delivery route
is planned, considering the company’s express transportation routes and transfer station
conditions together with the logistics information encrypted using key encapsulation based
on ciphertext policy attributes.

Upon the package reaching the courier, the following operations are conducted: scan-
ning to acquire the package and uploading the package alongside its corresponding at-
tribute set. Subsequently, the terminal searches for the package and associates the encrypted
logistics information to ascertain whether the attribute set uploaded by the courier aligns
with the access tree T. If the access policy is met, the ciphertext CT of the logistics infor-
mation is sent to the courier. The courier uses the private key sk to decrypt the plaintext
M of the logistics information. The courier decrypts the ciphertext, thereby accessing the
logistics information, which includes the phone numbers and precise logistics addresses
of both the sender and the recipient. With this information at hand, the courier is able
to perform precise and accurate logistics delivery. Following the acquisition of accurate
logistics delivery information, the courier ensures the express delivery reaches the des-
ignated receiving location specified by the recipient. Upon the successful completion of
authentication by both parties, the recipient can then successfully retrieve the package.

3.5. Simulation Experiments

The experiment consists of two parts: implementing the attribute encryption algorithm
and smart contract to connect the user’s account wallet. First, the Java Pairing-Based
Cryptography Library (JPBC) is used in the attribute encryption algorithm. JPBC is a Java
encapsulation of the Pairing-Based Cryptography Library (PBC), which is usually used for
algorithm simulation of attribute-based encryption.

Secret sharing is one of the core steps of attribute encryption. In the access tree, if the
current node is not a leaf node, a random polynomial will be generated. The constant term
of the polynomial is the secret value of the current node and this value will be used for
sharing. The algorithm runs recursively and the secret continues to be shared, as shown in
Figure 4.
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Figure 4. Secret sharing algorithm process.

When the user authorizes the logistics personnel and meets the set attribute list, the
encrypted address ciphertext will be decrypted, as shown in Figure 5. Other unautho-
rized employees will not be able to view the address ciphertext, thus enhancing privacy
protection, as shown in Figure 6.

Figure 5. The result of ciphertext decryption when the attribute node is satisfied.

Figure 6. The result of ciphertext decryption when any attribute node is not satisfied.

The time cost of using different attribute nodes to test CP-ABE startup, key generation,
encryption, and decryption functions is shown in Figure 7. The detailed configuration is
shown in Table 3. This simulation experiment is written in Java and the encrypted data size
is 128 bytes. The encryption module has a higher overhead. When testing with 10 attributes,
the total time of CP-ABE does not exceed 1.5 s, of which the CP-ABE encryption operation
performed by the logistics company management server takes less than 0.6 s and the CP-
ABE decryption operation performed by the logistics company management server takes
less than 0.2 s. In general logistics systems, the usage attributes are around 5. This can meet
the needs of normal logistics and transportation processes.

Table 3. Software and hardware environment configuration.

Software and Hardware Environment Configure

CPU 2.90 GHz Intel Core i5-10400
RAM 16 GB DDR4-3200

System Windows 10
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Figure 7. CP-ABE encryption algorithm overhead.

Smart contracts are utilized to automate the execution of predefined tasks in this
project. Specifically, in the context of the smart contracts project, these contracts are
employed to manage the ownership and transactions of digital assets. The smart contract
code is composed using Solidity and is deployed and executed on the blockchain. Upon
the deployment of the smart contract on the blockchain, a non-fungible token (NFT) in
compliance with the NFT standard (e.g., ERC721 or ERC1155) can be created. For the
purpose of simulating transactions, a local test chain is deployed to acquire a number of
test Ether coins, as shown in Figure 8.

Figure 8. Deploy the test chain locally to obtain test coins.

The experimental process involves designing the scheme and integrating wallets to ex-
ecute transactions. The scheme implements decentralized storage using the InterPlanetary
File System (IPFS), a distributed file system that enables file storage and access through a
decentralized network architecture. In the context of smart contract projects, IPFS stores
immutable data, such as metadata associated with digital collections. Housing metadata
on IPFS can ensure data security and integrity. It is important to note that, when using
IPFS to store non-fungible token (NFT) metadata, the file itself is not directly stored on
IPFS. Instead, a hash value of the file is stored. This hash value safeguards the file from
modification or corruption during transit, and can be used to verify the file’s contents. The
experiment is connected to the blockchain account, which can be used for transactions, as
shown in Figure 9.

This empirical study substantiates the efficacy of both the encryption procedure
and the account mechanism, thereby safeguarding the user’s identity privacy through-
out the transactional continuum and addressing the risk of data breaches instigated by
internal attacks.
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Figure 9. Connecting test tokens to the account wallet can be used for trading.

4. Discussion

In this scheme, the identity provider solely offers decentralized identity (DID), with-
out interfering with the address of the subsequent identity user involved in logistics. The
logistics company can access the actual addresses of the senders or receivers, but cannot
associate the addresses with the users’ real identities or any other information. Conse-
quently, internal logistics staff is restricted from indiscriminately accessing users’ identity
data throughout the course of logistics transportation.

The logistics process usually involves the participation of multiple entities such as
logistics companies, delivery centers, users, etc. In contrast to other domains, the logistics
sector also encompasses the phase of freight transportation. Therefore, beyond the scope of
internal data breaches, the logistics realm also confronts the risks of theft or manipulation
during transportation. The following paragraphs analyze this from each of the perspectives
of privacy and security.

From the privacy perspective, each time the user logs in with a one-time-use account,
the logistics company cannot ascertain the actual identities of the senders or receivers.
Instead, the logistics company only identifies the person actually responsible for sending
and receiving the package, which can also be supervised. The design of the one-time-use
account based on the DID minimizes the disclosure of identity information. With the
design, it becomes challenging for the logistics company to correlate the user’s multiple
different addresses with identity information. At the same time, it reduces the amount of
information obtained by other parties during the transportation process, thereby enhancing
privacy and reducing the risk of data leakage. Additionally, the scheme allows senders and
recipients to hide the address information from each other, which could reduce instances
of unscrupulous merchants using address and phone number information to retaliate for
negative reviews.

From the security perspective, if the private key is lost, the courier will continue
to deliver goods according to the currently set path, with only modifying and viewing
privileges being lost. The sender and recipient can contact the logistics company to change
the route by co-signing. If the private key is stolen, the attacker will have the ability to
modify the logistics information. However, stealing the goods requires a real identity,
rendering arbitrary modification of logistics information meaningless.

Regulators have access to identity data and wallet accounts held by identity providers
and users to associate real identities with wallet accounts for the purposes of sanctions
or criminal investigations. This helps ensure the safety and integrity of the logistics
process. Importantly, regulators provide evidence of malicious behavior in the account
to be investigated before the identity provider grants access to corresponding identity
data. To prevent the concentration of power in a few regulators, corresponding laws and
supervision mechanisms must be in place. To avoid the situation where regulators become
overly powerful and force identity providers to disclose user data, identity providers
should have at least the same powers as regulators.
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In terms of the traditional models, such as where logistics companies hide information
on express delivery orders, companies cannot be prevented from abusing information.
Thus, protection of user privacy is solely reliant on the companies’ conscientiousness.
However, companies often have internal attackers and the databases often face hacker
attacks. As long as one logistics company is breached, a large amount of user information
will be leaked. This scheme reduces the value of information held by logistics companies
as an overall mechanism, prevents internal intrusions, and protects user data privacy.

The security analysis of a scheme is conducted to assess its resilience against potential
vulnerabilities and various attack scenarios. Weaknesses in key generation, storage, or
distribution may lead to the compromise of the confidentiality of encrypted logistics
data. Additionally, vulnerabilities in encryption algorithms can render encrypted data
susceptible to potential attacks, such as brute force attacks, chosen ciphertext attacks,
or key recovery attacks. To mitigate these risks, the scheme should incorporate robust
encryption key algorithms, adhere to key rotation practices, and implement stringent access
controls to ensure that only authorized users have access to encryption keys. Moreover,
the encryption algorithm should adhere to recommended key lengths and enforce secure
encryption and decryption processes. It is imperative to conduct regular security audits
and encryption algorithm evaluations to identify and rectify any potential encryption
weaknesses or vulnerabilities. To bolster security measures, the incorporation of secure
communication channels, deployment of end-to-end encryption protocols, and robust
authentication mechanisms are essential in thwarting man-in-the-middle attacks.

Essentially, this scheme is suitable for a multi-party communication network including
trusted third parties and identity verification nodes, and it provides identity privacy pro-
tection services for the communication process of the network. Some existing IoT systems
such as smart cities and the Internet of Vehicles also work in multi-party communication
networks, including trusted third parties and identity verification nodes, so the network
structure they work in is similar to that in this scheme. Therefore, this scheme can be
transplanted to those IoT systems with a similar network structure and provide them
with protection.

This scheme is compared with other privacy protection technologies based on several
evaluation metrics, as shown in Table 4.

Table 4. Comparison of schemes.

Public Key
Infrastructure

Identity-Based
Encryption

Homomorphic
Encryption

Differential
Privacy The Scheme

Cryptographic
Primitives

Asymmetric
cryptographic

primitives

User identities as
public keys

Computation on
encrypted data

Adds noise to
query results

Bilinear pairings
and user
attributes

Management
Strategies

Certificate
Authority (CA)

to manage
digital

certificates

Identities and
private keys

simplifying the
key retrieval

process

Manage
parameters for
homomorphic

operations

Selection of noise
parameters

Attribute keys
and specific

access policies

Security
Guarantees

Digital
signatures and

secure key
management

Associating user
identities with
private keys

Guarantees
privacy during

computation

Data points
remain indistin-

guishable

Selective
disclosure

Is the account
anonymous to

the identity
provider?

No No No No Yes

Will the loss of
the private key
affect its use?

Partial solutions
support recovery

Partial solutions
support recovery

Partial solutions
support recovery

Partial solutions
support recovery No

5. Applications and Analysis

In order to guarantee protection against privacy breaches and potential vulnerabilities,
it is essential to delve deeply into the technical intricacies of data security. Implementing
secure and efficient encryption key management involves the generation, storage, and dis-
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tribution of encryption keys, as well as key rotation and revocation mechanisms to prevent
unauthorized access and data leakage. At the same time, implementing comprehensive
vulnerability mitigation measures, such as regular security audits, penetration testing, and
vulnerability assessments, can help identify and resolve potential security vulnerabilities
and weaknesses in logistics systems, and proactively address deficiencies in media such as
system architecture, software components, and network infrastructure.

The integration of one-time-use accounts and CP-ABE into the current logistics sys-
tems can pose various technical usability challenges. Incorporating disposable accounts
and CP-ABE into the existing logistics system might necessitate modifications to the sys-
tem architecture and data management processes. The implementation of CP-ABE could
introduce additional computational overhead and latency during the encryption and de-
cryption procedures. To address these challenges, one can consider leveraging parallel
processing capabilities, such as multi-threading or distributed computing, which can effec-
tively distribute computing workloads across multiple processing units. This strategy can
significantly enhance overall processing speed and system responsiveness by partitioning
intricate tasks into smaller parallelizable components.

The distributed computing mentioned above, such as MapReduce or Apache Hadoop,
facilitates the processing of extensive datasets across multiple nodes or clusters. By har-
nessing the power of distributed computing techniques, the system can efficiently handle
intricate computations and large-scale data processing tasks, ensuring scalability and
high-performance data analysis. Additionally, the implementation of caching mechanisms
involves the storage of frequently accessed data or computation results in cache memory,
leading to reduced response times for subsequent requests. By integrating these caching
techniques, the system can effectively minimize computational overhead and enhance data
retrieval efficiency, particularly for frequently accessed data records or computations. The
incorporation of these scalability algorithms and techniques enables the system to adeptly
manage a substantial volume of users and data records, guaranteeing optimal performance,
responsiveness, and resource utilization, even when facing a growing workload.

Adapting the scheme for application in diverse network structures beyond logistics
requires several key technical adaptations and adjustments. Notably, IoT networks often
comprise a significant number of interconnected devices with varying computational
capabilities and communication protocols. To accommodate this, the scheme needs to be
tailored for IoT scenarios, necessitating the development of a scalable and lightweight
architecture capable of efficiently managing the diverse network topology and resource
constraints of IoT devices. Furthermore, it should be designed to be compatible with
various IoT protocols and communication standards, such as MQTT, CoAP, or LoRaWAN,
thereby enabling secure data transmission and promoting interoperability across different
IoT devices and platforms.

In some different logistics environments, different characteristics may be analyzed
as follows: Warehouse environments mainly include protecting sensitive data related to
inventory management, order fulfillment, and shipment tracking. A supply chain manage-
ment framework ensures the effectiveness of data exchange among multiple stakeholders.
Transportation management systems primarily protect data related to vehicle tracking,
route optimization, and transportation schedules. Before being compatible with the above
systems, the compatibility of cryptographic algorithms, data formats, and communication
protocols needs to be evaluated to ensure smooth data exchange and interoperability be-
tween the scheme and existing infrastructure. Through the data migration process, data
attributes from the current system are mapped to those required by the proposed scenario,
ensuring a seamless transition without data loss or corruption. Additionally, the rein-
forcement of data transmission channels, the establishment of access control mechanisms,
and the execution of comprehensive security audits can aid in identifying and mitigating
potential security vulnerabilities.
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6. Conclusions

This paper proposes an identity privacy protection scheme in the logistics field. This
scheme solves the issue of data breaches caused by internal intrusions.

• One-time-use accounts replace single accounts, enhancing data security and user
authentication within logistics systems. Users can use the accounts for logistics
transactions while preventing internal privacy leaks.

• In order to ensure the user’s personal privacy and logistics route information, the inte-
grated attribute encryption CP-ABE effectively implements access control strategies
to ensure authorized data access and prevent unauthorized data leakage. Through
enhanced data integrity and confidentiality measures, critical logistics data are safe-
guarded during storage, transmission, and processing.

• The introduction of regulators oversees the conduct of all involved entities, thereby
safeguarding the rights and interests of all stakeholders.

This scheme establishes a trusted environment between users and other logistics
participants, thereby fostering the salubrious evolution of the logistics sector. In addition,
this scheme is suitable for parts of IoT scenarios with similar network structures, such as
smart cities, Internet of Vehicles, etc. Future work will focus on developing an example
project for demonstration purposes and is intended to optimize the scheme’s efficiency and
other aspects.
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