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Abstract: The effectiveness of the unification of enterprises in the cluster is also associated with
high uncertainty and risks. Thus, the development of theoretical approaches and methodological
instruments for efficient risk management of enterprises under the conditions of cluster association
is an urgent scientific task. The methodology of a comprehensive risk assessment of the cluster
enterprise is based on the use of the approach for building a functional-target model of a cluster
enterprise, and is reduced to the search for a response to the question: can an event change the value
of a providing indicator in such a way that this will lead to a deterioration in the resulting indicator in
each enterprise subsystem? Based on the results of forecasting external risks, it was established that
the group of state and global risks, in particular, political, territorial and financial, is characterized
by significant threats for the next 5 years for the studied cluster enterprises. We proposed and
tested a methodology for a comprehensive assessment of the risks of cluster enterprises, based on
a functional-target approach, according to which a cluster enterprise as a socio-economic system is
considered as a set of three basic subsystems: management, production and financial and economic.

Keywords: methodology; risks; assessment; risk management; cluster; enterprise

1. Introduction

World economic science considers cluster associations as an effective tool for increas-
ing the effectiveness and sustainability of individual enterprises. An economic cluster
is a dense network of companies and institutions in a certain geographic sphere. The
cluster is composed of production companies, raw materials suppliers, services providers,
companies in related fields and public institutions (Porter 1998). In this work, a cluster
is an amalgamation of enterprises. As for the question of the nature of the association
(sectoral or territorial), the proposed methodology is suitable for any type of cluster, of
course, adjusted for the specifics of activities and environmental conditions.

The formation of clusters in order to distribute risks between the participants of the
cluster association seems to be an effective risk management tool. At the same time, the
effectiveness of the unification of enterprises in the cluster is also associated with high
uncertainty and risks (Jankowiak 2020).

Risk management of integration associations of enterprises has a huge impact on the
Russian economy. In the structure of large financial and industrial corporations across
the world, risk management units are indispensable elements that ensure the safety and
efficiency of production (Galtsova et al. 2020). Russian companies often try to turn risk
management into an auxiliary function, they limit themselves to identifying and ranking
risks, not paying sufficient attention to the analysis and processing of the strategy (Zaripov
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and Murakaev 2018). Most Russian companies lack competent specialists in the field of
risk management.

An incomplete assessment and, as a result, ineffective risk management leads to
the failure of cluster projects and large financial losses for the participants. Thus, the
development of theoretical approaches and methodological instruments for efficient risk
management of enterprises under the conditions of cluster association is an urgent scientific
task.

Managing the economic risks of integration enterprises is by its nature extremely
difficult since corporations have both unhedged production risks and hedged market risks
(foreign exchange, interest rates, the impact of stock prices) (Havierniková and Klučk 2019).
If financial managers tend to manage the value of assets and liabilities, then corporate
managers give preference to such factors as the growth and instability of the financial
results of the corporation (income, cash flows) (Tinyakova et al. 2020). Compared to
financial institutions that generate operating income through risky short-term positions,
corporations are less sensitive to daily market fluctuations and focus on monthly and
quarterly changes in earnings when assessing firm performance.

An analysis of the risks that threaten the activities of enterprises of various organi-
zational and legal forms allows us to conclude that the specificity of risk management of
integrated business associations is not only in the presence of special types of economic
risks, the impact of which must be taken into account in activities, but also in the originality
of the procedures for managing such risks, associated with the structure of the integration
association (Havierniková and Kordoš 2019).

Integration associations of enterprises (in particular clusters) are under the influence
of numerous risks since the business is characterized by an orientation for an outdated risk
management paradigm: a reactive approach (work with risks that have already become a
problem), while leading companies have long since moved to a new level of understanding
of the management logic risk: a preventive approach to risk management tasks (working
with risks that have not yet become problems) (Cooke 2001).

We analyzed scientific publications that are devoted to risk management and include
sections that directly relate to the risk diagnosis process (Sun et al. 2019). It should be noted
that most of the methods of identifying the risks presented in modern scientific works
(Aven and Nøkland 2010; Zhang 2017) are a substantiation of the method of obtaining
the information necessary for the process of their diagnosis. Moreover, these methods are
systematized only to collect information relating to risks of the loss of property objects
(Martin and Sunley 2003). This comes from the idea that these methods were “brought”
in the sphere of risk management of the enterprise for insurance cases, the history of the
development of which is not from just one century (Guzhin and Ezhkova 2017).

In most scientific papers illuminating risk topics in the context of risk diagnostics,
there are general recommendations for the approach to this procedure (“use the above
risk classifications”, “to concentrate attention on the events on which the company’s profit
depends”, etc.) or description methods for collecting risk-oriented information about the
object under study (questionnaires, interviews, analysis of primary documents, financial
and statistical reporting, etc.) (Williams 1989). As a result, when using such theoretical
and methodological support, managers have difficulties with the process of diagnosing the
risks of the enterprise (Bell 2005).

In our opinion, more attention should be paid to the diagnosis of enterprises’ activity,
taking into account risks on micro and macro levels, covering not only theoretical and
methodological aspects but also practical aspects of the application of the risk diagnosis
model in the enterprise. At the same time, the studied enterprises and the participants in the
cluster’s formation have significant specificity from the point of view of their contribution
to the results of the cluster’s functioning, and the cluster structure itself has a synergistic
effect (positive or negative), which certainly requires accounting for when developing risk
assessment techniques (Keshk et al. 2018).
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The most suitable method for undertaking the process of diagnosing the risks of
enterprises in a cluster structure is, in our opinion, the classification of areas of activity,
which is based on the idea of an invariant structure of a business entity (Aven 2016). Its
essence lies in the fact that the functioning of any enterprise is ensured by the aggregate
interaction of production and technology, financial and economic, management, ecological
and social systems (Shidov et al. 2019).

The target function of the production and technological system of the enterprise is
the transformation of raw materials into finished products with specified parameters; the
financial and economic system is focused on increasing income over expenses through the
manufacture of products and ensuring the uninterrupted flow of cash; the social system
is focused on ensuring the development of the professional and personal potential of
employees and their effective use in all areas of the enterprise; the ecological system is
focused on preserving the quality of the natural environment and eliminating the negative
impact on it; the management system is focused on ensuring coordinated effective (not
only in economic, but also in social, environmental and other aspects) functioning of the
enterprise as a whole, as well as all of its subsystems (Deif and Mohib 2020).

At the same time, the management system coordinates the work of all other systems,
as well as the relationships between them (Delgado et al. 2014). This fact reflects the most
important, in our opinion, and most specific feature of management: the achievement of the
desired results of the activities of enterprises within a cluster association of enterprises is
possible only if the interaction of all of its systems is implemented (Vertakova and Klevtsova
2016).

The list of systems proposed above was used by us as a basis for building a functional-
target model of a cluster enterprise. The graphic representation of the basic systems of
the enterprises of the cluster according to the functional-target approach is shown in the
Figure 1.
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The combination of the reduced systems is, in our opinion, necessary and sufficient
for the functioning of any cluster enterprise, regardless of its scale, scope of activity and
other individual characteristics. Thus, these systems are basic (minimally sufficient) for the
functioning of the cluster enterprise (Bell 2005).

2. Materials and Methods

The methodology of a comprehensive risk assessment of an enterprise in the cluster
structure is based on the use of the approach proposed above, and is reduced to the search
for a response to the question: can an event change the value of a providing indicator
(PI) in such a way that this will lead to a deterioration in the resulting indicator (RI) in
each enterprise subsystem. A set of answers to this question, obtained by all providing
indicators, will be a basic risk spectrum of a cluster association (Vertakova et al. 2019).
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It is important that many possible options for answers are limited by the “coordinates”
of the risk deferred on the “axes” represented by indicators of sources of possible risks (PI
enterprises/systems) and risk exposures (risk implementation areas) characterized by the
relevant RI of the enterprises/systems. Information on the “coordinates” of risk is quite
complete (which is ensured by using a list of risky projections and risk sources that cover
all basic areas of generation and realization of risks, as well as the presence of rules for
detailing these lists), as well as systematized (in the context of the enterprise, its systems
and elements of systems). Thus, the risk-oriented system of indicators proposed by us
allows us to regulate and significantly simplify the procedure for diagnosing the risks of
the cluster enterprise (Vertakova et al. 2014).

A tool that largely allows you to streamline the procedure for diagnosing risks in
practice is the diagnostic matrix presented in Figure 2.

The algorithm for the process of integrative diagnostics and assessment of the risks of
the enterprise and its systems based on the proposed SDP is reduced to the following steps.

1. Receiving an answer to the question “What event can change the value of a PI of
the enterprise in such a way that it will negatively affect the value of the enterprise RI that
corresponds to it?” The risks diagnosed due to the deterioration of the enterprise’s PI are
identified.

2. A comprehensive analysis of the risks of negative deviation from the RI diagnosed
on the deterioration of PI enterprises in order to identify their causal relationships, as well
as the exclusion of risk duplication facts. In the process of analysis, the degree of mutual
influence of the PI and RI should also be taken into account.

3. The values of the risks diagnosed for the deterioration of PI systems including the
enterprises as a whole are calculated. The risk values of the negative deviation from the
RI of systems are calculated (the risks identified by the worsening of PI systems for each
of the RI). The risks of the enterprise are calculated (the values of the risks of the negative
deviation from the RI due to the deterioration of the PI enterprise).
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Approbation of the mechanism of application of the proposed methodology for as-
sessing the risks of the cluster enterprise was carried out with the enterprises–participants
in the innovative territorial cluster of mechanical engineering and metalworking of the
Lipetsk region known as the “Valley of Mechanical Engineering”.

The results of diagnostics with respect to these enterprises were rather homogeneous,
so separately they were not distinguished, but were combined by us in order to show
the possibilities of using the obtained technique for a typical cluster member company
(Folch-Calvo et al. 2020).

Quantitative and qualitative assessment and subsequent analysis of the risks of cluster
enterprises require, as well as the use of statistical methods, the settlement, analysis
and attraction of methods based on experience and intuition, that is, heuristic or expert
assessments (Feser 1998). They feature a lack of strict mathematical evidence, and the
general direction of expert methods is to use a person as a peculiar “measuring” device to
obtain quantitative estimates of processes and judgments, due to the incompleteness and
unreliability of available information that cannot be directly measured (Turkina and Van
Assche 2018).

The general algorithm of the expert survey, offered by us to study the risks of industrial
enterprises of the cluster, includes the following main stages:

(1) the selection of experts and the formation of expert groups: Group 1, employees
of research institutions and higher education institutions of the cluster; Group 2,
employees of enterprises (senior and middle level); Group 3, employees of enterprises
(low management, professionals, specialists, workers);

(2) formation of issues and compiling a questionnaire;
(3) work with experts (clarification of the essence of individual issues of the questionnaire,

rules and procedures for filling in the questionnaire);
(4) the formation of rules for determining the total estimates on the basis of assessments

of individual experts;
(5) analysis and processing of results of expert assessments.

Among the key goals of expert assessment should be allocated:

- establishment (identification) of possible significant risks;
- evaluation of sources and risk factors;
- assessment of the probability of risky events;
- establishing relative importance (significance) risky events and risk ranking;
- aggregation of various risks in logical-structural groups;
- evaluation of events and phenomena and predicting the course of their development

in the future;
- identification of risk reduction paths;
- analysis and synthesis of results obtained from various expert groups;
- drawing up the development scenarios of the system under study;
- development of effective management solutions.

To assess the degree of risk of individual groups, we propose to use the method of
analogies, expert and analytical methods.

We propose to assess the risks of a cluster enterprise according to three criteria:

(1) the probability of the risk situation (PR);
(2) the degree of possible negative impact on the achievement of the goal (NIG);
(3) the weight of the goal in the general system of goals of the enterprise (WG).

Accordingly, the value of risk (R) should be determined by a systematic analysis of a
set of three elements

R = {PR;NIG;WG} (1)
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Graphical interpretation of the three-criteria spatial model for assessing the risk of a
cluster enterprise is shown in Figure 3.

Differentiation of the assessment space in the coordinates PR, NIG, WG by the corre-
sponding subspaces, made it possible to identify points and octants that reflect the situation
of risk (at different levels of risk), imminent threat, as well as a risk-free area.

We propose to carry out risk assessment using the following formula

R = PR × (∝1 × NIG + ∝2 × WG) (2)

where ∝1, ∝2 are the weight coefficients of the second and third evaluation criteria.
In this case, the probability of the occurrence of a risk event PR is traditionally deter-

mined in the interval (0; 1). To determine the criteria for NIG and WG (price of risk), we
will use a 100-point rating scale. The sum of the weighting factors must be equal to 1.
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The advantages of such a three-criterion risk assessment are its versatility (the pos-
sibility of using it to assess risks of any level: from operational to strategic); the ability to
analyze situations of both full and partial risk realization; consideration of a specific type
of risk in conjunction with the general system of risks of the enterprise in the cluster.

Thus, the degree of risk can be assessed in a variety of ways, from sophisticated
probabilistic analysis to intuitive assumptions. In modern conditions, the analysis of
economic risks should take a key place in the general system of analysis of the production
and economic activities of the enterprise. When assessing the risks of an enterprise in a
cluster, the value (∝1 × NIG + ∝2 × WG) will be considered the “cost of risk” and will be
determined in points by means of an expert survey.

Accordingly, the probability of realization of the j-th risk and the i-th group is proposed
to be determined by integrating expert assessments, taking into account the individual
level of competence of experts according to the formula
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Pij
R =

∑r
k=1

(
pijk × Kik

)
∑r

k=1 Kik
, i = 1, n, i = 1, mi (3)

where pijk is the probability of realization of the j-th risk of the i-th group as assessed by
the k-th expert; Kik is the individual level of competence of the k-th expert regarding the
assessment of risk indicators of the i-th group; i, n are the current index and number of risk
groups, respectively; j, mi are the current index and the total number of identified risks in
the i-th group, respectively.

The aggregated risk assessment of the i-th group is formed by adding integrated expert
estimates of the probabilities of individual operational risks, taking into account the risk
price according to the formula

ARi =
∑mi

j=1

[
Pij

R ×
(

∝1 ×NIij
G+ ∝2 ×Wij

G

)]
∑mi

j=1

(
∝1 ×NIij

G+ ∝2 ×Wij
G

) × 100, i = 1, n. (4)

The integrated risk assessment of an enterprise in a cluster can be defined as follows

IR =
∑n

i=1(ARi × Zi)

∑n
i=1 Zi

(5)

where Zi is the expert’s point estimate of the weight (significance) of the i-th risk group.
To establish the acceptable level of risk, the concept of zones (areas) of risk was used.

In contrast to four areas of economic risk traditional for industrial enterprises (normal, high,
maximum and critical), we proposed a classification using 7 gradations of risk depending
on the level of their score and 5 areas of risk (Table 1).

Table 1. Risk grading scale.

Score Interval Risk Grading Risk Area

0–5 background
Risk-free6–10 minimum

11–30 short
Normal risk area31–40 average

41–60 high High risk area
61–80 very tall Very high risk area

81–100 critical Critical risk area
Developed by Leontyev E.

Table 2 provides information on the quantitative and qualitative composition of the
respondents who participated in the survey.

As a result of the survey, expert assessments of the probability of the occurrence of
risk situations were established, the significance of certain types of risks was assessed, a
point assessment of the risks of individual groups was carried out, and the dynamics of
changes in the probability of the occurrence of risk situations was determined.

The risk assessment of enterprises in the “Valley of Mechanical Engineering” cluster
was carried out according to the performance indicators of JSC STP-Lipetsk Machine-Tool
Enterprise, CJSC Lipetsk Machine-Tool Plant “Vozrozhdenie”, LLC Litmashpribor. The
analysis of the consistency of the opinions of the respondents, carried out using the Kendall
concordance coefficient, showed a high degree of consistency of the opinions of experts for
all risk groups (average—only in the assessment of cluster risks in the long term).
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Table 2. Quantitative and qualitative composition of respondents.

Group of Respondents Number, Persons Specific Gravity, %

Total people, incl. 146 100
1. Personnel of the “Valley of Mechanical
Engineering” cluster, of which:
- managers of the highest and middle
level of the “Valley of Mechanical
Engineering” cluster

10 6.85

- personnel of cluster enterprises
(managers, professionals, specialists,
workers)

68 46.58

2. Scientists and researchers of the
corresponding profile, of which:
- doctors of sciences, professors 10 6.85
- candidates of sciences, associate
professors 24 16.44

- candidates of sciences, assistants 16 10.96
- assistants 18 12.33

Developed by Izmalkova I.

3. Results and Discussion

The results of the survey of respondents also showed a high level of homogeneity of
answers regarding the risks of the activities of the selected enterprises, in connection with
which we will not single out the results for each of the enterprises in the work, and also
present the average data for a typical industrial enterprise of the “Valley of Mechanical
Engineering” cluster (Tables 3–5).

Table 3. The results of an expert assessment of the internal risks of enterprises of the “Valley of
Mechanical Engineering” cluster, 2018 year.

Risk Type PR (0–1) NIG
(0–100) ∝1

WG
(0–100) ∝2 R

Financial 0.48 48 0.5 66 0.5 27.36
Technical and technological 0.68 46 0.4 75 0.6 43.12
Personnel 0.46 32 0.5 88 0.5 27.6
Management inefficiencies 0.42 45 0.4 75 0.6 26.46
Innovative 0.35 42 0.5 28 0.5 12.25
Property 0.58 68 0.5 78 0.5 42.4
Informational 0.32 21 0.4 65 0.6 15.17
Other 0.18 15 0.5 20 0.5 3.15

Developed by Izmalkova I.

Table 4. The results of an expert assessment of the internal risks of enterprises of the “Valley of
Mechanical Engineering” cluster, 2020 year.

Risk Type PR (0–1) NIG
(0–100) ∝1

WG
(0–100) ∝2 R

Financial 0.45 58 0.5 75 0.5 30.2
Technical and technological 0.77 46 0.4 75 0.6 48.6
Personnel 0.54 32 0.5 88 0.5 32.5
Management inefficiencies 0.64 45 0.4 75 0.6 40.8
Innovative 0.36 42 0.5 78 0.5 21.6
Property 0.73 68 0.5 76 0.5 52.6
Informational 0.59 41 0.4 75 0.6 36.5
other 0.28 18 0.5 20 0.5 5.5

Developed by Izmalkova I.
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Table 5. The results of an expert assessment of the internal risks of enterprises of the “Valley of
Mechanical Engineering” cluster, 2022 year (forecast).

Risk Type PR (0–1) NIG
(0–100) ∝1

WG
(0–100) ∝2 R

Financial 0.48 48 0.5 66 0.5 27.36
Technical and
technological 0.68 46 0.4 75 0.6 43.12

Personnel 0.46 32 0.5 88 0.5 27.6
Management
inefficiencies 0.42 45 0.4 75 0.6 26.46

Innovative 0.35 42 0.5 28 0.5 12.25
Property 0.58 68 0.5 78 0.5 42.4
Informational 0.32 21 0.4 65 0.6 15.17
other 0.18 15 0.5 20 0.5 3.15

Developed by Izmalkova I.

The analysis of trends in the development of internal risks is characterized by a
rapid increase in the magnitude of technical and technological, managerial, property and
information risks (Figure 4). Where in 2018 the probability of these risks was assessed by
experts as medium, by 2020 the risks were assessed as being high.
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An alarming signal is that other types of risks are also proposed to grow, but not as
intensely. The most dynamic is expected to be the growth of technical, technological and
property risks, which are primarily due to the need to update, modernize and reconstruct
the fixed assets of enterprises.

Potential threats to the deterioration in the financial and economic activities of cluster
enterprises also arise due to ineffective management. It was also found that there is a high
probability that these negative trends will persist over the next five years.

Calculations for groups of cluster, intrastate and global risks were carried out in a
similar way, the results of which are graphically reflected in Figures 5–7.
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A feature of our research is that in addition to traditional internal and external risks, we
have identified a group of cluster risks caused by the operation of the industrial enterprises
under study as part of the “Mechanical Engineering Valley” cluster. An expert survey
found that significant in this group are financial and personnel risks, the probability of
realization of which will steadily grow over the next 5 years.

The experts focused special attention on the threat of the ineffectiveness of personnel
appointments to managerial positions and the ineffective allocation of resources. Based on
the results of scoring the risks of the cluster’s subsystems, one can state that the existing
negative trend of growth in threats is caused by the corporate risks in question; in 2018–
2020, these risks belonged to the medium zone, and by 2022 (forecast), these risks had
moved to the category of high risk with the preservation of negative trends.

The results of the study of the group intrastate risks are also indicative. They clearly
show the growth of political, financial risks, risks of suppliers and consumers in the period
from 2018 to 2022 (forecast), which, according to the quantitative estimates of experts, are
approaching the border between high and very high risks (Figure 6).
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The enterprises of the cluster provide products not only to the domestic but also
to the foreign market. Therefore, such factors as political stability, national strategies of
individual countries, relationships with suppliers of raw materials, the economic situation
in consumer countries and the policy of individual states in the field of diversification of
national markets have a significant impact on their production and economic activities.

According to the research results, it has been established that such global risks as
regulatory, legislative and demographic risks do not cause disruptions in the operation of
the cluster enterprises (Figure 7). However, it has been established that from 2018 to 2022
(forecast) there will be a significant increase in political and territorial risk. This necessitates
revising the cluster development strategy for the next 10–20 years.
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As for the “Natural risks” subsystem, the risks identified by us, taking into account
the probability of their occurrence and their significance in terms of the scale of potential
negative consequences, do not pose a significant threat to the functioning of the enterprises
of the “Valley of Mechanical Engineering” cluster, and, within the framework of the adopted
gradation, can be attributed to minimum and low risks (Figure 8).
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According to the results of the calculation of aggregated risk subsystems, a negative
trend of their growth was established. This, if in 2018 the aggregate risks of most groups
were in the zone of medium risks (except for internal and natural, which were characterized
by a low level), then in 2022 (forecast) only the group of natural risks belongs to the zone
of low risks, while the subgroups of internal, cluster and intrastate risks will shift to the
high-risk zone, and global risks, based on the results of expert assessments, will move to
the very high-risk zone (Figure 9).
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The integral risk assessment of the “Mechanical Engineering Valley” cluster, carried out
by aggregating the risks of individual enterprises and taking into account their significance,
made it possible to establish a general trend of the influence of both internal and external
threats on the production and economic activities of enterprises that are part of the cluster,
Figure 10.
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In the course of the research, it was found that the future development of enterprises
in the “Valley of Mechanical Engineering” cluster depends significantly on the prospects for
the development of product markets. The processes occurring in the external environment
generate a wide range of risks, in the structure of which it is advisable to consider such
groups as cluster, state, global and natural risks. Based on the results of forecasting external
risks, it was found that a group of state and global risks, in particular political, territorial
and financial, are characterized by significant threats over the next 5 years.

4. Conclusions

We proposed and tested a methodology for a comprehensive assessment of the risks
of cluster enterprises, based on a functional-target approach, according to which a cluster
enterprise as a socio-economic system is considered as a set of three basic subsystems: man-
agement, production and financial and economic. On the basis of this approach, a balanced
system of risk-oriented diagnostic indicators of the enterprise and its subsystems has been
developed. It involves the study of the totality of providing and resulting indicators of the
production, financial, economic and management subsystems and provides for a logical
analysis of whether events can change the value of a particular indicator in such a way that
it will lead to a deterioration in the corresponding resultant indicator.

On the basis of the proposed methodology, through an expert survey, an assessment
of the risks of activities of enterprises in the “Valley of Mechanical Engineering” cluster
was carried out, systematized by sources of origin and hierarchical levels. In the course of
the study, a negative growth trend was revealed for most risks at all hierarchical levels (in
the groups of internal, cluster, state and global risks).

Comprehensive diagnostics and risk assessment of cluster enterprises is a prerequisite
for effective risk management. The proposed methodology was tested on the case of clusters
of mechanical engineering enterprises, which are distinguished by a significant number of
cooperation ties, meaning these clusters are complex. Applying the methodology to other
types of clusters may require some refinement. This is the direction of further research.
Directions for further research can also serve as: the development of automated tools for
assessing and managing risks based on the proposed methodology; adapting it to risk
management not at the level of enterprises and their associations but at the level of key
business units. In addition, an interesting area of further research is the consideration of
cross-border clusters, a feature of which is the different legal regulations of enterprises in
the cluster that are located in different jurisdictions.
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