ﬁ Sensors

Article

Federated Compressed Learning Edge Computing Framework
with Ensuring Data Privacy for PM2.5 Prediction in Smart City
Sensing Applications

Karisma Trinanda Putra 1>(9, Hsing-Chung Chen 13*, Prayitno 4, Marek R. Ogiela 5(7, Chao-Lung Chou ¢,
Chien-Erh Weng 7 and Zon-Yin Shae !

check for

updates
Citation: Putra, K.T.; Chen, H.-C.;
Prayitno; Ogiela, M.R.; Chou, C.-L.;
Weng, C.-E.; Shae, Z.-Y. Federated
Compressed Learning Edge
Computing Framework with
Ensuring Data Privacy for PM2.5
Prediction in Smart City Sensing
Applications. Sensors 2021, 21, 4586.
https:/ /doi.org/10.3390/s21134586

Academic Editors: Carlos Tavares
Calafate and Andrea Zanella

Received: 27 April 2021
Accepted: 1 July 2021
Published: 4 July 2021

Publisher’s Note: MDPI stays neutral
with regard to jurisdictional claims in

published maps and institutional affil-

iations.

Department of Computer Science and Information Engineering, Asia University, Taichung City 413, Taiwan;
karisma@ft.umy.ac.id (K.T.P.); prayitno@polines.ac.id (P.); zshael@asia.edu.tw (Z.-Y.S.)

Department of Electrical Engineering, Universitas Muhammadiyah Yogyakarta, Bantul 55183, Indonesia
Department of Medical Research, China Medical University Hospital, China Medical University,
Taichung City 404, Taiwan

Department of Electrical Engineering, Politeknik Negeri Semarang, Semarang 50275, Indonesia
Cryptography and Cognitive Informatics Laboratory, AGH University of Science and Technology,
30-059 Krakow, Poland; mogiela@agh.edu.pl

Department of Computer Science and Information Engineering, Chung Cheng Institute of Technology,
National Defense University, Taoyuan City 334, Taiwan; chaolung.chou@gmail.com

Department of Electrical Communication Engineering, National Kaohsiung University of Science and
Technology, Kaohsiung City 811, Taiwan; ceweng@nkust.edu.tw

*  Correspondence: cdma2000@asia.edu.tw or shin8409@ms6.hinet.net

Abstract: The sparse data in PM2.5 air quality monitoring systems is frequently happened on large-
scale smart city sensing applications, which is collected via massive sensors. Moreover, it could
be affected by inefficient node deployment, insufficient communication, and fragmented records,
which is the main challenge of the high-resolution prediction system. In addition, data privacy in
the existing centralized air quality prediction system cannot be ensured because the data which are
mined from end sensory nodes constantly exposed to the network. Therefore, this paper proposes a
novel edge computing framework, named Federated Compressed Learning (FCL), which provides
efficient data generation while ensuring data privacy for PM2.5 predictions in the application of
smart city sensing. The proposed scheme inherits the basic ideas of the compression technique,
regional joint learning, and considers a secure data exchange. Thus, it could reduce the data quantity
while preserving data privacy. This study would like to develop a green energy-based wireless
sensing network system by using FCL edge computing framework. It is also one of key technologies
of software and hardware co-design for reconfigurable and customized sensing devices application.
Consequently, the prototypes are developed in order to validate the performances of the proposed
framework. The results show that the data consumption is reduced by more than 95% with an error
rate below 5%. Finally, the prediction results based on the FCL will generate slightly lower accuracy
compared with centralized training. However, the data could be heavily compacted and securely
transmitted in WSNs.
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1. Introduction

Copyright: © 2021 by the authors.

Licensee MDPI, Basel, Switzerland. With the increasing air pollution in recent years, especially in industrialized countries,

toxic substances attached to the particulate matter have entered the human body through
the respiratory system. The Health Effects Institute (HEI) reported in 2018 that the over
95 percent of the world’s population is breathing unhealthy air. In 2018, long-term exposure
to air pollution contributes to the deaths of 6.1 million people with strokes, heart attacks,
lung disease, and lung cancer [1]. One of the air pollutants is particulate matter (PM)
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with a size below 2.5 pm (PM2.5). These micro particles are the most dangerous forms
of air pollution because they can penetrate deep into the lungs [2]. For every 10 pg/m
increase in PM pollutants, the risk of lung cancer increases by 22% [3]. To combat urban air
pollution, scientists need long-term efforts in collecting pollution data to build an accurate
air pollution prediction system. The effort includes the implementation of the ideal smart
city. The concept of the ideal smart city allows microelectronic devices to be installed
in urban areas to collect environmental pollution data accurately. This concept needs
sensory nodes that are spread massively, evenly, and integrated into the sensor network
system. However, the sparse data and missing records are always found in this extensive
network [4-6]. These problems appear due to the massive node deployment with uneven
and inefficient distribution, the data losses during the transmission process, and the failure
nodes. The accuracy of the prediction system decreases due to duplicated, corrupted, and
unbalanced data in the data mining process. Therefore, the massive sparse sensory data
affected by inefficient node deployment, insufficiency of communication, and fragmented
records become the main challenge of a high-resolution prediction system.

Recently, more and more scientists have started to utilize edge computing technology
to solve the main challenge [7-9] mentioned above. The edge computing technology allows
centralized computing to be distributed to smaller nodes on the edge of networks [10]. This
technology can be implemented in air quality prediction systems that perform measure-
ments over thousands or even millions of sensory nodes. The implementation is realized
by using micro-sensor nodes, e.g., Internet of Things (IoT) nodes, which are connected
to cloud servers via the Internet. In addition, IoT technology opens up new possibilities,
especially for the development of sensor nodes that are smart, energy-efficient, and easy to
be implemented, although at the expense of higher data latency and smaller computing
resources [11]. However, the more sensor variants and the denser the sampling rates, the
more congested the data traffic, the higher the use of processing resources and the power
consumption in a WSN. Compressed sensing (CS) techniques can generate an efficient
amount of data while maintaining data integrity in the WSN [12-14]. Meanwhile, in an
established prediction system (i.e., Airbox system), centralized servers record the user’s
address, geolocation, timestamp, PM concentration, temperature, and humidity data to
generate predictions and visualizations. A system owned by the government monitors
urban air quality using many sensors, but with a lower resolution. On the other hand, with
the support from the community, the existing system offers a more massive spread of sen-
sory nodes with a higher sampling rate. However, with a higher sampling rate, the existing
system generates a lot of data which sometimes does not contribute much to prediction
accuracy and increases the possibility of serious data leaks, e.g., side-channel attack. There
is a significant risk for the users related to privacy issues with the large number of nodes
that record all activities and conditions at their residential areas [15,16]. The previous study
has shown that a simple piece of information can be used as knowledge material for third
parties, e.g., the microenvironmental concentration of PM2.5 is strongly influenced by user
activities [17,18]. The current system is also prone to be misused by certain parties, such
as during the mayoral election, where data representing the government’s performance
becomes very valuable. The proposed scheme allows the public to be a cross-validator
for the condition of their city without exposing their identity while educating residents to
implement efforts to reduce air pollution levels. Therefore, efficient data generation and
privacy issues are the main concerns in the development of smart city sensing.

To overcome these problems, a new framework named Federated Compressed Learn-
ing (FCL) is presented in this study to generate data efficiently while maintaining data
privacy. By implementing compressed sensing, the networks’ data traffic can be signifi-
cantly reduced. Meanwhile, federated learning ensures that raw data are not exposed to
the network. In contrast to the centralized learning model, FCL inherits the basic ideas of
compression technique, regional joint learning, and also considers the secure data exchange.
FCL can leave the training data distributed on the secure fog coordinators and learn a
shared model by aggregating compressed parameters locally. This proposed framework
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covers system architecture from end devices to cloud servers. At the low level, several sen-
sor nodes record data, apply compression techniques, and send the compressed data to the
coordinator. At the mid-level, several coordinators work together on an aggregated training
scheme to produce a shared knowledge that could be used by the prediction model. Finally,
at the top level, cloud servers (i.e., aggregation servers) manage the federated learning
process and provide a prediction interface to the end users.

The novelties and contributions of this paper are summarized as follows. First, a
novel framework based on Wi-Fi and ZigBee protocols is proposed to serve thousands of
sensor nodes connected in smart cities. The ZigBee network is used at the lower network
to cover more nodes in a broader area. Meanwhile, the Wi-Fi network is used to link
the coordinators with the aggregation server. Second, end devices (i.e., sensor nodes) are
required to transmit data continuously from a low-powered wireless network (i.e., ZigBee)
to a high-powered wireless network (i.e., Wi-Fi) without sacrificing data error rates. A
hybrid device that bridges these two communication protocols is designed. Third, the
CS technique is implemented to reduce the data collected from the edge of the network.
Meanwhile, data savings on the upper network are carried out by aggregating local model
(i.e., a collection of weights) in FL scheme. Fourth, federated learning is implemented
to reduce the network congestion while maintaining data privacy. Each small network
under a coordinator node only sends its local model to the aggregation server. This
aggregation scheme ensures significant information leakage (i.e., raw data) is not exposed
on the networks. Finally, this study uses LSTM networks to generate predictions of PM2.5
concentrations. A comparative experiment is carried out to evaluate the performance of
the scheme. In addition, the reconstructed and forecasted data is presented in the results.

The remainder of this paper is organized as follows. Section 2 provides an overview of
the works related to the WSN-based prediction system in the centralized and decentralized
scheme. In Section 3, the proposed prototypes are described in detail, including the data
compression technique. Section 4 describes the edge computing scheme by using federated
learning. Furthermore, evaluation scores and descriptions of the results are presented in
Section 5. Section 6 provides discussion and, finally, a brief conclusion is presented in
Section 7.

2. Related Works
2.1. Compressed Sensing

Recently, WSN has been developed into intelligent computing nodes that could be
deployed massively by considering its scalability and power-saving capabilities. With the
increasing number of nodes in WSNs, it is challenging to maintain the nodes that have been
distributed in a large area over a long period of time. There is a possibility of performance
degradation in several nodes or even crashes. Researchers used many approaches to make
the WSN system easily implemented, especially in smart city sensing [19,20]. The sensor
nodes with Wi-Fi capability are mostly used on WSN that are widely already available in
urban areas. Although this technology is limited to its smaller coverage services, it can be
quickly implemented as many devices already support this protocol. WSN can be expanded
by using several protocols, e.g., Bluetooth, ZigBee, LoRa, NB-IoT, or even LTE networks.
This study introduces a hybrid topology to expand the WSN service area by combining
ZigBee-based sensory node and Wi-Fi-based edge computing technology. By using ZigBee
networks, a larger number of nodes and a longer distance can be achieved better than by
using Wi-Fi networks. A ZigBee network can serve clients up to 224 devices in a mesh
configuration with a range of up to 100 m in urban area and up to 1 km outdoor. However,
with the massive deployment of sensor nodes, there are possibilities that incomplete records
and information leaks emerge due to the large amount of data being transmitted in the
network. A compressed sensing technique can be implemented on WSNs to generate a
small amount of data without sacrificing data fidelity [21,22]. Furthermore, the higher the
data fidelity, the more accurate the performance of the Al model in predicting or making
decisions [23].
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Various CS techniques have been developed to achieve various WSN requirements,
and many of them are considered lossy compression. As described in [22], the CSis a
technology that utilizes fewer data (than those in the Nyquist-Shannon theorem [24]) to
reconstruct the original data, as long as the data is compressible in particular transform the-
orem. The classical transform theorems (i.e., lossy compression) include Fourier transform,
Hadamard transform, discrete cosine transform, and discrete wavelet transform are proven
to be used to reduce communication overhead. Lossy compression can reduce data size
significantly with a small error rate [25,26]. In some previous applications, the compression
often shows small data changes even, quite sharp deformations appear in a small data area.
In observation applications such as climate data analysis [27], a meaningful analysis can be
investigated from the reconstructed data. The results reveal a small difference in average
error rate using the compression rate of up to 80% of the original data. It can be seen from
the reconstructed signal that is statistically indistinguishable from the original.

2.2. Privacy Issues in Smart City Sensing

Privacy is a big issue in smart city sensing because residents’ personal data is precious,
and it will be more vulnerable with the increasing number of monitoring sites. These
valuable data is associated with the personal information or location of resident. In a
centralized system, a huge amount of raw data from end devices is collected by central
servers [28] and protected by using trust-based service management protocol [29], e.g.,
IoT-HiTrust [30]. However, the system transfers data over the network, allowing the
leakage of critical data [31] and the increasing risk of side-channel attack [32]. The edge
computing framework utilizes federated learning technology, prevents direct access to the
data, moves the compute resource to the edge, and prevents the raw data exchange to the
central server [33-36]. For example, a smartphone that collects location data allows weather
forecasting applications to directly access the user’s location, which violates information-
based privacy. On the other hand, by using FL scheme, applications are only allowed to
access the machine learning (ML) model without compromising data privacy. With this
technology, every edge computing node in different areas contributes to the model training
globally, while keeping the training data locally. In this study, every edge computing node
(i.e., coordinator node) trains its local model by using a local dataset instead of uploading
the dataset to central servers.

2.3. PM2.5 Prediction System

There is a risk to the population’s health because of industries” development with
their residual products that pollute the air [37]. Taiwan has installed 77 climate stations
to monitor air pollutants. These stations are assisted by thousands of small sensor nodes
installed throughout Taiwan to generate precise measurements. A study indicates that the
rate of pollutant distribution varies depending on the season, wind direction, condition
of the industrial area, and how wide the area is monitored [38]. A large number of data
is generated during the data acquisition, and the temporal patterns appear in the process.
To gather the temporal data that has a strong correlation, i.e., structurally related in some
specific temporal moments, a large number of sensory nodes require to be installed with an
identical distribution. An integrated sensor network is needed to measure data efficiently
without sacrificing the data precision. Data with temporal characteristics present temporal
dependencies, in which instances are not independent or identically distributed. It means
that samples can be structurally related in some specific temporal moments. The instances
change their class attribute depending on time. Thus, traditional prediction methods cannot
be used in processing the data with temporal characteristics. These methods result in poor
performance and misleading interpretation [39]. This study proposes a new framework to
predict air quality related to PM2.5 by using a compressed dataset collected by coordinator
nodes in a WSN. Each coordinator node receives compressed data from sensor nodes.
Furthermore, a federated learning scheme is combined with compressed sensing to gather
the data efficiently and securely. Federated learning ensures that the original data is not
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exposed from the outside network because only models are sent to the aggregation server.
The neural network model (i.e., LSTM network) is utilized in this framework. LSTM has
been shown to generate better prediction than other neural network models, especially on
sequence data [40,41]. Finally, this study presents a system architecture for a massive-scale
WSN that combines CS and FL in an FCL scheme to support smart city sensing.

3. Designing of Sensor Nodes Based on Compressed Sensing

Wi-Fi-based sensory nodes are easily implemented in urban areas. However, these
nodes are difficult to implement in suburban areas that are not covered by Wi-Fi signals.
In fact, the source of air pollution not only comes from industrial areas and city traffics,
but also from areas outside the city. The source of PM pollution also comes from carbon-
burning smoke, especially during forest fires. The PM measurements over a wider area
provide the PM propagation from time to time from its sources to residential areas. A new
scheme to deploy the PM monitoring nodes is introduced in this section by considering
the smart city concept. This scheme uses a combination of ZigBee and Wi-Fi network
technology to increase its coverage area. The ZigBee protocol provides a low latency link
that allows hundreds of nodes to be connected in a mesh network; thus, it can deal with
data with a finer sampling rate. This protocol is easier to be implemented in cluster-tree
WSNs and compatible with distributed computing schemes. The details of the proposed
scheme are seen in Figure 1, where several sensor nodes are served by a coordinator node
by using the ZigBee network. Several coordinators are connected to an aggregation server
in the FL scheme via Wi-Fi network and they will contribute to the aggregated learning.
This section describes the CS algorithm, hardware design, and pseudocode, which are
afterwards implemented on sensor nodes.

PM2.5 Prediction
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Figure 1. The proposed system architecture utilizes a hybrid combination of Zigbee and Wi-Fi network by considering local

data collector serves by several coordinator nodes.

3.1. Compression Algorithm

A signal in Discrete Cosine Transform (DCT) is represented as a sum of a sinusoid of
varying magnitudes and frequencies. The DCT is one of the lossy compression techniques.
This study uses DCT compression because it has very strong energy compaction proper-
ties [25,42]. As shown in Figure 2, by applying the DCT-II variant, more data will be stored
in the lower frequency vectors. A large amount of information is compacted in a very
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low-frequency component of a signal and the rest (i.e., the higher frequency components)
can be removed. This information is stored by using very few bits. The DCT vectors with a
higher value than the energy concentration threshold, are saved because they significantly
impact the data reconstruction.
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Figure 2. A sample of one-day measurement of PM2.5 collected and processed using DCT

compression.

The stages of the DCT compression algorithm include the following steps:

1.  Convert the data from the spatial domain into the frequency domain, the DCT formula

is used as follows: |
t(j+0.5)i
i = wiz x]‘COS<(] ] ) ) (1)
j=1

where w, x, y, j, i, ] denote the scaling factor, the original data, the DCT vector, index
of data x, the DCT vector index, and the length of the data x, respectively. The scaling

factor is defined as w; = %f] for i = 1; otherwise w; = \/?

2. Calculate energy concentration among the DCT vector to define the frequency thresh-
old for distinguishing values. The DCT vectors y are sorted in descending order
which is denoted as: ¥ = {yn, Yn-1, Yn—2, --., y1}- Define i, which determines how
many frequencies that are required to represent the amount of the energy in the signal
by using energy concentration threshold (¢), where 0 < o < 1.

norm(y[1 : i])

norm(y[1: NJ) < @

where the norm(-) is calculated by the Euclidean normalization (p-norm, p = 2) of y.
3.  Apply an IDCT formula to reconstruct the data from the remaining DCT vectors,

defined as follows: ;
(i+0.5)f
x’i = wZZy] COS(( 7 )]> (3)
j=1
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where w, y, ¥', j, i, ] denote the scaling factor, the remaining DCT vector, the recon-
structed data, index of the DCT vectors, index of the reconstructed data and the length
of data y.

3.2. Design of Hardware Prototype

A small network consisting of four prototypes attached in Figure Al includes of a
coordinator node and three sensor nodes. There are three main parts that build the system
architecture, i.e., sensor node, coordinator node, and aggregation server. The sensor node
is developed using 8-bit microcontrollers AT-mega 32u with a clock speed of 16 Mhz. Each
sensor node is equipped with a PMS5003 particulate matter sensor which is connected to a
microcontroller via a serial interface. These sensors can measure several sizes of particulate
matter (i.e., PM1.0, PM2.5, PM10), temperature, and humidity. Another serial interface is
used to connect the microcontroller with XBee Pro S2C module. This module provides
wireless connection capability (i.e., ZigBee network), to the microcontroller. To balance the
voltage level between interfaces, an IC 74AC245DW is used as a level shifter. To convert
the voltage to 3.3 V on the system, IC MIC5219 is applied. The sensor node is supplied by
an external power supply from a 5 V battery. Each sensor node is capable of performing the
DCT compression on a small sequence of data. These nodes also have the ability to enter
sleep mode. The sleep mode is activated to save processing power leading to a decreasing
in energy consumption. Meanwhile, the coordinator node is powered by Raspberry Pi 3
B+ and XBee Pro S2C module to collect the compressed data from the sensor nodes, then
transmit it to the aggregation server. Finally, the coordinator uses Wi-Fi or Gigabit LAN
port to connect to the server via an Internet router.

3.3. Software Development

The lossy compression technique is suitable to be applied to data generated by IoT
sensors, especially related to weather monitoring, where the data is relatively and periodi-
cally stable with a low level of randomness. A data transmission framework is needed to
maintain the data communication efficiently in WSN, described in Algorithm 1. The user
interface to monitor the processes is also created and shown in Figure A2. A coordinator
provides services for several sensor nodes in a ZigBee network. Furthermore, the data are
transferred in a compressed format to provide efficient data transmission while reducing
missing records and maintaining data integrity.

First, the coordinator will send a message (c) in the ZigBee network to read data on
one of the nodes. All sensor nodes via the interrupt mechanism will receive the message.
Only the corresponding node gives the response back, meanwhile, the other nodes remain
in sleep mode. The corresponding node will start the data recording process. A 30 s
delay is required before the PMS sensor module provides stable measurement results.
Measurements are made using sampling rate (N). After reaching N samples, i.e., specified
by the coordinator, the sensor node converts the data x into y by using the DCT, compresses
it, and then sends it to the coordinator via the ZigBee network. After the data y are sent, the
sensor node enters the sleep mode again. Meanwhile, the coordinator receives the data y
periodically from each node and uses it on an aggregate learning scheme, i.e., coordinated
by an aggregation server. After that, all of the coordinator nodes send the learning model
simultaneously to the aggregation server via the Internet. Finally, the prediction results 7
can be monitored from user interface that is provided by the server.



Sensors 2021, 21, 4586

8 0of 20

Algorithm 1 Compressed Sensing

Input: Command (c)

Output: Compressed Data (v)
function Compression ()
Serial.interrupt ()

if (Serial.read (c) == true)

sleep (false) # activate the node
PMS5003.sleep (false) # activate the sensor
x = PMS5003.read{x1, x2, x3, ... , xn} # read the sensor

y = dct(x) # compress the data

PMS5003.sleep (true)
sleep (true)

end if

return: y

4. Privacy-Preserving Prediction Model with Federated Learning

This section describes the concept of federated learning that preserves data privacy on
a WSN network. This scheme is performed by coordinators and an aggregation server. The
neural network model (i.e., long-short term memories) is constructed on every distributed
compute unit (i.e., coordinator); meanwhile, the central server organizes the FL scheme
that aggregates the learning model from the coordinators.

4.1. LSTM for PM 2.5 Prediction

It has been shown that Long-Short Term Memories (LSTMs) can be used prediction
systems to forecast sequence data [43,44]. In order to construct the proposed model, several
layers of LSTMs are compiled as shown in Figure 3. In this model, the data x are extracted
from PMS5003 sensor with a data rate of N. Afterwards, the data are converted into
compressed data y;; then they are used as the LSTM input layer. The number of N varies
up to 50 depending on the length of the compressed data, which can be smaller if the data
can be compacted more densely. The LSTM uses two gates to control the content of the
cell state c. One is the forget gate, which determines how much of the cell state ¢;_1 at
the previous time is retained to the current time c;. The other is the input gate, which
specifies the amount of network input y;; at the current moment it is saved to the unit state
ct. The LSTM uses output gates to control how much of the unit state ¢y, i.e., output to the
current output value h;. In each round of the LSTM network update, the cell accepts the
hidden state h;_; and input y; of the previous cell in the cell sequence. The cell controls
whether or not to discard a certain calculation process which defines the output. f; of the
forgetting gate is shown in Equation (4), where { is the sigmoid activation function; Wr is
the forgetting gate weight matrix; by is the forgetting gate bias term.

The basic idea of this LSTM network is to determine the retained information through
a layer containing an activation function and then generate the cell state c; at the current ¢.
The estimation process is considered as a combination of the following two calculations.
Equation (5) calculates what information in the current cell input y; needs to be saved to the
current state c; of the long-term and short-term memory network cells. The sigmoid layer
of the input gate layer determines which information needs to be updated. In addition, in
Equation (6), the tanh layer generates a vector which is the alternative content to update.
Finally, the final output § of this LSTM network is the prediction of the next sensory
value xn11.

fr= g(wf'(htflr]/t) + bf) 4)
it = o(Wi-(hi—1,yt) + b;) @)
¢t = tanh(We-(hy—1, yt) + be) (6)
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Figure 3. The proposed PM2.5 prediction system utilizes LSTM model on compressed datasets.

4.2. Federated Learning for PM2.5 Prediction

Federated compressed learning is based on compressed sensing and distributed
learning, and its parameters updating method is similar to the basic idea of federated
learning. In this paper, the federated compressed learning is focused on the top layer of
the framework near the central server to train the prediction model. At first, the lower
layer (i.e., near the edge) transmits the compressed data to the regional micro cloud or the
fogs. The aggregation learning is provided by the coordinators and the aggregation server
by updating global model regularly based on the local training models. FL architecture
in its basic form consists of a curator or server that is coordinates training activities with
the aggregate nodes (i.e., the coordinators). Clients are mostly fog devices that can reach
thousands. These devices communicate at least twice with the server per training iteration.
In Figure 4, the aggregation server initiates the global model (1). Then, each client receives
the current global model weight from the server (2). Then, each client trains it on each
of its local data (3) to generate updated parameters which are then uploaded back to the
server for aggregation (4). This communication cycle continues until a predetermined
number of periods, or an accuracy condition is reached. In this scheme, the aggregation is
performed using the averaging operation. Algorithm 2 describes the pseudocode of the

training process in this scheme.
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Figure 4. The FL scheme provides privacy preservation by training the dataset locally without exposing them directly over

the network.



Sensors 2021, 21, 4586

10 of 20

The initialization process is started by randomizing the weights at k = 0 as a global
model w*=0. Then, the global model is distributed to each coordinator. Each coordinator
has collected compressed dataset from each sensor node in the lower layer of a local dataset
(Yn, Un)- By using this local dataset, each coordinator trains (opt,) the LSTM model using
mean absolute error function (MAE) to generate a new local model wﬁ In the end, the
aggregation server generates and distributes a new global model @**! by averaging all
local models w’fl ;n=1,2,3,...,N. Therefore, the communication on the central network
does not involve data from the edge, but only collections of aggregated models which have
no direct correlation with the dataset.

Algorithm 2 Federated Learning for PM2.5 prediction with Federated Average (FedAvg)

Input:
- Datasetd; = (yn, Un)
- N number of the client (NB-IoT Sensor Node Coordinator)
- Number of communication round K
- Initial Global Model w
Output: Final Global Model
function Federated_Learning ()
w*=0 = {w1,wy, ..., w3} < randomize parameters
fork=1toKdo
forn=1toN do

# initialize global model (1)

wk = w # deploy global model (2)
wk = opty, (MAE <fwﬁ (yn,yn)>> # train local model (3)
end for
wk = %):nN:l w’,‘l # update global model (4)
end for

return: a global model @*

5. Experiments and Results

In this section, the datasets are analyzed statistically. Then, the compression parameter
is tuned to achieve a lower data saving ratio with a lower error rate. By using the tuned
parameter, a performance comparison for each FL scheme is provided. Finally, the security
analysis is presented at the end of the section. In addition, the experimental results are
performed by using prototypes with hardware specifications defined in Table 1.

Table 1. The specifications of the prototypes used in the experiments.

Properties Sensor Node Coordinator Node Aggregation Server
Processor Single Core Quad Core Broadcom Dual 20-Core Intel Xeon
ATmega 32u BCM2837B0 E5-2698 v4
Architecture 8-bit AVR ARMvS8 x86-64
Clock speed 16 MHz 1.4 GHz 22 GHz
RAM 2.56 KB 1GB 256 GB
Serial XBeePRO S2C
Network interface Serial XBeePRO S2C Wi-Fi 2.4 GHz 10 Gigabit LAN
Gigabit LAN
Storage EEPROM 1 KB MicroSD 32 GB SSD 1.92 TB
PM Sensor Plantower PMS5003 - -
Power consumption (watt) 0.9 3.6 1600

5.1. Evaluation

The following metrics are used to evaluate the CS performance: data saving ratio and
error rate. Meanwhile the FL performance is measured using mean absolute error.



Sensors 2021, 21, 4586

11 of 20

1.  Data saving ratio (¢): The smaller the data saving ratio, the more effective the compres-
sion algorithm is. The data saving ratio is performed by using the following equation:

-
{X}
where {X} is the size of original data x and {Y} is the reduced size of DCT vectors.

2. Error rate (¢): The smaller the error rate, the more effective the compression algorithm
is. The error rate calculation performed to a set of reconstruction data, is given by:

@)

& |y —
€= 72 O (8)

i=1
where x is the original data, x’ is the reconstructed data, and I is the index of the data.
3. Mean absolute error (MAE): is a loss function on neural network model that can be
applied to data with large outliers. This value is calculated as the average of the
absolute difference between the actual and the predicted values. The model can be
updated to use the MAE loss function. The MAE performed by each FL variants, is
given by:

14, )
MAE = Tz‘ytarget(z’) = Ypredicted(i) )
i=1

where Jy;,01(;) 18 the target data, J,egicreq(i) is the prediction data, and i is the index of
the data.

5.2. Dataset Characteristic

The compressed sensing algorithm is evaluated by using datasets that were recorded
during September 2020. The datasets consist of a large dataset obtained from the Airbox
system, which includes 1000 devices that spread across Taiwan and a small dataset, col-
lected from the prototype. For this experiment, five variables (i.e., generated by PMS5003
sensor module) are measured from the prototype in a suburban district, Wufeng in Taiwan,
i.e., consisting of PM1.0, PM2.5, PM10, temperature, and humidity. The dataset is collected
with a time sampling of 5 min. The shorter the sampling time, the more the data that will
be generated. Moreover, statistical assessments are used to evaluate the characteristics for
each type of dataset.

Table 2 presents statistical properties consisting of standard deviation (SD), normalized
standard deviation (NSD), skewness, and kurtosis from the open dataset. The NSD is the
statistical assessment that is used to determine how the data is scattered in the sample
and how close the individual data points are to the mean value. Skewness is a value that
shows the asymmetry degree of a dataset distribution. Skewness over 1 and below —1
indicates that the data is highly skewed. Meanwhile, kurtosis is the level of distortion in
a distribution. A kurtosis i.e., higher than 3 or lower than —3 in a set of data, indicates
that the data have heavy outliers. If a dataset has a high kurtosis value, an investigation is
needed to find the cause of these many outliers. This might indicate an incorrect data entry
or data sparsity because of the system’s weaknesses.

In the datasets that are collected from the Airbox system, different statistical char-
acteristics are observed for all metrics, and it can be divided into two groups, namely
the PM datasets and the non-PM datasets. The PM1, PM2.5, and PM10 datasets have a
much higher skewness value compared to the other datasets. For those three datasets,
the kurtosis highly deviates from 3 when compared with the other two datasets. The
distribution of those three datasets has values that change more sharply than those of
the normal distribution. However, the kurtosis for temperature and humidity datasets is
lower than 3, which indicates that the data distribution is closer to normal distribution.
It can be concluded that the PM datasets obtained from the Airbox sensor network are
distorted and fragmented. On the other hand, in the dataset that is recorded by using the
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prototypes, similar statistical characteristics are detected for all metrics. The prototypes
are able to collect data with skewness and kurtosis value under 1 and 3 respectively. The
data distribution in the datasets is not too deviated. The system is made only on a small
scale. Thus, it minimizes the occurrence of fragmented sparse data. The larger the network,
the more potential for sparse data to appear. Therefore, the weaknesses of complex and
massive WSN are minimized by implementing the FCL method.

Table 2. Statistical characteristics of dataset that is used for experiments.

Dataset Variable SD NSD Skewness Kurtosis
PM1.0 12.315 0.018 3.173 78.599
Airbox PM2.5 17,513 0.022 3.184 76.301
PM10 22.947 0.021 1.969 42.091
(1000 nodes 785 MB)  p 1 berature 3.401 0.074 0.142 0.853
Humidity 13.192 0.167 0.117 ~0.374
PM1.0 1.949 0.452 0.897 0.546
S Protot PM2.5 1.845 0.223 0.692 0.980
(4mo de‘s’ 23§1‘;<6B) PM10 2.345 0.167 0.622 0.977
Temperature 6.385 0.336 0.210 0.649
Humidity 17.060 0.247 1.044 0.336

5.3. Tuning Energy Concentration Threshold

Energy concentration threshold (c) determines a series of signal properties that have a
significant impact to redefine the signal. The energy concentration is calculated from its
DCT vectors using Equation (2). From its energy concentration series, several threshold
values are chosen: 0.7, 0.8, 0.9, 0.99, and 0.999. The data with energy concentration below
the threshold represents a value that has no significant impact and can be ignored. This
value is removed so that the DCT vector series will be drastically reduced. From the
remaining DCT vector values, the signal is reconstructed. To evaluate the data fidelity, the
original data is compared with the reconstructed data. The smaller the errors, the more
efficient the compression algorithm. As shown in Figure 5a, from the five variables tested,
the error rates look similar. The differences are not too far and look almost the same when
the higher energy concentration threshold is used. The error rate starts to decrease below
5% when the energy threshold is set to greater than 0.9 for all data variables.

In the next experiment, the data saving ratio is evaluated by changing the energy con-
centration threshold, shown in Figure 5b. The data saving ratio represents the comparison
between the amount of compressed data and the amount of original data. The smaller the
ratio, the better the compression algorithm used. This means that the original data can
be compacted into smaller series of data. In other words, the storage capacity which can
be saved is even greater. By changing the energy concentration threshold to its savings
ratio, it produces linear results. The lower the energy concentration threshold, the smaller
the data saving ratio. Moreover, by using the maximum data saving ratio, i.e., 0.999, the
DCT could save storage a little bit. Furthermore, it is necessary to observe the effect of the
data storage ratio on the error rate. The best parameters for the five variables should be
observed to provide the most optimal compression results. The results are optimal if the
data storage ratio is low and followed by a low error rate. In Figure 5c, the variation of
data results for several different energy compaction thresholds is displayed. The optimal
value is obtained for each variable is o = 0.9, which achieves a low data saving ratio of
around 95%. Meanwhile, by using a higher energy concentration threshold, (e.g., 0.99) the
error rate decreases more but it sacrifices the data saving ratio. It means the amount of data
that could be saved is not too much. Finally, this compressed data with ¢ = 0.9 will be used
in further experiments related to the FCL scheme. As a comparison, another CS technique,
i.e., discrete wavelet transform (DWT) is used to evaluate the efficiency of CS performance.
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Figure 5. Comparison between (a) error rate and (b) data saving ratio with various ¢ on the recon-
structed data. Meanwhile (c) evaluates the optimal value of ¢ that achieves efficient data generation
while maintaining data fidelity.

5.4. FCL Performance

From Figure 6, first, when the number of aggregate nodes is compared, even if the
size of the epoch increases, it has an effect on reducing the reconstruction errors, i.e.,
evaluated by using MAE loss. Therefore, in the FL scheme, defining a number of nodes is
an important key that affects the accuracy of the prediction system. Then, the prediction
errors of the several algorithms are compared, i.e., Centralized Learning (CL), Centralized
Compressed Learning (CCL), federated learning with 10 and 100 aggregate nodes (FL
10, FL 100), and federated compressed learning with 10 and 100 aggregate nodes with
DCT-based and DWT-based algorithm (FCL 10-DCT, FCL 100-DCT, FCL 10-DWT, FCL
100-DWT). The overall MAE loss after 50 epochs for each algorithm is 2.05, 0.61, 1.97, 0.49,
6.54, 2.83, 6.36, 2.79, 6.39, and 2.78, respectively. Compared with the CL algorithm as a
baseline, the MAE loss of FL 10 and FL 100 algorithm is increased by 29.8% and 65.7%,
respectively. The more nodes involved in the FL scheme, the higher the MAE loss given
by the training algorithm. In general, there is no significant difference between FCL using
the DCT or DWT technique in term of training performance. However, the DCT variant
generates a more compact data than the DWT variant. Meanwhile, when comparing the
MAE loss of CL scheme with those of FCL 10 and FCL 100, the training losses increase by
around 100% and 120%, respectively. Thus, even under different network configurations,
the FCL algorithm increases prediction errors and decrease data reconstruction accuracy.
However, the decline in training performance has not shown the general performance of
the prediction system. These results are only a raw description of the declining training
loss of the FCL scheme compared with the centralized training.

0.09
CL
0.08 |1 ——— CCL
\ FL 10
0.07 FL 100
FCL 10-DCT
) 0.06 FCL 100 - DCT
Zo0s 0 == FCL 10-DWT
o 1 FCL 100 - DWT
< 0.04
=
0.03
0.02
0.01 ) = = - e —— ————

0 10 20 30 40
Epoch (communication round)

Figure 6. The MAE loss for eight different training schemes during 50 communication rounds.
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For a deep understanding of system performance in predicting the PM2.5 concentra-
tions, an inference procedure is performed on the dataset by using the best performance
(i.e., CL) and the worst performance (i.e., FCL) achieved by the training scheme based on
Figure 6. Finally, the prediction performances are shown in Figure 7. In general, all of the
FL-based schemes produce a slight reduction compared to the results achieved using the
CL scheme. Qualitatively, the prediction results still show good results even though the
accuracy decreases. It can be seen that the data prediction resembles the ground truth.
This is understandable because the difference in MAE loss is not too big, only in the range
of 0.01. The results show a slightly decreasing 0.564 in the RMSE between both of them.
However, the FCL scheme still has benefits in terms of data privacy.
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Figure 7. The PM2.5 prediction result utilizing (a) CL compared with (b) FCL 100-DCT using the global model that is

trained in 50 epochs.

5.5. Security Analysis

The privacy protection capabilities of the proposed framework are described from
the following standpoints. From the data access standpoint, the proposed framework, i.e.,
developed based on the FL, can protect the original data by only sending the prediction
model parameters through the network. The core idea is to distribute the training mecha-
nism to the edge networks performed by the smaller nodes. As long as the original data
from the end nodes are not exposed to the network, the chances of being eavesdropped on
can be minimized. Specifically, the federated model achieves a slightly lower accurate pre-
diction of PM2.5 concentration compared with the centralized one; however, it guarantees
information-based data privacy. From the data generation standpoint, the experimental
results show that the performance of the proposed framework (i.e., the FCL) is comparable
to the centralized model (i.e., the CL). The CL scheme needs to aggregate a massive amount
of original data to achieve high-precision prediction of PM2.5 concentrations. Meanwhile,
the FCL only collects compressed data from a smaller edge network and aggregates the
parameters (i.e., not contain the original data) to the server. The FCL performs comparable
results to a CL approach under the constraint of privacy preservation and it provides
drastically data reduction over the conventional ones. The FCL also reduces the number of
neurons that are needed to build the prediction model, which incurs a remarkable decrease
in the local training time as well as the aggregated training time. Moreover, the chance of
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sparse data appear because of system complexity, can be reduced by using the denoising
feature on the DCT technique.

6. Discussion

With the increasing number of variables being measured, a massive centralized WSN
is not suitable for use in this case. An approach is needed to transfer a massive amount
of data efficiently while maintaining data privacy. As shown in Figure 8, the proposed
scheme is capable of transferring and reconstructing data with a small amount of data.
The differences between the reconstructed and the original data by using FCL were not
very significant compared with that of using CL. In order to develop a federated learning
scheme to adapt to ever-changing situations, it is necessary to conduct model training on a
wider network over a longer time span. With the training that covers a broader network,
the spatial features are better captured. Meanwhile, with the training on a longer dataset,
(e.g., a year) temporal features could be better extracted. However, the larger and the
longer the dataset, the more the data, the layers, and the parameters. This will increase the
training period and increase transmission costs. Therefore, an edge-computing architecture
is a solution. It means that every end device is equipped with a compute module that is
capable to process a small-scale FL scheme. Furthermore, the training process is carried out
in several stages, starting from the nodes near the edge, leading to FL in fog, until reaching
the cloud. Finally, this scheme effectively avoids network problems such as data overload
and inefficient training by utilizing a more compact and a more robust dataset.

1,000,000
CL
£ 100,000 CCL
o
s FL 10
El FL 100
; 10,000 = FCL 10 - DCT
FCL 100 - DCT
----- FCL 10-DWT
oo b v FCL 100 - DWT

12 24 36 48 60 72 84 96 108 120 132 144
Data rate / hour

Figure 8. Simulation of data generation on WSN that utilizes different schemes with varying
data rates.

A set of data sequences, i.e., collected from 1000 nodes in the Airbox system, is used
to simulate the amount of data generation on more complex systems. This simulation
calculates the amount of data that is generated for each scheme. The data generation is
calculated by supposing that the maximum sampling period in an hour is up to 144 data.
During this period, a sequence of data is recorded by each sensor node and each of them
will contribute to the increasing number of data that is generated in the WSN. The greater
the amount of data, the greater the chance that sparse data will appear, and the longer the
time that is required to complete the process. This simulation is carried out by calculating
the amount of data that is generated at the edge of the network (e.g., from the sensor node)
and the number of parameters produced during aggregated training. The results are shown
in Figure 8, where the greater the data rate used, the more data will be produced.
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A slightly different pattern is generated by all schemes that use compressed sensing
techniques. There is a significant reduction in the amount of data when using the CCL
and FCL schemes. The difference becomes greater when using a larger data rate. This is in
accordance with the results in previous tests where the CS method was able to provide a
compression ratio of up to 95%. It is interesting to note that the DCT-based FCL scheme
provides more compact data generation than the DWT-based FCL scheme. As described
in [25,26], the DCT performs a higher compression rate rather than other techniques but,
sacrifices a slight error rate. However, when faced with federated learning problems, both
CS techniques (i.e., DCT and DWT) produce nearly identical learning features. These
similar features are generated by the neural network, which simply translates the input
into vectors that correspond to the targets. A small differentiation of the input vectors will
not significantly affect the training performance. In addition, the FCL will greatly reduce
computation time as well as network traffic. This scheme uses the CS method to compress
data and the FL scheme to provide efficient federation training at the expense of a slight
decrease in the accuracy of the prediction system. The proposed scheme has the potential
to reduce data traffic and power consumption in WSNS, especially in a massive scale smart
city sensing. In summary, Figure 8 shows that:

(1) WSN data generation is significantly compacted by the CS in comparison to conven-
tional approaches without the CS. The efficiency of the CS in reducing the data is the
key factor in the computation efficiency of the FCL.

(2) Data privacy is guaranteed by the FCL scheme at the top layer, while security at the
bottom layer is maintained by the CS techniques.

The analysis process needs to be carried out carefully by identifying and positioning
the performance metrics and trade-offs in relation to each other before concluding gener-
alizations. The target is therefore to generate a cost and trade-off model that takes into
account the following indicators, i.e., MAE loss vs. communication round, data genera-
tion vs. sampling resolution, and execution time of training vs. inference. Based on the
experiments, the FCL generates a slightly higher error rate (i.e., measured with MAE) than
the other schemes. However, as proof of concept, this scheme offers more efficient data
generation and privacy preserving. Moreover, the proposed scheme produces an efficient
amount of data with increasing number of data sampling resolutions. Theoretically, the
greater the data processed, the more time required by the system to complete the training.
The simulation notes that the execution time per epoch at the training stage for the CL, CCL,
FL 10, FL 100, FCL 10-DCT, FCL 100-DCT, FCL 10-DWT, FCL 100-DWT scheme is 13 s, 3 s,
2855s,2460 s, 207 s, 1845 s, 245 s, and 1985 s, respectively. These execution periods are corre-
lated to the number of input dataset that have been compressed. Generally, all of the FCL
schemes generate a longer execution time than the centralized scheme, but shorter than the
conventional FL schemes. In a real-time application, only the inference engine contributes
to the processing speed while generating prediction results. The execution time depends
on hardware variations, the number of nodes, and communication delay. However, the
processing speed of the inference engine will not differ too much for all schemes because
basically, the inference engine only processes one-time forward propagation in neural
networks. Finally, other practical considerations regarding the implementation feasibility
of these machine-learning models are parallelization over multiple cores or nodes and the
availability of hardware-accelerated infrastructure.
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7. Conclusions

In this paper, the FCL framework in which the core idea inherits compressed sensing
combined with federated learning is proposed to reduce data sparsity. Based on that, an
edge-computing architecture to develop an inference framework for smart cities sensing is
provided. This architecture could easily and simultaneously solve the problems of node
deployment, communication efficiency, and fragmented records while preserving data
privacy. The proposed framework could be implemented by using the WSN nodes and
built from a small low-powered compute unit, i.e., an IoT application suitable for a smart
city. This study also extends the FL scheme to the FCL scheme for broader application
scenarios with thousands of the end devices. In the future, the multi-layer LSTM in the
FCL scheme will be developed and used to solve the distributed prediction problem in
more application fields.

Author Contributions: Conceptualization, H.-C.C., K.T.P. and P; Methodology, K.T.P.; Software,
K.T.P. and P; Validation, H.-C.C.,, M.R.O., C.-E.W,, and C.-L.C.; Formal Analyses, H.-C.C. and C.-L.C;;
Investigation, K.T.P; Resources, K.T.P.; Data Curation, K.T.P.; Writing—Original Draft Preparation,
K.T.P. and H.-C.C.; Writing—Review and Editing, H.-C.C., M.R.O., C.-L.C. and Z.-Y.S.; Supervision,
H.-C.C,; Project Administration, H.-C.C. and M.R.O.; Funding Acquisition, H.-C.C.. All authors have
read and agreed to the published version of the manuscript.

Funding: This research was funded by the Ministry of Science and Technology (MOST), Taiwan,
under Grant No. MOST 110-2218-E-468-001-MBK. This work was also funded Grant No. 110-2221-E-
468-007.

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.
Data Availability Statement: Data sharing not applicable.

Acknowledgments: This work was supported by the Ministry of Science and Technology (MOST),
Taiwan, under Grant No. MOST 110-2218-E-468-001-MBK. This work was also supported by Grant
No. 110-2221-E-468-007. This work was also supported in part by Ministry of Education under Grant
No. I109MD040. This work was also supported in part by Asia University Hospital under Grant
No. 10951020. This work was also supported in part by Asia University, Taiwan, and China Medical
University Hospital, China Medical University, Taiwan, under Grant No. ASIA-108-CMUH-05.
This work was also supported in part by Asia University, Taiwan, UMY, Indonesian, under Grant
No. 107-ASIA-UMY-02.

Conflicts of Interest: This article can be counted as the KPI record of Ph.D degree for only the first
author Karisma Trinanda Putra, the KPI research result of the two projects, MOST 110-2218-E-468-
001-MBK and 110-2221-E-468-007, funded by MOST for the corresponding author Hsing-Chung
Chen and the promotion use for Chao-Lung Chou.



Sensors 2021, 21, 4586 18 of 20

Appendix A

XB2-COORDINATOR
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Figure A1. (a) The schematic of the prototype. (b—d) The deployment of the sensory nodes during real-time measurements.
(e) The prototype that is used in data acquisition process involving a coordinator node (white) and three sensor nodes (blue).
The sensory nodes use ATmega 32u microcontrollers while the coordinator nodes use Raspberry Pi 3 B+.
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Figure A2. The PM2.5 prediction interface uses an LSTM model that is trained across decentralized coordinators.

References

1.  State of Global Air 2018. A Special Report on Global Exposure to Air Pollution and Its Disease Burden. Available online:
https:/ /www.stateofglobalair.org/sites /default/files /soga-2018-report.pdf (accessed on 1 February 2021).

2. Chen, C.-H.; Wu, C.-D.; Chiang, H.-C.; Chu, D.; Lee, K.-Y,; Lin, W.-Y,; Yeh, J.-L; Tsai, K.-W.; Guo, Y.-L.L. The effects of fine and
coarse particulate matter on lung function among the elderly. Sci. Rep. 2019, 9, 14790. [CrossRef]

3. Consonni, D.; Carugno, M.; De Matteis, S.; Nordio, F.; Randi, G.; Bazzano, M.; Caporaso, N.E.; Tucker, M.A.; Bertazzi, PA;
Pesatori, A.C.; et al. Outdoor particulate matter (PM10) exposure and lung cancer risk in the EAGLE study. PLoS ONE 2018, 13,
€0203539. [CrossRef] [PubMed]

4. Xu, Y,;Sun, G,; Geng, T.; Zheng, B. Compressive Sparse Data Gathering With Low-Rank and Total Variation in Wireless Sensor
Networks. IEEE Access 2019, 7, 155242-155250. [CrossRef]

5. Li Y, Liang, Y. Compressed Sensing in Multi-Hop Large-Scale Wireless Sensor Networks Based on Routing Topology Tomography.
IEEE Access 2018, 6, 27637-27650. [CrossRef]

6.  Quer, G.; Masiero, R,; Pillonetto, G.; Rossi, M.; Zorzi, M. Sensing, Compression, and Recovery for WSNs: Sparse Signal Modeling
and Monitoring Framework. IEEE Trans. Wirel. Commun. 2012, 11, 3447-3461. [CrossRef]

7. Gao, Y,; Liu, L.; Hu, B,; Lei, T.; Ma, H. Federated Region-Learning for Environment Sensing in Edge Computing System. IEEE
Trans. Netw. Sci. Eng. 2020, 7, 2192-2204. [CrossRef]

8. Wu, T;; Li, X.; Zhou, D.; Li, N.; Shi, J. Differential Evolution Based Layer-Wise Weight Pruning for Compressing Deep Neural
Networks. Sensors 2021, 21, 880. [CrossRef] [PubMed]

9.  Amiri, M.M,; Gunduz, D. Machine Learning at the Wireless Edge: Distributed Stochastic Gradient Descent Over-the-Air. IEEE
Trans. Signal Process. 2020, 68, 2155-2169. [CrossRef]

10. Kong, X.; Tong, S.; Gao, H.; Shen, G.; Wang, K.; Collotta, M.; You, I.; Das, S.K. Mobile Edge Cooperation Optimization for Wearable
Internet of Things: A Network Representation-Based Framework. IEEE Trans. Ind. Inform. 2021, 17, 5050-5058. [CrossRef]

11.  Sharma, V.; You, I.; Andersson, K.; Palmieri, F; Rehmani, M.H.; Lim, J. Security, Privacy and Trust for Smart Mobile- Internet of
Things (M-IoT): A Survey. IEEE Access 2020, 8, 167123-167163. [CrossRef]

12.  Qie, Y;; Hao, C.; Song, P. Wireless Transmission Method for Large Data Based on Hierarchical Compressed Sensing and Sparse
Decomposition. Sensors 2020, 20, 7146. [CrossRef] [PubMed]

13. Pagan, J.; Fallahzadeh, R.; Pedram, M.; Risco-Martin, J.L.; Moya, ].M.; Ayala, J.L.; Ghasemzadeh, H. Toward Ultra-Low-Power
Remote Health Monitoring: An Optimal and Adaptive Compressed Sensing Framework for Activity Recognition. IEEE Trans.
Mob. Comput. 2019, 18, 658—673. [CrossRef]

14. Wu, E-Y;; Yang, K,; Yang, Z. Compressed Acquisition and Denoising Recovery of EMGdi Signal in WSNs and IoT. IEEE Trans. Ind.
Inform. 2017, 14, 2210-2219. [CrossRef]

15. Asad, M.; Moustafa, A.; Yu, C. A Critical Evaluation of Privacy and Security Threats in Federated Learning. Sensors 2020, 20, 7182.
[CrossRef]

16. Davis, B.D.; Mason, ].C.; Anwar, M. Vulnerability Studies and Security Postures of IoT Devices: A Smart Home Case Study. IEEE
Internet Things J. 2020, 7, 10102-10110. [CrossRef]

17. Brown, K.W,; A Sarnat, J.; Koutrakis, P. Concentrations of PM2.5 mass and components in residential and non-residential indoor
microenvironments: The Sources and Composition of Particulate Exposures study. J. Expo. Sci. Environ. Epidemiol. 2011, 22,
161-172. [CrossRef] [PubMed]

18. Han, Y,; Qi, M.; Chen, Y,; Shen, H,; Liu, J.; Huang, Y.; Chen, H; Liu, W.; Wang, X,; Liu, J.; et al. Influences of ambient air PM2.5
concentration and meteorological condition on the indoor PM2.5 concentrations in a residential apartment in Beijing using a new
approach. Environ. Pollut. 2015, 205, 307-314. [CrossRef]

19. Alablani, I; Alenazi, M. EDTD-5C: An IoT Sensor Deployment Strategy for Smart Cities. Sensors 2020, 20, 7191. [CrossRef]


https://www.stateofglobalair.org/sites/default/files/soga-2018-report.pdf
http://doi.org/10.1038/s41598-019-51307-5
http://doi.org/10.1371/journal.pone.0203539
http://www.ncbi.nlm.nih.gov/pubmed/30216350
http://doi.org/10.1109/ACCESS.2019.2949050
http://doi.org/10.1109/ACCESS.2018.2834550
http://doi.org/10.1109/TWC.2012.081612.110612
http://doi.org/10.1109/TNSE.2020.3016035
http://doi.org/10.3390/s21030880
http://www.ncbi.nlm.nih.gov/pubmed/33525527
http://doi.org/10.1109/TSP.2020.2981904
http://doi.org/10.1109/TII.2020.3016037
http://doi.org/10.1109/ACCESS.2020.3022661
http://doi.org/10.3390/s20247146
http://www.ncbi.nlm.nih.gov/pubmed/33322189
http://doi.org/10.1109/TMC.2018.2843373
http://doi.org/10.1109/TII.2017.2759185
http://doi.org/10.3390/s20247182
http://doi.org/10.1109/JIOT.2020.2983983
http://doi.org/10.1038/jes.2011.41
http://www.ncbi.nlm.nih.gov/pubmed/22086209
http://doi.org/10.1016/j.envpol.2015.04.026
http://doi.org/10.3390/s20247191

Sensors 2021, 21, 4586 20 of 20

20.

21.

22.

23.

24.
25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

Boubrima, A.; Bechkit, W.; Rivano, H. Optimal WSN Deployment Models for Air Pollution Monitoring. IEEE Trans. Wirel.
Commun. 2017, 16, 2723-2735. [CrossRef]

Xiang, L.; Luo, J.; Rosenberg, C. Compressed Data Aggregation: Energy-Efficient and High-Fidelity Data Collection. [IEEE/ACM
Trans. Netw. 2012, 21, 1722-1735. [CrossRef]

Craven, D.; McGinley, B.; Kilmartin, L.; Glavin, M.; Jones, E. Adaptive Dictionary Reconstruction for Compressed Sensing of ECG
Signals. IEEE |. Biomed. Health Inform. 2016, 21, 645-654. [CrossRef] [PubMed]

Li, Y; Li, K.; Zhang, C.; Montoya, J.; Chen, G.-H. Learning to Reconstruct Computed Tomography Images Directly From Sinogram
Data Under A Variety of Data Acquisition Conditions. IEEE Trans. Med. Imaging 2019, 38, 2469-2481. [CrossRef] [PubMed]
Shannon, C. Communication in the Presence of Noise. Proc. IRE 1949, 37, 10-21. [CrossRef]

Moon, A.; Kim, J.; Zhang, J.; Son, S.W. Evaluating fidelity of lossy compression on spatiotemporal data from an IoT enabled smart
farm. Comput. Electron. Agric. 2018, 154, 304-313. [CrossRef]

Chen, H.-C,; Putra, K.T.; Tseng, S.-S.; Chen, C.-L.; Lin, ].C.-W. A spatiotemporal data compression approach with low transmission
cost and high data fidelity for an air quality monitoring system. Future Gener. Comput. Syst. 2020, 108, 488-500. [CrossRef]
Garcia-Sobrino, J.; Serra-Sagrista, J.; Laparra, V.; Calbet, X.; Camps-Valls, G. Statistical Atmospheric Parameter Retrieval Largely
Benefits From Spatial-Spectral Image Compression. IEEE Trans. Geosci. Remote. Sens. 2017, 55, 2213-2224. [CrossRef]

Kotenko, I.; Saenko, I.; Branitskiy, A. Applying Big Data Processing and Machine Learning Methods for Mobile Internet of Things
Security Monitoring. J. Internet Serv. Inf. Secur. 2018, 8, 54—63. [CrossRef]

Bordel, B.; Alcarria, R. Physical Unclonable Functions based on silicon micro-ring resonators for secure signature delegation in
Wireless Sensor Networks. J. Internet Serv. Inf. Secur. 2018, 8, 40-53. [CrossRef]

Chen, I.-R.; Guo, J.; Wang, D.-C.; Tsai, ].].P.; Al-Hamadi, H.; You, I. Trust-Based Service Management for Mobile Cloud IoT
Systems. IEEE Trans. Netw. Serv. Manag. 2019, 16, 246-263. [CrossRef]

Hu, S.; Liu, L.; Fang, L.; Zhou, F; Ye, R. A Novel Energy-Efficient and Privacy-Preserving Data Aggregation for WSNs. IEEE
Access 2020, 8, 802-813. [CrossRef]

Feher, M.; Yazdani, N.; Aranha, D.F,; Lucani, D.E.; Hansen, M.T.; Vester, EE. Side Channel Security of Smart Meter Data
Compression Techniques. In Proceedings of the 2020 IEEE International Conference on Communications, Control, and Computing
Technologies for Smart Grids (SmartGridComm), Tempe, AZ, USA, 11-13 November 2020; pp. 1-6.

Ren, J.; Wang, H.; Hou, T.; Zheng, S.; Tang, C. Federated Learning-Based Computation Offloading Optimization in Edge
Computing-Supported Internet of Things. IEEE Access 2019, 7, 69194—69201. [CrossRef]

Liu, Y; Yu, J.J.Q.; Kang, J.; Niyato, D.; Zhang, S. Privacy-Preserving Traffic Flow Prediction: A Federated Learning Approach.
IEEE Internet Things ]. 2020, 7, 7751-7763. [CrossRef]

You, I; Fung, C.; Baek, J.; Leung, V.C.M. IEEE Access Special Section Editorial: Security and Privacy in Applications and Services
for Future Internet of Things. IEEE Access 2018, 6, 39398-39400. [CrossRef]

Zhou, C,; Fu, A; Yu, S,; Yang, W.; Wang, H.; Zhang, Y. Privacy-Preserving Federated Learning in Fog Computing. IEEE Internet
Things |. 2020, 7, 10782-10793. [CrossRef]

Chio, C.-P; Lo, W.-C.; Tsuang, B.-].; Hu, C.-C.; Ku, K.-C.; Chen, Y.-J,; Lin, H.-H.; Chan, C.-C. Health impact assessment of PM2.5
from a planned coal-fired power plant in Taiwan. J. Formos. Med. Assoc. 2019, 118, 1494-1503. [CrossRef] [PubMed]

Liou, N.-C.; Luo, C.-H.; Mahajan, S.; Chen, L.-J. Why Is Short-Time PM2.5 Forecast Difficult? The Effects of Sudden Events. IEEE
Access 2019, 8, 12662-12674. [CrossRef]

Ferreira, L.N.; Vega-Oliveros, D.A.; Cotacallapa, M.; Cardoso, M.E.; Quiles, M.G.; Zhao, L.; Macau, E.E.N. Spatiotemporal data
analysis with chronological networks. Nat. Commun. 2020, 11, 4036. [CrossRef] [PubMed]

Qiao, W.; Tian, W.; Tian, Y.; Yang, Q.; Wang, Y.; Zhang, J. The Forecasting of PM2.5 Using a Hybrid Model Based on Wavelet
Transform and an Improved Deep Learning Algorithm. IEEE Access 2019, 7, 142814-142825. [CrossRef]

Song, S.; Lam, ].C.K,; Han, Y; Li, V.O.K. ResNet-LSTM for Real-Time PM; 5 and PM;, Estimation Using Sequential Smartphone
Images. IEEE Access 2020, 8, 220069-220082. [CrossRef]

Mitra, D.; Zanddizari, H.; Rajan, S. Investigation of Kronecker-Based Recovery of Compressed ECG Signal. IEEE Trans. Instrum.
Meas. 2020, 69, 3642-3653. [CrossRef]

Su, B.; Gutierrez-Farewik, E.M. Gait Trajectory and Gait Phase Prediction Based on an LSTM Network. Sensors 2020, 20, 7127.
[CrossRef] [PubMed]

Saeed, A.; Li, C.; Danish, M.; Rubaiee, S.; Tang, G.; Gan, Z.; Ahmed, A. Hybrid Bidirectional LSTM Model for Short-Term Wind
Speed Interval Prediction. IEEE Access 2020, 8, 182283-182294. [CrossRef]


http://doi.org/10.1109/TWC.2017.2658601
http://doi.org/10.1109/TNET.2012.2229716
http://doi.org/10.1109/JBHI.2016.2531182
http://www.ncbi.nlm.nih.gov/pubmed/26890933
http://doi.org/10.1109/TMI.2019.2910760
http://www.ncbi.nlm.nih.gov/pubmed/30990179
http://doi.org/10.1109/JRPROC.1949.232969
http://doi.org/10.1016/j.compag.2018.08.045
http://doi.org/10.1016/j.future.2020.02.032
http://doi.org/10.1109/TGRS.2016.2639099
http://doi.org/10.22667/JISIS.2018.08.31.054
http://doi.org/10.22667/JISIS.2018.08.31.040
http://doi.org/10.1109/TNSM.2018.2886379
http://doi.org/10.1109/ACCESS.2019.2961512
http://doi.org/10.1109/ACCESS.2019.2919736
http://doi.org/10.1109/JIOT.2020.2991401
http://doi.org/10.1109/ACCESS.2018.2855258
http://doi.org/10.1109/JIOT.2020.2987958
http://doi.org/10.1016/j.jfma.2019.08.016
http://www.ncbi.nlm.nih.gov/pubmed/31495542
http://doi.org/10.1109/ACCESS.2019.2963341
http://doi.org/10.1038/s41467-020-17634-2
http://www.ncbi.nlm.nih.gov/pubmed/32788573
http://doi.org/10.1109/ACCESS.2019.2944755
http://doi.org/10.1109/ACCESS.2020.3042278
http://doi.org/10.1109/TIM.2019.2936776
http://doi.org/10.3390/s20247127
http://www.ncbi.nlm.nih.gov/pubmed/33322673
http://doi.org/10.1109/ACCESS.2020.3027977

	Introduction 
	Related Works 
	Compressed Sensing 
	Privacy Issues in Smart City Sensing 
	PM2.5 Prediction System 

	Designing of Sensor Nodes Based on Compressed Sensing 
	Compression Algorithm 
	Design of Hardware Prototype 
	Software Development 

	Privacy-Preserving Prediction Model with Federated Learning 
	LSTM for PM 2.5 Prediction 
	Federated Learning for PM2.5 Prediction 

	Experiments and Results 
	Evaluation 
	Dataset Characteristic 
	Tuning Energy Concentration Threshold 
	FCL Performance 
	Security Analysis 

	Discussion 
	Conclusions 
	
	References

