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Abstract

:

This article presents a method for detecting and mitigating intermediate GNSS spoofing. In this type of attack, at its early stage, a spoofer transmits counterfeit signals which have slight time offsets compared to true signals arriving from satellites. The anti-spoofing method proposed in this article fuses antenna array processing techniques with a multipath detection algorithm. The latter is necessary to separate highly correlated true and counterfeit GNSS signals. Spoofing detection is based on comparison of steering vectors related to received spatial components. Whereas mitigation is achieved by means of adaptive beamforming which excises interferences arriving from common direction and preserves undistorted signals from GNSS satellites. Performance of proposed method is evaluated through simulations, results of which prove the usefulness of this method for protecting GNSS receivers from intermediate spoofing interference.
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1. Introduction


Spoofing attacks are a well-known threat to the security of civilian GNSS receivers. This malicious interference resembles a bundle of genuine signals arriving from navigation satellites, yet with changed relative delays or carrying modified navigation messages. Spoofing is aimed to force target receiver to indicate incorrect position, velocity and time (PVT) information [1].



Due to low power of spoofing signals and their similarity to true signals, spoofing is far more difficult to detect than jamming. Numerous GNSS spoofing countermeasures have been proposed so far, varying in robustness and complexity [2,3,4]. Effectiveness of various spoofing detection algorithms depends on how sophisticated is the spoofing device (spoofer). Simplistic spoofing attacks may be conducted using an off-the-shelf GNSS constellation simulator connected to a power amplifier with a transmit antenna [5]. In this case target receiver is expected to lock to strong falsified signals while weaker genuine ones are jammed. This type of spoofing may be detected using relatively simple methods which usually require only modifications of receiver’s software.



In more advanced spoofing scenario, called intermediate spoofing or carry-off attack, spoofer is directly connected with own GNSS receiver which provides current information about parameters of genuine signals [6]. It initially transmits signals which are precisely synchronized with signals arriving from navigation satellites to target receiver. Power of transmitted signals is gradually increased in order to take control over receiver’s tracking loops [7]. After that, relative delays between component signals are manipulated, resulting in calculated position drifting away from the true one. This kind of attack, if conducted properly, will be imperceptible to most of currently used civilian receivers. This means that, unlike in simplistic spoofing scenario, there will be no discontinuities in providing PVT information. Detection of such attack using methods restricted to receiver’s software is in most cases not effective. Multi-antenna signal processing is found to be the most robust approach among spoofing detection methods which do not employ cryptography nor require additional sensors such as inertial measurement units [8].



Multi-antenna receivers may still be spoofed in the case of coordinated transmission through a distributed network of antennas, when each component signal has a different direction of arrival (DOA) [6]. This scenario, called sophisticated spoofing, is however very unlikely to happen in practice since it is extremely difficult to conduct as long as receiver is not exposed to spoofing on purpose.



Various spatial processing methods for GNSS spoofing detection and mitigation have been proposed in the last several years. In [9,10] authors use a single moving antenna, which corresponds to synthetic antenna array, to analyze spatial patterns of received GNSS signals. Still, it is more often preferred to use a physical antenna array due to better performance and independence from antenna motion. In [11,12] dual-antenna carrier phase measurements are used for purpose of spoofing detection. In [13] an adaptive antenna array is used to both detect and mitigate spoofing basing on DOA analysis, incorporating receiver’s antenna attitude estimation. However, estimating actual DOA requires precise array calibration which may be cumbersome. In [14,15] the authors propose GNSS spoofing countermeasures based on analysis of signals’ steering vectors, assuming that these vectors may be estimated independently for authentic and spoofing signals. It may not be achieved if these signals are correlated as in case of early stage of intermediate spoofing.



In [16,17] our multi-antenna approach to detection and mitigation of GPS spoofing was presented. However, it was intended for scenarios where spoofing signals are significantly stronger than true signals and there is a relatively large time offset between them. This situation corresponds to either simplistic spoofing or late stage of intermediate spoofing. It is highly desirable that intermediate spoofing is mitigated before it introduces a significant error in position indicated by GNSS receiver. In this paper, a novel version of multi-antenna anti-spoofing scheme is presented, which allows to detect and filter out falsified GNSS signals at early stage of intermediate spoofing, i.e., in the beginning of carry-off phase.



The remainder of this paper is organized as follows: the second part describes the mathematical model of GNSS signals in the presence of intermediate spoofing. Next, the proposed methods for spoofing detection and mitigation are described. The fourth part presents results of simulations which were conducted to validate the anti-spoofing algorithms. The final part presents the conclusions.




2. Intermediate GNSS spoofing Signal Model


In normal conditions (i.e., without spoofing) Ksat signals arriving from GNSS satellites are present at receiver’s antenna input. Baseband equivalent of a single signal incoming from k-th satellite may be written as:


ssatk(t)=2Psatk×Dk(t−τsatk)×Ck(t−τsatk)×ei2πfDk(t−τsatk),



(1)




where Dk represents navigation data component, Ck—pseudorandom (PRN) code component, Psatk—received power of k-th signal, fDk—carrier Doppler shift and τsatk—propagation delay from k-th satellite to receiver’s antenna phase centre.



In case of spoofing attack, a bundle of Kspoof GNSS signals is transmitted by spoofer. Each of spoofing signal’s components at receiver’s antenna input is described as:


sspoofk(t)=2Pspoofk×Dk(t−τsatk−τspoofk)×Ck(t−τsatk−τspoofk)×ei2πfDk(t−τsatk−τspoofk)



(2)




where τspoofk is an additional signal delay introduced by spoofer. It is assumed that spoofer has knowledge about receiver’s true position so it may calculate accurate τsatk values basing on current GNSS ephemeris data. Moreover, spoofer disciplined by GPS clock can reproduce carrier Doppler shifts of genuine signal as observed by the target receiver.



In the first stage of intermediate spoofing, τspoofk for each signal is set to zero, thus genuine and falsified signals arriving to receiver are time-aligned. After increasing Pspoofk to be greater than respective Psatk, τspoofk values are modified to shift pseudorange measurements and, in consequence, affect indicated position information. The correlator output during consecutive carry-off spoofing phases is shown in Figure 1.



For a multi-antenna receiver, any component GNSS signal, either true or spoofing, in m-th receive chain is given by following formula:


ssat(spoof)m,k(t)=ssat(spoof)k(t)×asat(spoof)m,k×eiϕm



(3)




where asat(spoof)m,k is a complex coefficient representing shift in signal’s amplitude and phase between m-th antenna element and array reference point. ϕm symbol represents signal phase shift introduced in m-th chain between receive antenna and ADC. This phase shift is equal for all received GNSS signals.



A set of all coefficients a of k-th signal received using M-element antenna array form a steering vector:


asat(spoof)k=[asat(spoof)1,kasat(spoof)2,k⋯asat(spoof)M,k]T



(4)







For a fixed antenna array geometry, the steering vector is related to the incoming signal’s direction-of-arrival. Thus, knowing that all falsified signals arrive from the same direction, it is possible to detect GNSS spoofing by comparing steering vectors of received signals. Evaluated values of common steering vector related to falsified signals are then used to control an adaptive spatial filter which excises the adverse spoofing component. Procedures for early detection and mitigation of intermediate GNSS spoofing are described in next section.




3. Early Detection and Mitigation of Spoofing


Assuming that each GNSS signal arrives to target receiver along a single path, composite signal received through m-th sensor of antenna array may be described as:


sm(t)=∑k=1Ksatssatm,k(t)+∑k=1Kspoofsspoofm,k(t)+ηm(t)



(5)




where ηm(t) represents additive noise which is uncorrelated between any pair of antennas.



In concept shown in Figure 2, signal (5) impinges on the receive antenna array. Output signals from all array sensors are shifted to lower frequency band and converted to digital form (these steps were not shown for brevity). Next, signal from a single sensor is processed in acquisition block which determines the indices of received GNSS signals, their carrier Doppler shifts and PRN code phase shifts. While signal acquisition is inherent to any GNSS receiver, remaining blocks in Figure 2 are specific to proposed anti-spoofing scheme. The procedure consists of three stages described in the following subsections.



3.1. Steering Vector Estimation


Prior to actual spoofing detection, individual steering vectors need to be estimated. Determining them requires all component signals in (5) to be separated. In absence of spoofing, particular signals may be extracted basing on their unique spreading codes (CDMA – GPS, Galileo) or occupied frequency channel (FDMA - GLONASS). However, when spoofing signals interfere with true signals, estimation of steering vectors is not straightforward. Both signals assigned to the same space vehicle ID (SVID) may be tracked separately if their relative delay is large enough so that they are represented as distinguishable peaks in correlation function. Minimum required delay is equal to one chip duration, which in case of GPS L1 signals is 1 microsecond that corresponds to 300 m of pseudorange difference. In early phase of intermediate spoofing, relative delays between genuine signals and respective falsified signals are much smaller.



In order to detect signals with similar code delays, methods may be adopted which are already used for multipath detection in GNSS receivers. Majority of them is based on multiple correlator architecture, on successive multipath component cancellation or on maximum likelihood (ML) principle. In this article the last option was chosen as it employs optimum algorithm which provides most accurate parameter estimation.



Considering reception period without 180-degree phase transitions related to navigation data, baseband equivalent of received multipath signal received through m-th antenna may be presented in the following way [18]:


sm,k(t)=∑l=1LkAlm,k×Ck(t−τlk)×eiϕlm,k+ηm(t)



(6)




assuming that the carrier Doppler shift is compensated in the receiver. Lk symbol in (6) represents the number of multipath components in signal from the k-th satellite. Each component is characterized by parameters Alm.k, τlk and ϕlm,k representing its amplitude, delay and phase shift at m-th array sensor. In ML approach such values of these parameters are sought, which minimize loss function Γ defined as square error between received multipath signal sm,k and its estimate:


Γ(A^m,k,τ^k,ϕ^m,k)=∫|sm,k(t)−∑l=1LkA^lm,k×Ck(t−τ^lk)×eiϕ^lm,k|2 dt



(7)




where A^m.k, τ^k, ϕ^m,k represent Lk-element vectors of respective parameter estimates for k-th GNSS signal. Under assumption that each received signal has only two components, i.e., a true one and the spoofing one, Equation (7) may be written as:


Γ(A^m,k,τ^k,ϕ^m,k)=∫|sm,k(t)−A^satm,k×Cn(t−τ^satk)×eiϕ^satm,k−A^spoofm,k×Ck(t−τ^spoofk)×eiϕ^spoofm,k|2 dt



(8)







The major disadvantage of the ML approach is its high computational complexity, which often prevents its practical application. In a multipath scenario, complexity grows exponentially with the number of spatial components. Even when there are only two spatial paths, ML procedure involves searching for optimal solution in a six-dimensional space [A^1m,k, A^2m,k,τ^1k,τ^2k,ϕ^1m,k,ϕ^2m,k], which is challenging for real-time implementation. However, in such case it is possible to apply an estimator called MMT (Multipath Mitigation Technology), which substantially reduces computational complexity [19]. The principle of MMT is to transform the vector of unknown parameters in such way that scanning is performed only in two-dimensional space, while optimal values of remaining four parameters are calculated using closed-form formulas. The loss function is decomposed to a sum of in-phase (I) and quadrature (Q) components. For k-th GNSS signal impinging on m-th element of antenna array it may be written as:


Γ(A^m,k,τ^k,ϕ^m,k)=∫[Im(t)−a×Ck(t−τ^1k)−b×Ck(t−τ^2k)]2 dt+∫[Qm(t)−c×Ck(t−τ^1k)−d×Ck(t−τ^2k)]2dt,



(9)




where Im and Qm(t) are real and imaginary parts of the overall signal received through the m-th antenna, and:


a=A^1m,k×cos(ϕ^1m,k), b=A^2m,k×cos(ϕ^2m,k),c=A^1m,k×sin(ϕ^1m,k), d=A^2m,k×sin(ϕ^2m,k).



(10)







It should be noted that τ^k is considered to be independent from m, since relative delays of signal propagation between array sensors introduce negligibly small shifts in code phase. On the other hand, amplitudes and carrier phase shifts for different antennas may vary significantly.



The optimum solution is sought within τ^k=[τ^1k,τ^2k] space, where, for each considered pair of code delays, values of parameters a, b, c and d are evaluated which locally minimize the loss function. These are obtained by solving following equations:


∂Γ∂a=0∂Γ∂b=0∂Γ∂c=0∂Γ∂d=0



(11)







Once the global minimum of loss function is found, values of [A^1m,k, A^2m,k,ϕ^1m,k,ϕ^2m,k] may be calculated by solving set of equations (10). Next, for each spatial path, a steering vector is created in the following form:


apk=[A^p1,k×eiϕ^p1,kA^p2,k×eiϕ^p2,k⋯A^pM,k×eiϕ^pM,k]T



(12)








3.2. Spoofing Detection


Respective steering vectors are related to signals’ directions of arrival, thus they may be used for detecting multiple signals originating from a single antenna. In proposed method, spoofing is detected when four or more GNSS signals arrive from the same direction. This assumption is based on the fact that at least four falsified signals are required to induce incorrect position. It is expected that in real spoofing scenarios the number of counterfeit signals will be similar to the number of visible satellites. Less than four spoofing signals could be possibly discarded by RAIM algorithm [20], as they would be considered inconsistent with majority of received genuine signals.



In order to assess whether two spatial components arrive from the same direction, their steering vectors are compared. Since a spoofer may transmit signals with different amplitudes and carrier phase shifts, it is necessary to normalize steering vectors before comparing them. It is performed by simply dividing all components of vector by the value of its first component:


apk˘=apkA^p1,k×eiϕ^p1,k



(13)







The distance between any two steering vectors is defined as a complex norm of their difference:


Δai,j=‖ai−aj‖



(14)







When steering vectors for all received spatial components are determined, spoofing detection is performed, following the algorithm presented in Figure 3.



First, for all pairs of steering vectors, their distances are calculated. For K steering vectors there are K(K − 1)/2 unique distances Δai,j. Next, distances are compared against the threshold value Δathr. The ones which are above this threshold are discarded as they are considered too large for signals arriving from the same direction. Initially, a hypothetical number of spoofing signals Kspoof is set to four as a minimum number of signals required to estimate receiver’s position. Then, all possible Kspoof-combinations of steering vectors are analyzed. For each combination of vectors it is checked whether all of their distances are included in the set of remaining Δai,j (i.e., not greater than Δathr). If the test result is positive, Kspoof is increased by one and the check is repeated. Otherwise, Kspoof − 1 spoofing signals are detected if Kspoof is greater than four. In other case, the algorithm ends without spoofing detection.



In the case of positive spoofing detection, an alarm should be raised to warn the user that the indicated position or time information may not be correct. Apart from that, steering vectors are divided into two groups—one group contains steering vectors related to genuine signals, while the other one contains steering vectors related to counterfeit signals. This information is passed to spoofing mitigation block.




3.3. Determining Optimal Spoofing Detection Threshold


In the spoofing detection procedure, a threshold Δathr is set which is used to distinguish pairs of spoofing steering vectors from other pairs of steering vectors. It is required to evaluate optimal threshold which will maximize the probability of spoofing detection with acceptably small probability of false alarm. A false alarm is considered as a situation when spoofing signals are not present, but detection is positive since for Ksat signals received from satellites there are [Ksat × (Ksat − 1)/2] distances of steering vectors which do not exceed Δathr. It may occur when noisy steering vectors are evaluated for satellite signals which arrive from narrow spatial sector.



Probability of spoofing detection may be estimated using the following formula:


Pd=P[∀1≤i<K ∀j>i(Δaij≤Δathr)]=∏i=1K−1∏j=i+1K∫0Δathr{p(Δaij)}dΔaij



(15)




where p(Δaij) is the probability density function (PDF) of the distance between i-th and j-th steering vectors. When signals arrive from the same direction, as in spoofing case, p(Δaij) depends only on C/N0 values of components related to particular SVs. On the other hand, when no-spoofing case is considered, p(Δaij) is also a function of true non-zero distance between given pair of steering vectors. Thus, in order to evaluate the threshold value for which acceptable probability of false alarm is not exceeded, the worst case no-spoofing scenario should be analyzed with smallest nominal distances Δaij observed in practice. When maximum threshold value is found, probability of spoofing detection may be evaluated using (15).




3.4. Spoofing Mitigation


Basically, spoofing is mitigated by means of adaptive control of the antenna reception pattern. When using an antenna array consisting of M sensors, M-1 degrees of freedom are available for steering spatial nulls or pointing beams towards particular directions. If a composite spoofing signal arrives from only one direction (or it has a dominant line-of-sight component), a single spatial null will suffice to remove this undesired component before it is passed to the GNSS receiver’s input. However, setting a single null without any other constraints may lead to a significant SNR decrease of desired signals from GNSS satellites as well. This is because a null exploiting only a single degree of freedom is spread over a range of directions which contain DOA of spoofing component, but may also include DOAs of genuine signals. It is possible to make use of all available degrees of freedom to establish a deep and spatially narrow null. However, in such case it is still not possible to control the distortion of signals from GNSS satellites. The better approach is to use each of remaining M-2 degrees of freedom to put a constraint setting 0 dB gain for given genuine signal. Minimum Variance Distortionless Response (MVDR) is a beamforming scheme which minimizes the output power while preserving a component arriving from desired direction [21]. Here, a modified version of MVDR is used, called Linearly Constrained Minimum Variance (LCMV) which allows for more than one constraint [22]. In this case, one constraint places a null for undesired spoofing components while other ones assure undistorted reception of signals from satellites. It should be noted that the main optimization criterion for both MVDR and LCMV beamforming algorithms is minimizing the power at the output of the antenna array. This means that, apart from spoofing mitigation, strong interference such as jamming will be removed as well, as long as its DOA does not coincide with DOA of acquired satellite signal.



In practice, due to noise and mutual interference between GNSS signals, steering vectors estimated for every spoofing component are not exactly the same. Because of that, it is recommended to place a spatial null for each spoofing steering vector instead of a single null which could provide insufficient mitigation performance.



Furthermore, at most M-Kspoof − 1 steering vectors of true GNSS signals are selected. These signals will be protected from distortion caused by array processing.



A steering matrix A is created, composed of steering vectors as its columns. The first Kspoof columns are the steering vectors of spoofing components, while remaining columns are steering vectors of genuine signals’ components:


A=[a˘spoof1⋯a˘spoofKsppofa˘sat1⋯a˘satM−Ksppof−1]



(16)







If number of satellite steering vectors is smaller than M-Kspoof − 1, number of columns in matrix A is reduced respectively.



Next, constraints vector g is created in the following form:


g=[0⋯0⏟Kspoof1⋯1⏟M−Kspoof−1]T



(17)




where zeros correspond to the spatial null constraints and ones represent the non-distortion constraints. Number of elements in vector g is the same as the number of columns in matrix A.



Signal y at the output of the adaptive antenna array is a linear combination of array inputs forming vector x multiplied by weight coefficients forming a weight vector w.


y[n]=wHx[n]



(18)




where n is the index of time instant and H represents the Hermitian transpose. Weight vector for LCMV beamforming must fulfil the following equation:


AHw=g



(19)







There may be many solutions of Equation (19), but there is only one which also minimizes the output power. It is calculated using Equation (20):


wLCMV=R^xx−1A(AHR^xx−1A)−1g



(20)




where R^xx is the array input covariance matrix estimate based on N snapshots:


R^xx=1N∑n=1Nx[n]xH[n]



(21)







Output from the LCMV beamformer, being a digital waveform without components caused by spoofing or jamming, may be reconstructed in the analog domain and upconverted to its original frequency band. In such form it may be passed to RF input of GNSS receiver which is supposed to be protected from intentional interference.



When neither spoofing nor jamming are present, weight vector corresponding to single antenna reception should be applied:


w=[10⋯0]T



(22)







Another possibility is to use a g vector with all ones, when number of array sensors is at least one more than number of visible satellites.





4. Simulation Results


Performance of the proposed anti-spoofing method was evaluated through computer simulations. These include: a) evaluation of optimum threshold for steering vector distances and b) verification of spoofing detection and mitigation in two spoofing scenarios.



Signal processing procedure was implemented in accordance with scheme presented in Figure 2. Ten-millisecond waveforms of signals received through array sensors were generated, following the formula (5). GPS L1 C/A signal structure was used, but it should be noted that presented approach generally applies to all GNSS signals based on spread spectrum technique. Additive noise components were uncorrelated between array sensors. a uniform rectangular antenna array (URA) model was applied, consisting of sixteen sensors arranged as shown in Figure 4. The XY plane is assumed to be parallel to the ground with Z axis pointing upwards. The distance between closest sensors is equal to one half of the wavelength at L1 carrier frequency.



The MMT algorithm was applied to estimate parameters of spatial components. Delay of the first path was sought in range ± 0.5 microseconds around the correlation peak obtained from acquisition stage. This search span corresponds to duration of a single chip in GPS C/A code, whereas the relative delay of the second path from the first path was sought in range from 0 to 100 nanoseconds.



4.1. Evaluation of Detection Threshold


It is assumed that probability of false alarm Pfa should not exceed 10-2. The worst-case scenario, where Pfa is highest, is when four genuine signals arrive form similar directions resulting in small distances between steering vectors. In order to determine such conditions, GPS satellite trajectories were analyzed within 24-h period with 1-min step. Steering vectors were calculated corresponding to azimuth and elevation angles of signals arriving to a fixed location at 54° N latitude. It was found that for four signals arriving from directions [146°, 35°], [143°, 19°], [150°, 5°], [126°, 59°] a set of smallest true distances between steering vector is obtained, Δaij∈ {0.87, 0.95, 1.31, 2.54, 3.15, 3.67}. PDFs of Δaij were estimated for integer values of C/N0 in range from 45 dBHz to 55 dBHz. For each value, Monte Carlo trials were conducted, assuming that C/N0 was equal for each of arriving spatial components. Empirical PDFs were derived from histograms of 1000 simulated output values. Using formula (15), maximum threshold values were estimated for which Pfa < 10−2. Results are shown in Table 1. As may be seen, thresholds are lower for smaller C/N0 values because then PDFs are spread over a range of larger values of Δaij. According to Table 1, threshold value of 3.6 should be used in spoofing detection procedure as it constrains Pfa the for all C/N0 values in the analyzed range.



Once the optimum threshold value was found, next simulations were conducted to evaluate the probability of spoofing detection. Another series of 1000 Monte Carlo trials were conducted to estimate the PDFs of Δaij for signals arriving from the same direction with the same C/N0 in range from 45 to 55 dBHz. PDFs obtained for C/N0 values of 45, 50 and 55 dBHz are shown in Figure 5.



Estimated probabilities of spoofing detection, calculated using Equation (15), are given in Table 2. As may be seen, best performance is observed for C/N0 not smaller than 50 dBHz, but even for smaller values Pd is much greater than Pfa.




4.2. Spoofing Scenario 1


In the first scenario six GPS satellite signals were received and each of these signals had a spoofing counterpart. All spoofing components arrived from direction [ϕspoof,θspoof] = {50°, 20°}, where ϕ and θ represent azimuth angle and elevation angle respectively. DOAs of genuine signals and their C/N0 values are given in Table 3.



Each signal from GPS satellite had a different code phase and Doppler shift. Simulated spoofing signals arriving to receiver were the delayed copies of true signals with twice greater power (3 dB higher C/N0). Introduced delays did not exceed 50 nanoseconds. It corresponds to the early stage of carry-off spoofing phase with relative pseudorange differences not greater than 15 m. In this scenario the actual pseudorange differences between counterfeit and true signals were set to: 3 m, 5 m, 10 m, 7, 8 and 9 m for SVIDs 1 to 6 respectively. Figure 6 presents the results of multipath detection procedure using MMT algorithm. For each SVID, estimated multipath bins are shown along with their relative pseudorange ΔPR and amplitude ratio A2/A1. All pseudorange differences between multipath bins were estimated correctly, while amplitude ratios varied from the true value of 1.41 (3 dB power ratio).



Table 4 and Figure 7 present values of distances between steering vectors of all 12 detected spatial components. As may be seen from Table 4, there were 16 distances which were smaller than Δathr = 3.6 (highlighted cells). Assuming that Kspoof is equal to 6, the spoofing detection checks if there are 15 distances related to 6 components. It is visible that there was a set of 15 distances related to components 2, 4, 6, 8, 10 and 12. In result, spoofing was detected and counterfeit signals were identified as even spatial components, which is correct.



Two six-element sets of steering vectors of true and counterfeit signals were passed to weight calculation block, where optimal weight vector was determined using LCMV method.



The resulting pattern of antenna array with optimum set of weights applied is shown in Figure 8. The green diamond symbols indicate the DOAs of true signals according to Table 3, while the red circle symbol marks the DOA of composite spoofing signal. As may be seen, there is a deep null (over −30 dB) including direction of spoofing interference while preserving unity gains (0 dB) towards GPS satellites.




4.3. Spoofing Scenario 2


This simulation was conducted to prove the effectiveness of proposed method when the number of spoofing components is not equal to the number of visible satellites. In addition, the DOA of the spoofing signal was set to coincide with the DOA of one of satellite signals. These conditions may represent the situation where a spoofer is located on an aircraft, helicopter, unmanned aerial vehicle or on a high-altitude platform.



In this scenario the number of satellite signals, their DOAs and C/N0 values were the same as shown in Table 3. On the other hand, there were only four spoofing components imitating satellites with SVIDs from 1 to 4. These components were arriving from direction [ϕspoof,θspoof] = {100°, 60°}, which is the same as DOA of satellite with SVID 4.



Again, the MMT method was used to detect the spatial components. The results are presented in Figure 9. For SVIDs from 1 to 4 estimated bins are similar to the ones shown in Figure 6, except for SVID 3, where relative pseudorange ΔPR of spoofing component was found to be 9 m instead of actual 10 m. Also, estimated amplitude ratios do not differ significantly from the true value of 1.41. The results for SVIDs 5 and 6 expose one dominant bin as expected. Even if only a single spatial component is present, MMT returns two bins where one of them has much smaller amplitude than the other one.



During the spoofing detection procedure, assuming that Kspoof is equal to 5, then 10 distances between steering vectors are selected. From Figure 10 and Table 5 it may be seen that there are fourteen distances smaller than Δathr. However, it is visible that a full set of steering vector distances occurs for the combination of components 2, 4, 6, 8 and 7, i.e., four spoofing components and one true signal.



In this case, one of true signals from GPS satellites is incorrectly classified as spoofing signal. However, since proposed anti-spoofing method is based solely on analysis of signals’ spatial signatures, it is not possible to decide which signal with SVID 4 is the true one and which is counterfeit.



The antenna array reception pattern evaluated for spoofing scenario 2 is presented in Figure 11. It is visible that a spatial null is formed in common DOA of spoofing components and one of true signals. For DOAs of other five true signals, unity gain is provided, as in scenario 1. This means that in this case spoofing is successfully mitigated at the cost of not receiving one of the true signals. If signals from at least four satellites remain, it will still be possible for the GPS receiver to estimate the 3D position.





5. Conclusions


The shown simulation results above prove the usefulness of the proposed method of detecting and mitigating intermediate GNSS spoofing at its early stage, which is a major advantage over other multi-antenna anti-spoofing solutions presented so far. Previously proposed methods could be still applied when spoofing signals are offset by more than one chip from respective true signals. Then it is not necessary to apply multipath detection technique, since these components may be acquired separately as their correlation peaks do not overlap.



Another asset is that proposed method combines spoofing detection and mitigation. When compared to [13,14], exploiting all spoofing and satellite steering vectors in LCMV beamforming provides greater control over antenna array pattern. Specifically, all spoofing components are nulled independently while genuine signals are preserved undistorted.



It should be also noted that described spoofing detection and spoofing mitigation methods both rely on knowledge about signals’ steering vectors. This is a substantial advantage over methods based on actual DOAs, like [13], as it eliminates the necessity to maintain local oscillator phase coherence between receive chains. This means that no phase calibration is necessary before using this anti-spoofing system, i.e., phase shifts ϕm in (3) may have arbitrary values. Still, it is required to maintain time and frequency synchronization between receive chains to avoid time-varying steering vectors.



Before described method may be applied in practice, it should be verified that antenna array may be located in a multipath-free environment. When the signal from a GNSS satellite or signals from a spoofer travel along more than one spatial channel, the MMT algorithm is not suitable for estimating steering vectors. In such case, other multipath detection methods need to be used, which cannot be based on Maximum Likelihood due to its high computational burden. An example of iterative GNSS multipath mitigation technique is described in [23].



Regarding computational complexity, the most computationally intensive stages of proposed algorithm are the signal acquisition and multipath estimation which are both related to spoofing detection. For a PC with a dual-core CPU running MatLab it took about one second to perform the MMT procedure for a single SVID (a pair of true and spoofing components). It is expected that this time could be significantly reduced if a DSP or FPGA hardware platform was used. Nevertheless, spoofing detection is considered to be not time-critical and may be performed periodically. On the other hand, spoofing mitigation must be done in real-time. It is possible to achieve this, as beamforming spatial filter is basically a linear combiner which exhibits low computational complexity (M complex multiplications and M − 1 additions).



Another practical aspect is the optimal number of elements in the antenna array. There is an inherent tradeoff between hardware/DSP complexity and effectiveness. More antennas may improve spoofing detection when C/N0 is low. Moreover, the number of sensors determines the degrees of freedom for controlling the array reception pattern. Recommended minimum number of antennas is one more than the total number of expected spoofing components and genuine signals from visible satellites.



When spoofing is aimed at GNSS receivers installed in aerial vehicles, it is expected that the spoofer will be located higher than the antenna of the target. Such conditions were assumed in two scenarios described in Section 4. It was proven that spoofing may be mitigated even when counterfeit signals arrive from the same direction as one of the true signals.
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Figure 1. Correlator output during early phase of intermediate spoofing: code phase alignment (1–3), taking control over code tracking loops (4), carry-off—moving the correlation peak away from the true position (5,6). 
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Figure 2. Scheme for detecting and mitigating intermediate GNSS spoofing. 
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Figure 3. GNSS spoofing detection algorithm. 
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Figure 4. Arrangement of sensors in simulated model of antenna array. 
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Figure 5. Empirical PDFs of spoofing steering vector distance for different C/N0 values. 
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Figure 6. Multipath bins estimated in spoofing scenario 1 for signals related to SVIDs 1-6 (a–f). 
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Figure 7. Distances between steering vectors in spoofing scenario 1. 
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Figure 8. Reception pattern of antenna array in spoofing scenario 1. 
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Figure 9. Multipath bins estimated in spoofing scenario 2 for signals related to SVIDs 1-6 (a–f). 
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Figure 10. Distances between steering vectors in spoofing scenario 2. 
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Figure 11. Reception pattern of antenna array in spoofing scenario 2. 
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Table 1. Maximum Δa threshold satisfying condition Pfa < 10−2.
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	C/N0
	Δathr,max
	C/N0
	Δathr,max





	45
	3.6
	51
	3.7



	46
	3.6
	52
	3.8



	47
	3.6
	53
	3.8



	48
	3.6
	54
	4.0



	49
	3.6
	55
	4.0



	50
	3.6
	
	










[image: Table]





Table 2. Probability of spoofing detection with Δathr = 3.6.
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	C/N0
	Pd
	C/N0
	Pd





	45
	46.9%
	51
	99.9%



	46
	57.9%
	52
	> 99.9%



	47
	74.4%
	53
	> 99.9%



	48
	83.5%
	54
	> 99.9%



	49
	97.2%
	55
	> 99.9%



	50
	99.2%
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Table 3. Parameters of simulated genuine GPS signals.
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	SVID
	ϕsat [°]
	θsat [°]
	C/N0 [dBHz]





	1
	300
	35
	47



	2
	0
	45
	48



	3
	200
	50
	49



	4
	100
	60
	50



	5
	120
	80
	51



	6
	10
	30
	52
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Table 4. Distances between steering vectors in spoofing scenario 1.
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	i,j
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12





	1
	6.62
	4.83
	5.60
	6.19
	5.35
	5.16
	5.29
	5.83
	5.99
	5.45
	5.42



	2
	
	6.27
	2.14
	6.76
	2.26
	6.64
	2.64
	8.03
	1.62
	5.89
	1.92



	3
	
	
	5.18
	4.75
	4.71
	5.35
	4.89
	6.46
	5.77
	3.01
	5.00



	4
	
	
	
	5.75
	1.10
	5.17
	1.83
	6.85
	1.38
	4.90
	1.01



	5
	
	
	
	
	5.37
	5.55
	5.69
	7.17
	6.31
	5.58
	5.58



	6
	
	
	
	
	
	4.90
	1.31
	6.67
	1.31
	4.55
	0.51



	7
	
	
	
	
	
	
	5.02
	5.85
	5.65
	5.90
	5.08



	8
	
	
	
	
	
	
	
	6.94
	1.55
	4.63
	1.27



	9
	
	
	
	
	
	
	
	
	7.33
	6.88
	6.83



	10
	
	
	
	
	
	
	
	
	
	5.30
	1.01



	11
	
	
	
	
	
	
	
	
	
	
	4.74
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Table 5. Distances between steering vectors in spoofing scenario 2.
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	i,j
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12





	1
	4.64
	5.82
	5.54
	6.05
	5.19
	4.88
	5.20
	5.76
	5.00
	5.91
	5.05



	2
	
	5.34
	1.69
	6.58
	1.30
	1.01
	1.11
	4.18
	3.64
	4.61
	4.86



	3
	
	
	6.25
	5.57
	5.52
	5.49
	5.72
	6.06
	5.20
	5.85
	3.52



	4
	
	
	
	7.45
	1.21
	1.26
	1.07
	4.82
	3.90
	4.99
	5.58



	5
	
	
	
	
	7.09
	6.77
	7.20
	7.97
	6.90
	7.39
	5.39



	6
	
	
	
	
	
	1.00
	0.70
	4.54
	3.26
	4.77
	4.96



	7
	
	
	
	
	
	
	0.98
	4.22
	3.37
	4.56
	4.89



	8
	
	
	
	
	
	
	
	4.40
	3.62
	4.69
	5.22



	9
	
	
	
	
	
	
	
	
	5.08
	3.07
	5.46



	10
	
	
	
	
	
	
	
	
	
	5.29
	3.82



	11
	
	
	
	
	
	
	
	
	
	
	4.92
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