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Abstract

:

In complex discrete manufacturing environment, there used to be a poor network and an isolated information island in production line, which led to slow information feedback and low utilization ratio, hindering the construction of enterprise intelligence. To solve these problems, uncertain factors in the production process and demands of sensor network were analyzed; hierarchical topology design method and the deployment strategy of the complexity industrial internet of things were proposed; and a big data analysis model and a system security protection system based on the network were established. The weight of each evaluation index was calculated using analytic hierarchy process, which established the intelligentized evaluation system and model. An actual production scene was also selected to validate the feasibility of the method. A diesel engine production workshop and the enterprise MES were used as an example to establish a network topology. The intelligence level based on both subjective and objective factors were evaluated and analyzed considering both quantitative and qualitative aspects. Analysis results show that the network topology design method and the intelligentize evaluation system were feasible, could improve the intelligence level effectively, and the network framework was expansible.
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1. Introduction


At present, the fields of aerospace, marine ships and automobiles have become the main industries to develop vigorously in a country, and diesel engine is one of the most important parts for power energies in these fields, thus is worthy of scientific research [1,2]. With the development of science and technology, the new manufacturing revolution represented by “German industrial 4.0” and “made in China 2025” are changing the mode of production of diesel engine [3,4]. The traditional small variety and mass production mode ignore the personalized customization demand. The original production workshop network of the diesel engine enterprise is poor, with the phenomenon of isolated information island being prominent [5], causing the bottom information to not be fed back in time, the production line being unable to respond to the change of production under the uncertain factors quickly, and ultimately the production efficiency and product quality being affected. Therefore, a network topology designed according to the production status and characteristics of the diesel engine enterprise can realize the interconnection and intercommunication between the production factors, and improve the intelligent production level of the enterprise [6,7].



As a special network, Industrial Internet of Things (IIoT) network is widely used in manufacturing industry, especially in the discrete industry. IIoT network is used to collect, analyze and apply the information from the state of production, raw materials, etc. [8]. The performance of the network is related to the topology design and the data transmission strategy [9,10]. However, there are some uncertainties in the complexity environment, so the topology strategy and design method of the IIoT network are strictly required. Designers are usually not concerned with the network structure, thus network performance decreased when there are many data, and could even shut down due to security problems, thus influence the intelligence level of an enterprise [11,12]. To solve this problem, our contribution is to further improve the IIoT network performance. We present a hierarchical topology design method and the deployment strategy of the complexity IIoT network, which concerns the uncertain factors and sensor network demands. The big data analysis model and system security protection system are established. Based on the network topology structure model, the AHP method is used to calculate the weight of each evaluation index and establish the intelligentize evaluation model.



The rest of this article is organized as follows. First, the research status of the network is introduced from several aspects, and the contributions and shortcomings of each researcher in the network topology are analyzed. Then, the present situation and existing problems in diesel engine enterprise is analyzed, and the uncertain factors in production process are determined. After that, the topology strategy of IIoT network and evaluation of intelligentized manufacturing is designed, including hierarchical structure of network, big data analysis model, security protection system based on network and evaluation model of intelligent evaluation index, which is analyzed by AHP method. Then, the IIoT network topology strategy in diesel engine enterprise is designed, including foundry workshop, machining workshop and workshop MES. Finally, a case is presented to analyze the intelligentized level of the enterprise. The results show that the method proposed in the article can comprehensively test and evaluate the level of enterprise intelligence.




2. Literature Review


Huang et al. [13,14] deployed the Radio Frequency Identification (RFID) on the equipment and materials of production line to store and transfer the production information in real time. Lin et al. [15] deployed sensor networks based on group to obtain production status and main information in real time; analyzed the process information; and overcame the expansibility and heterogeneity of sensor deployment in large-scale industrial field. Lin et al. [16] deployed sensors to monitor the multilevel production line and optimized the performance of the workshop network by cascading network topology. Y Liu et al. [17] proposed a novel Quorum time slot adaptive condensing (QTSAC)-based MAC protocol for achieving delay minimization and energy efficiency for the wireless sensor networks (WSNs), which decreased the network latency and the network latency. As the basic element of the IIoT in workshop, the collection of information and the deployment of the transmission equipment are essential. Therefore, the research of IIoT topology deployment is based on the production information collected.



In the design of IIoT architecture in intelligent production workshop, Chen et al. [18] proposed a collaborative sensing intelligence framework; combined collaborative intelligence and industrial sensing intelligence; and obtained intelligent and efficient industrial production/service. Boyes et al. [19] reviewed the meaning of IIoT; developed an analysis framework for IIoT, which can be used to enumerate and characterize IIoT devices when studying system architectures; and analyzed security threats and vulnerabilities. Bassi et al. [20] established the IIoT reference framework for hardware, software and services, and used a practical case to introduce the functions of the framework. Kiljander et al. [21] combined pervasive computing with IIoT to build a new semantic interoperability architecture and mapped the central components of the IIoT architecture to the general model. Li et al. [22] combined AI technology with IIoT, proposed an intelligent manufacturing architecture based on AI, and obtained the result of case analysis. For the expansibility of the network, Okafor et al. [23] proposed IIoT model based on extended cloud, which changed the traditional network services and routing strategies. Most research on the network framework considers the ontology function, or changes the network construction strategy, while there is less research on how to deal with the network topology of large and high dimensional data under a complex and changeable environment.



From the research on IIoT performance topology design and the problems of long delay in network transmission and unbalanced load between subnetworks, Li et al. [24,25] used Non-dominated Sorting Genetic Algorithm (NSGA-II) method to solve the multi-objective optimization problems and obtained Pareto frontiers, which improved the performance of network transmission. Shao et al. [26,27] used neural network algorithm to solve the multi-objective network topology optimization problem and obtained the solution effectively. Wang et al. [28,29] proposed a method to optimize the design of communication network topology that took the minimum network delay as objective, and the cost of network design and network connective reliability as constraints, and used GA to search the optimal solution of network topology. Most research on improving network performance is aimed at several optimization objectives in the production process, with certain ideal constraints or assumptions, while the uncertainty, complexity and security problems in the actual workshop environment are less researched, as they are difficult to realize in the actual deployment of the network.



Although some researchers studied network topology design of intelligent production workshop from different aspects, these studies are be completely applicable to the real production workshop in an uncertain environment, as the expansibility of the network was not high enough. Therefore, based on the above research, this paper analyzes the uncertain factors and the existing problems in the production process according to the characteristics and requirements of the diesel engine production process; puts forward the hierarchical topology and the deployment strategy of the IIoT network; and establishes many analysis models and security protection systems for the IIoT. The influence factors of enterprise intelligence level are analyzed hierarchically, and the enterprise intelligent evaluation model is established. Using the production workshop and Manufacturing Execution System (MES) of diesel engine as an example, the feasibility of the network topology design strategy and the feasibility of the workshop intelligent evaluation system and the index weight calculation method are verified.




3. Problem Analysis


3.1. Present Situation and Existing Problems in Diesel Engine Enterprise


The diesel engine enterprise has mechanical workshop and foundry workshop. The mechanical workshop has many production lines, such as core making, melting and teeming. The foundry workshop has cylinder head, cylinder body and lower body lines. Each production line has M processes, and each process has N workplaces. There are many kinds of products involved in the same lines, which lead to many uncertain factors. When the foundation of the network is poor, it is difficult to respond to the change of production plan caused by uncertain factors in time. The main production status and existing problems of diesel engine enterprises are shown in Table 1.




3.2. Analysis of Uncertain Factors in Production Process


Diesel engine has many different complex parts. There are many uncertain factors in the internal and external environment of the production system, which influence the production process and makes the production resources and information impossible to be fully shared, so the production efficiency is low and can even cause shutdown phenomenon [30]. According to the characteristics and key influencing factors of the actual production workshop, the IIoT model and deployment strategy are constructed to realize networking control, interconnection, and intercommunication between factors of production, so it can respond to the plan change caused by the uncertain factors in time.





4. The Topology Design Strategy of IIoT Network and Evaluation Model of Intelligentize Manufacturing


4.1. The Topology Design Strategy of IIoT Network


To better guide the IIoT network construction and let the enterprise realize intelligent transformation, after analyzing the characteristics of diesel engine production process and the uncertain factors in the production system, we can obtain the IIoT network topology design process shown in Figure 1.



When designing the network according to the above IIoT design strategy process, we need to consider the structural characteristics and functional requirements of the network itself. In general, the IoT network has three layers: data acquisition layer, network transfer layer and data application layer [31] (Figure 2). In the actual network topology design, we need to deploy it according to the characteristics of each layer.



In Figure 2, the main function the of data acquisition layer is to identify objects collect data; it includes sensors, RFID, Quick Response (QR) code, ZigBee, Bluetooth, etc. The network transfer layer includes mobile communication network, wireless sensor network, etc. It is used to deeply integrate network and transfer the data to the whole network. The data application layer can build an intelligent functional application platform for business requirements, and provide solutions for different users after analyzing and processing data, such as using cloud computing, artificial intelligence, large data analysis and other technologies. There are different security problems in the hierarchical structure of IoT network, which we group into five aspects, according to the basic principles of deep security defense: application security, data security, control security, network security and device security [32].



Based on the above method and structure, the IIoT network hierarchical structure is designed (Figure 3). An IoT network designed for production site needs to consider complex and changeable production environments. The network has particularity and expansibility and requires higher data analysis and system security.



In Figure 3, the data acquisition layer is used to identify and collect the state and data from people, equipment and raw materials. The data are transmitted to the data application layer through the network equipment, such as router, switches and other network devices in the network transfer layer. At the same time, the control instructions from the data application layer are also sent to the bottom of the network to control the production factors.



According to the characteristics of IIoT network, data application layer can be subdivided into big data analysis layer and intelligent application layer. Many complex data can be analyzed and processed with big data and cloud computing technology, which can be used to manage and control the equipment, materials and production process. The intelligent application layer can be applied to MES, Enterprise Resource Planning (ERP), Process Control System (PCS), etc., and used to schedule and diagnose the production resource, etc.




4.2. The Big Data Analysis Model and Security Protection System Oriented IIoT Network


As mentioned above, the network nodes and hierarchy structure of IIoT network have their particularity in the intelligent production mode. The analysis ability and real-time transmission requirement of data in the production process make it complicated [33]. The nodes of IIoT network include Programmable Logic Controller (PLC), sensor, actuator, etc. The transmission medium includes wired and wireless transmission lines. Most data produced and collected from intelligent devices are unstructured, and the intelligent production network system needs to have the ability to deal with data heterogeneity in real-time. Therefore, it is necessary to build a big data analysis model for network structure. As shown in Figure 4, the model includes acquisition, storage, analysis and application of data. The processed data can be used for real-time analysis, monitoring, and visualization of main production processes. It not only provides basic services for intelligent analysis, reasoning and decision making, but also reduces inventories, optimizes supply chains, and meets the personalized customization needs.



With the development of the production control system in the direction of intelligence, network and complexity, there are many kinds of production factors and complex data in the system, as well as many interconnected relationships among them; the complexity environment could easily cause security problems in the system [34]. Therefore, it is urgent to establish a perfect safety protection system to provide a guarantee for the safe operation of the production system. The security problems of the production system are mainly from the physical layer and the network layer. The physical layer includes the reliability of the sensors, actuators and controllers in the production system. The network layer includes data packet loss, delay, error code and leakage. Therefore, the topology design of the IIoT network needs to be able to prevent the system from being destroyed, minimize the damage and rapidly recover. The security protection system (Figure 5) is established according to the characteristics of the production system and the IoT solution components running in the various layers of the network. It can be analyzed from the aspects of device security, network security, control security, application security and data security. Safety measures are taken to ensure the safe operation of the production system.




4.3. Weight Coefficient and Evaluation Model of Intelligent Evaluation Index Based on IIoT Network


An intelligent evaluation model needs to be built to evaluate the degree of intelligence after establishing IIoT network topology and improving the intelligent level of the enterprise. Different industries and production types have different intelligent constraints that can be used Analytic Hierarchy Process (AHP) method divides an index into several layers to determine the weight coefficient of the intelligent evaluation index, which is quantitative and qualitative, as shown in Figure 6. Target evaluation layer is a comprehensive index quality of the intelligentize level, U = {U1,U2,...,Un}; Ui is the i-th index in the first-degree evaluation index layer of target layer U, Ui = {Ui1,Ui2,...,Uim}, i ∈ (1,n); and Uij is the j-th index in the second-degree evaluation index layer of the first-degree index layer Ui, j ∈ (1,m).



The judgment matrix of each evaluation index layer can be obtained after the evaluation according to hierarchical structure shown in Figure 6. The matrix form is A = (aij)n×n, i = [1,n], j = [1,n], which is a positive reciprocal matrix, aij = 1/aji, as shown in Equation (1). The weight coefficient of each evaluation index can be calculated using Equation (1).


   A =  [    1    a  12     ⋯    a  1 n         a  21      1    ⋯      a  2 n         ⋮    ⋮    ⋱    ⋮       a  n 1        a  n 2      ⋯   1    ]  ,   



(1)







In Equation (1), the order of the judgment matrix A is the same as the number of evaluation indices. The value of aij reflects the importance of each evaluation index, which generally uses a 1–9 scale. For odd numbers, aij = 1 means that the element i has the same importance as element j on the higher level factors; the greater the value is, the more important the element is. For even numbers, aij = 2 means that the importance of element i and element j is more than scale value 1, but less than value 2, and so on, for scale values 4, 6, and 8.



The intelligent evaluation index is divided into quantitative index and qualitative index. For the quantitative index, the maximum and minimum values are fixed values that need to be determined first; the maximum value ximax is the best value of the evaluation index after intelligent manufacturing, while the minimum value ximin is the value of the evaluation index when the intelligent manufacturing has not started. After determining the range of its value, dimensionless treatment is carried out according to Equation (2).


    x i ′  =    x i  −  x  i m i n      x  i m a x   −  x  i m i n     × 100 ,   



(2)







To further explain the meaning of Equation (2), we use the i-th evaluation index as an example. First, the i-th evaluation index has its own initial value xi. After several intelligent evaluations, the i-th evaluation index is a range value because of the different opinions, ximax is the maximum value of the i-th evaluation index in the range value, ximax reflects the highest degree of intelligence, ximin is the minimum value of the i-th evaluation index in the range value, ximin reflects the lowest degree of intelligence, and     x i ′     is the dimensionless value of the i-th evaluation index, and 0 ≤     x i ′     ≤ 100.



For the qualitative index of the evaluation index, subjective evaluation method can be used for analysis. Dimensionless treatment is carried out according to Equation (3).


    y j ′  =     ∑  k = 1  n    x  j k   −  x  j m i n   −  x  j m a x       n − 2     ,   



(3)







In Equation (3),     y j ′     is the dimensionless value of the j-th evaluation index, n is the number of subjective evaluation, yjk is the k-th subjective evaluation initial value of the j-th evaluation index, xjmax is the maximum subjective evaluation value of the j-th index, xjmin is the minimum subjective evaluation value of the j-th index, and 0 ≤     y j ′     ≤ 100.



Each evaluation index is interrelated, especially between the upper and lower index. The single weighting method needs to determine the single weight and then make a comprehensive evaluation, so it has some shortcomings, such as one-sidedness, boundedness, strong human factor, and it is easy for some important indices to be ignored. To overcome these shortcomings, we choose to use the weighted average model, which has rationality and scientificity, so the evaluation result is more objective, perfect and practical. The weighted average model is established in the form of Equation (4) after dimensionless processing of the intelligent evaluation index.


   H =   ∑  i = 1  m     ∑  j = 1  n    μ i   δ j   x j        ,   



(4)







In Equation (4), H is an intelligent evaluation level of an enterprise, μi is the i-th first-degree index weight coefficient value, δj is the j-th second-degree weight coefficient value, and xj is the j-th evaluation index value, i ∈ (1,m), j ∈ (1,n).





5. Application of the IIoT Network Topology Design Strategy in Diesel Engine Enterprise Intelligent Manufacturing


In Section 4.1, the IIoT network topology design strategy of the enterprise can realize the interconnection of the workshop from the bottom layer to the application layer, and improve the reliability and expansibility of the workshop. However, the feasibility of the diesel engine needs further verification. Therefore, the typical diesel engine production workshop and the enterprise MES are selected as an example for analysis.



5.1. IIoT Network Topology Design for the Foundry Workshop of Diesel Engine


The foundry workshop of diesel engine consists of mold making production line, core making production line, etc. Mold making production line involves many complex processes and big data. The IIoT network topology of mold making production line is established using the network topology design strategy described in the above discription, as shown in Figure 7.



Data acquisition layer is responsible for data acquisition and reception in the diesel engine modeling line, and includes AGV car, robot, plain jolter, roll-over draw machine, sensor, QR code scanner, etc. The network transfer layer includes wired network, wireless WiFi, etc. It is responsible for transferring data to the application layer to use for data analysis and application. The data application layer can analyze and process the data from the bottom production line, and then use it to monitor the equipment. It can meet the requirements for scheduling and remote maintenance, reduce machine downtime and improve productivity while extending current manufacturing resources.



According to the IIoT network topology design strategy described above, a higher level network topology design structure is further realized, as shown in Figure 8.



The data layer of the sub network of each production line in the foundry workshop can get data from the intelligent unit. These data are transferred to the upper application platform through the Ethernet network and wireless sensor network of the network transfer layer. After analysis and processing, the data can serve the upper management system, such as the production management, energy management and remote fault diagnosis. They can also help control commands to control the bottom intelligent terminals.




5.2. IIoT Network Topology Design for the Machining Workshop of Diesel Engine


To verify the general use of the network topology design method in this paper, another representative production workshop is chosen for further analysis. It can improve the intelligence level of the whole enterprise and facilitate the development of intelligent evaluation work. The machining workshop is composed of cylinder head production line, cylinder block production line, assembly lines, etc. The network topology of cylinder head production line is shown in Figure 9.



The data acquisition layer is composed of CNC machines, robots, operation terminals, PLC, RFID, etc. The network transfer layer is responsible for sending data to the application layer, including wired network, wireless network, etc. The data can be used for control and service of production line after data analysis and processing.



Each production line of machining workshop has a separate management system; the subnetwork systems are connected to form the whole workshop network system, as shown in Figure 10. The data collected in the converging switch are obtained from each subnetwork of production line, and they are transferred through the network transfer layer to the application platforms. The data after analysis and processing can be used for the management and control of the workshop.




5.3. IIoT Network Topology Design of the Workshop MES in Enterprise


There are many complex data produced in the diesel engine production process [35]. The network connecting the production units of diesel workshop not only needs to meet the access of all kinds of equipment layer and control layer system, but also needs to meet the integrated access the upper information system, such as ERP, PLM, etc.



The MES of the diesel engine enterprise is used to control the production line, and the client can access data through the web server. To ensure the information security of the production process, the program and tool management of numerical control equipment is responsible for the special server. The office network computer and the MES/ERP server can obtain the data, which need to be isolated by a firewall. The computer can query the system state through the IE browser (Figure 11).





6. A Case of Analysis on Intelligent Evaluation of Diesel Engine Enterprise


6.1. The Establishment of Hierarchical Structure Model of Evaluation System


After finishing the network topology design of the production workshop and MES, the intelligentized level of the enterprise can be improved and the intelligence evaluation can provide evidence for the intelligent upgrading of the enterprise.



In this paper, some evaluation indices need subjective qualitative evaluation to determine the relative importance of each index. According to the intelligence evaluation system in Figure 6, the characteristics of the workshop can set up an enterprise intelligence hierarchical structure model [36], as shown in Table 2.




6.2. Result Analysis


After intelligence evaluation of the enterprise according to each index layer in Table 2, we can get the judgment matrix of the intelligent evaluation index in each layer of diesel engine workshop from Equation (1); solve the maximum eigenvalues and eigenvectors of judgment matrix of each layer; normalize the eigenvector; and then obtain weight vector between the evaluation indices of each layer, as shown in Table 3.



To get the weight coefficient of each layer of intelligent evaluation index, it is necessary to check the consistency of each judgment matrix. In addition to the two-order matrix A23, the CI (Consistency Index), the CR (Consistency Ratio) and RI (Random Consistency Index) of the remaining matrices are shown in Table 4.



In Table 4, the CR of each judgment matrix is less than 0.10, and we can think that the consistency of each judgment matrix is acceptable. Therefore, the weight coefficient of each intelligent evaluation index layer in Table 2 can be calculated, as shown in Table 5.



After the dimensionless processing of each intelligent evaluation index according to Equations (2) and (3), the weighted average (Equation (4)) is used to calculate the intelligent evaluation score, H = 92.66.



It can be divided into four levels according to the enterprise intelligent development index: entry level, primary level, intermediate level and advanced level [37].




	(i)

	
86 ≤ H < 100, advanced intelligentized enterprise




	(ii)

	
61 ≤ H < 85, intermediate intelligentized enterprise




	(iii)

	
41 ≤ H ≤ 60, Primary intelligentized enterprise




	(iv)

	
H ≤ 40, entry intelligentized enterprise (single intelligent application).









According to the evaluation score, the network topology deployment strategy proposed in this paper can make every production unit in the workshop interconnected, effectively deal with the information island problem between the intelligent equipment in production, solve the problem of information sharing difficulty, improve the real time of production data, and make the production link of the enterprise possess better adaptability and flexibility. At the same time, the AHP method proposed in this paper can comprehensively test and evaluate the level of enterprise intelligence.





7. Conclusions


In uncertain production environment, it is always a key and difficult point to design a proper topology for multi-varieties and small-batch production tasks, and IIoT network in the workshop is always used to solve the problem of isolated information island in the production process. To solve these problems effectively, the production workshop and MES of diesel engine were used as the research object. A network topology design strategy and evaluation system was formed, improving the level of enterprise intelligence.



	(1)

	
According to production status, production demands and network characteristics, the topological process and deployment strategy of the IIoT were designed. The network topology design is expansible.




	(2)

	
The AHP method was used to establish the intelligent evaluation system for the diesel engine enterprise and the judgment matrix for each evaluation index layer was set up to verify the consistency of them. Finally, the weight coefficients between the evaluation indices of each layer were obtained. The weighted average model of the evaluation system was established to obtain the result of the intelligent evaluation level of the diesel engine enterprise.







The network topology design strategy and intelligent evaluation system established in this paper can be further extended to other applications. It has wide applicability for improving the intelligence level of enterprise. However, with the development of technology, people have different understanding and applications of intelligence, thus we need to conduct further research on different practices so that it has more positive effects in the future.







Author Contributions


Conceptualization, J.L. and J.W.; Data curation, J.L.; Formal analysis, J.L.; Funding acquisition, M.C.; Methodology, J.L.; Resources, T.Y.; Supervision, M.C.; Writing—original draft, J.L.; and Writing—review and editing, J.L., M.C., T.Y. and J.W.




Funding


This work was supported by the National Natural Science Foundation of China under Grant: 71771176. National intelligent manufacturing comprehensive standardization and new pattern application of China under Grant: 2016ZXFM03002, 2016-213.




Conflicts of Interest


The authors declare no conflict of interest.




References


	



Shen, L.Z.; Yang, Y.Z.; Lei, J.L.; Bi, Y.H.; Yan, W.A. A Study on the Performance of Turbocharged and Intercooled Diesel Engine Working in the Different Altitude Regions. Automot. Eng. 2005, 27, 674–677. [Google Scholar]

	



Zheng, G.Z.; Yuan, L. A Research on the Effects of Dynamic Characteristics of Connecting Rod on the Piston Slap of Engine. Automot. Eng. 2012, 34, 1119–1124. [Google Scholar]

	



Jazdi, N. Cyber physical systems in the context of Industry 4.0. In Proceedings of the IEEE International Conference on Automation, Cluj-Napoca, Romania, 22–24 May 2014; pp. 1–4. [Google Scholar]

	



Michalos, G.; Makris, S.; Papakostas, N.; Mourtzis, D.; Chryssolouris, G. Automotive assembly technologies review: Challenges and outlook for a flexible and adaptive approach. CIRP J. Manuf. Sci. Technol. 2010, 2, 81–91. [Google Scholar] [CrossRef]

	



Li, S.; Xu, L.D.; Zhao, S. The Internet of Things: A Survey. Inf. Syst. Front. 2015, 17, 243–259. [Google Scholar] [CrossRef]

	



Nasr, E.S.A.; Kamrani, A.K. Intelligent Design and Manufacturing; Springer: New York, NY, USA, 2008; pp. 103–125. [Google Scholar]

	



Shi, C.; Sun, Z.; Dong, K. Research on Evaluation Model of Financial Core Competence of Listed Companies of Equipment Manufacturing. In Proceedings of the Conference on Knowledge Engineering and Software Engineering, Shenzhen, China, 19–20 December 2009; pp. 75–77. [Google Scholar]

	



Li, W.; Wang, B.; Sheng, J.; Dong, K.; Li, Z.; Hu, Y. A Resource Service Model in the Industrial IoT System Based on Transparent Computing. Sensors 2018, 18, 981. [Google Scholar] [CrossRef] [PubMed]

	



Liu, M.; Ma, J.; Lin, L.; Ge, M.; Wang, Q.; Liu, C. Intelligent assembly system for mechanical products and key technology based on internet of things. J. Intell. Manuf. 2017, 28, 271–299. [Google Scholar] [CrossRef]

	



Wang, G.; Zhao, Z.; Ning, Y. Design of Compressed Sensing Algorithm for Coal Mine IoT Moving Measurement Data Based on a Multi-Hop Network and Total Variation. Sensors 2018, 18, 1732. [Google Scholar] [CrossRef] [PubMed]

	



Ji, C.; Shao, Q.; Sun, J.; Liu, S.; Pan, L.; Wu, L.; Yang, C. Device Data Ingestion for Industrial Big Data Platforms with a Case Study. Sensors 2016, 16, 279–293. [Google Scholar] [CrossRef] [PubMed]

	



Fraga-Lamas, P.; Fernández-Caramés, T.M.; Suárez-Albela, M.; Castedo, L.; González-López, M. A Review on Internet of Things for Defense and Public Safety. Sensors 2016, 16, 1644. [Google Scholar] [CrossRef] [PubMed]

	



Huang, G.Q.; Zhang, Y.; Jiang, P. RFID based wireless manufacturing for real-time management of job shop WIP inventories. Int. J. Adv. Manuf. Technol. 2008, 36, 752–764. [Google Scholar] [CrossRef]

	



Brintru, A. RFID opportunity analysis for leaner manufacturing. Int. J. Prod. Res. 2010, 48, 2745–2764. [Google Scholar] [CrossRef][Green Version]

	



Lin, C.-C.; Deng, D.-J.; Chen, Z.-Y.; Chen, K.-C. Key design of driving industry 4.0: Joint energy efficient deployment and scheduling in group based industrial wireless sensor networks. IEEE Commun. Mag. 2016, 54, 46–52. [Google Scholar] [CrossRef]

	



Lin, F.; Chen, C.; He, T.; Ma, K.; Guan, X. A separation principle for resource allocation in industrial wireless sensor networks. Wirel. Netw. 2017, 23, 805–818. [Google Scholar] [CrossRef]

	



Liu, Y.; Ota, K.; Zhang, K.; Ma, M.; Xiong, N.; Liu, A.; Long, J. QTSAC: An Energy-Efficient MAC Protocol for Delay Minimization in Wireless Sensor Networks. IEEE Access 2018, 6, 8273–8291. [Google Scholar] [CrossRef]

	



Chen, Y.; Lee, J.M.; Shu, L.; Crespi, N. Industrial Internet of Things-Based Collaborative Sensing Intelligence: Framework and Research Challenges. Sensors 2016, 16, 215. [Google Scholar] [CrossRef] [PubMed]

	



Boyes, H.; Hallaq, B.; Cunningham, J.; Watson, T. The industrial internet of things (IIoT): An analysis framework. Comput. Ind. 2018, 101, 1–12. [Google Scholar] [CrossRef]

	



Bassi, A.; Bauer, M.; Fiedler, M. Enabling Things of Talk; Springer: Berlin/Heidelberg, Germany, 2013; pp. 163–211. [Google Scholar]

	



Kiljander, J.; D’Elia, A.; Morandi, F.; Hyttinen, P.; Takalo-Mattila, J.; Ylisaukko-Oja, A.; Soininen, J.-P.; Cinotti, T.S. Semantic Interoperability Architecture for Pervasive Computing and Internet of Things. IEEE Access 2014, 2, 856–873. [Google Scholar] [CrossRef]

	



Li, B.; Hou, B.; Yu, W.; Lu, X.; Yang, C. Applications of artificial intelligence in intelligent manufacturing: A review. Front. Inf. Technol. Electron. Eng. 2017, 18, 86–96. [Google Scholar] [CrossRef]

	



Okafor, K.C.; Achumba, I.E.; Chukwudebe, G.A.; Ononiwu, G.C. Leveraging Fog Computing for Scalable IoT Data center Using Spine-Leaf Network Topology. Int. J. Innov. Res. Comput. Commun. Eng. 2017, 10, 1–11. [Google Scholar]

	



Li, J.; Chen, M. Multi-objective Topology Optimization Based on Mapping Matrix and NSGA-II for Switched Industrial Internet of Things. IEEE Internet Things J. 2017, 3, 1235–1245. [Google Scholar] [CrossRef]

	



Jiang, P.; Xu, Y.; Liu, J. A Distributed and Energy-Efficient Algorithm for Event K-Coverage in Underwater Sensor Networks. Sensors 2017, 17, 186. [Google Scholar] [CrossRef] [PubMed]

	



Shao, X.; Chen, Z.; Fu, M.; Gao, L. Multi-objective Topology Optimization of Structures Using NN-OC Algorithms. In Proceedings of the International Symposium on Neural Networks: Advances in Neural Networks, Nanjing, China, 3–7 June 2010; pp. 204–212. [Google Scholar]

	



Patel, J.; Choi, S.K. Classification approach for reliability-based topology optimization using probabilistic neural networks. Struct. Multidiscip. Optim. 2012, 45, 529–543. [Google Scholar] [CrossRef]

	



Wang, C.; Huang, N.; Bai, Y.; Zhang, S. A method of network topology optimization design considering application process characteristic. Mod. Phys. Lett. B 2018, 32, 1850091. [Google Scholar] [CrossRef]

	



Kim, J.R.; Gen, M. Genetic algorithm for solving bicriteria network topology design problem. Congr. Evol. Comput. 2017, 12, 2279. [Google Scholar] [CrossRef]

	



Jiang, Z.; Jin, Y.; Liang, J.; Mingcheng, E. Dynamic materials distribution strategy for mixed model assembly lines under uncertainty. Comput. Integr. Manuf. Syst. 2017, 23, 2108–2118. [Google Scholar]

	



Bui, N.; Jardak, C.; Magerkurth, C. Internet of Things Architecture; Elsevier: New York, NY, USA, 2013; pp. 1–256. [Google Scholar]

	



Squillante, R., Jr.; Filhoa, D.J.S.; Silvab, R.M.D.; Souza, J.A.L.; Junqueira, F.; Miyagi, P.E. A novel safety control hierarchical architecture for prevention and mitigation of critical faults in process industries based on defense-in-depth, reactive systems and safety-diagnosabitity. IFAC Papers OnLine 2015, 48, 1326–1331. [Google Scholar] [CrossRef]

	



Lin, Z.; Tao, D.; Wang, Z. Dynamic Construction Scheme for Virtualization Security Service in Software-Defined Networks. Sensors 2017, 17, 920. [Google Scholar] [CrossRef] [PubMed]

	



Pidikiti, D.S.; Kalluri, R.; Kumar, R.K.; Bindhumadhava, B.S. SCADA communication protocols vulnerabilities, attacks and possible mitigations. CSI Trans. ICT 2013, 1, 135–141. [Google Scholar] [CrossRef]

	



Marchesi, T.R.; Lahuerta, R.D.; Silva, E.C.N.; Tsuzuki, M.S.G.; Martins, T.C.; Barari, A.; Wood, I. Topologically Optimized Diesel Engine Support Manufactured with Additive Manufacturing. IFAC PapersOnLine 2015, 48, 2333–2338. [Google Scholar] [CrossRef]

	



Yin, F. Study on Evaluating Indicator System of Smart Manufacturing. Ind. Econ. Rev. 2016, 3, 632–641. [Google Scholar]

	



Gong, B.Z. The discussion on evaluation index and the assessment method of intelligent manufacturing. Appl. Electron. Tech. 2015, 41, 6–8. [Google Scholar]








[image: Sensors 18 02224 g001 550] 





Figure 1. IIoT network design strategy process. 
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Figure 2. Hierarchical structure of IoT network. 
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Figure 3. Hierarchical structure of IIoT network. 
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Figure 4. Big data analysis model in network structure. 
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Figure 5. Safety protection system of production. 
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Figure 6. Hierarchical structure of intelligent evaluation index. 
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Figure 7. IIoT network topology of molding making production line. 
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Figure 8. IIoT network topology of foundry workshop. 
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Figure 9. IIoT network topology of cylinder head production line. 






Figure 9. IIoT network topology of cylinder head production line.



[image: Sensors 18 02224 g009]







[image: Sensors 18 02224 g010 550] 





Figure 10. IIoT network topology of cylinder head production line. 
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Figure 11. IIoT network topology design of workshop MES. 
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Table 1. The production status and existing problems.
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	Name
	Status
	Problem





	Equipment
	Low intelligence, poor network
	Information isolated island



	Product
	Multiple Species and Small Batch
	Difficult to produce and manage



	Design
	Complex shape and high requirement
	Difficult to Synergetic design



	Schedule
	Frequent change plan
	Non-dynamic scheduling



	Production
	Complex data
	Unable to share information



	Management
	No integration system
	No interoperability
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Table 2. Hierarchical structure model of enterprise intelligence evaluation.
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Target Layer

	
First-Degree Index

	
Second-Degree Index






	
Intelligent evaluation index U

	
Decision support U1

	
Dynamic scheduling U11




	
Supply chain management U12




	
Order tracking U13




	
Quality traceability U14




	
Decision support U15




	
Systems engineering U2

	
Data definition U21




	
Data management U22




	
Model Transfer U23




	
System integration U3

	
MES and ERP integration U31




	
ERP and PDM integration U32




	
Economic benefit U4

	
Production cost U41




	
Production efficiency U42




	
Rejection rate U43
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Table 3. Weight vector of each evaluation index judgment matrix.
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	Judgment Matrix
	Maximum Eigenvalue
	Eigenvector
	Weight Vector





	A1
	5.15
	(0.33,0.24,0.71,0.56)
	(0.18,0.13,0.39,0.30)



	A21
	5.17
	(0.41,0.18,0.26,0.85,0.09)
	(0.23,0.10,0.15,0.47,0.05)



	A22
	3.02
	(0.20,0.35,0.92)
	(0.14,0.24,0.62)



	A23
	2
	(0.95,0.32)
	(0.75,0.25)



	A24
	3.11
	(0.22,0.32,0.92)
	(0.15,0.22,0.63)
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Table 4. Consistency test of judgment matrix in each evaluation indices layer.
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	Judgment Matrix
	CI
	RI
	CR





	A1
	0.0375
	0.58
	0.0646



	A21
	0.0425
	1.12
	0.0379



	A22
	0.0100
	0.58
	0.0172



	A24
	0.0550
	0.58
	0.0948
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Table 5. Consistency test of judgment matrix in each evaluation indices layer.
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First-Degree Index

	
Weight Coefficient

	
Second-Degree Index

	
Weight Coefficient






	
U1

	
0.18

	
U11

	
0.23




	
U12

	
0.10




	
U13

	
0.15




	
U14

	
0.47




	
U15

	
0.05




	
U2

	
0.13

	
U21

	
0.14




	
U22

	
0.24




	
U23

	
0.62




	
U3

	
0.39

	
U31

	
0.75




	
U32

	
0.25




	
U4

	
0.30

	
U41

	
0.15




	
U42

	
0.22




	
U43

	
0.63
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