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Figure 8. Temperature values against corresponding voltage values. 

5.2. TBSA Encryption 

The Intel Galileo-based source node collects the temperature values, further collected data is 
transmitted to the server by using Wi-Fi as a medium. Moreover, the original collected data is 
encrypted to cipher text by using the proposed TBSA prior to its transmission to the server in order 
to offer privacy and security to the original sensed information during transmission. 

Consider a sensor node having unique ID (u) of 28, transmission (t) of 16 h, and α value of 44. 
The u, s and t represent the three sides of the triangle as shown in Figure 5. The value of the third 
side (s) is calculated to be 12.03 by using Equation (13). By inserting the values of u, s and t into 
Equation (14), a unique key with a value of 28.01 is generated. By inserting the unique key and the 
original message M (whose value is 21) into Equation (15), a cipher text with a value of 8.99 is 
obtained.In this study, two sensors nodes were used for performing the experiment. The unique IDs 
for sensor node 1 and 2 are 26 and 28, respectively. The experiment was performed between 13:30 
and 15:30 on 24 May 2016. The original message obtained from both sensor nodes is shown in Figure 
9.  

 
Figure 9. Original message from sensor node 1 and sensor node 2.  

Further, the proposed TBSA is applied to the original messages from both sensor nodes in order 
to obtain the cipher messages as shown in Figure 10, which were later uploaded to the server. The 
received data at the server from a different node can be stored in different fields in the same channel 
or different fields in different channels. The different fields separate the information from each 
subject, through this way; data from each node can be understood easily. In this research, channel ID 
is 110980 for both sensor nodes. The single channel can have maximum support up to 8 different 


