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Suppose M represents the original message from the source node to be encrypted and 
authenticated, K is the authentication key, t is the transmission time and u represent the unique 
sensor identification. The encryption for the TBSA takes in M, K, t and u, and generates the 
cipher-text C by using Equation (15) and it is expanded in Equation (16). At the same time, using M, 
TBSA generates the cipher-text C and a Tag of length TL. Moreover, this pair (C, TL) is transmitted to 
the receiver. The M can be variable, unlike other traditional symmetric ciphers where the data length 
needs to be fixed. This unique feature makes our proposed TBSA algorithm more energy-efficient. 
Because sometime the source node has less information than their block size of message, fixing this 
challenge is a mandatory requirement for many symmetric algorithms. Even for less information, 
fixed block sizes are sent in the traditional encryption algorithms. This wastes a lot of resources and 
power during data transmission between the source and destination nodes. Therefore, our proposed 
algorithm takes advantage of the variable block sizes for data encryption in order to provide 
energy-efficient security: 
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The receiver performs decryption on C to obtain M by using Equation (17) and it is expanded in 
Equation (18). Subsequently, the receiver guarantees that the received Tag is anticipated. If the 
destination node calculates dissimilar Tag then the cipher message will be unacceptable. In this case, 
if the M involves n blocks of data, then TBSA requires only n + 1 encryption to sustain both the 
confidentiality and integrity: 
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The proposed TBSA, apart from data confidentiality, privacy, and integrity, also guarantees the 
data freshness by utilizing the incremental operator (Io) with limit up to N. The Io constantly gives an 
updated additional value similar to a counter, which is obtained from an incrementing operation. 
Consequently, it is very much essential that both the source and destination nodes utilize a distinct 
fresh nonce N for every transmission. Now, the proposed IoT-based home automation system 
includes the TBSA mechanism using the unique authentication key K and fresh nonce N for data 
encryption. Furthermore, the server obtains the periodic updates from the source node to check the 
confidentiality, privacy, integrity, and freshness of the collected information. 

 

Figure 5. Triangle STU. 

4.3. Security Analysis 

This section demonstrates that the proposed IoT-based platform fulfills all the necessary 
security characteristics and requirements to oppose severe threats and attacks. 


