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4.3.1. Network Security Requirements Accomplishment 

The IoT-based platform was implemented on the basis of the proposed security algorithm that 
provides network authentication at three different levels as shown in Figure 6. Authentication level 
1 includes security of data transmitted from the source to the server, and if KAPI does not match at the 
source node, communication will not be initiated. In our proposed system, the server validates the 
source node by verifying the onetime alias identity KAPI and the track sequence number Ts, where 
only a valid sensor node can start communication with the server (authentication). 

 

Figure 6. Three-levels of network security for IoT-based systems. 

In smart home automation applications, the assessment of the source node location is very 
significant. In real-time applications, if there is no smart tracking method available, this can permit 
the hacker to transmit erroneous location by the initiating false signals. Our proposed IoT-based 
system can easily solve this problem. When the server desires to recognize the source node location, 
then it will exercise the tracking sequence number Ts identity which is the physical association 
between the sensor node and the server (secured localization). Consequently, the server will also 
inquire the node to present its identity. After that, the server substantiates the Ts provided by the 
node by contrasting it with the accumulated value of its record, and subsequently figures out the 
source node. Now, if the verification is successful, then the server can trust on the authenticity of the 
node (trustworthiness). Once the source entity identity is recognized, the source node cannot deny 
its authenticity for sending the originated messages thus fulfilling one of the major non-repudiation 
security requirements of IoT. 

At level 2, the verification of channel ID and field ID are used to decide either to send data from 
the server to destination or not. Firstly, at this level of authentication, security service set identifier 
(SSID) and network password validation will be checked. After proper validation of the SSID and 
password, the server will check the channel and field IDs. The cipher text generated from source 
node using the proposed TBSA is transmitted to the server if there is a match in IDs. In cases where 
there is no match, the receiving node(s) will not be given access to the network (access control). To 
keep out potential attackers, it is needed to recognize each user and each device on the network so as 
to enforce security policies. After proper access control, all the network resources will be available in 
timely manner to the valid nodes (availability). Finally, at the receiver end, by using the 
authentication key, the original medical information can be recovered. Hence, WSN implemented 
based on the proposed TBSA provides a secured, less computationally complex, and energy-efficient 
data encryption to monitor data remotely from between the source and destination nodes. 

4.3.2. Data Security Requirements Accomplishment 

The data security comprised of confidentiality, privacy, integrity, and data freshness. Since 
WSNs have a broadcast nature, so information could easily be changed and replayed by the 
attackers. Therefore, the proposed TBSA is used for data encryption; it assures all the requirements 


