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started. Furthermore, the next level of authentication for the network involves service set identifier 
(SSID) and network password validation. Firstly, at this level of authentication the SSID and 
network password validation will be checked. After proper validation of the SSID and password, the 
server then checks the channel and field IDs. The cipher text generated from the source node using 
the proposed TBSA is transmitted to the server if there is match between IDs of the source node and 
the server. To keep out potential attackers, it is needed to recognize each user and each device in 
order to enforce security policies. After proper access control, all network resources will be available 
in timely manner to the appropriate sensor nodes. This study considered the ThingSpeak server to 
store the information generated from every sensor node and the collected data are being updated to 
the server after every 15 s. The HTTP/1.1 protocol of the application layer is used to send the cipher 
text directly to the server. The request generated by the destination node to acquire information will 
be fulfilled if unique channel ID and field ID matches. Thereafter, the destination node would be 
able to decrypt the cipher text by using a specific authentication key. 

4.2. Proposed TBSA Security Method 

Data security is of the major concerns in a smart home automation infrastructure. It is necessary 
to ensure that the server receives actual information from specific source nodes. Therefore, 
encryption schemes are often utilized to guarantee data security in WSNs. In this study, we 
proposed the TBSA method in order to attain confidentiality, privacy, integrity, and the data 
freshness with a realistic computational overhead. Our proposed TBSA method is simple because it 
eradicates the utilization of complex key generation procedures. TBSA is compatible with prompt 
and secure data transmission, the encryption technique can ensure both the integrity and secrecy of 
the information without any supplementary cryptographic primitive, like the CRC support, MAC, 
and hash functions. However, in WSNs, those techniques, which are based on complicated key 
generation mechanisms, necessitate high computational cost for the management of keys and as well 
consume a lot of time and energy during data transmission. This research aims to produce resource 
efficient security algorithm, which could provide energy-efficient security for home automation 
based applications. The proposed TBSA security algorithm is based on the non-right angle triangle 
key generation procedure. The block diagram of the efficient key generation mechanism for 
proposed TBSA is shown in Figure 4. The authentication key (K) generated from proposed key 
generation procedure is used to provide unique authentication for data transmission between the 
source and destination nodes. 

 
Figure 4. Key generation mechanism for proposed TBSA. 


