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Table 2. Energy consumption comparison with symmetric cipher.  

S. NO Technique/Method Energy Consumption (Micro Joule/Byte) 
1 Proposed TBSA 0.20 
2 RC4 0.49 
3 Blowfish 0.81 
4 AES 1.20 
5 DES 2.80 

TBSA: Triangle Based Security Algorithm, RC4: Rivest Cipher 4, AES: Encryption Standard, DES: Advanced 
Encryption Standard  

Finally, security methods for WSN-based applications are compared with the proposed 
algorithm. The average data encryption times for the Alarm-Net [27], PRESENT-GRP [26], and 
PAWN [37] are 0.0123, 0.0156 and 0.01785 ms, respectively. Alarm-Net requires more processing 
cycles to generate unique keys, due to which more time is consumed for the encryption of original 
information than all compared methods. PAWN utilizes a simple procedure for cluster head 
assortment, so it needs a small processing time for data encryption than PRESENT-GRP and 
alarm-net. PRESENT-GRP uses a lightweight algorithm for implementing security, so it requires less 
processing time than Alarm-Net, but because of permutation boxes selection procedure a little more 
time is required for encryption than PAWN. The simple and efficient key generation mechanism are 
utilized in proposed TBSA (0.007 ms), therefore it demands less encryption time than Alarm-Net, 
PRESENT-GRP , and PAWN. The power consumption by sensor nodes for different approaches is 
3.60, 3.66, 3.71 and 3.74 mW for PAWN, PRESENT-GRP, and Alarm-Net, respectively, as can be 
calculated by using the circuit shown in Figure 7. The energy consumption is the product of power 
and encryption time as shown in Equation (19) after inserting 3.6 mW and 0.007 ms value for the 
proposed TBSA in Equation (19), the energy consumption per bit is calculated as 0.025 Micro Joule. 
As one byte has eight bits, so 8 × 0.025 = 0.2 Micro Joule/Byte will be required by the TBSA algorithm 
to encrypt one byte of data. Hence, for PAWN, PRESENT-GRP, and Alarm-Net, the energy 
consumption can be calculated as 8 × 0.0123 × 3.66 = 0.36 Micro Joule/Byte, 8 × 0.0156 × 3.71 = 0.47 
Micro Joule/Byte, and 8 × 0.01785 × 3.74 = 0.53 Micro Joule/Byte, respectively as shown in Table 3. 
The comparisons of proposed TBSA with PAWN, PRESENT-GRP, and Alarm-Net in terms of energy 
consumption are demonstrated in Figure 12. 

 
Figure 12. Energy consumption comparison of proposed TBSA with security mechanisms developed 
for WSNs. 

It has been observed from Figures 11 and 12 that the proposed TBSA algorithm requires less 
energy for its implementation in comparison with traditional security methods. As a simple and 
efficient key generation mechanism is used in TBSA, therefore less energy is consumed. Therefore, 
the proposed secure IoT-based home automation incorporates the proposed TBSA and low power 
Wi-Fi in WSNs with internet for providing efficient and secure data transmission among several 
nodes at wide coverage range. 


