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of data security, where any change in data or any replay endeavor by attacker can be accurately 
detected by means of a tag. 

4.4. Energy Consumption Calculation 

This study utilizes a circuit across the sensor node as shown in Figure 7, in order to evaluate the 
power utilization of the proposed TBSA in encrypting the original information. A digital 
oscilloscope (TDS 2024B, Tektronix, Beaverton, OR, USA) is utilized to compute the voltage (Vs) 
across the resistor (0.6 ohms). Furthermore, Ohm’s law can be used to determine the current (Is) 
across the given resistor (R). In a series circuit, the current remains the same, so this current will be 
same across the resistor and sensor node. The power (Ps) utilized by the node is determined by using 
Equation (18). Finally, the energy consumption (Es) of the sensor node will be computed by using 
Equation (19). The time taken by the proposed TBSA to encrypt the original text is represented by 
(Ts): 

*P V Is s s  (19) 

*E P Ts s s (20) 

 
Figure 7. Experimental setup for investigating the energy consumption. 

5. Experiment Results and Discussion 

This section mainly includes the temperature measurement using a TMP36 sensor (Sparkfun 
Electronics, Niwot, CO, USA), proposed TBSA-based data encryption to provide secure data 
transmission, and performance comparisons of proposed TBSA with traditional symmetric and hash 
ciphers, and security mechanisms developed for WSNs including Alarm-Net, PRESENT-GRP and 
PAWN in terms of energy-efficiency. 

5.1. Temperature Measurement 

In this study, low voltage temperature (TMP36) sensors were used to sense the environment 
temperature. The TMP36 utilizes a solid-state method to measure the temperature in °C, and it does 
not require any external calibration to deliver characteristic accuracies for different temperature 
levels. This sensor is operated by a single power supply having a range of 2.7 to 5.5 V.  

The actual output from TMP36 is in ADC; the ADC value should be converted into the correct 
voltage (VTMP). The ADC value (ADCoutput) is initially compared with the reference voltage of 5 V as 
shown in Equation (20) and then the characteristics of the TMP36 are used to obtain the temperature 
(T) as represented by the Equation (21). The linear relationship between voltage and temperature is 
shown in Figure 8: 

( * 5 ) / 1024V ADC VoutputTMP   (21) 

( 0.5 ) / 10T V VTMP   (22) 


