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fields by using the ThingSpeak server. The field ID assigned for sensor node 1 is “1” and for a sensor 
node 2 is “5”. 

 

Figure 10. Cipher message from sensor node 1 and sensor node 2 by using proposed TBSA.  

5.3. Energy Consumption Comparison 

The proposed security algorithm is based on a simple and efficient key generation procedure. 
Hence, it reduces the time requirement for key generation and encryption. As sensor nodes in WSNs 
are very tiny and have limited power, therefore, it is very significant to use less time-consuming 
security mechanism for WSNs. The energy consumption is linearly proportional to the processing 
time. That is, the higher taken to encrypt a message, the more the energy required.  

The TBSA consumes very less time for its implementation (7 µm). Complex key generation 
mechanisms are not used in this algorithm, that’s why TBSA consumes fewer resources for its data 
encryption. The power consumption by a sensor node during the implementation of TBSA 
algorithm is calculated by using the circuit as explained in Figure 7. The voltage (Vs) across the 
sensor nodes was 47 mA, which was calculated by using an oscilloscope. The resistance (R) of the 
resistor as determined by Ohm’s law is 0.6 Ω, the current (Is) was computed as 78.33 mA by 
substituting the values of Vs and R into Ohms law (V = IR), and the calculated power was calculated 
as 3.6 mW. The power consumed by the sensor nodes and the processing time for data encryption 
using the proposed TBSA were used to calculate the energy consumption across the nodes. After 
inserting 3.6 mW and 7-µm values into Equation (19), energy consumption per bit value of 0.025 
Micro Joule was obtained. Since one byte has eight bits, therefore (8 × 0.025 = 0.2 Micro Joule/Byte) 
0.2 Micro Joule/Byte will be required by the proposed TBSA algorithm to encrypt a byte of data. 

In this research, the energy consumption by the TBSA algorithm is compared with the hash 
function and symmetric ciphers. The hash functions take a message of random size and produces an 
output of fixed-size value. A small change in the original text can affect the computation of a 
dissimilar hash value. They are mostly utilized for validating the reliability of data transmission 
between nodes. In this study, proposed TBSA is compared with the hash functions such as MD4, 
MD5 and SHA-1 in terms of energy-efficiency. The SHA1 is a new hash algorithm and has more 
steps for computation than MD4 and MD5. SHA1 is also considered to have better collision 
resistance than MD4 and MD5. This benefit of SHA-1 requires more energy than MD4 and MD5. The 
HMAC consumes more energy than MD4, MD5 and SHA-1. The HMAC is a keyed hash, and as the 
bit-length of the key is raised from 0 to 128 bits, the energy consumption fluctuates by a very minute 
amount. Figure 11a represents the energy consumption comparison of proposed TBSA algorithm 
with MD4, MD5, SHA-1 and HMAC. The energy consumed by TBSA, MD4, MD5, SHA-1 and 
HMAC is 0.20, 0.52, 0.59, 0.76 and 1.16 Micro Joule/Byte respectively, as shown in Table 1.  


