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Table 1. Energy Consumption Comparison with Hash Functions.  

S. NO Technique/Method Energy Consumption (Micro Joule/Byte) 
1 Proposed TBSA 0.20 
2 MD4 0.52 
3 MD5 0.59 
4 SHA-1 0.76 
5 HMAC 1.16 

TBSA: Triangle Based Security Algorithm, MD4: Message Digest 4, MD5: Message Digest 5, SHA-1: Secure Hash 
Algorithm 1, HMAC: Hash Message Authentication Code. 

Furthermore, this research includes the energy consumption comparisons of the proposed 
TBSA algorithm with symmetric ciphers. There are two major types of symmetric ciphers block 
ciphers and stream cipher to implement security. Block ciphers work on identical-length blocks of 
original text and cipher text. Examples of block ciphers comprise Data Encryption Standard (DES), 
Advanced Encryption Standard (AES), etc. The stream ciphers such as Rivest Cipher 4 (RC4) convert 
an original text to cipher text one bit (or byte) at a time. RC4 is considered as fast and efficient stream 
cipher, which is appropriate for encrypting information with more speed. However, it requires 
noteworthy encryption cost in comparison with other symmetric ciphers. Blowfish displays the 
largest difference between the energy consumption of key setup and encryption or decryption. The 
energy cost of key setup is the so high than encryption and decryption cost. It 64-bit cipher which 
executes encryption using straightforward processes and is intended to be efficient on 32-bit 
processors. This method is appropriate for applications where the secret key is not changing 
regularly (thereby allowing the significant overhead of key setup to be amortized by the low 
encryption cost). The design principle for AES algorithm is based on a combination of both 
substitution and permutation method. It is a variant of Rijndael which has a fixed block size of 128 
bits, and a key size of 128, 192, or 256 bits. The DES is a symmetric cipher of the 64-bit block as it 
utilizes the identical key for both encryption and decryption. The key size for each round is 56 bits. 
Conversely, a 64-bit input is used for dissimilar keys generation. Figure 11b symbolizes the energy 
consumption comparison of TBSA algorithm with RC4, Blowfish, AES, and DES. The energy 
consumed by TBSA, RC4, Blowfish, AES and DES is 0.20, 0.49, 0.81, 1.2 and 2.08 Micro Joule/Byte, 
respectively, as expressed in Table 2. 

 
Figure 11. Energy consumption comparison of proposed TBSA (a) with Hash Functions; (b) with 
Symmetric Cipher. 


