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The communication model between the source and destination nodes is shown in Figure 3. The 
source node generates information which is encrypted by using an encryption algorithm. It is very 
important to convert original text into cipher text, so it can be interpreted by proper destination. 
Different encryption algorithms including MD4, MD5, SHA-1, HMAC, DES, AES, RC4, blowfish, 
security algorithms for WSNs, and the proposed TBSA were examined in this study. It was observed 
from the conducted experiments that the compared existing encryption algorithms consumed more 
energy than the proposed TBSA, because they require more overheads and complex procedures to 
encrypt the original information. The TBSA algorithm was specially developed for all applications 
which involve the transmission of information among wireless sensor nodes. Since the sensor nodes 
in WSNs have problem of limited resources such as memory, restricted power supply, and data 
processing power, the TBSA encryption method is used as a possible solution to achieve 
energy-efficient security for IoT-based applications. 

 
Figure 3. Source-destination data communication model. 

In our IoT-based system, when a sensor node needs to transmit the periodical information to 
the server, then the server needs to verify the identity of the source node. The next step is the 
anonymous confirmation phase where the communication to be initiated from the source node to 
server is validated. A unique key (KAPI) is assigned to each sensor node for accessing the channel of 
the server through the secured medium. The communication can be initiated on the basis of KAPI 
confirmation in order to develop proper trust between the source and destination nodes. After this, 
the server produces a tracking sequence (Ts), which is a sequence value of 32-bit. This sequence 
value was arbitrarily generated on the basis of observing the location of the source node. In 
particular, for each request of the sensor node, the server produces arbitrary value n and then locates 
Ts = n and maintains a record in its database, which can assist the server to observe and record the 
most current Ts for each unique KAPI of every sensor node in the network. This sequence value can be 
utilized to accelerate the authentication procedure as well as to avoid any replay endeavor from any 
attacker, and by looking at the Ts value in comparison with the accumulated number in the 
database, the server can figure out the source node. Now, source nodes cannot deny their 
authenticity of the message sent from them. Now, during the execution of the anonymous 
authentication phase, if the Ts provided by any sensor node do not match with the accumulated 
value in the server then the server instantly ends the connection. In the case where the server cannot 
locate any Ts, the server will need to validate the reserved key (KID) for emergency data 
transmission, thereafter it attempts to identify the tracking sequence number for emergency data 
(Te). If successfully validated, then data transmission between the source node and the server can be 


