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Abstract: Many recent studies have focused on traceback schemes with the aim of finding
the source of spoofed malicious packets and tracing the path of denial-of-service attacks.
Although such schemes are academically well known, most exhibit some critical points in
wireless sensor networks, which could become a significant issue as they are increasingly
used for IP networks. This paper suggests an advanced traceback scheme based on existing
Bloom filter methods. The proposed traceback scheme extends the basic Bloom filter
design, enabling it to identify which entity added a given element, albeit with the incursion
of false positives. However, our scheme allows only specific tracebacks, which can reduce
the false positive rate of a node near a sink. Performance results show that the scheme can
perform efficient tracebacks with very few false positives.
Keywords: network security; wireless sensor networks; traceback

1. Introduction
Recently, there has been growing interest in traceback schemes to find the source and path of
denial-of-service (DoS) [1] attacks. Such schemes are well known from a theoretical standpoint, but
they often operate in highly limited environments when applied to wireless sensor networks (WSNs) [2],
which could become a significant issue as they are increasingly being used for IP networks [3]. Thus,
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existing traceback schemes cannot be immediately applied to WSNs, because they require certain
resources to be available.
Traceback schemes can be classified into three types: messaging [4], packet marking [5],
and logging [6]. Messaging schemes have non-trivial communication overheads, and packet marking
methods increase the packet size due to the bits required in the packet header. As communication is the
most costly function in a sensor node (which stores information on forwarded packets in a suitable data
structure), this paper suggests a logging-based traceback scheme as such methods do not add to the
packet headers. In case of an attack, victims can consult upstream nodes to restructure the attack path
by broadcasting the malicious packets’ information in a traceback request.
Logging-based traceback schemes have been the subject of relatively few studies. In this paper, we
base our research on the CoordinAted Packet TRAceback (CAPTRA) scheme, which uses a Bloom
filter [7] to store traffic logs. A Bloom filter is represented by bit vectors with randomized data
structures [8]. The Bloom filter performs membership queries, determining whether an entity (i.e.,
a data packet under traceback) is part of a data set, albeit with controllable false positives. The Bloom
filter and its variants are of prime importance, and they are heavily used in various distributed systems [9].
In its basic form, the Bloom filter is simply used for membership queries—it does not store any
information about the entities in question. Therefore, a traceback request is generally broadcast to
neighboring nodes, whereupon the chances of generating a false query increase due to the generation
of false positives by the Bloom filter. To overcome this defect, this paper suggests an advanced
traceback scheme based on an existing Bloom filter for WSNs. First, we add a support-directed query
to reduce the number of messages generated by the traceback procedure. Second, we propose an
algorithm that reduces the false positive rate at nodes near a sink by using multiple Advanced Tagged
Bloom Filters (ATBFs). The suggested scheme can provide effective hop-by-hop traceback to a single
attacker in WSN environments.
2. Related Research
2.1. Coordinated Packet Traceback
The CAPTRA [10] mechanism for WSNs takes advantage of the broadcast protocol for packet
transmission. By remembering, and later retrieving, the packets in multi-dimensional Bloom filters that
are distributed via overhearing sensors, CAPTRA identifies the packet transfer path using a series of
REQUEST-VERDICT-CONFESS message exchanges between the forwarding and overhearing nodes.
CAPTRA imposes only a small memory footprint on the sensors due to its usage of Bloom filters,
and it allows the sensors to asynchronously refresh the Bloom filters so that the network traffic is
continuously monitored.
2.2. Contract-Based Traceback
In contract-based traceback (CTrace) [11], each node maintains information about its neighbors
within a radius of R hops. The node at R hops distance is called the contact. With certain probability,
the nodes mark identification information on arriving packets, allowing each node to construct a partial
attack path back to one of its contacts by collecting a few packets. CTrace builds the whole attack path
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using a series of REQ and PATHSEG message exchanges between a sensor node and its contacts.
Only a small number of packets are required to track down the source of false data.
2.3. Resource-Efficient IP Traceback
IP traceback in a mobile Ad Hoc network (MANET) is more difficult than in traditional wired
networks because of the dynamically changing topologies and limited resources. Research into IP
traceback schemes for MANETs largely employs the approaches used for wired networks, and thus,
faces difficulties in overcoming the above-mentioned topology and resource limitation problems.
Kim et al. [12] overcame the topology changing problem with a novel logging technique based on
Bloom filters, and they used time-tagging of the Bloom filter entry and dealt with the resource
problem. The technique has been tested through extensive simulation, and the results show that an
attacker can be tracked with a reasonably sized Bloom filter as long as the collision rate in the filter is
kept below 0.07%.
3. Suggested Scheme
3.1. Traceback Queries
This paper suggests a traceback scheme that extends the basic Bloom filter design, enabling it to
identify which entity added a given element, albeit with the incursion of false positives, because we
have a collision at a location in our filter among two or more flows with different state values.
The idea for this design came from existing Tagged Bloom filters, although the definition and usage is
different. For this reason, we call the suggested scheme an Advanced Tagged Bloom Filter (ATBF).
In ATBF, all feasible traceback nodes maintain an Advanced Tag Table (ATT). The ATT stores the
addresses of neighboring nodes and assigns long Advanced Tags (ATs) of i-bits to each node. Under
IEEE 802.15.4, 16- and 64-bit addresses can easily store the addresses and ATs of neighboring nodes.
The value of i is given by the following formula:
(1)
where
is the maximum number of entries in the ATT, which is set during the deployment phase.
The value of
depends on the maximum number of neighbors that a node can have. In general,
is a reasonable upper bound for many networks. In this paper, however, a value of
will be used for densely deployed networks.
We consider a two-dimensional array of m × i, instead of taking a single-bit array of length , so
that the AT assigned by the ATT can be stored. For each incoming packet, the ATT is checked to
ascertain the AT corresponding to the node from which the packet was received. If the address of the
forwarding node does not exist in the ATT, a new AT is assigned to that node. The payload is then
passed to the hash function that results in indexes, similar to the normal Bloom filter operation.
The AT assigned by the ATT is inserted into indexes instead of setting only one bit. The payload of
the packet helps determine the location of a given payload in the ATBF, whereas the source of the
packet determines what should be written at the given location. Membership queries can be carried out
by passing the payload to k hash functions and confirming the corresponding position in the m × i
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array. If any cell position is found to be 0, then the payload in question has not been stored. If all the
values are non-zero, then the node that forwarded the packet in question can be identified by the
following formula:
(2)
where is the payload, at
returns the AT at location
, and
is a vector of ATs pointing
to the corresponding addresses of neighbors in the ATT when the
function returns the most
frequently occurring value. The traceback query is then forwarded to the nodes returned by the ATT.
In Figure 1, the source of the packet is checked against Node 4’s ATT, which assigns the AT 010.
Thereafter, payload is passed to the k hash functions, and the corresponding cell positions are set to 010.
In Figure 2, the corresponding cell positions of the payload in the query are checked and passed from
hash functions. In the figure, all cell positions return 010. Hence, 010 is passed to the ATT, which
consequently returns Node 2 as a possible forwarder of the packet.
Figure 1. Logging phase of the suggested ATBF scheme. Node 2 sends data as payload
to Node 4.
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Figure 2. Query phase of the suggested ATBF scheme. Traceback commences when
sends a query with payload .

3.2. Multiple ATBFs
Traffic generally flows from sensors to sinks in a sensor network. Therefore, nodes nearer to a sink
exhibit higher traffic loads than the others. If nodes nearer to a sink have a larger filter size than the
others, the false positive rate can be reduced. For this reason, we suggest further improvements to our
scheme by allowing variable size ATBFs at different nodes.
First, the hop distance of certain nodes from the sink must be known in order to dynamically control
the ATBF size. Second, suitable values for the length of the ATBF ( ), number of inserted packets
( ), and number of hash functions ( ) must be chosen according to the network size. This study
utilizes the hop-count value provided by routing protocols to determine the distance to the nearest sink.
Routing protocols that handle hop-count values can support a multiple-ATBF (M-ATBF) scheme. For
example, in the Ad Hoc On-demand Distance Vector (AODV) routing protocol, a Route Reply (RREP)
message is used to return the route, which reflects the distance of a node from a sink. Therefore, this
paper uses the hop count available in the RREP to estimate the ATBF size. If the routing protocol
cannot provide a hop-count value, the sink sends a message with the hop-count value 1. When a sensor
node receives this message, it collects and updates the hop-count value before forwarding the message
to upstream nodes.
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Depending on the position of a node, parameters of the ATBF can be scaled up or scaled down.
Therefore, this study attempts to increase the capacity of the ATBF (i.e., ), which is proportional to
its length (i.e., ). Additionally, the dynamic control capability of requires a set of hash functions
with a higher range so that the input entities can be mapped to a larger data set. Substituting the set of
hash functions is not a feasible solution as this is very complex. Although we can replace the set of
hash functions, the values stored in the ATBF cannot be verified in the query phase if the original set
of hash functions has been replaced by a new set. For this reason, controlling or is not feasible.
To overcome this problem, we instead utilize M-ATBFs to change the ATBF size. Figure 3 illustrates
this process.
Figure 3. Final architecture of a traceback scheme with M-ATBFs. M-ATBF is used to
change the ATBF size.

Figure 4 shows how the hop-count value can be used to obtain the value of
number of ATBFs. The algorithm for this procedure is as follows:
(1)
(2)
(3)
(4)

, which represents the

Node A sends a Route Request (RREQ) message to get routing information for the sink.
The sink replies to this RREQ with an RREP message.
The RREP message is captured and sent to an intermediate node.
The intermediate node calculates the value of using the following formula:
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where:

(3)

(5) Consequently, the value of

is used to create an M-ATBF in Algorithm 1.

Figure 4. Calculation of from the hop-count value. The hop-count value can be used to
obtain the value of , which represents the length of the ATBF.

Algorithm 1. Pseudo code to create an M-ATBF.
Data :

is the number of ATBFs

Function : The intermediate node calculates the value of
#i ← intermediate node
#rep.msg.RREP ← msg.RREP with msg.RREQ
DO (hop.count = 0)
// Node A sends msg.RREQ to get routing information for the sink
IF (sink != null)
send msg.RREQ
IF (get msg.RREQ)
reply rep.msg.RREP ← msg.RREQ
// rep.msg.RREP is captured and send to a intermediate node
ENDIF
ELSE
BREAK
ENDIF
// M-ATBF creation
IF (i get rep.msg.RREP) THEN
where
create M-ATBF ←
ENDIF
WHILE (own.hop.count =

)
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Our algorithm ensures that nodes nearer to the sink would have M-ATBF ranges from
to
. Once an ATBF, say
, reaches its optimal capacity, it is archived and replaced by
takes place of by optimal capacity. This means that the false positive rate of the ATBF is less
than 0.05. The MIN and MAX values are used to prevent the hop-count value from being spoofed in
the RREP messages. This is important because (for example) if a malicious node between the sender
and receiver modifies the hop-count value, it may result in too many ATBFs, or even none at all.
Therefore, the upper and lower bounds can be set for the hop count according to network requirements.
The suggested scheme only stores unique packets to ensure that a simple search of archived ATBFs is
feasible. When all ATBFs reach their optimum capacity, the first ATBF is reset to 0.
3.3. Hash Functions
In the proposed scheme, the hash functions included in the ATBF must be lightweight because our
algorithm cannot afford strong cryptography. In addition, the set of hash functions at one relay node
must not be the same as set S’ at a neighboring relay node (i.e., Pr [S = S’] should be very low).
This ensures that the probability of a false positive at one relay node is independent of false positives
at the other relay nodes, and thus, any traceback request generated by a false positive will slowly
disappear as it progresses.
4. Performance Analysis
This paper considers static WSNs that may be subjected to a DoS attack by an individual or group
of attackers. In the case of spoofing, it is difficult to detect the complete attack path, but an attacker’s
one-hop location can be found. In addition, attackers may attempt to fill the Bloom filters with false
data so that any information about malicious packets is overwritten. However, the suggested scheme
can find the attacker because benign nodes do not flood the network with unnecessary messages,
which would affect the computation of
in the membership query phase. Similar to Bloom filters,
the performance of the ATBF depends mainly on the values of , , and mostly. We now compare
the performance of the proposed scheme with the results presented in [13]. For this reason, we first
state the false positive rate given by Bloom filters:
(4)
The above equation can be used to ascertain when
should be replaced by
.
For example, the suggested scheme can store about 164 unique packets in an ATBF for a false positive
rate of 0.5 and with m = 1,024 and k = 4. Therefore,
is replaced by
after inserting
164 unique packets.
The experimental results for hundreds of nodes would be interesting to see the scalability. In this
paper, however, we illustrate the conditions with node numbers 2 to 5, because we only need to prove
that the M-ATBF scheme is superior to the existing traceback scheme.
The use of the M-ATBF requires more memory in the sensor nodes, as shown in Figure 5. In this
figure, with a binary tree, the scheme uses more memory than that used with a higher number of child
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nodes as this would increase the number of hops from a leaf node to a sink. Therefore, there is a high
false positive rate compared to the M-ATBF.
Figure 5. Memory requirement of the existing scheme and the M-ATBF traceback scheme.
Each solid curve shows the memory requirement for a specific form of tree. The dotted line
shows the memory requirement of the existing scheme. In this case, the memory is static
and set to 128 bytes.

Figure 6 shows the number of messages required to find the correct path in the query phase.
Figure 6. Number of messages required in the broadcast and directed query schemes, with
respect to different network topologies.

The number of messages in the broadcast query scheme is higher than that in the directed query
scheme because more than one possible path can be found in the broadcast scheme. In Figure 7,
the number of child nodes affects the probability slightly because Pff depends on the number of packets
inserted by a specific child node.
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Figure 7. Probability of finding a false forwarder as the number of packets inserted in the
Bloom filters increases. It can be seen that the probability of finding a false forwarder (Pff)
of an inserted packet in the ATBF increases with the number of child nodes ( ) for random
packet generation.

The results shown in Figure 8 were obtained by constructing a tree of sensing nodes on a simulator.
In this simulation, the total memory size (786,432 bits) of the M-ATBF is equal to that of the S-ATBF
and the broadcast query scheme. The average number of child nodes in each tree was varied, and only
leaf nodes were allowed to randomly generate packets. The results reported in this section indicate that
the M-ATBF traceback scheme is superior to the existing traceback scheme.
Figure 8. Probability of finding a false path as the number of queries generated by the
victims increase. The probability of finding a false path (
) with the directed and
broadcast query schemes by using single and multiple ATBFs is shown.
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In the evaluation of the memory consumption, however, the broadcast query scheme expends
516,096 bits, the S-ATBF expends 524,288 bits, and the M-ATBF expends 753,122 bits.
5. Conclusions
In this paper, we have proposed an advanced traceback scheme based on a Bloom filter technique.
To perform a specific traceback, we have added support-directed queries and introduced a method for
reducing the false positive rate. Our experimental results show that the suggested scheme results in a
lower number of traceback messages and a lower probability of finding a false path compared to the
existing traceback schemes. However, the proposed scheme incurs higher memory usage. In future
work, therefore, we will attempt to modify this traceback method so that it requires smaller memory.
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