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Abstract: Asymptotic secrecy-capacity achieving polar coding schemes are proposed for the
memoryless degraded broadcast channel under different reliability and secrecy requirements: layered
decoding or layered secrecy. In these settings, the transmitter wishes to send multiple messages to
a set of legitimate receivers keeping them masked from a set of eavesdroppers. The layered decoding
structure requires receivers with better channel quality to reliably decode more messages, while the
layered secrecy structure requires eavesdroppers with worse channel quality to be kept ignorant of
more messages. Practical constructions for the proposed polar coding schemes are discussed and
their performance evaluated by means of simulations.
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1. Introduction

Information-theoretic security over noisy channels was introduced by Wyner in [1],
which characterized the (secrecy-)capacity of the degraded wiretap channel. Later, Csiszar and Korner
in [2] generalized Wyner’s results to the general wiretap channel. In these settings, one transmitter
wishes to reliably send one message to a legitimate receiver, while keeping it secret from an
eavesdropper, where secrecy is defined based on a condition on some information-theoretic
measure that is fully quantifiable. One of these measures is the information leakage, defined as the
mutual information I(W; Z") between a uniformly-distributed random message W and the channel
observations Z" at the eavesdropper, n being the number of uses of the channel. Based on this
measure, the most common secrecy conditions required to be satisfied by channel codes are the weak
secrecy, which requires lim,, .o 21(W; Z") = 0, and the strong secrecy, requiring lim,,, I(W; Z") = 0.
Although the second notion of security is stronger, surprisingly, both secrecy conditions result in the
same secrecy-capacity region [3].

In the last decade, information-theoretic security has been extended to a large variety of contexts,
and this paper focuses on two different classes of discrete memoryless Degraded Broadcast Channels
(DBC) surveyed in [4]: (a) with Non-Layered Decoding and Layered Secrecy (DBC-NLD-LS) and (b)
with Layered Decoding and Non-Layered Secrecy (DBC-LD-NLS). In these models, the transmitter
wishes to send a set of messages through the DBC, and each message must be reliably decoded by
a particular set of receivers and kept masked from a particular set of eavesdroppers. The degradedness
condition of the channel implies that individual channels can be ordered based on the quality of their
received signals. The layered decoding structure requires receivers with better channel quality to
reliably decode more messages, while the layered secrecy requires eavesdroppers with worse channel
quality to be kept ignorant of more messages.

The capacity region of these models was first characterized in [4-6]. However, the achievable
schemes used by these works rely on random coding arguments that are nonconstructive in practice.
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In this sense, the purpose of this paper is to provide coding schemes based on polar codes, which were
originally proposed by Arikan [7] to achieve the capacity of binary-input, symmetric, point-to-point
channels under Successive Cancellation (SC) decoding. Capacity achieving polar codes for the binary
symmetric degraded wiretap channel were introduced in [8,9], satisfying the weak and the strong
secrecy condition, respectively. Recently, polar coding has been extended to the general wiretap
channel in [10-13]. Indeed, [12,13] generalize their results providing polar coding schemes for the
broadcast channel with confidential messages, and [11] also proposes polar coding strategies to achieve
the best-known inner bounds on the secrecy-capacity region of some multi-user settings.

Although recent literature has proven the existence of different secrecy-capacity achieving polar
coding schemes for multi-user scenarios (for instance, see [11-18]), polar codes for the two models
on which this paper is focused have, as far as we know, not been analyzed yet. As mentioned in
[4], these settings capture practical scenarios in wireless systems, in which channels can be ordered
based on the quality of the received signals (for example, Gaussian channels are degraded). Hence,
the ultimate goal of this work is not only to prove the existence of two asymptotic secrecy-capacity
achieving polar coding schemes for these models under the strong secrecy condition, but also to
discuss their practical construction and evaluate their performance for a finite blocklength by means of
simulations.

1.1. Relation to Prior Work

A good overview of the similarities and differences between the polar codes proposed in [10-13]
for the general wiretap channel can be found in [13] (Figure 1). The polar coding schemes proposed in
this paper are based mainly on those introduced by [13] because of the following reasons:

e To provide strong secrecy. Despite both weak and strong secrecy conditions resulting in the
same secrecy-capacity region, the weak secrecy requirement in practical applications can result in
important system vulnerabilities [19] (Section 3.3).

o To provide polar coding schemes that are implementable in practice. Notice in [13] (Figure 1)
that the coding scheme presented in [10] relies on a construction for which no efficient code is
presently known. Moreover, the polar coding scheme in [12] relies on the existence, through
averaging, of certain deterministic mappings for the encoding/decoding process.

As in [13], our polar coding schemes are totally explicit. However, to provide strong secrecy and
reliability simultaneously, the transmitter and the legitimate receivers need to share a secret key of
negligible size in terms of rate, and the distribution induced by the encoder must be close in terms
of statistical distance to the original one considered for the code construction. Moreover, we adapt
the deterministic SC encoder of [20] to our channel models, and we show that it can perform well
in practice. As concluded in [20], this deterministic SC encoder will avoid the need to draw large
sequences according to specific distributions at the encoder, which can be useful in communication
systems requiring low complexity at the transmitter.

In [13] (Remark 3), the authors highlight the connection between polar code constructions and
random binning proofs that allows them to apply their designs to different problems in network
information theory. Nevertheless, in our polar coding schemes, the chaining construction used in [13]
is not needed because of the degradedness condition of the channels, and consequently, we can
introduce small changes in the design in order to make our proposed coding schemes more practical.
In this sense, we assume that a source of common randomness is accessible to all parties, which allows
the transmitter to send secret information in just one block of size n by only using a secret key with
negligible size in terms of rate. Despite this common randomness being available to the eavesdroppers,
no information will be leaked about the messages. Moreover, if we consider a communication system
requiring transmissions over several blocks of size 1, the same realization of this source of common
randomness can be used at each block without compromising the strong secrecy condition.
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1.2. Overview of Novel Contributions
The main novelties of this paper can be summarized as follows:

1. Scenario. This paper focuses on two different models of the DBC with an arbitrary number of
legitimate receivers and an arbitrary number of eavesdroppers for which polar codes have not

yet been proposed. These two models arise very commonly in wireless communications.
2. Existence of the polar coding schemes. We prove the existence for sufficiently large n of two

secrecy-capacity achieving polar coding schemes under the strong secrecy condition.
3.  Practical implementation. We provide polar codes that are implementable in real communication

systems, and we discuss further how to construct them in practice. As far as we know, although
the construction of polar codes has been covered in a large number of references (for instance,

see [21-23]), they only focus on polar code constructions under reliability constraints.
4.  Performance evaluation. Simulations results are provided in order to evaluate the reliability and

secrecy performance of the polar coding schemes. The performance is evaluated according to
different design parameters of the practical code construction. As far as we know, this paper is
the first to evaluate the secrecy performance in terms of the strong secrecy, which is done by
upper-bounding the information leakage at the eavesdroppers.

1.3. Notation

Through this paper, let [n] = {1,...,n} for n € Z*, a" denote a row vector (a(1),...,a(n)).
We write al/ for j € [n] to denote the subvector (a(1),...,a(j)). Let A C [n], then we write a[.A]
to denote the sequence {a(j)}jc4, and we use AC to denote the set complement with respect
to the universal set [n], that is AS = [n] \ A. If A denotes an event, then AC also denotes its
complement. We use In to denote the natural logarithm, whereas log denotes the logarithm
base two. Let X be a random variable taking values in X, and let g, and py be two different
distributions with support X, then D(gy, px) and V(gy, px) denote the Kullback-Leibler divergence
and the total variation distance, respectively. Finally, /1;(p) denotes the binary entropy function, i.e.,
hy(p) = —plogp — (1 — p)log(1 — p), and we define the indicator function 1{u} such that it equals
one if the predicate u is true and zero otherwise.

1.4. Organization

The remainder of this paper is organized as follows. In Section 2, the channel models DBC-NLD-LS
and DBC-LD-NLS are introduced formally, and their secrecy-capacity regions are characterized.
In Section 3, the fundamentals theorems of polar codes are revisited. In Sections 4 and 5, two polar
coding schemes are proposed for the DBC-NLD-LS and DBC-LD-NLS, respectively, and we prove
that both are asymptotic secrecy-capacity achieving. In Section 6, practical polar code constructions
are discussed for both models, and the performances of the polar codes are evaluated by means of
simulations. Finally, the concluding remarks are presented in Section 7.

2. System Model and Secrecy-Capacity Region

Formally, a DBC (X, py,. v, 7.7, %, Yk X === X Y1 X Zp X -+ X Z1) with K legitimate receivers
and M eavesdroppers is characterized by the probability transition function py, y,z,. .z x/
where X € X denotes the channel input, Y, € ) denotes the channel output corresponding to
the legitimate receiver k € [1,K] and Z,, € Z,, denotes the channel output corresponding to the
eavesdropper m € [1, M]. The broadcast channel is assumed to gradually degrade in such a way that
each legitimate receiver has a better channel than any eavesdropper, that is:

XY= =Yi—Zy—— 2 (1)

forms a Markov chain. Although we consider physically degradation, the polar coding schemes
proposed in this paper are also suitable for stochastically degraded channels (see Remark 2).
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2.1. Degraded Broadcast Channel with Non-Layered Decoding and Layered Secrecy

In this model (see Figure 1), the transmitter wishes to send M messages {Wm}%:1 to the K
legitimate receivers. The non-layered decoding structure requires the legitimate receiver k € [1,K]
to reliably decode all M messages, and the layered secrecy structure requires the eavesdropper
m € [1, M] to be kept ignorant about messages {W;}M . Considera ([2"Ri],..., [2"’M], 1) code for
the DBC-NLD-LS, where Wy, € [[2"R%]] for any m € [1, M]. The reliability condition to be satisfied by
this code is measured in terms of the average probability of error at each legitimate receiver and is
given by:

JEEOP [(W1,...,Wn) # (Wy,...,Wpm)] =0, for any legitimate receiver k € [1,K]. )

On the other hand, the strong secrecy condition to be satisfied by the code is measured in terms of
the information leakage at each eavesdropper and is given by:

im I(Wy,, Wyyt1, ..., Wp; Zy,) =0, for the eavesdropper m € [1, M]. 3)

n—o00

A tuple of rates (Ry, ..., Ry) € R is achievable for the DBC-NLD-LS if there exists a sequence
of ([2"R1],...,[2"RM7, 1) codes satisfying Equations (2) and (3).

I\ &

4>( Leg. Receiver K )—» Wi, Wyi—t, - - ., Wa, Wy
vy i
DBC 4>( Leg. Receiver 1 )—» W, Whi—1, - - -, Wa, Wy
Wi, W X" PYe.V1Zs... 7 Zi
T k12021 |X Eavesdropper M
i | Commmr
Equation (1) :
73 i
4>( Eavesdropper 2 )—» Waa, W .., W5
z
4{ Eavesdropper 1 )—» W, Wt - 6, 4
- J

Figure 1. DBC with Non-Layered Decoding and Layered Secrecy (DBC-NLD-LS).

Proposition 1 (Adapted from [4,5]). The achievable region of the DBC-NLD-LS is the union of all M-tuples
of rates (Ry,...,Ry) € RM satisfying the following inequalities,

M
Y R <I(X;V) —I(X;Zw), m=1,...,M,

1=m

where the union is taken over all distributions px.

The proof for the case of only one legitimate receiver in the context of the fading wiretap channel
is provided in [5], where the information-theoretic achievable scheme is based on embedded coding,
stochastic encoding and rate sharing. Due to the degradedness condition of Equation (1), by applying
the data processing inequality and Fano’s inequality, an achievable scheme ensuring the reliability
condition in Equation (2) for the legitimate Receiver 1 will satisfy it for any legitimate receiver k € |2, K].

Corollary 1. The achievable subregion of the DBC-NLD-LS without considering rate sharing is a K-orthotope
defined by the closure of all K-tuples of rates (Ry, ..., Rpy1) € RM satisfying:

Ry < I(X;Zps1) — 1(X;Zw), m=1,...,M—1,
RM < I(X;Yl) — I(X;ZM).
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2.2. Degraded Broadcast Channel with Layered Decoding and Non-Layered Secrecy

In this model (see Figure 2), the transmitter wishes to send K messages { W, }le to the K legitimate
receivers. The layered decoding structure requires the legitimate receiver k € [1, K] to reliably decode
the messages {Wg}lé:l, and the non-layered secrecy structure requires the eavesdropper m € [1, M]
to be kept ignorant of all K messages. Consider a ([2"%17, ..., [2"Rk], 1) code for the DBC-LD-NLS,
where W, € [[2"R]] for any ¢ € [1,K]. The reliability condition to be satisfied by this code is:

lim P [(Wl, o Wi, We) # (W, ., Wi—1,Wi)] =0, for the legitimate receiver k € [1,K], (4)

n—oo

and the strong secrecy condition is given by:

lim I(Wy,...,Wk; Z,,) =0, for any eavesdropper m € [1, M]. (5)

n—oo

A tuple of rates (Ry, ..., Rg) € RX is achievable for the DBC-LD-NLS if there exists a sequence of
([2"R17,..., [2"Rk], 1) codes such that they satisfy Equations (4) and (5).

Yll
4 \4{ Leg. Receiver K )—» Wi, Wa, ..., Wk
. :
DBC 4>( Leg. Receiver 2 )—» Wy, Wy
er---rWK X" Py..v,7Z z Yln
_— ] K Y1Zu-Za| X Leg. Receiver 1 W;
satisfying 4{ : )—> l

Z n

Equation (1) 4{ Eavesdropper M )—» WL W, ..

n

L )41>( Eavesdropper 1 )—»%%,M

Figure 2. DBC with Layered Decoding and Non-Layered Secrecy (DBC-LD-NLS).

Proposition 2 ( Adapted from [4,6]). The achievable region of the DBC-LD-NLS is the union of all K-tuples
of rates (Ry, ..., Rk) € RX satisfying the following inequalities,

k k
Y Ry Z (Vo YolVeer) = I(Vi, Zm),  k=1,... K
/=1 /=1

where Vo = @ and Vg £ X, and the union is taken over all distributions pv,..vy such that Vi — Vo — -+ - — Vg
forms a Markov chain.

The proof for the case of only one eavesdropper is provided in [6], where the information-theoretic
achievable scheme is based on superposition coding, stochastic encoding and rate sharing. Due to
the degradedness condition of Equation (1), note that any achievable scheme ensuring the strong
secrecy condition in Equation (5) for the eavesdropper M will also satisfy it for any eavesdropper

€[1L,M-1].

Corollary 2. The achievable subregion of the DBC-LD-NLS without considering rate sharing is a K-orthotope
defined by the closure of all K-tuples of rates (Ry, ..., Rx) € RX satisfying:

R[ S I(VE;YAVg,l)—I(VE;ZM|V[,1), EZL,K
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3. Review of Polar Codes

Let (X x Y,pxy) be a Discrete Memoryless Source (DMS), where X € {0,1} (see
Endnote [24]—which refers to References [25,26]) and Y € V. The polar transform over the n-sequence
X", n being any power of two, is defined as U" £ X"G,,, where G, = [1 3] “ is the source polarization
matrix [27]. Since G, = G,/ !, then X" = U"G,,.

The polarization theorem for source coding with side information [27] (Theorem 1) states that the
polar transform extracts the randomness of X" in the sense that, as n — oo, the set of indices j € [n]

can be divided practically into two disjoint sets, namely ng)y and £! |)Y’ such that U(j) for j € ng)y
is practically independent of (U'/~!,Y") and uniformly distributed, i.e., H(U(j)|U*~1,Y") — 1,
and U(j) forj € qu)y is almost determined by (U'/~1,Y"), i.e.,, H(U(j)|U"~1,Y") — 0. Formally, let:

X\y 2{jen:HU®GUY ") >1-6,},

X\y 2{jem:HUGUYT,Y") <6},

where 5, 2 27 for some B € (0, 3). Then, by [27] (Theorem 1), we have lim, e %\7—[(") | = H(X]Y)

X[y
Xy| = 1— H(X|Y), which imply that lim, e +|(H X|Y) (Eg?l)y

the number of elements that have not been polarized is asymptotically negligible in terms of

rate. Furthermore, [27] (Theorem 2) states that given U[(E( ") )€] and Y", U[qu)y]

and limy, e n|£ )C| = 0, ie,

can be reconstructed

X|Y
using SC decoding with error probability in O(n&n) Alternatively, the previous sets can be defined
based on the Bhattacharyya parameters {Z(U ’lllf 1 Y”)}” because both parameters polarize

simultaneously [27] (Proposition 2). It is worth mentioning that both the entropy terms and the
Bhattacharyya parameters required to define these sets can be obtained deterministically from pxy
and the algebraic properties of G, [21-23].

Similarly to 7—[;‘)}, and qu)y, the sets Hg?) and Eg?) can be defined by considering that observations
Y" are absent. A discrete memoryless channel (X, py|x,)) with some arbitrary px can be seen as

aDMS (X x ), PXPy| x). In channel polar coding, first, we define Hg?&, qu)y, 7-[<n) and £§<n) from
the target distribution pxpy|x (polar construction). Then, based on the previous sets, the encoder
somehow constructs U" and applies the inverse polar transform X" = U"G,, with distribution
fxn (since the polar-based encoder will construct random variables that must approach the target
distribution of the DMS, throughout this paper, we use a tilde above the random variables to emphasize
this purpose). Afterwards, the transmitter sends X" over the channel, which induces Y" ~ Gyu.
If V(Gxnyn, pxnyn) — 0, then the receiver can reliably reconstruct l][ﬁgq)y} from Y" and U[(qu)y) | by
using SC decoding [28].

To conclude this part, the following lemma provides a useful property of polar codes for the DBC.

Lemma 1 ( Subset property, adapted from [14] (Lemma 4)). Let (X, Y2, Y1) be random variables such that
X — Y, — Yj forms a Markov chain. Then, the following property holds for the polar transform U" = X" G,

HUGUY™Y) > HUuGuY=1Yyy) > HUG) U=, YY) Vje[n], whichimplies
(n) (n) (n) (n) (n) (n)
Ly’ C £X|Y - EX‘Y , and 7—[X|Y - ’HX‘Y CHy .
Remark 1. The subset property also holds if the sets are defined based on the Bhattacharyya parameters because,
under the previous Markov chain condition, Z (U(j)|UY~Y) > Z(U(j)|U¥=1, Y1) > Z(U(j)|uti—1,vy).

Remark 2. According to [14] (Lemma 4), the subset property also holds if the channels are stochastically
degraded. Therefore, since the construction of the polar codes proposed in the following sections is based basically
on Lemma 1, the polar coding schemes are suitable for physically- and stochastically-degraded channels.
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4. Polar Coding Scheme For the DBC-NLD-LS

The polar coding scheme provided in this section is designed to achieve the supremum of
the achievable rates given in Corollary 1 (secrecy-capacity without rate sharing). Thus, consider
the DMS (X x Vg X -+ X V1 X Zp X -+ X 21, Pxvy..Y,Zy..7, ) that represents the input and output
random variables involved in the achievable subregion of Corollary 1, where X = {0,1}.
Let (X", Y¥,..., Y], Z},, ..., Z}) be anii.d. n-sequence of this source. We define the polar transform
ur £ X"G,, whose distribution is pur (") = pxn(u"Gy) (due to the invertibility of G,), and we write:

pur (u) £ Hpu(j)|u1¢ffl (”(]')’”1:]'_1) (6)
=1

4.1. Polar Code Construction

Let 5, 2 27", where B e (0, %) Based on pxy,..y,z,,..z,» we define:

1 2 {je ] HUG[UYY) >1-4,}, @)
L0 2 fe ] Hu@)|ub=) < 8,1, ®
£ 2 e HUGUY ) <8, k=1...K ©)
Hyy, 24 € ) HUGUY ) >1-6,}, k=1,...,K (10)
H§?\>zm 20jen: HUGuY—1z8) >1-6,}, m=1,...,M. (11)

Then, based on the previous sets, we define the following partition of the universal set [n],

T & H%)ZM N (’H%Ll)c, (12)
i 2 Hgg?z n (H%)zmﬂ)c' m=1,...,M—1, (13)
F) & Hg?l)Yl’ (14)
24P n(#Hy),)S, (15)
() 2 (’H§?))C, (16)

which is graphically represented in Figure 3. Roughly speaking, in order to ensure reliability and strong
secrecy, the distribution of (I" after the encoding process must be close in terms of statistical distance
to the distribution given in Equation (6) corresponding to the original DMS. Hence, the elements U(})
such that j € ’Hg?) will be suitable for storing uniformly-distributed random sequences. On the other
hand, U[7 "] will not, and the elements U(j) such that j € 7" will be constructed somehow from

U'i—1 and the distribution Pugjui-1- The set I (m € [1, M]) belongs to ’Hgg)zm,

we have Hg(n')zm - Hg?z forany m' < m. Thus, U[I,(n")] will be suitable for storing information to be

and by Lemma 1,

secured from Eavesdroppers 1-m. Since C(") C (Hg?l)zm)c for any m € [1, M], the sequence U[C"]
cannot contain information to be secured from any eavesdropper, and it will be used to store the local
randomness [8] required to confuse the eavesdroppers (the local randomness in polar codes plays

the same role as the stochastic encoding used in [1,2]). According to [27] (Theorem 2), the legitimate

Receiver 1 will be able to reliably infer U[Eg?l)yl] given Y]' and U[(Eg?')yl)c]. Hence, if the polar

coding scheme somehow make the entries U(j) such that j belongs to F ") and (Hg?\)lﬁ €N (L'g?l)yl )¢
(hatched areas in Figure 3) available to the legitimate Receiver 1, this receiver will be able to reliably
infer the entire sequence U". In this sense, U[F (] will be used to store the uniformly-distributed

random sequence provided by a source of common randomness that will be available to all parties.



Entropy 2018, 20, 467 8 of 35

Since F(" C ng)z for any m € [1, M], the knowledge of U[F "] of the eavesdroppers will not

compromise the strong secrecy condition. On the other hand, U[(ng)y €N (Eg?l)y] )€] will contain
secret information or elements that cannot be known directly by all the eavesdroppers. Therefore,
the transmitter somehow will secretly send it to the legitimate receivers. Nevertheless, as will be seen,
this additional transmission will incur an asymptotically negligible rate penalty. Finally, by Lemma 1,
we have (£§?|)Y )¢ (Lg?l)yk)c for any k > 1. Hence, given U[(Lg?l)yl )€], all the legitimate receivers will

be able to reliably 1nfer the entire sequence U" from their own channel observations.

\ (n) N (m) \C

F HX‘Zl 1r (Hxlzl) —

| n) o (n) \C

: ' H;‘Zz Y (H) S ——————

: L
%H%)ZM X (”H;”‘)ZM) |
IEZREER [f oz [ 2 | ew 70 |
n C

~ iy, — () —

Hy = (Hx') ™

Figure 3. Polar code construction for DBC-NLD- LS The hatched area represents those indices j €

(’H;nli/l)c N ([,g("‘)y )€, which can belong to the sets I (m e [1,M]), cm, F) or ()

Remark 3. The goal of the polar code construction is to obtain the entropy terms {H(U(j)|U~1)}1 =1
{H(U(j)‘ulzj’l,Y{’)};’zl and {H(U(j)|U¥~1,Z1) ;’:1 for all m € [1, M] required to define the sets in

Equations (7)—(11) and, consequently, to obtain the partition of [n] given in Equations (12)—(16). In Section 6,
we discuss further how to construct polar codes under both reliability and secrecy constraints.

4.2. Polar Encoding

The polarization-based encoder aims to construct the sequence U" and, Consequently, X" = U"Gy.
Let Wy, for all m € [1, M] and C be uniformly-distributed random vectors of size \I | and [,
respectively, where C represents the local randomness required to confuse the eavesdroppers, and recall
that Wy, represents the message m that is intended for all legitimate receivers. Let F be a given
uniformly-distributed random | F (") |-sequence, which represents the source of common randomness
that is available to all parties. The encoder constructs the sequence #" as follows. Consider the
realizations wy, for all m € [1, M], ¢ and f, whose elements have been indexed by the set of indices

I,Sf), C™ and F("), respectively. The encoder draws ii" from the distribution:

]l{ﬁ(]):w ()} ifjeZ,Sf), m=1,...,M,
1{i(j) = c(j)} ifjecm,
Fugyun (G AT 2 8 1{a(j) ~0) b ijery, . (17)
Py (A7) ifj e (HY) N (£5)",
1{a(j) =@} ifje Ly,
where:
g(]) (ﬁl:j71> é argmax pu(j)|u1;j71(u|ﬁ1:jil), (18)

ueX

Pug)uvi-1 being the distribution induced by the original DMS. Note that 7 (n) — ((H(")) N g(n) )c) U
Eg(”), and according to Equation (17), U] Eg?)]
encoding algorithm in [20], while CI[(’H% ) )N (Eg?) )€] is constructed randomly. By [27] (Theorem 1),

is constructed deterministically by adapting the SC
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we have that the amount of randomness for SC encoding will be asymptotically negligible in
terms of rate. Then, the encoder computes X" = U"G,, and transmits it over the DBC, inducing
(Yo Y0, 2ot o) 21). ]

Finally, besides the sequence X", the encoder outputs the following additional secret sequence,

® 20l (my,) N (L5, (19)

This sequence ® must be additionally transmitted to all legitimate receivers keeping it masked
from the eavesdroppers. To do so, the transmitter can perform a modulo-two addition between
@ and a uniformly-distributed secret key that is privately shared with the legitimate receivers and
somehow additionally send it to them. Nevertheless, by [27] (Theorem 1), we know that this additional
transmission is asymptotically negligible in terms of rate.

Remark 4. The additional secret sequence ® can be divided into two parts: H[Hg?) N (’Hg?‘)},1 n (Eg?‘)yl )€,
which will be uniformly distributed according to Equation (17), and the remaining part that will not. The
transmitter could make the uniformly-distributed part available to the legitimate receivers by using a chaining
structure as the one presented in [9]. However, such a scheme requires the transmission to take place over several
blocks of size n. Moreover, it requires having a large memory capacity on either the transmitter or the legitimate

receivers, which can make the polar coding scheme unpractical in communication systems.

4.3. Polar Decoding

Before the decoding process, consider that the realization of the source of common randomness F
is available to all parties and the sequence @ has been successfully received by the legitimate receivers.

The legitimate receiver k € [1, K] forms an estimate U" of the sequence U" as follows. Given that
® and F are available, notice that it knows H[(Eg?‘)yl )€]. Moreover, by Lemma 1, (Eg?\)lﬁ )€ D (Eg?l)yk)c
for any k > 1. Thus, the k-th legitimate receiver performs SC decoding for source coding with
side information [27] to construct U" from U[(E;"‘)Yl)c} and its channel output observations Y;.
In Section 4.5.3, we show formally that the reliability condition in Equation (2) is satisfied at each
legitimate receiver k € [1,K].

4.4. Information Leakage

Besides the observations Z!,, the eavesdropper m € [1, M] has access to the common randomness
F = U[F")]. Thus, the information about the messages {W;}M leaked to this eavesdropper is:

I(Wo, ..., Wi E,Z0) = I(T[ UM, T T[F0], Z2). (20)
In Section 4.5.4, we prove that (W, Wy, 11, ..., Wy) is asymptotically statistically independent
of (F,Z1).
4.5. Performance of the Polar Coding Scheme

The analysis of the polar coding scheme described previously leads to the following theorem.

Theorem 1. Consider an arbitrary DBC (X, DY YiZygZy | X VK X s XY X Zp X e X Z1) such that
X € {0,1} and py, v,7,,..7,|x satisfies the Markov chain condition X —Yx — -+ —=Y1 —Zp — - — Z3.
The polar coding scheme described in Sections 4.1—4.4 achieves any rate tuple of the region defined in Corollary 1,
satisfying the reliability and strong secrecy conditions given in Equations (2) and (3), respectively.

Corollary 3. Since H[L(n")] for some m € [1, M| can contain information to be secured from Eavesdroppers
1-m, the polar coding scheme described in Sections 4.1—4.4 can achieve the entire region considering rate sharing

of Proposition 1 by storing part of any message W, such that m' < m into CI[I,(n”)] instead of part of Wiy,.
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Corollary 4. If we consider a communication scenario requiring transmissions over several blocks of size n, the
same realization of the source of common randomness F that is known by all parties could be used at each block,
and the reliability and the strong secrecy conditions would still be ensured.

The proof of Theorem 1 follows in four steps with similar reasoning as in [13] and is provided in
Sections 4.5.1-4.5.4. The proof of Corollary 3 is immediate, and the proof of Corollary 4 is provided in
Section 4.5.5.

4.5.1. Transmission Rates

In this step, we prove that the polar coding scheme approaches the corner point of the subregion
defined in Corollary 1. For any m € [1, M — 1], the rate R, corresponding to the message W, satisfies:

. (_ (n) C
nlg{}o R = nh%oo n ’I ’ o n%oo n ’Hx‘zm n (HX|Zm+1) ‘
)
A, (’wazm = 11,0 )
D 1(X; Zosr) — 1(X; Zo),
where (a) follows from the definition of the set I,Sqn) in Equation (13), (b) holds because, by Lemma 1,
Hgll)Zm 2 ng)z ,and (c) follows from [27] (Theorem 1). Similarly, according to Equation (12), we obtain:
Jim Ry = lim n\z | = lim n’HmZM N, S| = 1067) = 10X Zw).

4.5.2. Distribution of the DMS after the Polar Encoding

Let jy» be the distribution of U" after the encoding in Section 4.2. The following lemma
shows that §y» and the distribution py» in Equation (6) of the original DMS are nearly statistically
indistinguishable for sufficiently large n and, consequently, so are the overall distributions

GXYi.. Y1 Zpr. 2, AN DXy Y, Z0g. 71 -
Lemma 2. Let 6, =2 for some B € (0, %) Then,
V(qun, pun) < 85

V(@xnyy yrze,..zn Pxve. Y Zy..z) = V(qun, pur) < 57(,13 »

where 5% £ n\/4y/n, n2(2n — log(2y/n, n2)) + 6y + V2B, In2.

Proof. See Appendix A, setting L =1. [

Remark 5. The first term of 5(712 1 bounds the impact on the total variation distance of using the deterministic

SC encoding in Equation (18) for the entries U[E(n)} while the second term bounds the impact of storing
uniformly-distributed random sequences (messages, local randomness and common randomness) into the

entries U[’H( )}.

As will be seen in the following subsections, an encoding process satisfying Lemma 2 is crucial
for the reliability and the secrecy performance of the polar code.
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4.5.3. Reliability Performance

Consider the probability of incorrectly decoding all messages {W,, }2L , at the legitimate receiver
k e [1, K] Let anYI? and PX"Y,? be the marginal distributions of anYI?'"Yly'Z;\'A"'Z? and anYI;é'"Y?Z;\I/J"'Z?’
respectively. Consider an optimal coupling [29] (Proposition 4.7) between §xnyy and pxnyy such that:

P[Exmyp] =V (Gxmyp, pxnyn),

where Exuyn £ {(X",Y}") # (X", Y}")} or, equivalently, Exnyp £ {(@, Y # (U™, Y}")} because of the
invertibility of G,. Thus, for the legitimate receiver k € [1, K|, we obtain:

P[(Wl,...WM);A(wl,...,wM)] < P[0

(21)

(b)
S n\/é: + P[anyﬁ}

(c) (n)
< 1o+ dpgas

where (a) holds by [27] (Theorem 2) because a[(ﬁgy\)yl

Lemma 1, thatis, Z(U(j) U1, Y}*) < Z(U(j)|UY~1,Y}") for any k > 1, and by the definition of [:g?\)Yl in
Equation (9) and [27] (Proposition 2), that is Z(U (j)|U 1, YJ') < (H(U(j)|U*~1,Y7"))/2, and (c) holds
by the optimal coupling and Lemma 2 because V((N]Xnyl?, anY]?) < V(anyﬁmylnz}\lAmZ?, PXNYE. X2 7 ).
Therefore, the polar coding scheme satisfies the reliability condition given in Equation (2).

)€] is available to all receivers, (b) holds by

4.5.4. Secrecy Performance

Consider the information leakage at the eavesdropper m € [1, M| given in Equation (20). We obtain:

I(W,..., Wag F,Z0) = H(T[UM, 7)) + H(@[F®]|Z8) — H@[(WM, M) u F]|Zz)

. ~ . - (22)
<EM 7]+ | F0) - H(a(ut, 7) v F0] | Z5).

Now, we provide a lower-bound for the conditional entropy term of Equation (22). First, for large
enough 7,

[H(@[(uM,, ) U FO)|Z5) ~ HU[(UM, Z0) U O 23)

(a) . _ -

< |H(Z3) ~ H(Z3) | + [H(@[(UM, ) U FO), 23) ~ HU[(UY, 20) U FO], Z3)
® ;

< V(ng,/ PZ;&,) log V<'7z§,'r]zy,) (23)
2(n+\(uf‘£mzi(”)>uf(n)\)

0 21 P 7170 ) 108 T
O, 7 0F o)z Pt ZF 0z OB TGy o e Pt 0o )

+V(G

(©)
(n) ( (
< 3nfsnyllcl—ls - 2511?21—15 log 5nrllc)l—ls’

where (a) holds by the chain rule of entropy and the triangle inequality, (b) holds by [30] (Lemma 2.9)
and (c) holds because the function x +— xlogx is decreasing for x > 0 small enough and by
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Lemma 2 because V(Gz1, pzr) < V(fyxnyn pzn.Zh pxnyﬁmy{lzg/l“z{l), as well as by the invertibility of
G V(T 700y, wizs Puiom. 70)uFm ]Z,l) < V(@xmvy..xpzy,.. 2z Pxnvp..vp 7.z )- Hence, we have:

1=m=1

H(T[(U, Z") U F ]| Z3)

=m

H(U [( UtMm I( )) ] |Z ) 3n(sr(11c)i Is — 25$21 Is log 5r(1;11c)1 ls)
Z e (UM, 70)uFH (UG, Z3) = (3o, — 200 1 10g 011 ) (24)

( £, [z }‘*“-7:")‘) (1= 6) — (3n8\j14, — 20011 1og O,

V= IV

S

Q)

Y]

where (a) holds because conditioning does not increase the entropy and (b) holds because, according
to Equations (12)—(14) and Lemma 1, (Uf\ﬁmIi(n)) UFm C H;)Z , as well as by the definition of 'ng)z .
in Equation (11).

Finally, by substituting Equation (24) into Equation (22), for n sufficiently large, we obtain:

I(Wi ..., Wag; E, Z00) < 6 + 308 — 251 Togs™ (25)

Hence, the polar code satisfies the strong secrecy condition in Equation (3), and the proof of
Theorem 1 is concluded.

4.5.5. Reuse of the Source of Common Randomness

Consider that the transmission takes place over B blocks of size n. We use the subscript b € [1, B]
between parentheses to denote random variables associated with the block b. From Lemma 2, we have
V(qun Jpun) < 1(1131 ;s for any b € [1, B] because we use the same encoding of Equation (17) at each

block Hence, by the union bound, the polar code satisfies the reliability condition given in Equation (2)
because:

B

P[ngl {ag, # H?b)}} < ) P[Ug, # Uy < B(1v/3 + 835415,

where the last inequality follows from the fact that, since F and ®; are perfectly known, P [U( U b)]
only depends on the decoding at block b and, consequently, can be bounded as in Equation (21)

With a slight abuse of notation, let W,,.p1 (p,4,), Where 1 < by < by < B, denote the messages
{ Wy -+ M,(h))} pp, - 1t remains to show that Wy, (1.p) is asymptotically statistically independent
of (F, Z;;,(LB)). Since F is reused at each block, we have to consider the dependencies between the
random variables of different blocks that are involved in the secrecy analysis. According to these
dependencies, which are represented in the Bayesian graph of Figure 4, we obtain:

5 (@)

I(Wm:M,(l:B);er;z,(lzB)’F) = I(WmiM/(liB)’.ZZl,(liBﬂP)

= Z I(Wm:M,(l:B); Z:;;,(bJrl) |F/ Z;Z,(l:b))

(n) (n) (n)
B(n6y + 316,14 15 — 20,1316 108 0,13.16)

n
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where () follows from the independence between W,,,.\1 1.5) and F, and (b) holds because:

LW, (1:8)3 Zo 511y | Er Zoy (1.)
= I(Wm:M,(lsz); Zm,(b+1) |F/ Z;:l1,(1:b)) + I(WmiM,(bJrZZB); ZZz,(hH) |F' ZZ@(l:b)’ Wm:MI(11b+1))
< I(Wm:M,(1:b+1)/ F, ZZL(M,)? Z,Z,(bﬂ)) + I(Wm:M,(b+2:B)? Zzz,(l;bﬂ)r F, Wm:M,(l:b+1))

—

a

= I(Woen 51 F Z3 (10 Zo p41))

=

IN

TWoeat,(641) 3 Zyy (p1)) T TWoied, (1) Zon (1) Zom, 1) W (91), F)
b ~
< (18 + 3100 1, — 2031 3,108 050 1) + T(Wonaat 1), Zoy 1) Woi M (6+1) Zy, (1) | F)

( )
néy + 3n ‘5(121 Is 2‘51(1121 s 1og I(Ilc)l s/

—
=

where (a) holds because the messages at blocks b + 2-B are independent of F and all the random
variables of the previous blocks, (b) follows from Equation (25) and (c) holds by applying
d-separation [31] over the graph of Figure 4 because (W, (1), Z:ln,(lzb)) < F = (W, (p+1) an,(b+1))
forms a common cause and, consequently, (W,,. M,(l:b)'zfn,(l;b)) and (W, H),Z;IL(b +1)) are
independent given F.

|
|
|
: |
n n n ) n ! n n
Wi M,(b—1) u(bfl) Wl:M,(b) u(b) : Witm L(b+1) u(b+1)
|
~ I ~
Zy (b-1) OZmw) | Z o, (b4+1)
|
Block (b —1) Block (b) ! Block (b +1)

Figure 4. Bayesian graph plotting the dependencies between the random variables of different blocks
that are involved in the secrecy analysis when we consider a transmission over several blocks of size n.

5. Polar Coding Scheme for the DBC-LD-NLS

The polar coding scheme provided in this section is designed to achieve the supremum of the
achievable rates given in Corollary 2 (secrecy-capacity without rate sharing). In this model, there are K
input random variables {V,}X_, (where Vx £ X), each one corresponding to a different superposition
layer. Consider the DMS (Vi X --+ X Vg X Yk X -+ X Yy X Zp X -+ X 20, Pvy VYo Y1 ZagnZ1)
that represents the input and output random variables involved in the achievable subregion of
Corollary 2, where V; = {0,1} for any ¢ € [1,K]. Let (V{,..., V¢, Y¢, ..., Y], Z},, ..., Z}) be an iid.
n-sequence of this source. Then, we define the K polar transforms U/ £ V}'Gy, where ¢ € [1,K].
Since V; — V, — - - — Vg and, consequently, U; — Uy — - -+ — Uk (by the invertibility of G,) form
a Markov chain, the joint distribution of (U7, ..., Uy ) satisfies”

Puf,,,uln((uﬁl,..., £ l—Ilnpul Gty (ug(j }ue Juf_1Gp). (26)
]_
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5.1. Polar Code Construction

Based on py, . v vy..v, 7.2, the construction is carried out similarly at each superposition layer.
Consider the polar construction at layer ¢ € [1,K]. Let §, = 27" where B € (0,1). For the polar
transform U} = V'G, associated with the (-th layer, we define the sets:

Hyly, 2 i€ ) HWG) U v > 1- 6.3, 27)
eyl 2 e HWG) U Vi) <6, (28)
L0 2l € HUGIUT Ve ) <6}, k=16 K 29)
H%‘)V[_lyk 2 e HUGU Vi) >1-6.}, k=4...K (30)
HY o 2 ) HU) UL Ve, Z0) > 1-6,), m=1,...,M, (31)

where we recall that V; = @ when £ = 1 and Vg £ X when £ = K. At each layer ¢ € [1,K], based on
these previous sets, we define the following partition of the universal set [n],

E AN 1 T (32)
FUEY, (33)
Cé(n) = H%?Vé,l N (H%?Vé,le)Cf (34)
T2y, S (35)

which is graphically represented in Figure 5. The way we define this partition at the {-th layer follows
similar reasoning as the one to define the partition in Section 4.1 for the DBC-NLD-LS. In this sense,
(”)]

U, [’H% ‘) V(;‘,l] will be suitable for storing uniformly-distributed random sequences. Otherwise, U,[7,

will not and Uy(j) such that j € Té(") will be constructed somehow from (Uz:j _1,Vg_1) and the
distribution Pu, (ot - Now, Uy [Ié")] will be suitable for storing information to be secured from
DU Vi

My
(n) (n) (n) (n)
all eavesdroppers because Z,” belongs to ”HV[‘V[? Vi Vs Zus c HV€|V€—1 Z,,

any m’ € [1, M — 1]. Since Cg(n) - (H%‘)Vg,le)C’ U[Cé(n)] will be used to store the local randomness

required to confuse all eavesdroppers about the secret information carried on this layer. According
to [27] (Theorem 2), the legitimate receiver k € [1, K] will be able to reliably infer U, [L’(n)

VelVir Y
C
Y} and UZ[(L(:EZ)Vnﬂk)C]' By Lemma 1, we have (EEZ?VFM)C 2 (ﬁ(”) )~ forany ¢ < k. Therefore,
n
4

T and by Lemma 1, H for

| given

Ve Vi1 Y
)
V,

)€], the legitimate receivers /K will be able to reliably reconstruct U/ from its
V1Y ¢

given U [(L

own channel observations. In this sense, U [F, Z(")] will be used to store the random sequence provided

(n) (n)

by the source of common randomness. Since F,"" C ‘H the strong secrecy condition will not

VelVe-1Zm’
be compromised. On the other hand, U[(’Hg; ?V/qu)C N (ﬁg; \)V(,lY)q (hatched areas in Figure 5) will

contain secret information or elements that cannot be known directly by the eavesdroppers. Therefore,
the transmitter somehow will make those elements available to the legitimate receivers /(-K keeping
them masked from all eavesdroppers by incurring an asymptotically-negligible rate penalty.

As mentioned in Remark 3, the goal of the polar construction is to obtain the entropy
terms associated with the sets in Equations (27)—(31) and then define the partition of [n] given in
Equations (32)—(35).



Entropy 2018, 20, 467 15 of 35

(n) (n) C
—_ It _
HVA“VA’—le (HV/flvi—le)

(1) " (n) C J
VelVie1 Yy N ( VI!‘VI,‘—IYI,) ‘
7k 7" | . O

| (n) J (n) C
r Hylv, f— (’HVFWH) —

Figure 5. Polar code construction for the DBC-LD-NLS at the ¢-th layer. The hatched area represents
those indices j € (H\(/jfv(,,lyy)c N (‘:%\)wfly )€, which can belong to the sets I( M, e or T

5.2. Polar Encoding

The superposition-based polar encoder will consist of K encoding blocks operating sequentially
at each superposition layer, the block at layer ¢ € [1, K] being responsible for the construction of I}
In order to construct U} for some ¢ € [2,K], the encoder block needs V;' | = U}, G,,, which have been
constructed previously by the encoding block operating at the (¢ — 1)-th layer.

Consider the encoding procedure at layer ¢ € [1,K]. Let W, and C; be uniformly-distributed
random vectors of size |Z é(") | and |C é(") |, respectively, where W, represents the message intended for
receivers /-K and C, the local randomness required at the ¢-th layer to confuse all eavesdroppers about
this message. Let F; be a given uniformly-distributed random |F, én) |-sequence, which represents the
source of common randomness that is available to all parties. The ¢/-th encoding block constructs the
sequence iy as follows. Given the realizations wy, ¢, and f;, whose elements have been indexed by
the set of indices ZZ("), C Z(n) and F én), respectively, and given ¢)_; = iij_; G, provided by the previous
encoding block (recall that 3 £ & at the first layer), the /-th encoding block draws i} from:

11 g
qu[(])‘ulf 1 ( ()' - 7 Vg l)

ﬂ{w ) (1)} ifj ez,
{a,(j) = co(j)} ifjeCé"),

20 1{ap(j) = fuj } 1 1 ifje]—"(”()) . o . (36)
Pu, up vy ( iy 7)) ifj € (HV\V ) ﬂ(cv;Z\VH) ’
1{a,(j) = &V (7! 5;7 )} ifje Ly,

where:
_1:j—1 ~1j=1 ~p
gé])( / 0y 1) —argen;axpu()‘ulj R (u‘u/ ST _1), (37)

Pu,G)u-tve being the distribution induced by the original DMS. Notice that 7}('1) = ((ng szul )N

(ﬁ(”) c(”)

ViV, 1) ) U ViVt and similarly to the previous model, [C(">

Vi|Viy | is constructed in
a deterministic way by adapting the SC encoding algorithm in [20]; and U[(Hg/ \)Ve €N (Eg; )‘ v, )€ is
constructed randomly. By [27] (Theorem 1), the rate of the amount of randomness for SC encoding will
be asymptotically negligible. After constructing U, the /-th encoding block computes the sequence
V' = UG, and delivers it to the next encoding block. If £ = K, then V £ X", and the encoder
transmits it over the DBC, which induces the channel outputs (Y%, ..., Y, Z1 ..., Z1).

Finally, besides the sequence X", the encoder outputs the followmg addltlonal secret sequences,

C n C
V[W[ 11/[) N (C( ) ) }, (=1,...,K, (38)

Vel Ve-1Yy
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The sequence ®; corresponding to the layer ¢ € [1, K] must be additionally transmitted to the
legitimate receivers {-K keeping it masked from the eavesdroppers. To do so, the transmitter can
perform a modulo-two addition between {®;}KX | and a uniformly-distributed secret key privately
shared with the legitimate receivers and somehow additionally send it to them. If K < n,
by [27] (Theorem 1), we have that the overall rate required to transmit these additional secret
sequences is asymptotically negligible, i.e., lim_co Y4 ‘(I;l—f‘ = 0. As for the previous model, the
uniformly-distributed part of any ®, could be made available to the corresponding legitimate receivers
by using a chaining structure as in [9]. However, this approach will present the same disadvantages as
those mentioned in Remark 4.

5.3. Polar Decoding

Consider that the realizations of {F;}X_, are available to all parties, and the sequences {®,}X_,
have been successfully received by the corresponding legitimate receivers before the decoding process.
Consider the decoding at the legitimate receiver k € [1,K]. This receiver forms the estimates
{Ur}%_, of the sequences {U# }X_, in a successive manner from U7-(I!", and the procedure to estimate
l]'}? for some ¢ € [1,k] is as follows. First, given that ®, and F; are available, the receiver knows

Hd(ﬁ%fvzfﬂe)c]’ Moreover, by Lemma 1, (‘CEZ?Vequ)C C ( %{szﬂe)c for any ¢ < k. Thus, given
CI[KE% fw_lYf)C]’ the k-th legitimate receiver performs SC decoding for source coding with side

(n)
VelVeaY
In Section 5.5.3, we show formally that the polar coding scheme satisfies the reliability condition in

Equation (4).

information [27] to construct U,[£ | from 17,?, and from V;Ql = lfIZ;LlGn estimated previously.

5.4. Information Leakage

Besides the observations Z7,, the eavesdropper m € [1, M] has access to the common randomness
{F,}X_,. Therefore, the information about all messages leaked to the m-th eavesdropper is:

I(Wy, .. WiGE, ... Fi, Z8) = [ [Z), ., O [Z0); G [F), L G [FO0), 28). (39)

In Section 5.5.4, we prove that (Wy,...,Wk) is asymptotically statistically independent of
(Fi,..., Fx, Z1).

5.5. Performance of the Polar Coding Scheme

The analysis of the polar coding scheme leads to the following theorem.

Theorem 2. Consider an arbitrary DBC (X, Py, y,7,,..2,/xs VK X =+ X V1 X Zp X -+ - X Z1) such that
X € {0,1} and py, . y,7,,..7,|x satisfies the Markov chain condition X — Yx — -+ =Yy —Zy — -+ — Z3.
The polar coding scheme described in Sections 5.1-5.4 achieves any rate tuple of the achievable region defined in
Corollary 2, satisfying the reliability and strong secrecy conditions in Equations (4) and (5), respectively.

Corollary 5. Since U, [Ié")] for some ¢ € [1,K] can contain any information to be reliably decoded by the
legitimate receivers (—K, the coding scheme in Sections 5.1-5.4 can achieve the entire region considering the rate

sharing of Proposition 2 by storing part of any message Wy such that £/ > { into U, [I,S’”] instead of part of Wy.

Corollary 6. If we consider a communication scenario requiring transmissions over several blocks of size n, the
same realization of the source of common randomness (Fy, ..., Fx) that is known by all parties could be used at
each block, and the reliability and the strong secrecy conditions would still be ensured.

As in Theorem 1, the proof of Theorem 2 follows in four steps and is provided in
Sections 4.5.1-4.5.4. The proof of Corollary 5 is immediate. The proof of Corollary 6 is omitted
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because it follows similar reasoning as in Corollary 4. Despite that in this model, we have different
superposition layers, the dependencies between the random variables at different blocks have the
same structure of those graphically represented in Figure 4.

5.5.1. Transmission Rates

We prove that the polar coding scheme approaches the corner point of the subregion defined in
Corollary 2. For any ¢ € [1, K], the transmission rate R, corresponding to the message W/ satisfies:

. . (m)| @ 1. () ) \C
limy e Ry = limye0 2|Z," | = limy e & H‘Z‘V/j—le N (H‘Z‘Vi—lyﬂ) ’
®) .. 1]4,(n) . 1)q,(n)
= limye0 5 ‘HV/\V(,12M| —limy, e0 5 ’HVZ‘V£—1YI| (40)

()
= I(Vi; Yol Vir) = I(Ve; Zm| V1),

where (a) follows from the definition of the set Z é(") in Equation (32), (b) holds because, by Lemma 1,

H%\)szle ) H%fw,m' and (c) holds by [27] (Theorem 1).

5.5.2. Distribution of the DMS after the Polar Encoding

Let gz, 1y be the distribution of (ap,..., Up) after the encoding in Section 5.2. The following
lemma shows that Jup..up and pup...uy of the DMS are nearly statistically indistinguishable for
sufficiently large n and, consequently, so are the overall distributions Jyz_vayy ypzy . zr and

PV VEYE. Y] ZR,..Z0
Lemma 3. Let 6, = 2~ for some B € (0, %). Then,

V(up..uy Pup.up) < Oy

5 — V(5 (n)
V(qvp. vpvg.ypzy,.znpvevpvp.pzy.zy) = Vup. g pup.ug) < Oy

where 51(;_2115 £ Kn\/4\/n§n In2(2n —log (2v/n6,In2)) + 8, + /K2né, In2.

Proof. See Appendix A setting L = K. O

Remark 6. The first term of 51(;31[ s bounds the impact on the total variation distance of using the deterministic
SC encoding in Equation (37) for U, [Eg; ?V[_J at each layer ¢ € [1,K]. The second term bounds the impact of

(n) ] '

storing uniformly-distributed random sequences that are independent of V' | into Uy [HV[‘V[ )

5.5.3. Reliability Performance

Consider the probability of incorrectly decoding {W,}5_, at the legitimate receiver k € [1,K].
Let Gypyp and pypyy for any £ < k be marginals of vy _vave ypzy..ze and pya vayn ypzy . .zn,
respectively. Consider an optimal coupling [29] (Proposition 4.7) between gy, yy and pyyyy such that:

PlEvpvp] = V(@vpyy, pvpyy),

where Eynyy £ {(vp, Y # (VP Y]} or, equivalently, Eynys £ {(ay, Yy # (Uup, Y} due to the
invertibility of G,. Furthermore, for all ¢ € [1, k|, we define the error events SV[H £ {Vp # V'Y or,
equivalently, 5‘7; £ {0} +# U}}; and we define 5‘761 £ @. Hence, for any ¢ € [1,k], the average
probability of incorrectly decoding the message Wy at the k-th receiver can be upper-bounded as:
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P[We # W, <P[U} # Uy]
pluy # U”|€Vnynmé’cnl] €V NEG ]

+P[Up # Up|Evryn U Egn ] [SV;YJ? U Svﬁl]

>
I

<Py # U} |Eppyn 0 £Cn ] +P[Eypyp] +P[Epn |
(a) (41)
SE o ZWGWTT VLY + PlEyy] +PlEg, ]

VelVe—1Yy

(b)
< nv/ou + P[Eymyn] + P[SVZ”,J

(©) .
< 1B+ 8l + PEgy ]

where (a) holds by [27] (Theorem 2) because Ug[(ﬁg,’; fw

k-th receiver, (b) holds by Lemma 1, by the definition of the set Ei/ ?V ~ in Equation (29) and
by applying [27] (Proposition 2) and (c) holds by the optimal coupling and Lemma 3 because

V(qVZIY}:l’ pVKnYl:') S V(qu'---VEY}é---Y?ZXA---Z{1’ pvlnmvgygmylnzx/[mz?). Thus, by induction, we Obtain:

)C] for any ¢ < k is available to the

k
P[(Wy, ... Wi) # (W,...,W)] < Y P[U, # U] < £ k+1
=1

( \/E + (Sld nls) (42)

Consequently, if K < n, the polar coding scheme satisfies the reliability condition in Equation (4).

5.5.4. Secrecy Performance

Consider the leakage at the eavesdropper m € [1, M] given in Equation (39). As in Equation (22),
we obtain:

K
I(Wy,..., Wi Fy,... Fi, Z0) Z| WWFM | —H(WL [T UFM], . Uk [T UFM) |20 @3)

Following similar reasoning as in Equation (23), for n large enough, we have:

]H a <">uf<”>] ., U [ TMUFM]|ZE) - H [ oF™M), L Uk (2 UFM] 28
() e S v Ll

)
< (K+ Z)n(sfg_)nls - 251(d_> log st d_)

nls nls’
t A
where (a) holds by defining V V(qu ZMOFEM, gz oMz Puy [I](")ufl(”)],.A.,UK[II((")U}'I(!')]ZI,Z)
and [30] (Lemma 2.9) and (b) follows from Lemma 2 by using similar reasoning as in Equation (23)
and because the function x — xlog x is decreasing for x > 0 small enough. Hence, we obtain:
H((h [T (")U}"( )],_. Uy [ 7 (”)”Zn
(n)

> H(U iz ) UFM], Uk ( R Zi) = (K +2)n6 . — 260y, l0g i)
1 j—1 (n) (n) (n) (45)

> Y Z]ez w HUDU,", VILy, Z3) — (K 2)18)4 1y — 2014115 108 01115

2 T [z U fe(n)‘ (1= 20) = (K+2)n0 )y — 260, log 8(1,,),
where () holds because conditioning does not increase the entropy and because U} — - - - — U} _; — Uy
forms a Markov chain and the invertibility of G, and (b) holds because, according to Equations (32) and

() | () (n) (n) ()

(33),Z, " UF,” C HVAVé,lz forall £ € [1, K], because by Lemma 1, we have 1, Ve S HVf‘Vé—lzm
for any m € [1, M — 1], and by the definition of the set Hg//\)V/q , given in Equation (31).
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Finally, by substituting Equation (45) into Equation (43), we obtain:
I(Wy, ..., WG Fr, .. Fi, Z00) < ndp + (K +2)n600)  — 2600 Tog sl (46)

Hence, if K < n, the polar code satisfies the secrecy condition in Equation (5), and the proof
is concluded.

6. Polar Construction and Performance Evaluation

In this section, we discuss further how to construct the polar codes for the DBC-NLD-LS and
DBC-LD-NLS proposed in Sections 4 and 5, respectively. Moreover, we evaluate the reliability and the
secrecy performance of both polar coding schemes according to different parameters involved in the
polar code construction. Although the construction of polar codes has been covered in a large number
of references (see, for instance, [21-23]), they only focus on polar codes under reliability constraints.

For the DBC-NLD-LS, we consider the Binary Erasure Broadcast Channel (BE-BC), where each
individual channel of the DBC is a Binary Erasure Channel (BEC). For this model, we propose
a construction of the polar code that is based on the Bhattacharyya parameters instead of the
corresponding entropy terms. The reason is that, for the BE-BC, the Bhattacharyya parameters
associated with the sets in Equations (7)—(11) can be computed exactly [7] (Proposition 5). Then,
we evaluate the reliability and the secrecy performance of the code, and we focus on how different
parameters involved in the proposed polar code construction impact its performance.

On the other hand, for the DBC-LD-NLS, we consider the Binary Symmetric Broadcast Channel
(BS-BC), where each individual channel is a Binary Symmetric Channel (BSC). From [7] (Proposition 5),
we know that the method to compute the exact values of the Bhattacharyya parameters for a BEC
provides an upper-bound on the Bhattacharyya parameters of the BSC. Although this method can
be useful to construct polar codes under reliability constraints [21-23], it fails when the code must
guarantee some secrecy condition based on the information leakage. Indeed, in order to upper-bound
the information leakage in Equation (39), according to Equation (45), notice that we need a lower-bound
on the entropy terms (or Bhattacharyya parameters). Hence, for this model, we focus more on
proposing a new polar code construction that is based directly on the entropy terms associated with
the sets in Equations (27)-(31).

Throughout this section, as in [7], we say that a channel or a conditional distribution py|x (y|x)
withx € X £ {0,1} andy € ¥ £ {0,...,|Y| — 1} is symmetric if the columns of the probability
pyx(010) - pyx(|1Y|—1/0)

pyix(011) - pyx(|Y|=1[1)
for each sub-matrix, each row is a permutation of each other row and each column is a permutation of

each other column. Therefore, the individual channels of both BE-BC and the BS-BC are symmetric.
Due to the symmetry of BE-BC, we will see that the distribution induced by the encoding described

in Section 4.2 for the DBC-NLD-LS will approach exactly the optimum distribution of the original DMS

used in the polar code construction. Consequently, the performance of the polar code will depend only

transition matrix Py|x = [ } can be grouped into sub-matrices such that

on the parameters involved in the construction. On the other hand, despite the symmetry of the BS-BC,
due to its superposition-based structure, the encoding described in Section 5.2 for the DBC-NLD-LS
only approaches the target distribution asymptotically. Hence, this encoding will impact the reliability
and secrecy performance of the polar code when we consider a finite blocklength.

6.1. DBC-NLD-LS

For this model, we consider BE-BC with two legitimate receivers (K = 2) and two eavesdroppers
(M = 2). Therefore, each individual channel is a BEC with X £ {0,1} and Y, = Z, £ {0,1,E}, E
being the erasure symbol and k, m € {1,2}. The individual channels are defined simply by their erasure
probability, which is denoted by ey, for the corresponding legitimate receiver k (P[Y; = E| = €y,) and
€z,, for the eavesdropper m (P[Z,, = E] = €z,,). Due to the degradedness condition of the broadcast
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channel given in Equation (1), we have ey, < ey, < €z, < €z,. By properly applying [19] (Proposition
3.2), it is easy to shown that the secrecy-capacity achieving distribution p for this model is the uniform,
ie., p%(x) = 1 Vx € {0,1}. For the simulations, we consider a BE-BC such that ey, = 0.01, ey, = 0.04,
€z, = 0.2 and €z, = 0.35. According to Corollary 1 and since p%(x) is uniform, we obtain that the
capacity without considering rate sharing is R} = 0.15 and R} = 0.16.

6.1.1. Practical Polar Code Construction

Given the blocklength 7 and the distribution p%y y, 7.7 = PXPy,v,2,7,|x, the goal of the polar
code construction is to obtain the partition of the universal set [1] defined in Equations (12)—(16)
and graphically represented in Figure 3. Hence, we need to define first the required sets of
Equations (7)—(11), which means having to compute the entropy terms {H(U(j)|U/~1)}" =1
{HU(G)|ut-1 Y”)}” ; and {H(U (]')|U1:f_1,Z,71)};7:1 Vm € {1,2} associated with the polar
transform U" = X”G Alternatively, as mentioned in Section 3, we can define the sets in
Equations (7)—(1 1) from the corresponding Bhattacharyya parameters. Indeed, since each individual
channel is a BEC, by [7] (Proposition 5), we can compute with very low complexity the exact values
of {Z(U(j)|uti—1)}» o {z(u()|uri-1 i)Yy and {Z(U( Huti-1,zn) iy ¥m € {1,2}. To do
so, we use the recursive algorithm [22] (PCC- 0) adapted to the BEC, which, for instance, will obtain
{z(u(@)|uti-1 Y") !, from the initial value Z(X|Y;) = ey, (the entire code in MATLAB used for this

section is provided as Supplementary Material—see Endnote [32]). Regarding {Z(U(j)|U/~1)}* =1
since p% is uniform, it is clear that Z(U(j)|U%~1) = H(U(j)|U%~1) = 1 forallj € [n ], which means

Hg?) = [n]. Consequently, the set 7(") = @, and according to Equation (17), neither random, nor
deterministic SC encoding will be needed.
In order to compare the performance of the polar coding scheme according to different

parameters and to provide more flexibility in the design, instead of using only Oy to define the

B(s)
sets in Equations (7)—-(11), we introduce the pair (57(,r>, 5,(15> ), where 5,(1 A o- b and 5( s) 2 i for

some B, B8 € (0, 1). Let R} € [0,R}] and R}, € [0, R3] denote the target rates that the polar coding
scheme must approach We obtain the partition defined in Equations (12)—(16) as follows. First, we

define (Hgg\y ) £{je€n:HUQG) UYL yr)<1- 5(5)} where one can notice that we have used

5(5). Then, we choose I( ) by taking the [nR}] indices j € (Hg(l)Y ) that correspond to the highest
Bhattacharyya parameters {Z ( ( H|uti—1 Zz) -1 for Eavesdropper 2. Second, we choose Il(n) by
taking the [nR]] indices j € ( X|Y ) \I that correspond to the highest Bhattacharyya parameters

{z(u()|uti-1 Z”)}” for Eavesdropper 1. Finally, we obtain C(") = (Hga)yl)c \ (Zl(") UIZ(")) and

Fo =30 Furthermore, in order to evaluate the reliability performance of the code, we define

X1
Eg?\)Yl £{jen:HUgG) U1y < i) }, where one can notice that we have used 5. Since the

additional secret sequence ® corresponds to those entries belonging to (’Hg?')Y1 )C N (ﬁg?')yl

will depend on (J; 5 ,0 (S)) According to the polar code construction proposed in this section, notice that
| > R} + R5.

)C, its length

o ) must be small enough to guarantee that | (% X|Y )

6.1.2. Performance Evaluation
. . . . . e .
First, notice that the encoding of Section 4.2 will induce a distribution §x» Vvzze = Pxeygynzyzn
because 7" = @ (we do not use SC encoding), and the encoder will store uniformly-distributed

sequences into the entries U(j) that satisfy H(U(j)|U'~1) = 1 for all j € Hg?) = [n]. Hence,
V(g XnYPYPZEZI Pxn Ypyrz Z?) = 0, and the performance will only depend on the code construction.
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W on the average bit error
probability at the legitimate Receiver 1. Since V(g Xnypynzazis Pyn Yz Zl") = 0, from Equation (21),

To evaluate the reliability performance, we obtain an upper-bound P; b

we have:
ub(1 1 . - n
& ()éﬂT Y z(u()|uti g, (47)
£y, | jeLyy,

Due to the degradedness condition of the BE-BC and, consequently, by Lemma 1, the average bit
error probability at the legitimate Receiver 2 will be always less than the one at the legitimate Receiver

1. Since the legitimate receivers must estimate the entries belonging to Eg?‘)yl regardless of (Hg?l)yl)c

and the target rates (R}, R}), the reliability performance only depends on the pair (1, 5 ).

In order to evaluate the secrecy performance, we compute an upper-bound on the
information leakage I(W;, Wa; F, Z{‘) and an upper-bound on the information leakage I(W; F, Zg)
Since V (gxn YpYrzazes Pxn Yavrzy Z?) = 0, from Equations (22) and (24), we obtain:

2 ,
Wy W, Z0) 2 Y|+ | FO - zu(utizy)t, e
i=1 jezMuz{MuFm)
MWy F,Z8) 2 ||+ | F0 = Y z(u)|utit z)?, (49)
jer{"uFm

where we have used [27] (Proposition 2) to express the information leakage in terms of the
Bhattacharyya parameters because H(U(j)|UY~1,z%) > Z(U(j)|U'—1,Z%)?. According to the
proposed polar code construction, the secrecy performance will depend on (n,é,ss)) and the rates
(R}, R%), but not on .

Additionally, we evaluate the rate of the additional sequence ® simply by computing:

1 1 n
o] = < (1) N (£, (50)

XY, Xy,

which will depend on the triple (1, 5, 5,&5)), but not on (R}, R}).
Let pr be the normalized target rate in which the polar coding scheme operates, that is
PR = % = % In Figure 6A,B, we evaluate the upper-bounds on the information leakage defined
in Equations (48) and (49), respectively, as a function of the blocklength n for different values of
pr. To do so, we set B(*) = 0.16 and B®) = 0.30, which defines a particular pair ((5,(1r), (57(,5)) for each
value of n (recall that (S,Sr) does not impact on the secrecy performance of the polar code). As we
proved in Section 4.5.4, for large enough n, the secrecy performance improves as n increases. Moreover,
to achieve a particular secrecy performance level, the polar code will require a larger blocklength n as
)
the parameter pr only determines the amount of indices that will belong to Il(") U Iz(n) - (’Hga)yl )C.
Since, by construction, we take those indices corresponding to the highest Bhattacharyya parameters
associated with the eavesdroppers, taking more elements always increases the corresponding leakage.

For rates approaching the capacity and small values of 7, notice that we obtain a secrecy performance

the rates approach the capacity. This happens because, given (7, 5,(15)) and, consequently, (H

that is getting worse as n increases (for instance, for pr = 0.94, we obtain that the information leakage
is increasing from n = 2% to n = 2!2). This behavior is mainly explained because the elements of U"
have not been polarized enough for small values of n. Consequently, for a given value of B(*), not
all the Bhattacharyya parameters associated with the eavesdroppers corresponding to the sets Il(”)
and 1'2(") are sufficiently close to one. Since, for a given pg, the cardinality of Il(n) and Iz(n) increases
with 7, then the information leakage can increase with n when 7 is not large enough. Moreover, since
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operating at lower rates means taking a fewer number of indices in Il(") and Iz(”), but taking those that
are closest to one, this behavior appears only for large values of pg.

1)

I'® (Wy, Wos F,

10 12 14 16 18 20 10 12 14 16 18 20

logon logon

o pr=09% -B pr=090 —& pg=080 —4 pg=070

Figure 6. Secrecy performance of the polar coding scheme for DBC-NLD-LS over BE-BC as a function

of the blocklength 1 and the normalized target rate pg when we set () = 0.16 and g(8) = 0.30.

(A) Upper-bound on the information about (W;, W,) leaked to Eavesdropper 1 defined as in

Equation (48). (B) Upper-bound on the information about W, leaked to Eavesdropper 2 defined

as in Equation (49).

The impact of 5,(15) on the secrecy performance is graphically represented in Figure 7A,B,
where the former plots the upper-bound defined in Equation (48) and the latter the upper-bound
in Equation (49) as a function of the blocklength n for different values of /S(S'). Now, we set
B} = 0.16 and pg = 0.90. As can be seen in Figure 7, the secrecy performance improves as the

(s)

value of B®) increases (or equivalently, as 4, decreases). This behavior is as expected because
notice that 5,(15) defines the value of the highest Bhattacharyya parameter Z (u(]')’ulrj ~L Y that

will belong to (Hg?\)Yl

)C, that is the set containing the possible candidates for Il(n) U Iz("). Since
the polar construction chooses the indices that will belong to Il(n) and Iz(") by taking the ones
corresponding to the highest Bhattacharyya parameters associated with the eavesdroppers and since,
by Lemma 1, Z(U(j)|U"1,Z) > Z(Uu(j)|u'y=1,zy) > z(U(@j)|u'¥=1,Y7) for any j € [n], the
sums in Equations (48) and (49) over the indices j € Il(n) u Iz(n) will be larger as ,B(S) increases (as
5,(15) decreases), while their cardinality remains the same for a given pr. Furthermore, notice that 5,(1S)

also defines F(") = Hg?l)yl ={jen:zUGUY1tyH >1- (5,(15)}. Thus, the larger is the value

of B®) (the lower is (57(,5)), the smaller is the cardinality of F(*) and the higher are the Bhattacharyya
parameters associated with the eavesdroppers that belong to this set.
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Figure 7. Secrecy performance of the polar coding scheme for DBC-NLD-LS over BE-BC as a function
of nand B(8), which defines (5,(15) for each 1, when we set B(*) = 0.16 and pg = 0.90. (A) Upper-bound on
the information about (W, W) leaked to Eavesdropper 1 defined as in Equation (48). (B) Upper-bound
on the information about W, leaked to Eavesdropper 2 defined as in Equation (49).

Figure 8 plots the upper-bound on the average bit error probability at the legitimate Receiver 1
defined in Equation (47) as a function of the blocklength n for different values of () (which defines

a particular 5,(:) for each n). For this figure, we set B = 0.30 and pr = 0.90. As can be seen in Figure 8,

the higher is the value of [3<r) (the smaller is the value of 5,(1r>), the better is the reliability performance

)

of the polar code. This is because (L(Ir defines the higher Bhattacharyya parameter associated with

the legitimate Receiver 1 whose corresponding index will belong to the set ﬁg?\)\ﬁ (recall that this set

contains the indices of those entries that the legitimate receivers have to estimate). Hence, it is clear
that the upper-bound in Equation (47) is decreasing as 5,9) decreases (as B(*) increases). Moreover,
as we have proven in Section 4.5.3, we can see that the reliability performance is always improving as
n increases.

Finally, how the values of the pair (8(*), (), or equivalently, the values of ((5,(zr), 5 ), impact the
rate of the additional secret sequence ® given in Equation (50) is represented graphically in Figure 9.
In Figure 9A, we set pg = 0.90 and B(") = 0.16, and we represent the rate of ® as a function of
the blocklength n for different values of B). Otherwise, in Figure 9B, we evaluate the rate of ®
as a function of n for different values of B(*) when pr = 0.90 and B(®) = 0.30. As mentioned in
Section 4.2, this rate tends to be negligible for sufficiently large n. Moreover, according to the polar

code construction proposed previously, for a fixed n, the cardinality of the set <H§?\)Y1 )C N (£§?I)1/1)C

will be higher for larger values of (8(*), (%)), or equivalently, smaller values of (5,(1r), 5,(15) ). Therefore,
as can be seen in Figure 9, it is clear that higher values of (8(*), (5)) mean also higher rate of the
additional secret sequence.
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Figure 8. Reliability performance of the polar coding scheme for DBC-NLD-LS over BE-BC as a function

of n and ), which defines 6" for each 1, when we set 85) = 0.30 and pg = 0.90. That is, the bound

P; *M on the average bit error probability at the legitimate Receiver 1 is defined as in Equation (47).

A B

0.05 |- ‘ —
--p6) =0.10

B 806) =020

—A—(5) = 0,30 ||
£} £}
—1= 0.03¢ —l=
[} [}
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Figure 9. Rate of the additional secret sequence ® computed as in Equation (50) for DBC-NLD-LS over
BE-BC as a function of the blocklength  for different values of (B(*), 8(8)), which defines ((SS), (5515)) for
each n. (A) Rate of ® for different values of ﬁ(s) when ﬁ(r) = 0.16 and pr = 0.90. (B) Rate of ® for
different values of () when B(8) = 0.30 and pg = 0.90.

In conclusion, Figures 6-9 show that, for a particular value of the blocklength , there is a trade-off
between the reliability or the secrecy performance of the polar code and the length of the additional
secret sequence ®, which can be controlled by the value of (") or (%), respectively, in the polar code
construction. Moreover, for sufficiently large 7, the performance of the polar coding scheme always is
improving as n increases. Indeed, these figures show that we can transmit at rates very close to the
capacity, providing good reliability and secrecy performance levels.

6.2. DBC-LD-NLS

For this model, we consider BS-BC with two legitimate receivers (K = 2) and two eavesdroppers
(M = 2). Hence, each individual channel is a BSC where X = Y} = Z,, = {0,1}, and k,m € {1,2}.
The individual channels are defined simply by their crossover probability, which is denoted by ay,
for the corresponding legitimate receiver k (P[Yy = 0|X = 1] = P[Y; = 1|X = 0] = ay,) and az,
for the corresponding eavesdropper m (P[Z,, = 0|X = 1] = P[Z,, = 0|X = 1] = az,). Due to the
degradedness condition of the broadcast channel given in Equation (1), we have ay, < ay, < az, <agz,.
Due to the symmetry of the channel, it is easy to prove by using similar reasoning as in [33] (Ex. 15.6.5)
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and by properly applying [19] (Proposition 3.2) that the secrecy-capacity achieving distribution p7j,
satisfies p}; (v) = pk(x) = % Vo, x € {0,1}, and consequently, pg‘qv is symmetric. Thus, the distribution
P|v can be characterized simply by the crossover probability ay|y £ p§(|v(0|1) = p’)}lv(l |0), where
axjy € [0, %] Indeed, the overall rate in Proposition 2 is maximized when ayy, = %, which implies
that Ry = 0. Then, by taking « x|y < %, we can transfer part of the rate associated with the message W»
to the rate R, Ry = 0 and R; being maximum if & x|v = 0. For the simulations, we consider a BS-BC
with ay, = 0.01, xy, = 0.04, a7, = 0.2 and a7, = 0.35. We set ax|y = 0.1084, which corresponds to the
distribution that maximizes In(R1) + In(Ry) for this particular channel (proportional fair allocation).
Thus, according to Corollary 2, the maximum achievable rates are R} = 0.2507 and R = 0.3254.

6.2.1. Practical Polar Code Construction

Given the blocklength 7 and the distribution pj xy.y. 7.7 = PV xPy,v,2,7,|x, the goal of the polar
code construction is to obtain the partition of the universal set [n] defined in Equations (32)-(35) and
graphically represented in Figure 5. Hence, we need to define first the sets in Equations (27)-(31), which
means having to compute the entropy terms {H (U () \Ul] ! 1 {H(Uy(j )|U1] ! Yl”)};l:1 and
{H(U; (j )|lll] ! Z”)}" , associated with the polar transform U} = V"G, for the first superposition

T 1j-1 1j-1
layer and {H(Ux(j)|U,” ™", V") Iy, {H(Ua ()|, v, ¥3) iy and {H(Ua() U7, v, Z8) 0,
associated with the polar transform U} = X" G, for the second layer. In the following, we propose
an adaptation of the Monte Carlo method [22] (PCC-1), which is based on the butterfly algorithm
described in [7] for SC decoding, to directly estimate these entropy terms.

Monte-Carlo method to estimate the entropy terms. First, consider the entropy terms associated
with to the first layer. As for the previous model, since p},(v) = 1, we have H(Uj (j )|U1] 1) =1
for all j € [n]. In order to compute {H (U (j )|LI1] ! Y,:’)};’Zl and {H (U (j )|U1] ! Z,’;)};‘Zl for some
k,m € {1,2}, we run the Monte Carlo simulation as follows. First, due to the symmetry of the channel
and the symmetry of p§(|v, as in [22] (PCC-1), we can set v" = u] = 0" at each iteration. For the
() n(7)

realization T € [1, N¢], Nr being the number of realizations, we randomly generate yZ and z,; ’ from

p;‘/n vn and p}n v respectively (by abuse of notation, we use (7) in any sequence a™(*) to emphasize

that it is generated at the iteration T € [1, N¢|). Next, we obtain the log-likelihood ratios {LY ‘V( i

j=1
and {L 1 by usmg the algorlthm [22] (PCC-1). For instance, consider {LY |V( i j—1- From the

Z \V( s
initial values {p3, |V(yk ( )0)/ ka‘V(yk (j)|1) 1 j—1, the algorithm recursively computes:

n(t) gj-1 * i1

(1) (2 pY"U” 1\U1(J')(yk O710) (@) P Uy (= 1Yn(0|0 Vi)
LYklv(]) =In " n(t) Oj—l 1 o 1 0 0]._1 n(7) 7
pYIl1u11:j71‘ul(]) (yk | ) o pul (]‘)‘ull:jflylg( | ’yk )

forall j € [n], where (a) follows from the fact that P, 0 (0) = pﬁlw (1) = 1 because H(Uj (j )|U1] 1) =1

(T)) (1)

v lv(]), and since:

for all j € [n]. Hence, we can obtain p* from L

o
() [uy Ty (0107 i

HU G ¥8) = Eygrong 1 (5, o O ) )]

after N¢ realizations, we can estimate H(U (j)| U11 =1 Y}') by computing the empirical mean, that is,

N,
L1y ~ 1y x i1 n(1)
( )lu Nr ;hz <pul(]) 1:j— 1 0‘0 ’yk )> .



Entropy 2018, 20, 467 26 of 35

Now, consider the Monte Carlo method to estimate {H(U(j )|U1] ! LV
1:j-1 i
{H(U()|w," ™, v, vy, and {H(U ()|t~

with the second layer. To obtain {H(Ux(j )|U1] ! V") j—1, we can see X and V as the input and

output random variables, respectively, of a symmetric channel with distribution p?,l «+ Now, although

j=1
v,z ]V.‘:l for any k,m € {1,2} associated

p’)} is uniform and, consequently, H (Uz(j)|U;:j 71) = 1forall j € [n], notice that ’HXH‘)V # [n] and
75 @ because H") and its complementary set depend on p§qv. On the other hand, to obtain

X|v

{H(Uz( |U1] Lym, Y”)}” 1 or {H(Ux(j) |U1] ! LV zZh) j—1, We can see (V,Yy) or (V,Zy) as the
output of a symmetric Channel with distribution pf,m x Or p;Zm‘ « respectively, where notice that
pVYk|X pV‘XpY X and pVZm‘X pV‘XpZ X because V — X — Y} — Z,,, forms a Markov chain. Hence,
due to the symmetry of the previous distributions, we can set x"* = uj = 0" at each iteration. Then,

for the realization T € [1,N¢], we draw v"(7), yZ(T) and ZZ(T) from the distributions p;,,‘ xnr Pyz|xon

and pzn xn, respectively. Next, we obtain the log-likelihood ratios {LV‘ X( ) 1 {LVYk\ X(])}” ; and
{L VZW‘X( i) i1 by using [22] (PCC-1). Since H(LIZ(])|U2 ) = 1forallj € [n], we have py, (i )( u)

=2
forall u € {0,1}, and we can compute p* ., (0[0/=L,0"®)), p* (0[]0, 00", ( )

Ua )|y’ vm W (j) Uy vy

nd Pu G vz (ojoi1, v”(T),z’,L(T)) from the corresponding log-likelihood ratios. Finally, after N

realizations, we can estimate the corresponding entropy terms by computing the empirical mean.

Partition of the universal set [n]. In order to provide more flexibility on the design, now we introduce

(Lr) (1s)
((5(1’r) (5(1’5)) for the first layer, where (5(1’r) 297" and (57(,1’5) 2 2= for some g, pLs) e (o, .
(2r)
For the second layer we introduce (5(2 r),é,(f’s)) and (5,(12’L),5,(12’H)), where 57(12;) 4 p-nf , 5,(12’5) 4
5) H)

2 521 £ 9w 4 g 52 20w g0 some 21, §25), BRI BEH) ¢ (0, 1),

Consider the partition of [n] for the first layer (¢ = 1 in Equations (32)—(35)). As mentioned
previously, since pj(v) = 3, we have 7—[%}1 ) = [n] and ’71(") = @. Let R| € [0, R}] denote the target rate
corresponding to the message W; that the polar coding scheme must approach. We obtain the partition in

Equations (32)-(35) as follows. First, we define (HE/HIY )€ £ {j € [n]: H(U(j )\Ulj Ly Y7 <1-— 5,(11’5)}.

Then, we choose Z," (n) by taking the [nR]] indices j € (HE/RY )€ that correspond to the highest entropy
terms {H (U ( )|U1] ! Z”)}” 1 associated with Eavesdropper 2. Notice that 5"
\(’HV‘Y )€| < R}. Finally, we obtain C( ) = (HV\Y )¢ \I and ]:( ) = Hg/‘)y Furthermore, in order to

evaluate the reliability performance, we define EV\Y £ {jen]: HU( )\Ul] ! ) < (5( ’ )}

must guarantee

Consider the partition of [n] for the second layer (¢ = 2 in Equations (32) (35)). Since H # [n]

x|V
and 7,") # @, we define Hy), £ {j € [n] : H(U>(j)|L~", V") > 1o M} and £§), 2 {j € [n]
H(U, |U1] ! v < (5(2'L)} where we have used (5( ) and 57(12’L),respectively Let R} € [0, R3] denote

the target rate corresponding to W,. We define (’H( ) 2 {je ’Hg?‘) s H(Ua(j )\Ulj Lym, Y})) <

X|VY, v
1-— ,(128 }. Then, we choose I( ") by taking the [nR)] indices j € (H;‘)VY )€ that correspond to the

1:j-1

highest entropy terms {H(U,(j)|U,” ~, V", Z} )}” , associated with Eavesdropper 2. Thus, notice that

€| > R5. Then, we obtain C( " = (Hg\)vy) \Iz(")

gq)vyz ={je

6™ and 6% must guarantee |7-[X|V| > \( X‘VY

and .7-"2(") = g?\)VY Finally, in order to evaluate the reliability performance, we define £

] : HU ()W, v vg) < 6273,
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6.2.2. Performance Evaluation

First, notice that the encoding at the first layer induces a distribution §y» = py». For the
second layer, the entries LI[H(”)

le] of the original DMS only are almost independent of V"
because H(U;(j )|U1] !

V) < 1- ( %) for j € ’ng)v Nevertheless, the encoding will construct

i, [Hg?v] by storing uniformly-distributed sequences that are totally independent of V". On the

other hand, since qu)v C ’T(n) # @, the encoder will use the deterministic SC encoding

in Equation (37) to construct UZ[Eg(\)V
we will have (QV"X”YZ”Y?ZSZ?/’”V"X"Y;Y{‘ ZQZ{') # 0 for finite n. Since, as seen in Section 5.5,

]. Therefore, according to Lemma 3 and Remark 6,

this total variation distance impacts the performance, we obtain first an upper-bound d%l\’, on
~ N . . .
V@ynxnygyrzaze, Pym XnYpYrZazn ), which is defined as:

d%t\)/ 2 d%b + dUb(H),

)

where dyp ( will measure the impact of using the deterministic SC encoding in Equation (37)

for the entr1es U, [qu)v] and d%l\),(H) is the contribution on the total variation distance of storing
uniformly-distributed random sequences into I, [ng)v

Consider d%l\),(L), which corresponds to the analytic bound found in Lemma A2. For the

| that are totally independent of V".

simulations, we can use the Monte Carlo method to directly estimate Equation (A4) by computing the
empirical mean,

N
ub(L 1 - * 5(j
dTV( '& N, )y [ ) (1 N puz(j)\u;jfl"” (uz v

N )
T'=1 ]Gllga)v

Ifl;:j_l(T/),ZV)"(Tq))}, (51)

n(r’))

where (7"(7), i,
£\ has been obtained previously in the polar code construction and, according to Equation (A4),

X|v
us(j) = argmax,,c rg 1 p Gy (ulit ;] 1 ), 7"(7)). Due to the symmetry of pV‘X, the probabilities

P,

must be drawn at each iteration T € [1,Ny] according to Equation (A2),

*

W (j)|U,
Consider now d%l\’,(H)

-1y, CAN be obtained w1th low complexity using the butterfly algorithm described in [7].

, which corresponds to the analytic bound found in Lemma Al. We can
compute exactly the Kullback-Leibler divergence as in Equation (A3) by using the corresponding
entropy terms obtained in the polar code construction. Thus, by applying Pinsker’s inequality, we have:

/
4 & (21n2 y (1—H(U2 )u” ' Vn)>>12' 2

ey,

According to the polar code construction, |£§?‘)V\ and |’H§?|)V| will depend only on the values of

5,(12'1“) and 5,(12'H), respectively, for a particular . Hence, the value of d%, can be controlled by adjusting
(B, B2 Tt is clear that higher values of (821, B2H)) mean lower cardinalities of the sets £t

x|V
and ng)v and, consequently, lower d4%. However, |(’H§?‘)V)C N (£§(|V) | increases with (%), p2H)),
and the encoder in Equation (36) requires more randomness to form Uz[(”Hgg)v) N (£§?|>V)C]

To evaluate the reliability performance, we obtain the upper-bounds P; (M) and P;b(z) on the
average bit error probability at Receivers 1 and 2, respectively. From Equations (41) and (42) and by
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applying [27] (Proposition 2) to upper-bound the Bhattacharyya parameters from the entropy terms,
we have:

pol) e gub Z VHWG) U ), (53)
| vm’ jec ‘)

pPL ogub | 2 Z\/H W)U g) + ———— Y HWG U, v yg). 64
1y V|Y1 jecyh, |£X\VY2|]ec§q>W

To evaluate the secrecy performance, we compute an upper-bound I'° (W, Wy; Fi, >, Z4) on the
information leakage I(W;, Wy; Fy, F», Z}) for Eavesdropper 2. From Equation (45) we obtain:

10 (Wi, Wa; Fy, B, Z8) 2 dnd®®, — 2490 log dib + 2 Iz u FM)

- Y HW()u, ; 7z - Y H(WLG)|w v zg), (65

jezMuFM jer"uF"

Due to the degradedness condition of BS-BC and, consequently, by Lemma 1, the information
leakage at Eavesdropper 1 will be always less than the one at Eavesdropper 2.
Finally, we evaluate the overall rate of the additional sequences {®1, @, } by computing;:

1 1 C C C
—(11] + 1020) = = (| () 0 (L5 |+ | () T (£0,)])- (56)

The performance of the polar coding scheme is graphically shown in Figure 10. As for the

previous model let pr be the normalized target rate in which the polar coding scheme operates, that is

PR = % = R* In Figure 10A, we evaluate the upper-bound I ub(Wl, Wa; Fi, B, Z%), which corresponds

to the upper-bound on the information leakage defined in Equation (55) when we consider 44, = 0, asa
function of the blocklength  for different values of pg. For this plot, we set (1) = 0.30 and f(>%) = 0.36.
Notice that (8(17), 27)) and (B21), B2H)) if we set di, = 0 will not impact the information leakage.
As we have proven in Section 5.5.4, the secrecy performance is improving as n increases. Moreover, to
satisfy a particular secrecy performance level, the polar code will need higher values of n as the target
rates approach the capacity.

In Figure 10B, we evaluate the upper-bounds P{i 15(1) and P; 3(2), which correspond to the bounds
on the average bit error probability at the legitimate Receivers 1 and 2, respectively, when we set
d4b = 0, as a function of the blocklength . For this plot, we set B4 = B(21) = 0.24 and notice that
the reliability performance will not depend on the values of (8(1*), 8(>%)) and pg. If we set dsb =0,
then it is clear that it will not depend on (8%), B2H)) either. As shown theoretically in Section 5.5.3,
the error probability becomes lower as the blocklength # increases.

Figure 10C plots the overall rate of the additional secret sequences computed as in Equation (56)
when we set (1) = g(21) = 0.24, 1) = 0.30 and B(>%) = 0.36. As mentioned in Section 5.2, we can
see that this rate tends to be negligible for n sufficiently large.
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Figure 10. Performance of the polar coding scheme for DBC-LD-NLS over BS-BC as a function of the
blocklength 1 when g7 = g21) = 0.24, (1s) = 0.30, B(2%) = 0.36 and p>H) = g2H) = 0.36.
(A) Upper-bound on the information about (W7, W,) leaked to Eavesdropper 2 defined as in
Equation (55) for different normalized target rates pr when we set d%l\’, = 0. (B) Upper-bounds
on the average error probability at legitimate Receivers 1 and 2 defined as in Equations (53) and (54),
respectively, when d%l\’, = 0. (C) Overall rate of the sequences {®7, P, } computed as in Equation (56).
(D) terms d%l\),(H) and d%l\),(L) that contribute to the bound on the total variation distance d%]\j, defined as
in Equations (51) and (52), respectively.

Finally, Figure 10D plots the upper-bounds d%k\’,(L) and d%l\gl(H) defined in Equations (51) and (52),
respectively, when we set B(>F) = B(2H) = 0.36. As we have proven theoretically in Lemma 3, notice
that the total variation distance decays with the blocklength 7. Precisely, notice that d%l\’,(L) is lower than
d%l\a,(H), and therefore, the bound on the total variation distance is practically governed by d%l\),(H) (@b ~
leﬂ\),(H)). This happens because although we can compute exactly the Kullback-Leibler divergence
as in Equation (A3) from the entropy terms estimated in the polar code construction, Pinsker’s
d%l\J,(H) as in Equation (52) can be too loose for n not sufficiently large. Consider
the impact of d%, on the reliability performance of the code. The average error probability bounds
in Equations (53) and (54) are modeled as the sum of two terms, one depending directly on d%{’, and
the other depending on the polar construction (which has been plotted in Figure 10B). Since d};g(H) is
too loose, what we obtain is that the reliability performance of the code will be governed practically
by the bound db, for small values of the blocklength n. Now, consider the impact of di% on the
secrecy performance of the code. The bound on the information leakage in Equation (55) is modeled
as the sum of two terms, one also depending only on the polar code construction (which has been
plotted in Figure 10A) and the other depending on d%. However, in this situation, d{%, impacts the

inequality to obtain



Entropy 2018, 20, 467 30 of 35

information leakage approximately as # - d%l\’,, which means that this term will totally govern the
secrecy performance. Recall that this term follows from Equation (44), which bounds the impact of the
encoding in Equation (36) on the conditional entropy term of the information leakage as a function of
the total variation distance. Hence, we can conclude that this bound, which follows from applying [30]
(Lemma 2.9), can be too loose for n not sufficiently large.

7. Conclusions

We have described two polar coding schemes for two different models over the degraded
broadcast channel: DBC-NLD-LS and DBC-LD-NLS. For both models, we have proven that the
proposed polar coding schemes are asymptotically secrecy-capacity achieving, providing reliability
and strong secrecy simultaneously. Then, we have discussed how to construct these polar codes in
practice, and we have evaluated their performance for a finite blocklength by means of simulations.
Although several polar code constructions methods have been proposed in the literature, this paper,
as far as we know, is the first to discuss practical constructions when the polar code must satisfy both
reliability and secrecy constraints. In addition, we have evaluated the secrecy performance of the polar
code in terms of the strong secrecy performance, which has been possible by obtaining an upper-bound
on the corresponding information leakage at the eavesdroppers. Indeed, we have shown that the
proposed polar coding schemes can perform well in practice for a finite blocklength.

The criteria we have chosen for designing the polar codes are: to provide reliability and strong
secrecy in one block of size n by using only a secret key that is negligible in terms of rate and to minimize
the amount of random decisions for the SC encoding. For the first purpose, we have introduced the
source of common randomness, and we have avoided the use of the chaining construction given in [9]
(which is possible due to the degraded nature of the broadcast channel); for the second one, we have
adapted the deterministic SC encoding given in [20]. These two types of randomness have different
implications on the practical design: while the common randomness is uniformly distributed and can
be provided by the communication system, the randomness for SC encoding is not and must be drawn
by the encoder. In communication scenarios requiring several transmissions of size 1, we have shown
that one realization of the common randomness can be reused without worsening the performance.

Despite the good performance of the polar coding schemes, some issues still persist. How to
avoid the transmissions of the additional secret sequences is a problem that remains open. Despite
the length of the required secret key being asymptotically negligible in terms of rate, these additional
transmissions can be problematic in practical scenarios. As pointed out in Remark 4, one can adopt
the chaining construction in [9] to further reduce the length of these sequences, but this requires
the transmission to take place over several blocks of size n and a very large memory capacity at the
transmitter or receiver side. Furthermore, despite the rate of the amount of randomness required for
SC encoding being negligible, how to replace the random decisions entirely by deterministic ones is
a problem that still remains unsolved. Another problem that remains open is how to avoid the use
of the common randomness, which allows keyless secret communication over a single block of size
n (keyless in the sense that the rate of the required secret key is negligible). Finally, to design polar
codes based on the proposed performance evaluation, it seems necessary to find tighter upper-bounds
on the total variation distance between the distribution induced by the encoder and the original
distribution used in the code construction, particularly for the term that models the impact of storing
uniformly-distributed sequences. Also, for the secrecy performance, it would be interesting to find a
tighter upper-bound to evaluate the impact of the total variation distance on the information leakage.

Lastly, it is worth mentioning that having to know the statistics of the eavesdropper channels
for the polar code construction may seem problematic. Nevertheless, for the polar code construction,
one can consider virtual eavesdroppers with some target channel qualities. For DBC-LD-NLS, we can
design a polar code according to the statistics of this virtual eavesdropper, and due to the degradedness
condition of the channel, this code will perform well if the real eavesdroppers have worse channel
quality (worst-case design). On the other hand, for the DBC-NLD-LS, one can simply consider different
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levels of secrecy depending on different target channel qualities. Depending on the channel quality
of the real eavesdropper with respect to the virtual ones considered for the design, the polar coding
scheme will provide a particular secrecy performance level.

Supplementary Materials: The MATLAB code used in this paper for Section 6 is available at http://www.mdpi.
com/1099-4300/20/6/467/s1.
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Abbreviations

The following abbreviations are used in this manuscript:

DBC Degraded Broadcast Channel

DBC-NLD-LS  Degraded Broadcast Channel with Non-Layered Decoding and Layered Secrecy
DBC-LD-NLS Degraded Broadcast Channel with Layered Decoding and Non-Layered Secrecy
SC Successive Cancellation

DMS Discrete Memoryless Source

BEC Binary Erasure Channel

BSC Binary Symmetric Channel

BE-BC Binary Erasure Broadcast Channel
BS-BC Binary Symmetric Broadcast Channel

Appendix A. Proof of Lemmas 2 and 3

Consider aDMS (Vy X -+ X VL X Vg X -+ X V1 X Zpp X -+ X 21, PV, v, Y. Y1 Zw.. 2, ) the joint

distribution of which satisfies the Markov chain condition V| —--- =V} —Yg —--- = Y] — Zp —
— Z;. Consider an i.i.d. n-sequence (V',..., V[, Y¢, ..., Y], Z},, .. Z") of this DMS, 1 being any
power of two. We define the polar transforms g, .. UL) where Ug = V]'Gy for each £ € [1,L],

with joint distribution pup..up- Then, define 7—[§/|)V and EHV as in Equations (27) and (28),

where V) = Uy £ @. Let V; £ X; if L £ 1, notice that this DMS is the one considered for the code
construction of DBC-NLD-LS. Otherwise, if L £ K, it is the one considered for DBC-LD-NLS.

Now, consider the polar encoding procedures described for both models in Sections 4.2 and 5.2.
Let quy...up be the joint distribution of (l:l{’, ceey l:lf) after the encoding. For both models, we have:

L n

~ ~ N ~ ) _1:—-1 .
quy..up (M?,.-.,UZ) = ngl qué(j)|ué1f”1V[L ( ’u PUy 1G")
where, forall 4 € [1,L],
., .,l 1 .
()‘ulf 1 7 ( | 7 Ny 1)
: ifj € H%Vé Y
oo~ L C C
pU@(])\U“ ! (u ‘u/ i) e (M %?Vz 1> M (EEZ?WA) ! (A1)
1:j—1
{1, (j) = 6(1) (“z] 7))} ifj e ﬁwvé %

Py, G, being the distribution induced by the original DMS and &U) being the deterministic
L

arg max functlon given in Equation (18) for DBC-NLD-LS or given in Equation (37) for DBC-LD-NLS.
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Additionally, consider another encoding process that constructs (Lvl{’, e lvlf) by omitting the use
of the deterministic arg max function, but samples U (j) from the distribution:

! if j € H\")
. L1=1 o 2 ] VilVe-1’
q i1y, (He(f) JO)1) = -1, . n c (A2
UL, Vi, Py, ) u vy ( |u 7 By 1) ifj e (Hg/zkaq) .

First, the following lemma shows that the joint distributions puy...uy and 07u;l...ug are nearly
statistically indistinguishable for sufficiently large n.

Lemma AL Let 5, =2 for some B € (0, %), and define oV & /203, In2. Then,

v 1
V(s pur.ay) < VL&Y

Proof. The Kullback-Leibler distance between puyp...uy and qvu{z_uug is:

y (@)
D(pup..u lluy.uy) - = 2?:1 S By (P (Puga v g e, )
1
;-1

Oyt L. (1= H (G |u v;_l)) (A3)

@ Vz\Vx 1

< L(Sn]HV Vi
where (a) holds by the chain rule, the invertibility of G, and the fact that U} — U} — --- — U, (and
y —tp — - -+ — Uy) forms a Markov chain, (b) follows from Equation (A2) and by applying [14]
(Lemma 10), and (c) holds by the definition of %E/ fv in Equation (27). Finally, since |7-[V Ve | <

and by using Pinsker’s inequality, we obtain V(’hl;’...ug/ Puf...uz) < V2LnéyIn2. O

Now, we show that Jup..up and Jup..up are nearly indistinguishable for # large enough.
Lemma A2. Let &, =2~ for some B € (0, 3). Then,

~ « 2
V(@Gur. .y dur.up) < 57,

where (5,(12) £ 1n \/2\@5,(11) (Zn —log \/5(57(11)) + 0y and 5,(11) defined as in Lemma Al.

Proof. The proof follows similar reasoning as the one for [20] (Lemma 2). Hence, define a coupling [29]

for (Uf,...,U}) and (Uf,..., U}) such that Ug[(ﬁ%};fwil)c] Ug[(ﬁwv )€]. Thus, we have:

2
R

(up...,ﬂg)#(af,...,tlg)]
e w2
2“271 (o) # U (ul”

( = Puy iy (“f )|a ™ v )ﬂ

where (a) follows from the coupling lemma [29] (Proposition 4.7), (b) holds by the union
bound, the invertibility of G, and the fact that U — Uy — --- — U, (and U} — Uy — -+ —
;) forms a Markov chain, (c) also holds by the union bound and (d) follows from

V(quy..up dup..up)

= IA
~
»\p.—|

IN
g

(A4)

o

1j—

IN

1 ~ -
a,”=, vy = Vﬁl]

- Zf 126[: E(u” 1V"71)
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Equations (A1) and (A2) given that U/[(Eg/[?vl )] = Hp[(ﬁi,{m )€] and from defining u}(j) £
1:j-1

argmax, (o 1 pué’(],)‘u;;jflvkn ’U Veﬂ_l).

Next, for any ¢ € [1, L] and j € [n], for sufficiently large 1, we have:

1:j—1 1:j—1
HWO v =BG a7 7))
(a) . i . ; 1l
< |HUL V) = HE V) [+ [ v = HUG), a7 )|
(b) . (A5)
< 2V (5, 1 D 1 1 2
- (qu}] uy, Pu;] luﬂl) OgV(liuuqu P )
14 /-1 [ (-1

(¢)
é Z\ﬁé,(ll) (2n —log \@(5,(11)),

where (a) holds by the chain rule of entropy and the triangle inequality, (b) follows from

applying [30] (Lemma 2.9), the invertibility of G,, and because V " u o ) =
ppy g[ ]( ) y n (pu()‘ulf 1u qull 1u71 pu;]uffl)
V(ljuz;jflu;,il,Pu;;jflugil), and (c) holds because V(qu;;/ lll” ,PUU 1ll”71) < (qUZ‘?iluzz,Pufilu;') <

\@5,(11) (by using Lemma A1 and taking L = 2) and because the function x — xlog x is monotonically
decreasing for x > 0 small enough.

Thus, forany ¢ € [1,L] and j € EE/?V , we have:

2v/255) (2n —1og v261)) + 6,
@ s W J v
> n (21 —log /26, )+H(Uz()|u Veq)
(b) .
> H(w(p’ ', v,)
_ 1:j=1 v
—]E(ulj 1U"71) h2 (pu()ull 1\/" (uZ ‘u Vf—l)):|
> ]E( 1:j— 1U"71) - (1 ()|U1] lvn (u’g(]) lvll}:Jl’anl)> (46)
1:j—1
log (1 Pu,gyuli-ty, (”f’ jl Vﬂn—lm

(c) 1;j—1 2
= Bapm) [( ~Pu v ( ‘U Vﬁn—l))

@ o 2
= (E(U” L) Kl Pugg, (D07 V“)>D '

where (a) holds because, by definition, H (Ug( )|Ul] ! Vi 1) < dpifj € EHV (b) holds by

}Ulj ! ,VI,) >1/2andlog(x) < —xifx €

Equation (A5), (c) holds because Pu, Uy (uf

[0,1/2) and (d) follows from Jensen’s mequahty

< n, we have

Finally, by combining Equations (A4) and (A6) and because ‘EVlef 1| <

V(qU{'...UZ/qU?...UZ) < Ln\/Zﬁ(Sn (2n — log ﬁén )+5,. O

Hence, by Lemma A1, Lemma A2 and by applying the triangle inequality, we obtain:

V(@quy..up pup.ap) < V(@up.ap Jup.ap) +V(duy.up, pup..uy)
< Ln\/z\fzan (2n —1og v26{") + 6, + VLoV, (A7)
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Consequently, since qyligylnz;\t/lzﬂvlnvzt = pYﬁ---YfZX/I---Z?|V1"---Vf and the 1nvert1b111ty of Gn, we

obtain V(qvy..vpvp..vpzy,..zps Pvp.vpvp.xpzy..zi) = V(qup.up, pup..up), and this concludes the
proof.
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