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Abstract: The impact of uncertainty on risk assessment and decision-making is increasingly being
prioritized, especially for large geotechnical projects such as tunnels, where uncertainty is often the
main source of risk. Epistemic uncertainty, which can be reduced, is the focus of attention. In this
study, the existing entropy-risk decision model is first discussed and analyzed, and its deficiencies
are improved upon and overcome. Then, this study addresses the fact that existing studies only
consider parameter uncertainty and ignore the influence of the model uncertainty. Here, focus is on
the issue of model uncertainty and differences in risk consciousness with different decision-makers.
The utility theory is introduced in the model. Finally, a risk decision model is proposed based
on the sensitivity analysis and the tolerance cost, which can improve decision-making efficiency.
This research can provide guidance or reference for the evaluation and decision-making of complex
systems engineering problems, and indicate a direction for further research of risk assessment and
decision-making issues.

Keywords: uncertainty; risk assessment; decision-making; entropy; sensitivity analysis; tunnel

1. Introduction

Tunnel and underground engineering are examples of large-scale complex systems engineering,
and various uncertainties may be involved during construction. Particularly, in examining the
geological conditions of complex areas such as karst development areas, various safety accidents such
as collapses [1] and water inrushes [2] can easily be triggered, which will affect all parties involved as
well as those not directly involved in the project [3]. Risk assessment has been increasingly valued
and regarded as a guarantee for the safe and smooth construction of large engineering projects [4,5].
Risk assessment is an important part of risk management, which is a tool designed to support all
aspects of decision-making from the beginning to the end of a process. Various risk assessment tools
have been widely used in tunnel and underground engineering, including event tree analysis [6], fault
tree analysis [7], probabilistic risk analysis [8,9], the analytical hierarchy process [10], multicriteria
verbal analysis [11], Grey systems [12], Bayesian networks [13], fuzzy sets [14], and Monte Carlo
simulations [15,16].

Probabilistic risk analysis (PRA) is the most widely used method of quantitative risk analysis in
geotechnical engineering [17,18]. However, in engineering practice, scholars have gradually realized
that insufficient information is a major problem in tunnel and underground engineering, and this lack
of information cannot support precise probability. Therefore, an imprecise probability is considered
more in line with the actual state of a project [19,20]. In addition, with modern developments in science
and technology, artificial intelligence methods such as Geographic Information System (GIS) [21] and
risk analysis software [22] have also been applied to tunnel and underground engineering.
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The large-scale application of these risk assessment methods in geotechnical engineering provides
a strong theoretical basis for the risk assessment and management of tunnel and underground
engineering, and plays a significant role in reducing the number of safety accidents and controlling
construction costs. However, most of the above research methods mainly consider risk assessment
based on the factors of consequence and possibility [23], that is, the classical risk description method:
R = P× C. However, many scholars began to question the rationality of the above definition of risk.
Probability is the most common measure of uncertainty used for risk assessment. Other measures
are also used, such as possibility theory and evidence theory, especially when faced with a lack of
information [24–27].

Aven proposed that using (C, U) instead of (C, P), where “U” indicates uncertainty, should be
more reasonable [28]. In 2015, the Society for Risk Analysis (SRA) stated that it was necessary to
modify the traditional definition of risk. The risk description associated with the definition of (C, U)
can be (C’, Q, K), where C’ denotes specified consequences; Q is a measure of uncertainty such as
probability, imprecise probability, or boundary probability; and K can be considered as the background
knowledge on which the specifications and assignments of C’ and Q are based [29,30]. For the new
definition of risk, we place special emphasis on the role of background knowledge in risk assessment.
We now provide further explanation by enumerating a simple example similar to that in [31].

In Table 1, although the risk value of the two sections is the same, the degree of uncertainty of
background knowledge supporting the risk value is different. If the decision-maker is only informed
of the risk value, the same risk control measures may be taken by the decision-maker, but this is
obviously unreasonable. For section a, owing to the large degree of uncertainty, decision-makers may
demand measures to reduce the uncertainty. For complex systems engineering such as tunnels and oil
and gas pipelines, the initial information is not always sufficient. Thus, measures should be taken to
reduce the impact of uncertainty on the risk assessment [32,33]. At present, there are few studies that
provide theoretical guidance for taking measures to reduce the uncertainty. Based on the principle
that information entropy can quantify the uncertainty, and drawing on the idea from the expected
utility-entropy model [34,35], the entropy-hazard risk assessment model has been proposed [31].
Although the model still has some shortcomings, which will be discussed in the second section, this
represents significant progress in risk theory research and can provide a good foundation for follow-up
risk assessment research.

Table 1. Risk assessment results of different sections in a tunnel.

Risk Factors Risk Value

X1 X2 Probability Outcome Risk Value

Section a of a tunnel (0, 2) 1 0.5 C 0.5C
Section b of a tunnel (0.9, 1.1) 1 0.5 C 0.5C

The purpose of a risk assessment is to provide favorable and reliable information for
decision-making. The assessment should mainly include objective judgments of consequences and
related uncertainties based on existing information, analyze the necessity of reducing uncertainty,
and consider the risk assessment phase from the perspective of decision-making [36–38]. Currently,
decision-making under risk is a basic issue in the research of risk analysis. Many scholars such as
Tom [39] and Karagoz [40] have discussed the issue. Yang [35] and Gao [41] proposed the expected
utility-entropy (EU-E) decision-making model under risk, and successfully applied it to different fields.
However, there are still some deficiencies in the model, which can be referred to in [31] and [42].

For complex system engineering such as mountain tunnels, the security issues are generally more
complex, multiple requirements should be considered when make decisions related to these issues,
which belong to multiple criteria decision-making (MCDM) [43]. For example, for an appropriate
risk control scheme, factors such as cost, time, environment, reliability, etc. may be considered.
In recent years, the study of multi-criteria decision making is becoming more and more popular
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in civil engineering [44]. For example, Antucheviciene et al. [45] have systematically summarized
and analyzed the research status of MCDM in civil engineering. The research: (1) Emphasizes
the necessity of considering uncertainty in the decision-making process, and proposes describing
the uncertainty with fuzzy or probabilistic methods, alone or in combination; (2) Emphasizes the
importance of sensitivity analysis in multi-objective decision making and proposes a specific analysis
model; (3) Considers the impact of risk on decision criteria, and proposes specific risk measurement
methods. The relationships between uncertainty, risk, and decision criteria such as cost are also the focus
of this paper. Therefore, the above research achievements provide a strong foundation for this study.

From the above analysis we can see that the research on risk decision making has made important
progress both in theory and for engineering applications. However, the above studies do not
significantly consider risk assessment issues from the perspective of favorable decision-making, nor
do they clearly identify the linkages and differences between risk analysts and decision-makers. Some
researchers even think that evaluation and decision-making are performed by the same person or team.
However, in tunnel and underground engineering, risk assessment and risk decision-making typically
belong to different individuals or teams, and sometimes the same evaluation results will be submitted
to different decision-makers simultaneously.

The relationship between analysts and decision-makers increases the complexity of the risk
assessment of tunnel and underground engineering [46,47]. To this end, Aven [48] proposed
a two-stage risk assessment method that defines the respective responsibilities of analysts and
decision-makers. They put forward the concept of strength of knowledge (SOK) to judge the
background knowledge. The lower the uncertainty, the greater the need for information, and the higher
the SOK is. This principle is exactly the same as the entropy value that quantifies the information
uncertainty, but the entropy may be more specific and more intuitive.

Based on the above research, we will continue to use the concept of information entropy [49,50].
The factors in the risk assessment stage that may influence decision-making will be analyzed. These
factors include parameter uncertainty, model uncertainty, necessity hypothesis analysis, and sensitivity
analysis. We believe that the above analysis can provide decision-makers with rich and beneficial
information, and not just the evaluation results (C, P).

This paper is organized as follows. In Section 2, we mainly discuss and perfect the related issues
in the literature [31] regarding the influence of the parameter uncertainty and ways to reduce the
uncertainty. Section 3 introduces the influence of model uncertainty and a related hypothesis of the
risk assessment results, and quantifies the relevant impact. In Section 4, the risk assessment and
decision-making problems of Yuelongmen tunnel has been analyzed and discussed based on the
improved model, and the rationality and engineering adaptability of the model are verified. Finally,
Section 5 provides our conclusions.

2. Parameter Uncertainty Analysis

It is important to recognize that in geotechnical engineering, including tunnel and underground
engineering, many of the risk sources arise from geotechnical uncertainty [18]. Owing to insufficient
information, there will be uncertainty in the model parameters. Parametric uncertainty is one of the
most common epistemic uncertainties, and can be reduced by collecting more information. Several
theories such as interval analysis [51], possibility theory [52], evidence theory [53], and Bayesian
probability theory [54] have been used to represent the uncertainty. However, these are focused only
on solving the problems of hazards, that is, (C, Q), and ignoring the uncertainty of the background
knowledge (K), which is important for decision-making as discussed in the introduction. The model of
entropy-hazard could provide theoretical guidance to reduce uncertainty. However, we find that some
problems still need to be improved upon for the model to be perfected. Thus, this section will mainly
discuss the parameter uncertainty based on [31].

From (C, Q, K), we know that risk is related not only to uncertainty but also to hazards.
Changes in uncertainty, especially changes in parameter uncertainty, can cause a hazard change
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in the risk assessment model. The dynamic relationship between the uncertainty and hazard makes the
decision-making process more complex. Risk control measures are mainly considered from two aspects:
reducing the uncertainty and reducing the hazard. However, different combinations of uncertainties
and hazards will lead to different choices. The different combinations are as follow.

Table 2 lists six common combinations. Obviously, for the 2nd and 6th situations, no risk control
measures will be taken, and in the 5th case we will choose measures to reduce the hazard. In the 3rd
scenario, we must first reduce the uncertainty. The key question is how to make decisions in the 1st
and 4th situations. Dong et al. [31] think that for the first cases, owing to small hazards despite the
large uncertainty, there is no need for measures to reduce uncertainty. By contrast, in the 4th case,
because of a large hazard, measures should be taken to reduce uncertainty.

Table 2. Combinations of uncertainties and hazards.

Serial Number U R1 Serial Number U R1

1 Large Small 4 Small Large
2 Small Small 5 0 Large
3 Large Large 6 0 Small

The degree of uncertainty of the parameters can affect the value of the hazard (R1). In the first
case, if measures are taken to reduce the uncertainty, the value of the hazard may be changed from
small to large, that is to say, the risk will change dramatically. It is obviously unreasonable to take no
actions simply because the initial hazard is small. In the fourth case, in tunnel construction, people
may be more inclined to take measures to reduce the hazard rather than reduce the uncertainty.

In view of the above situations, there is no strict theory to guide a choice. In addition,
the decision-making process may also be affected by the risk attitude of the decision-makers. Based on
the above analysis, we believe that it is more reasonable to consider the effects of uncertainties and
hazards simultaneously.

The above is only a qualitative analysis. The following will be further illustrated by specific
examples. The formula is y = x1

x2
− 1. If y ≤ 0, a risk incident does not occur, while if y > 0, a risk

incident does occur.
In Table 3, we list as many possible scenarios as possible. The first six belong to the situations

corresponding to Table 2. Taking the first cases as the initial values, after taking measures to reduce the
uncertainty, there may be two cases, 2 and 4, and the risk values of the two are very different. Since risk
control measures correspond to risk levels, if measures are taken to reduce the hazard directly for the
first case, the effect of reducing the risks will not be obvious, and may even mislead the decision-maker
and increase the risk of decision-making. Thus, the tolerance cost T′H is related to the uncertainty and
hazard, and the following formula may be more reasonable:

T′H = αHR1 (1)

The mean of α is the same as that in [31]. According to the above analysis, after taking measures
to reduce the uncertainty, the value of the hazard is likely to change. Sometimes the values of R1 and
R′1 can be changed significantly. Therefore, we think that the hazard value takes the larger of R1 or R′1.

T′H = αHmax(R1, R′1) (2)

In the 7th scenario, the uncertainty and hazard are large, but it does not make sense to take
measures to reduce the uncertainty, and the formula fails to reflect the problem. Therefore, use of
the above formula is also conditional, that is, H(R1) 6= 0. In addition, the tolerance cost T′H is also
affected by the decision-making effect, that is, the effect obtained after measures are taken to reduce
the uncertainty. The better the effect, the more people willing to take this measure. We can use the
reduced ratio of uncertainty to show the effect: e = H−H′

H so that
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T′H = αH(
H − H′

H
)max(R1, R′1) (3)

In [31], uncertainty is expressed by the risk incident (A) or risk level (R1). However, if the value
of the hazard remains unchanged after measures are taken (such as 3 and 4, or 9 and 10 in Table 3),
the tolerance value T′H will be 0, which is obviously unreasonable. Let the third case be the initial value
and the fourth case the value after measures are taken. We find that it is necessary to take measures to
reduce the uncertainty, and the formula in [31] cannot solve the problem. Therefore, in order to avoid
the above problem, we believe that the best decision-making effect (e) should be chosen. The formula
we recommend is as follows:

T′H = αHmaxemax ·max(R1, R′1) (4)

where Hmax = max(Hx, HA, HQ, HR1) and emax = max(ex, eA, eQ, eR1). The meanings of the symbols
in the formula are the same as in [31]. The abovementioned improved entropy-risk model is used to
control or deal with the uncertainty of the parameters so that the consequences of the uncertainty are
reduced to an acceptable range and provide favorable and reliable information for subsequent risk
decisions. Next, the impact of the model uncertainty on risk assessment and decision-making will
be discussed.

Table 3. Risk factor values and risk values (R = Q × C).

Serial Number Risk Factors Risk Value

X1 X2 Probability Outcome Risk Value

1 (4, 14) 12 0.2 C 0.2C
2 (11.2, 12.2) 12 0.2 C 0.2C
3 (8, 28) 12 0.8 C 0.8C
4 (11.8, 12.8) 12 0.8 C 0.8C
5 13 12 1 C C
6 11 12 0 0 0
7 (13, 20) 12 1 C C
8 (2, 11) 12 0 0 0
9 (11.6, 12.4) 12 0.5 C 0.5C

10 (2, 22) 12 0.5 C 0.5C

3. Model Uncertainty Analysis

Epistemic uncertainty includes parameter uncertainty and model uncertainty [55]. Parameter
uncertainties are mainly a result of insufficient data. Model uncertainties include numerical solution
errors that arise from the methodology adopted in solving the model equations and form errors that
arise owing to assumptions and simplifications made in the development of a model [56]. At present,
the main concern in the geotechnical engineering field is the influence of parameter uncertainty, while
ignoring the influence of model uncertainty. Because of the complexity of risk assessment in tunnel
and underground engineering, the evaluation model may not fully reflect the mechanism of the risk
incident. It is necessary to consider factors such as cost and time in the calculation so that the model
uncertainty may have a greater impact on the assessment results. In the previous section, we discussed
the decision problem under parameter uncertainty. In order to facilitate the subsequent calculations,
this section assumes that the parameter uncertainty after taking the measure is negligible with regard
to the evaluation result.

Models are built to explain real-world phenomena and frequently involve assumptions,
simplifications, and generalizations. Model uncertainty represents the inability of these models to
accurately represent the true physical behavior of the system [57]. Suppose there is a limit state function
that considers in one case and does not consider in the other case, the effect of model uncertainty:

y(x) = (x1, x2, · · · , xn) + εm(x) (5)
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y(x) = (x1, x2, · · · , xn) (6)

where xi(i = 1, 2, · · · , n) are the independent model parameters, εm(x) = εse(x) + εm f (x), and εse(x)
represents the surrogate model error, which is the main form of the numerical solution errors and.
εm f (x) represents the model form errors.

Nannapaneni and Mahadevan proposed two methods based on the First-Order Reliability
Methods (FORM) approach and a single-loop Monte Carlo sampling approach to deal with the
risk assessment that involves model uncertainty. Detailed processing methods are presented in [57–59].
We can quantify the impact of the model uncertainty on a risk assessment model by assessing the
uncertainty of the results, and entropy is a suitable method for quantifying the uncertainty. Let H(y, εm)

and H(y) represent the average degree of uncertainty that considers and does not consider the impact
of model uncertainty, respectively.

Risk analysts should quantify the impact of model uncertainties and inform decision-makers of
relevant assessment information. Then, decision-makers need to consider whether to reduce the impact
of the model uncertainties first, or to take measures directly to reduce the hazard. Because different
decision-makers may have different factors to consider, combined with differences in background and
environment, this may result in different decision-making for the same risk incident [60,61]. In the
second section, since the decision is made by a risk analyst, the influence of subjective factors cannot
be considered, but this section involves different decision-makers using the information provided by
analysts to make decisions. Therefore, it may be more reasonable to consider the subjective factor of
the decision-makers when determining tolerance costs T′H . The concept of utility can be successfully
applied to quantify the risk preferences of decision-makers [62], such as the attitude toward economic
loss, cost, time, and environmental impacts. Figure 1 shows a utility curve that reflects different risk
attitudes of decision-makers: risk aversion, risk neutral, and risk seeking.
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Determining the utility function is a challenging task. This has not been sufficiently studied in the
civil engineering field as yet [1,63]. A utility function can be determined by direct questioning, contrast
questioning, the probability equivalent method, or analytic function approximation [64]. The utility
function can take the following forms:

Linear function : u(x) = c1 + a1(x− c2) (7)

Exponential function : u(x) = c1 + a1(1− ea2(x−c2)) (8)

Power function : u(x) = a1 + a2[c1(x− a3)]
a4 (9)

Logarithmic function : u(x) = c1 + a1 log(c3x− c2) (10)
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where a1, a2, a3, a4 and c1, c2, c3 are constants, and x is an independent variable. According to the
specific risk decision-making scenarios, a1, a2, a3, a4 can be determined. At present, the power
function is one of the most commonly used. Thus, in this paper, we choose a power function as
the utility function.

u(x) = a1(x− c1)
a2 + c2 (11)

Through the above analysis, we can obtain a tolerance cost model considering the risk attitude.

u(T′H) = a1(T′H − c1)
c2 + a2 (12)

T′H = αH(y, εm)
H(y, εm)− H(y)

H(y, εm)
R1 (13)

where α and R1 are the same as in Section 2. If the decision-maker is risk averse, the tolerance cost
will increase; and if the decision-maker is risk seeking, the tolerance cost will decrease. If TH ≤ u(T′H),
measures should be taken to reduce the model uncertainty. Then, decision-makers need to choose the
measure that is most favorable toward reducing the model uncertainty.

In the field of risk control, the available resources should always be focused on the uncertain
variables with a high effect on the output response. Because there are two types of model uncertainties,
it is not necessary to reduce the overall model uncertainties if the one that has the most impact on the
risk assessment results is reduced to an acceptable range, and the analysis is considered to be necessary
in terms of economics and time. Therefore, the sensitivity of the two factors can be analyzed first.

Sensitivity analysis is an efficient tool to identify the contribution of uncertain input variables.
This is generally grouped into two classes: local sensitivity analysis and global sensitivity analysis [65].
The drawback of local sensitivity analysis is its dependence on the choice of reference point. Global
sensitivity analysis is more widely used, and many global sensitivity methods have been proposed,
including variance-based sensitivity methods [66], Kullback–Liebler divergence methods [67], and
screening methods [68]. In recent years, the global sensitivity method based on entropy has received
more and more attention [69,70]. Therefore, this paper proposes an entropy-based sensitivity analysis
to determine what measures are taken to reduce the model uncertainty. The formula is as follows:

ηse =
H(y, εm)− H(y|εse)

H(y, εm)
(14)

ηm f =
H(y, εm)− H(y

∣∣∣εm f )

H(y, εm)
(15)

where H(y|εse) and H(y|εse) indicate the degree of uncertainty of the model output without
considering εse or εm f , respectively. The sensitivity index η can be taken as a measure of importance of
the input variables in the evaluation model. If TH > u(T′H), measures should be taken to reduce the
hazard (R1).

Different participants are involved in the construction process of tunnel and underground
engineering, such as investors, contractors, supervisors, and in some cases, government-related
entities [1,71]. Therefore, when considering measures to reduce the hazard, because the interests of
different participants involved are not exactly the same, the problems considered are not exactly the
same. A decision-maker is an individual or group who can bear the consequences of decision-making.
At present, the differences and relationships between a risk analyst and a decision-maker are not very
clear in the field of risk control of geotechnical engineering, but in the research field of risk theory,
Aven et al. [48] clearly delineated the responsibilities of risk analysts and decision-makers in the
process of risk assessment and control. Therefore, for some high-risk control problems, risk analysts
need only to provide reliable, objective, and favorable risk decision-making information. The final risk
control program should be determined by the different participants together.
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Based on the above analysis, risk analysts can provide information for decision-making, including
hazards (R1), risk levels, sensitivity analyses of input parameters, and recommendations related
to risk control measures. Decision-makers can determine the severity of the risk through hazard
and risk levels. Then, using sensitivity analysis, they can quickly identify the factors that have the
greatest impact on risk assessment, and focus on measures to control risk based on these factors.
Last, the introduction of cost tolerance T′H or u(T′H) can further determine what measures are most
economically feasible. The specific risk assessment and decision-making process is shown in Figure 2.
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4. Case Analysis

4.1. Engineering Background

The geological structure is complex, and the karst is widely distributed in the western mountain
area of China. The tunnels in this area are characterized as deeply buried, long hole lines, high stress,
strong karst, and high water pressure [72]. These characteristics facilitate water inrush and other
geological disasters during tunnel construction. For example, the Malujing tunnel shown in Figure 3
has undergone serious water inrush disaster and has caused serious losses and adverse social impact.
Water inrush is a major challenge in the construction of tunnels in Southwest China.
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The research background of this paper is the Yuelongmen tunnel of Chengdu-Lanzhou railway
(Figure 4). The Yuelongmen tunnel is a control project for the railway which has a length of
approximately 20 km, and the maximum depth is 1445.5 m. The tunnel is located in the core area of
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The tunnel adopts the method of using horizontal and inclined shafts to work together
from multiple directions, thus speeding up construction of the tunnel. Through the actual
investigation (Figure 6) and consulting relevant materials, we find that No. 3 inclined shaft has
the following characteristics:
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1. The construction site is narrow and has inconvenient traffic.
2. Karst development includes broken rock and enriched water content.
3. It has an inclined well with anti-slope construction that has unfavorable drainage.
4. The construction of the inclined shaft caused the nearby river to pour into the mountain.
5. The No. 3 inclined shaft resulted from a design change, where the geological data was not

detailed. The area orientation of the No. 3 inclined shaft is shown in Figure 7.

These characteristics cause the No. 3 inclined shaft to face a great risk of water inrush. Thus, the
No. 3 inclined shaft represents a good example as the research object. Here the typical sections of
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4.2. Engineering Application and Discussion

For decision making under parameter uncertainty, Ref. [31] has fully elaborated on the problem
through theoretical analysis and engineering case application. This section will mainly discuss water
inrush in tunnels under model uncertainty. Assume that the risk assessment model of the water
inrush is P(A) = g(x1, x2, · · · , xn), risk levels are divided into four levels of I, II, III, IV, and I is
the highest risk. Firstly, only consider the impact of parameter uncertainty, and the probability of
water inrush is P(A) = 0.0234, which can be obtained by common probabilistic methods, such as
Bayesian network, fault tree, etc. Then, the probabilities of second-grade and third-grade risk levels
are 0.58 and 0.42, respectively, and H(R1) = 0.6803. Assuming that measures are taken to reduce
the parameter uncertainty, and the probability of P(A) is 0.0276, so that H(R1) = 0.0901. The above
analysis shows that the parameter uncertainty has a great impact on the risk value of water inrush.
After taking measures to reduce the uncertainty of parameters, the degree of uncertainty of the risk
value is obviously decreased.

Due to the complexity of geological conditions, the existing knowledge cannot give a very accurate
interpretation of the mechanism of water inrush, and different people will have different opinions.
For example, with regard to the basic factors that affect water inrush, some believe there are four main
factors, some think it is eight, but others think there are more than twelve. In addition, for numerical
simulation of water inrush, the calculation result may be different because of the different precisions of
mesh generation. The uncertainty of the risk assessment results caused by the above reasons can be
considered as the effect of numerical solution errors εse(x) and model form errors εm f (x).

The more comprehensively the influence factors are considered and the higher the precision of
mesh generation, the relative risk assessment results will be more reasonable. But, it also adds pressure
to modeling, time, and economics. Now we analyze the impact of model uncertainty εm on water
inrush risk. For information regarding the specific calculation method, readers can refer to [53,54].
The expected probability is 0.0255. Obviously, the model uncertainty has a great influence on the
evaluation result. The probabilities of second-grade and third-grade risk levels are 0.781 and 0.219,
and H(R1, εm) = 0.5256. According to experienced experts, the occurrence of water inrush will cause a
loss of 2× 106 RMB.
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According to (13), the cost of the tolerance is T′H = 174, 200. Suppose that, according to expert
opinion, the cost of taking measures is 180,000. When decision-makers are risk neutral or risk seeking,
that is, u(T′H) < 180,000, they consider that there is no need to take measures, while a risk conservative
decision-maker may consider taking measures. Suppose (12) has the parameters a1 = 1.08, a2 = 2,
c1 = 0, c2 = 1, the tolerance cost is u(T′H) = 188,138 > 180,000, and in this case, decision-makers will
consider it necessary to take measures. Obviously, different risk attitudes of decision-makers result in
different judgment results.

If measures need to be taken to reduce the model uncertainty, the one with the greatest impact
on the output can be determined by the entropy-based global sensitivity analysis method described
above. For example, if the calculation shows that P(y, εse) = 0.0260, then the probabilities of the
second-grade and third-grade risk levels are 0.8289 and 0.1711, respectively. Similarly, we know that
P(y, εm f ) = 0.0274, and the probabilities of the second-grade and third-grade risk levels are 0.9629 and
0.0307, respectively. Through the calculation of information entropy, we know that H(R1|εse ) = 0.4576,
H(R1

∣∣∣εm f ) = 0.1586. Sensitivity indicators are available according to (14) and (15). Thus, ηse = 0.1284,
ηm f = 0.6982. According to the above analysis, the sensitivity index of the model form uncertainty is
much larger than the numerical uncertainty, so the first consideration is to take measures to reduce the
model form uncertainty. For the model uncertainty of water inrush, it is necessary to consider how to
construct the risk assessment model based on the mechanism of water inrush.

If there is no need to take measures to reduce the uncertainty, we instead take measures directly
to reduce the hazard. Similarly, first, a sensitivity analysis should be conducted on the input variables,
and then the factors with the most impact on the output results should be determined. According to
these factors, corresponding risk control measures are adopted. These can reduce the calculation cost
and reduce the blindness of the measures, and improve the efficiency of the risk assessment and risk
decision-making. Finally, the final measure can be further determined by the tolerance cost T′H .

5. Conclusions

Uncertainty is one of the most important characteristics of geotechnical engineering. Scholars
are increasingly focusing on how to deal with uncertainty in the process of risk assessment and
risk control, especially regarding epistemic uncertainty. However, owing to the constraints of the
traditional concept of risk, there are still many issues in the treatment of uncertainty. The relationship
between uncertainty and risk is still relatively vague. Based on the existing research, this paper studied
how to deal with uncertainty and how to evaluate and make decisions under uncertainty. The main
conclusions are as follows:

(1) Through an analysis of examples, the existing issues in the entropy-hazard risk assessment model
are discussed, and corresponding improvement measures are put forward.

(2) Epistemic uncertainty mainly includes parameter uncertainties and model uncertainties, but the
existing research focuses primarily on parameter uncertainties. In addition, the influence of
model uncertainties is further considered on the basis of parameter uncertainties.

(3) Owing to the difference in risk consciousness between analysts and decision-makers, we discuss
the relation and difference between analysts and decision-makers in the process of risk assessment
and risk decision-making.

(4) Considering the differences in risk attitudes between different decision-makers, the utility theory
is introduced into the tolerance cost model.

(5) For decision-making under model uncertainty, two factors (entropy-based sensitivity analysis
and tolerance cost) are considered to improve decision-making efficiency.
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