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Abstract: The protection effectiveness is an important metric to judge whether a security system 

is good or not. In this paper, a security system deployed in a guard field is regarded abstractly as 

a security network. A quantitative protection effectiveness evaluation method based on entropy 

theory is introduced. We propose the protection intensity model, which can be used to calculate 

the protection intensity of a stationary or moving object provided by a security system or a 

security network. Using the protection intensity model, an algorithm, specifically for finding the 

minimal protection intensity paths of a field deployed multiple security system, is also put 

forward. The minimal protection intensity paths can be considered as the effectiveness measure 

of security networks. Finally, we present the simulation of the methods and models in this paper. 

Keywords: security system; security network; effectiveness assessment; information 

entropy; protection intensity 

 

1. Introduction 

1.1. Motivation 

Security is surely not a new concept. The idea of protecting cities through the construction of 

fortifications dates back thousands of years. Following the excavation of Jericho and analysis of the 

OPEN ACCESS



Entropy 2013, 15 2767 

 

fortifications and artifacts located there, Kenyon [1] found that the earliest walls and towers of that 

ancient city dated to before 6,000 B.C. The walls of Jericho indicate that as long as mankind has been 

protecting people and property from adversaries there has existed a motivation to provide protection. As 

threats change, so must the safeguards. The events of 11 September 2001 came as a shocking 

indication that the threats against the World had changed dramatically. Security has emerged as a 

pressing social concern, and currently, the society security problem has been attached importance by 

many countries. In order to maintain social public safety, many security systems have been constructed 

in cities all around the World. A security system can be considered as a complex physical protection 

system, which is made up of securities or guards, architectures and electronic devices and consists of 

some subsystems, such as intrusion alarm systems, the video surveillance systems, the access control 

systems, the explosion-proof security check systems, etc. Security systems are deployed at different 

positions in an area, which can communicate and share data each other through the internet, and 

complete protection tasks cooperatively. 

Security systems have three major functions: detection, defense and response [2]. Detection is the 

identification of an ongoing or imminent intrusion. Defense can be either the shielding of persons and 

assets from damage or the delay of an adversary’s access through a guard zone. Response involves 

actions to interdict an intruder. Recently, a flurry of research activity on security systems has 

commenced, especially in the area of assessment of protection effectiveness of a security system. 

Some of the developed countries with earlier applications of security systems, such as the United 

States, Australia, and the United Kingdom, have made some research achievements. The 

corresponding theoretical models and softwares have also been developed. Those researches are 

mainly focused on the effectiveness assessment of a security system using two ways. One way is the 

Delphi method, which is used to evaluate the effectiveness of a security system through establishing 

corresponding indicators based on expert opinions. The other way is to use a probability model and 

simulation experiments. There is no single objective solution for the effectiveness assessment of a 

security system. Some methods are based on the Delphi method or probability model or simulation 

experiments, but the efficiency of a security system is often determined based on expert opinions 

rather than an absolutely precise analysis. For example, use of the software packages “EASI� or 

“ASSESS� developed by Sandia Laboratories still requires experts to define several penetration paths 

that are considered crucial for protection of assets. However, even the best experts can overlook some 

less obvious attack routes. Therefore it is a challenge to minimize the subjectiveness during the process 

of the protection effectiveness assessment of a security system. Moreover, it is easy to judge whether 

security systems are good or not by comparison between their protection effectiveness, but it is 

difficult to estimate whether a security network, which consists of several security systems, is good or 

not through a simple comparison of their protection effectiveness and it is also hard to assess how well 

a security system can protect an object, moving on an arbitrary path, over a period of time. 

1.2. Contribution 

In this paper the security systems deployed in a guard zone are regarded abstractly as a diagram of a 

security network as shown in Figure 1. Each yellow filled circle represents a security system, and 

every triangle represents a protection target. According to the Shannon Information Theory, we use 
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entropy to quantitatively measure the protection effectiveness of a security system and then put 

forward the protection intensity model of a security system, which firstly considers the impact of 

velocity. Using the protection intensity model we can calculate the protection intensity that a security 

system or a security network provides for a stationary object or a moving object in a guard zone and 

find the most vulnerable path of a security network from a starting point to a destination point. The 

protection intensity on the most vulnerable path is considered as the effectiveness measure of a 

security network.  

Figure 1. The abstract diagram of security network.  

 

1.3. Paper Organization 

The reminder of this paper is organized as follows: first we survey the related work. In Section 3, 

the effectiveness assessment model on the basis of the theory of the information entropy is given. In 

Section 4, the models and various definitions used to calculate the protection intensity are presented. In 

Section 5, we bring forward an efficient algorithm for protection intensity calculation specifically 

targeted for finding vulnerable paths. In Section 6, we present the simulation results to verify our 

results and extend them to a more general case. Finally, we draw our conclusions in Section 7. 

2. Related Work 

In the early 1970s, the U.S. Department of Energy’s Sandia National Laboratories [3] first introduced 

the basic concepts of the Physical Protection System, from which the security system evolved and put 

forward a model named adversary sequence diagram (ASD) [4], which was applied to the field of 

nuclear facilities protection. Physical security systems have received renewed interest since the events 

of September 11, 2001 and some researchers have made significant progress on this area. Garcia [2] 

gave an integrated approach to designing physical security systems. Of particular note are the chapters 

on evaluation an analysis of protective systems as well as effectiveness assessment. A cost-effectiveness 

approach was presented, and the measure of effectiveness employed for a physical protection system 

was the probability of interruption which was defined as the cumulative probability of dectection from 

the start of an adversary path to the point determined by the time available for response. 
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Hicks et al. [5] put forward a cost and performance analysis for a physical protection systems at the 

design stage. The system-level performance measure was risk which they defined as follows: 

 (1)

where  is that probability that the attack on a facility will occur, is the probability that a 

physical protection system prevents an adversary from making an attack successfully, and  is the 
extent of consequence. Here, is defined as follows: 

 (2)

is the likelihood of interrupting the attack defined as the probability that response force will be in 

the right place in time in order to stop adversary’s advancing on the target. is the probability of 

neutralization of an adversary which is defined as the probability that response force will be physically 

stronger than the adversary to liquidate threats.  

Doyon [6] presented a probabilistic network model for a system consisting of guards, sensors, and 

barriers. He determines analytic representations for determining probabilities of intruder apprehension 

in different zones between site entry and a target object. Fischer and Halibozek [7] presented a very 

subjective risk analysis approach to ranking threats using a probability matrix or a criticality matrix or 

a vulnerability matrix. Cost-effectiveness was discussed as possible measure of effectiveness 

evaluation of a security system. 

Schneider and Grassie [8] presented a methodology in which countermeasures were developed in 

response to asset-specific vulnerabilities. They did allow for a “system level impression of overall cost 

and effectiveness” created by considering the interaction of the selected countermeasures. They 

discussed issues relating to cost-effectiveness tradeoffs individual countermeasures, but fail to give an 

overall security system evaluation scheme. 

A small subset of the literature presented operations research techniques applied to analysis of 

physical security system. Kobza and Jacobson [9,10] put forward probability models for security 

systems with particular applications to aviation security. They are especially concerned with false clear 

and false alarm signals. They formulate an optimization problem to determine the minimum false alarm 

rate for a security system with a pre-specified false clear standard. Pollet and Cummins [11] put forward 

a effectiveness assessment framework of security systems, which considered not only the 

characteristics of a system, but also the risk outside.  

In light of recent world events, much emphasis has been given to homeland security systems for 

antiterrorism purposes. Shan and Zhuang [12] considered the tradeoff between equity and efficiency in 

homeland security resource allocation and developed a novel model in which a government allocated 

defensive resources among multiple potential targets, while reserving a portion of defensive resources 

(represented by the equity coefficient) for equal distribution (according to geographical areas, 

population, density, etc.). In recent years, some researchers have considered that there was enormous 

uncertainty in the effectiveness evaluation of secrutiy systems, and they put forward some methods to 

reduce uncertainty. In 2011, Xu [13] thought that each individual component of the security system 

should be modeled, and he used the Dempster-Shafer (D-S) evidence theory to analyse potential threats. 

Zhuang and his colleagues also proposed methods such as bounded intervals [14], exogenous dynamics 
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[15], games of imperfect information [16–18], to characterize uncertainty in effectiveness analysis, and 

in 2013 they presented an approach based on game theory and considered the cases where the defender 

had resource constraints [19]. In considering series systems, they differentiated between cases where 

atttackers had perfect knowledge of the system’s defenses or no prior knowledge of the defensive 

configuration. All in all, the above methods or models are still based on probability. 

3. Protection Effectiveness Estimation of Security Systems Based on Entropy Theory 

In this section, a quantitative effectiveness evaluation model for security systems on the basis of 

entropy theory is proposed. 

3.1. Brief Effectiveness Estimation Method for a Security System 

The effectiveness estimation method for a security system mainly includes three steps. The first step 

is Asset Identification. The second step is Threats Identification. The third step is Effectiveness 

Assessment of a Security System. These steps are shown in Figure 2.  

Figure 2. The steps of the effectiveness estimation of a security system. 

 

The primary of purpose of a security system is the protection of an asset or a set of assets. These 

assets can include resources, personnel, facilities, homes, locations, or other items of value. Specificity 

in identifying assets ensures that the protection scope of a security system is not too broad or too 

narrow. Proper identification of assets can seek to prevent the unnecessary commitment of resources to 

protection and leaving items vulnerable that require additional protection. The identification of assets 

determines the purpose of a security system. 

After identifying assets, threats must be identified. Some considerations used to identify threats are 

motivations for attacking assets or goals to be achieved through attacks. Information about a potential 

threat should consist of the type of threat, capabilities of potential intruders, and tactics commonly 

used by intruders. Information about a threat should be specific so as to allow for both the assessment 

of potential damage and the identification of techniques to counter threats. Threats identification is an 

important research field, which is beyond the scope of this paper. 

Once threats are identified, the vulnerability of assets can be investigated through the protection 

effectiveness assessment of a security system. The effectiveness evaluation requires the analysis of the 

actions of the potential threats. The effectiveness assessment of a security system is often characterized 

in terms of likelihood, which is defined using probability.  
Next, we demonstrate the protection effectiveness assessment with a simple example. A security 

system has three important objectives, which are detection, defense and response. The protection 

effectiveness of a security system can be determined by the three fators. We assume that there are three 
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security systems defined as , and  respectively. The effect weights of each factor are 

supposed to be same. The probability of each factor completing protection tasks are shown in Table 1. 

The average of the probability of the three factors is considered as the protection effectiveness of a 

security system. 

Table 1. The effectiveness for each security system. 

Security System Detection Defense Response Effectiveness 

 0.9 0.8 0.9 0.87 
 0.7 0.75 0.85 0.77 
 0.9 0.5 0.7 0.7 

It is easy to find that the protection effectiveness assessment has uncertainty. In order to 

quantitatively analyze the effectiveness of a security system, it is necessary to use a scientific method 

to measure the uncertainty. In the next subsection, the method on the basis of entropy, which can be 

used to quantitatively evaluate the uncertainty, is introduced. 

3.2. Introduction of Related Theories 

Entropy, which was brought forward by French scientist Rudolf Clausius [20] in 1865, is a state 

function of the second law of thermodynamics. Austrian physicist Boltzmann [21] first used entropy to 

solve some statistical problems. From then on, entropy becomes a measure of disorder or uncertainty 

of systems. In 1948, American scientist Shannon [22] proposed the concept of information entropy, 

which can be used to measure the average information amount in the process of communication. 
Information entropy is also called Shannon entropy denoted by , which is defined as: 

 (3) 

where  is the probability of the discrete random variable . If variable  is continuous, 

Shannon entropy expression is as follows: 

 (4) 

Due to the uncertainty of information transmission, Shannon entropy is used to measure the amount 

of information. The effectiveness of a security system is usually judged by the ratio of complition of a 

protection task, so there are a lot of uncertain factors that can affect the effectiveness of a security 

system. The higher the ratio of completion protection task is, the less the uncertainty associated with 

the effectiveness of a security system is. That means that the larger the protection effectiveness of a 

security system is, the lower the probability of failure to finish protection tasks. Similar to Shannon 

entropy, the uncertain factors can be measured by entropy. 

3.3. Protection Effectiveness Evaluation Model Based on Entropy 

The protection effectiveness can be measured by how much a security system reduces the 

uncertainty of protection tasks. In order to quantitatively evaluate the protection effectiveness of a 

security system, we use entropy to calculate the amount of uncertainty. Suppose that there are n 
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independant factors that affect the protection ability of a security system. The probability of each 

factor to complete the task is expressed as , and the weight of every factor is 

. The protection effectiveness of a security system can be defined as: 

 (5) 

where  is the protection effectiveness of a security system. If the variable  is continuous 

function, the protection effectiveness of a security system is defined as follows: 

 (6) 

3.4. Mutual Protection of Multiple Security Systems 

As shown in Figure 1, a security network is made up of multiple security systems. The protection 

effectiveness of a security network is associated with the most vulnerable path from starting point to 
destination. We suppose that there are n security systems, which are expressed as , along 

the most vulnerable path. is the probability of the security system to 

accomplish protection tasks. represents the protection effectiveness of the security 

system .  can be calculated by the following way: 

,  (7) 

From the Equation (7), is the logarithmic function on . The function 

curve is shown in Figure 3. If the security systems are independent each other, the protective 

effectiveness of the security network will be expressed as follows: 

 (8) 

Figure 3. The relationship between protection effectiveness and protection probability. 

 

If the security systems are not independent one another, mutual protection among the security 

systems will be considered. We use to represent the mutual protection uncertainty of 

the security systems.  is defined as follows: 
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(9) 

The protection effectiveness of the security network is expressed as follows: 

 (10) 

Take the three security systems shown in Table 1 for example, we assume that the three security 

systems lie in the most vulnerable path of a security network and the effect weights of each factor are same. 

We use the models and the methods introduced in this section to evaluate the protection effectiveness. 

According to the Equation (5), we can get the protection effectiveness of the three security systems. From 

Equation (7) the protection probability can be calculated. The results are shown in Table 2. 

Table 2. A sample to evaluate the effectiveness and the protection probability. 

Security System Detection Defense Response Effectiveness  

 0.9 0.8 0.9 2.0715 0.8744 
 0.7 0.75 0.85 1.4958 0.7759 
 0.9 0.5 0.7 1.3999 0.7534 

If the three security systems are independent, according to Equation (8) the protection effectiveness 

of the security network is obtained as follows: 

 

If the three security systems are not independent, from Equation (9) the mutual protection 

uncertainty is obtained as follows: 

 

From Equation (10) the protection effectiveness of the security network is obtained as follows: 

 

Like many current effectiveness assessment models, the above example has a potential hypothesis 

that is that security systems must lie on the paths in a guard zone as shown in Figure 4. But according 

to the actual situation it is imposible to deploy security systems on each path. Moreover, adversaries 

will try their best to avoid security systems in generally. In the next section, we present the protection 

intensity evaluation model, which is closer to the actual situation. The model can be used to assess the 

protection intensity of a stationary or moving object at any position in a guard field, which is provided 

by the security systems deployed in the field. 
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Figure 4. A sample of a security network in a guard zone where security systems lie on each path. 

 

4. Protection Intensity Evaluation Model 

Security systems genrerally have widely different theoretical and physical characteristics. Hence, 

numerous models of varying complexity can be constructed based on application needs and device 

features. Security systems share one facet in common, which is that protection ability diminishes as 

distance increases. A guard field is an area where security systems are deployed as shown in Figure 1. 
For the sake of protection intensity calculations, protection intensity at each point in a guard field is 

hypothesized to be defined and non-negative. Having this in mind, for a security system , the 

protection intensity evaluation model at an arbitrary point  is expressed as: 

 (11) 

where  is the Euclidean distance between the security system  and the point , is the 

protection effectiveness of si, and positive ki is technology-dependent parameters of si. 

In order to introduce the notion of protection intensity in a guard zone, the protection intensity of a 

given point  in the guard field . Depending on the application and the function of security systems 

at hand, the protection intensity can be defined in several ways. Here, two methods for the evaluation 
of protection intensity: All Security Systems Protection Intensity ( ) and Closest Security Systems 

Protection Intensity ( ). 

4.1. All Security Systems Protection Intensity 
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4.2. Closest Security Systems Protection Intensity 

Closest Security Systems Protection Intensity  for a point  in a guard zone  is 

defined as the effective protection measures at point from the closest security systems in , i.e., the 

security system that has the smallest Euclidean distance from point .  is expressed as: 

 (13) 

where is the closest security system to m. 

4.3. Path Protection Intensity 

Path protection intensity is used to quantitatively evaluate how well a security network can protect a 

moving object. Obviously, a path with maximum path protection intensity is safest, whereas it is 

weakest. Suppose an object  is moving in the guard field from point to point along the 

curve (or path)  during the interval . The protection intensity of this movement can be 

defined as follows: 

 (14) 

where the protection intensity  can either be or  and  is 

the element of arc length. For example, if , then: 

 

We start our discussion on path protection intensity by considering the simplest case. Suppose that 

there is only one security system at position whose protection effectiveness is 1. The protection 

intensity function at point  is expressed as follows: 

 

We study the question of how to travel from point  to point with the minimum 

exposure, i.e., The continuous function E is minimized, which is defined as follows: 
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Note that here the Closest Security Systems Field Intensity is equal to the All Security Systems 

Field Intensity, the protection effectiveness of the security system is supposed to be 1, and the 

parameter is also supposed to be 1. 

Lemma 1. If , then the minimum protection intensity path is , and the 

protection intensity along the path is . 

Proof. Consider the lines that start from the origin, where the security system is located, and 
intersect the x-axis, where the object is located, at angle , such that:  

. 

Clearly, the path from point  to  with minimum protection intensity will intersect 

each line in order and only once. Let  be the intersection point. The line segments is used to 

approximate the path between points  and . 

Draw lines perpendicular to line segments  from origin and name the intersection point 

. The angles  and  by and  as shown in Figure 5. 

Figure 5. Proof for lemma 1. 
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. 

Notice that since , which is a constant for a given set of: 

, 

this protection intensity will be minimized if and only if , which implies that the distance 

between and is equal to the distance between and . In other words, to reach the No.  

line, which intersects the x-axis with angle , from point , the best way is to move towards point 

 with the minimum protection intensity, the point that has the same distance from the security 

system as  does. 

As , we can conclude that if the destination point , then the minimum protection 

intensity path is the quarter circle from to with center and radius is equal to 1. 

This path can be expressed as . 

Thus, the protection intensity is equal to:  

. 

Notice that in the above proof, it is not necessary to have the starting point and ending point at 

and . The only fact we utilize them is that they have the same distance to the security 

system. In general, we can get a theorem as follows: 
Given a security system s and two points and , such that , then the minimum 

protection intensity path between and  is the arc that is part of the circle centered on s and 

passing through p and q. 

5. An Algorithm for Calculating Minimal Protection Intensity Path 

The domain of protection intensity problem is continuous, so the protection intensity expression 

often does not have an analytic or closed form or solution. To address these characteristics, the 

algorithm proposed in this section has three main hypotheses: 

(1)  Transform the continuous problem domain to a discrete one; 

(2)  Apply graph theoretic abstraction; 

(3) Compute the minimal protection intensity path using Dijkstra’s Single Source Shortest  

Path algorithm. 

We transform the problem domain to a tractable discrete domain through a generalized grid 

approach. For the sake of clarity, we restrict our subsequent discussion to the two-dimensional space. 

In the grid-based approach, the guard field is divided by an n  n square grid and limit the existence of 

the minimal protection intensity path within each grid element. In the simplest case, the path is forced 
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to exist only along the edges and the diagonals of each grid square as shown in Figure 6a, which is 

called the first-order grid. However, since the minimal protection intensity path can travel in arbitrary 

directions through the guard field, it is easy to see that higher order grid structures such as the 

second-order shown in Figure 6b can improve the accuracy of the final solution.  

Figure 6. (a) First-order. ; (b) Second-order. . 

(a) (b) 

As can be deduced from Figure 6, the m-order grid can be constructed through placing 

equally spaced vertices along each edge of a grid square. The minimal protection intensity path is 

restricted to straight line segments connecting any two of the vertices in each square. It is easy to 

verify that as and , the solutions produced by the algorithm approaches the optimum, at 

the cost of run-time and storage requirements. The algorithm put forward in this paper can be 

described as follows: 

Function Minmal_Protection_Intensity_Path (F, ps, pd)  

{ 

 

 

For all  

 

For all  

 

 

 

 
 

} 

The details of the algorithm are listed above. After generating the grid FD, the next step is to 

transform FD to the edge-weighted graph G. This is accomplished by adding a vertex in G 
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corresponding to each vertex in FD and an edge corresponding to each line segment in FD. Each edge is 

assigned a weight equal to the exposure along its corresponding edge in FD, calculated or 

approximated by the protection_Intensity function. This function calculates the exposure along the line 

segment using numerical integration techniques and can be implemented in a variety of ways. In our 

implementation, the simple trapezoidal rule is used in this function. We use the pseudo-code above, 

Dijkstra’s Single-Source-Shortest-Path algorithm to find the minimal exposure path in G from the 

given position psto the given destination pd.  

Now, we will discuss the complexity of the algorithm. When the start points and end points of the 

path are initially known, the run-time of the algorithm is generally dominated by the grid generation 

process which has a linear run time over the total number of vertices in the grid FD. For a  grid 
with m divisions, the number of vertices in FD is , which means that the complexity 

of the algorithm is .  

6. Experimental Section 

6.1. Grid Based Guard Field 

In this section, experimental results based on Matlab will be presented and analysed. Without loss 

of generality, we consider the guard zone as a cross-connected and first-ordered grid. A sample field 

model is presented in Figure 7. 
The guard field consists of the grid points and two auxiliary nodes which are the staring and the 

destination points. The aim of adversaries is to go through the guard field from the starting point that 

represents the insecure side to the destination point that represents the secure side. The horizontal axis 

is divided into N-1 and the vertical axis is divided into M-1 equal parts. Thus, there are N  M grid 

points plus the starting and destination points. For the sake of simplifying the notation, instead of using 

two dimensional grid point indices where  and , we utilize a 

kind of one dimensional grid point index v which is calculated as . 

Figure 7. A sample field where the length is 8 m, the width is 4 m, and the grid size is 1 m. 
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The index of the starting point is defined as , and the index of the destination point is

. We use the connection matrix to represent the connections of the grid 

points. The matrix is defined as: 

 

where which is the set of possible difference-tuples of the 

two-dimensional grid point indices excluding . 

6.2. Uniformly Distributed Random Security System Deployment 

The guard field in all experiments is defined as a rectangle. The width of the guard field is 41 m and 

the length is 51 m. Twenty security systems are randomly deployed in the field, which obey uniform 

distribution and ten of them are deployed along the perimeter of the field. We assume that the security 

systems deployed in the field have same protection effectiveness, which is equal to 1 i.e.,

. A constant speed is hypothesized in all calculations of the most 

vulnerable path. The parameter of each security system in the guard field is supposed to be 1. The 

coordinates of the starting point and the destination are (25,−1) and (25,41). The coordinates of the 

security systems are shown in Table 3. 

Table 3. The coordinates of the security systems. 

           

X 11.96 1.94 46.60 25.31 15.16 45.82 40.01 8.62 23.80 26.34 
Y 2.01 3.95 1.82 8.3 8.82 3.21 13.47 2.17 5.40 15.47 

           

X 43.19 45.30 21.80 41.06 0 0 0 50 50 50 
Y 0 0 40 40 20.64 9.01 7.34 35.01 12.71 10.93 

The distribution of the security systems in the field is shown in Figure 8. From the Equation (12) we 

can get the protection intensity distribution of the field under the intensity model as shown in Figure 

9. From Equation (13) we can get the protection intensity distribution of the field under the intensity 

model as shown in Figure 10. We can find the most vulnerable path of the security network using the 

algorithm proposed in Section 5. Regardless of the effect of the paths, the minimal protection intensity 

path based on the all security systems protection intensity model is shown in Figure 11 and the 

minimal protection intensity path based on the closest security system protection intensity model is 

shown in Figure 12. Regarding of the effect of the paths, the path protection intensity can be calculated 

according to Equation (14). Here we use the simple trapezoidal rule to approximatively computer the 

protection intensity of each path in the field. Regarding of the effect of paths, the most vulnerable 

paths under the intensity model and the intensity model are shown in Figure 13 and Figure 14. 
  

0v 1v N M     , 2 2v w NM NMc C   

,v wc

 

,

1 0 , 1 ,

1 0 0

1 1 1

0

v w v w

w
v w

v

if v w NM and x x y y D

if v and y
c

if w NM and y M

otherwise

          
       
       

 

{ { 1, 0 ,1} { 1, 0 ,1} } { (0 , 0 )}D     

v w

 1 1,2, ,20
iSI i    ( ) 1dp t dt 

k

1S 2S 3S 4S 5S 6S 7S 8S 9S 10S

11S 12S 13S 14S 15S 16S 17S 18S 19S 20S

AJ

CJ

AJ CJ



Entropy 2013, 15 2781 

 

Figure 8. The distribution of the security systems. 

 

Figure 9. The protection intensity distribution under the intensity model.  

 

Figure 10. The protection intensity distribution under the intensity model.  
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Figure 11. Regardless of the effect of the paths, the minimal protection intensity under the 

intensity model is 38.7575. 

 

Figure 12. Regardless of the effect of the paths, the minimal protection intensity under the
intensity model is 4.3714. 

 

Figure 13. Regarding of the effect of the paths, the minimal protection intensity under the 
intensity model is 45.3402. 

 
  

AJ

0
10

20
30

40
50

0

10

20

30

40

0

1

2

3

4

x
y

pr
ot

ec
tio

n 
in

te
ns

ity

Secure side

Insecure side

The most vulnerable path

CJ

0

10

20

30

40

50

0

10

20

30

40
0

0.5

1

xy

pr
ot

ec
tio

n 
in

te
ns

ity

Secure side

Insecure side

The most vulnerable path

AJ

0
10

20

30
40

50

0

10

20

30

40
0

1

2

3

4

xy

pr
ot

ec
tio

n 
in

te
ns

ity Secure side

Insecure side

The most vulnerable path



Entropy 2013, 15 2783 

 

Figure 14. Regarding of the effect of the paths, the minimal protection intensity path under 
the intensity model is 5.1955. 

 

6.3. Deterministic Security System Placement 

In addition to random placement, the effects of several regular, deterministic security system 

placement strategies are also be studied in this section. Thirty six security systems are placed in the 

field according to the rules as shown in Figure 15, respectively. The rules are named the cross 

deployment scheme, the square deployment scheme, and the triangle deployment scheme. These 

security systems are equally spaced along the horizontal and vertical line that split the field. The 

experiment results are shown in Table 4. 

Figure 15. The rules of deterministic security system placement. 

 

Table 4. Minimal protection intensity paths results for several deterministic security 

system placement schemes. 

Numbers 
Under the intensity model Under the intensity model 

Cross Square Triangle Cross Square Triangle 

36 8.1493 7.5140 7.7412 93.5196 84.6675 92.8218 

Using the cross deployment rule, the protection intensity distribution of the field under the intensity 

model is shown in Figure 16. Using the square deployment rule, the protection intensity distribution of 

the field under the intensity model is shown in Figure 17. Using the triangle deployment rule, the 

protection intensity distribution of the field under the intensity model is shown in Figure 18. 
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Figure 16. The protection intensity distribution under the cross deployment rule. 

 

Figure 17. The protection intensity distribution under the square deployment rule. 

 

Figure 18. The protection intensity distribution under the triangle deployment rule. 
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deployment scheme is higher than the average randomly generated network topology, so the results 

suggest that when the number of security systems is limited in a field, reasonable deployment scheme 

will improve protection ability of the security network in the field, and a simple way is to use the cross 

deployment scheme to place the security systems. 

6.4. Effect of Numbers of Security Systems on the Minimal Protection Intensity 

While analyzing the effect of numbers of security systems on the minimal protection intensity, we 

use two uniform random variables X and Y to compute the coordinates of each security system in the 

guard field, which is 51 m × 41 m. The numbers of the security systems are from 1 to 100. Using 

different uniform distribution of the security systems, each case is calculated for fifty times. Respectively 

using the intensity model and the intensity model, the relationships between the numbers of the 

security systems and the relative standard deviation of the minimal protection intensity are shown in 

Figures 19 and 20. 

Figure 19. Relative standard deviation in minimum protection intensity for protection 

intensity model: Closest security system. 

 

Figure 20. Relative standard deviation in minimum protection intensity for protection 

intensity model: All security systems. 
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Generally for sparse fields, there are a wide range of minimal protection intensity paths that can be 

expected from uniform random deployments. As the density of security systems increases in the field, 

the minimal protection intensity tends to stabilize. This effect can be observed in Figures 19 and 20. 

The results suggest that there is a saturation point after which randomly placing more security systems 

does not significantly impact the minimal protection intensity in the field. 

7. Conclusions  

In this paper, we consider the security systems deployed in a guard field as a diagram of a security 

network. According to the Information Theory of Shannon, we use entropy to measure the protection 

uncertainty of a security system so as to quantitatively evaluate the protection effectiveness of a 

security system or a security network. On this basis the protection intensity model is put forward and 

can be used to calculate the proteciton intensity of a stationary or moving object provided by a security 

system or a security network. Using the model we can find the most vulnerable path of a security 

network, which is considered as the protection effectiveness measure of a security network. Finally, 

the methods and models in this paper are simulated with MATLAB. The experiments show that the 

methods and models brought forward in this paper are feasible and have some references for the 

assessment of protection effectiveness and protection intensity for security systems or security networks. 
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